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PREFACE

1.1 Declaration
This document updates at irregular intervals because of product upgrade or other reason.

This document is for your reference only.

1.2 Suggestion feedback

If you have any questions when using our product and reading this document, please
contact us:

Email: support@commandonetworks.com, info@commandonetworks.com

1.3 Audience
This document is for the following audiences:

« System maintenance engineers

- Debugging and testing engineers
« Network monitoring engineers

« Field maintenance engineers

1.4 Conventions

Command syntax convention table

Syntax Description

Use italic type with capital letters for the
parameters of the commands.
Parameters are the parts which need to
replace with the actual value.

ltalic type with capital letters

(xIyl...) Select one among the choices.
(xIyl.-.]) Select one or none among the choices.

Select one or more among the choices.
The choices can be selected repeatedly.



Syntax

[XIyl...[]
{xlyl...}
{Xlyl...I}
<X-y>

Description

Select one or more or none among the
choices. The choices can be selected
repeatedly.

Select one or more among the choices.
The choices can be selected only once.

Select one or more or none among the
choices. The choices can be selected
only once.

Select a number between x and y.



BASIC COMMANDS

2.1 System Configuration Commands
2.1.1 hostname

Command Purpose

To specify or modify the host name for the network server, use the “hostname™ command
in Global Configuration.

To restore the configuration to the default, use the “no hostname” command.

Command Syntax

hostname NAME

Nno hostname

Parameter Parameter Description Parameter Value
NAME New host name for the Host name is a string with
network server 1-63 characters

Command Mode

Global Configuration

Default
The default host name is Switch.
Usage

The host name is used in prompts and default configuration filenames.

The name must also follow the rules for ARPANET host names. They have as interior
characters only letters, digits, hyphens, and underline. Names must be 64 characters or
fewer.

Examples



The following example changes the host name to “sandbox™:

Switch# configure term nal

Sw tch(config)# hostnane sandbox
sandbox(confi1 g) #

Related Commands

None

2.1.2 management ip address

Command Purpose
Use this command to set the management IP address on the Switch.

To remove the management IP address, use the no form of this command.

Command Syntax

management ip address ( A.B.C.D/M | A.B.C.D mask ) ( gateway A.B.C.D |)

no management ip address

management ipv6 address ( X:X:X:X/M | X:X::X:X mask ) ( gateway X:X::X:X | )

no management ipvéaddress

Parameter Parameter Description Parameter Value

The management IPv4 _
IPv4 address with mask

A.B.C.D/M address with mask length
: length 1-32
configured
The management |IPv4
A.B.C.D mask address and mask IPv4 address and mask

configured

The management IPv6
XXX XM address with mask length
configured

IPv4 address with mask
length 1-128



Parameter Parameter Description Parameter Value

The management IPv6

X X:oX: X mask address and mask IPv6 address and mask
configured

gateway A.B.C.D Add IPv4 gateway IPv4 address

gateway X:X:X:X Add IPv6 gateway IPv6 address

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example sets the management ipv4 address:

Switch# configure term nal
Switch(config)# managenent ip address 192. 168. 100

The following example unsets the management ipv4 address:

Swi tch# configure term nal _
Swi tch(config)# no managenent ip address

The following example sets the management ipv6 address:

Sw tch# configure term nal
Switch(config)# nmanagenent ipv6 address 2001: 1000

The following example unsets the management ipv6 address:

Sw tch# configure term nal _
Switch(config)# no managenent ipv6 address

Related Commands

. 100/ 24

: 1000/ 96



None
2.1.3 management route

Command Purpose

Use this command to set the gateway on the Switch for management ip.

Command Syntax

management route ( add | del ) gateway A.B.C.D

management ipv6 route (add | del ) gateway X:X::X:X

Parameter Parameter Description Parameter Value
add Add the route -

del Del the route -

ipVv6 Configure IPv6 gateway -

gateway Add gateway -

ABCD The IPv4 address of the Py address

gateway

The IPv6 address of the
XX XX IPv6 address
gateway

Command Mode

Global Configuration

Default

None

Usage

None



Examples

The following example sets the gateway of 192.168.100.254 for the switch:

Swi tch# configure term nal
Swi tch(config)# managenent route add gateway 192.168. 100. 254

The following example sets the gateway of 200110001 for the switch:

Sw tch# configure term nal
Swi tch(config)# managenent ipv6 route add gateway 2001:1000::1

Related Commands

None
2.1.4 show management arp

Command Purpose

Use This command to show the ARP of the management port.

Command Syntax

show management arp

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows the ARP of the management port:



Swi t ch# show nmanagenent arp

Addr ess Har dwar e Addr | nterface
________________ e
10. 10. 39. 241 24: 6e: 96: 62: 3f: c4 m-if
10. 10. 39. 254 00: 1e: 08: 09: 67: 6d mgnt -i f

Related Commands
None

2.1.5 Show Management IP Address

Command Purpose

Use This command to show the IP address of the management port.

Command Syntax
show management ip address

show management ipv6 address

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows the IP address of the management port:



Swi t ch# show managenent ip address

Managenent | P address is: 192.168.100. 100/ 24
Gateway: 192. 168. 100. 254

Swi t ch# show managenent i pv6 address

Managenent | Pv6 address is: 2001:1000:: 1000/ 96
Gat eway: 2001:1000::1

Related Commands

None
2.1.6 show management interface

Command Purpose

Use this command to display the configurations and statistics on management interface.

Command Syntax

show management interface
Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display the configurations and statistics on
management interface:



Swi t ch# show managenent interface

Managenent Interface current state: DOMN

Descri ption:

Li nk encap: Et hernet HWaddr: 94: EB: AB: 88: 2A: B4

| net addr: 192.168. 100. 102 Mask: 255.255.255.0

Bcast: 192. 168. 100. 255 MIU. 1500

Speed: 10 Dupl ex: Hal f

Aut o- negoti ati on: Enabl e

Recei ved: 2 Packet s, 128 Bytes 5128.0 b)
Transm tted: 1 Packets, 78 Bytes (78.0 b)

Related Commands

clear counters mgmt-if
2.1.7 clear counters mgmt-if

Command Purpose

Use this command to clear statistics counters on management interface.
Command Syntax

clear counters mgmt-if

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to clear statistics counters on management interface:

Switch# clear counters ngnt-if

Related Commands

None



2.1.8 enable password

Command Purpose

Use this command to set the password which is needed when user enter Privileged EXEC
mode.

Command Syntax
enable password ( privilege LEVEL | ) (8| ) LINE

no enable password

Parameter Parameter Description Parameter Value
Privilege LEVEL User privilege level Level value <1-4>
5 Specifies a hidden

password will follow
LINE The password string -

Command Mode

Global Configuration

Default

None

Usage

If this command is set, user need to provide the password when enter Privileged EXEC
mode.

Examples

The following example shows how to set the password:



Switch# configure term nal
Switch(config)# enable password 123
Switch(config)# exit

Swi t ch# di sabl e

Swi t ch> enabl e

Passwor d:
Swi t ch#

Related Commands
None
2.1.9 terminal length

Command Purpose

To set the number of lines on the current terminal screen for the current session, use the
terminal length command in EXEC mode. To restore the configuration to the default, use
the no form of this command.

Command Syntax

terminal length LENGTH

terminal no length

Parameter Parameter Description Parameter Value

The value is a number
_ from O to 512. A value of
Number of lines on the , ,
LENGTH zero disables pausing
screen
between screens of
output

Command Mode
Privileged EXEC

Default

Automatically detected by terminal screen length by default

Usage



The system uses the length value to determine when to pause during multiple-screen
output. A value of zero prevents the switch from pausing between screens of output.

Some types of terminal sessions do not require you to specify the screen length because
the screen length specified can be learned by some remote hosts. For example, the rlogin
protocol uses the screen length to set up terminal parameters on a remote UNIX host.

Examples

In the following example, the system is configured to prevent output from pausing if it
exceeds the length of the screen:

Switch# termnal length O
Related Commands

service terminal-length

2.1.10 service terminal-length

Command Purpose

To set the number of lines on the current terminal screen for all sessions, use the service
terminal-length command in Global Configuration. To restore the configuration to the
default, use the no form of this command.

Command Syntax

service terminal-length LENGTH

no service terminal-length

Parameter Parameter Description Parameter Value

The value is a number
, from O to 512. A value of
Number of lines on the , ,
LENGTH zero disables pausing
screen
between screens of
output

Command Mode



Global Configuration

Default

None

Usage

The system uses the length value to determine when to pause during multiple-screen
output. A value of zero prevents the switch from pausing between screens of output.

Some types of terminal sessions do not require you to specify the screen length because
the screen length specified can be learned by some remote hosts. For example, the rlogin
protocol uses the screen length to set up terminal parameters on a remote UNIX host.

Examples

In the following example, the system is configured to prevent output from pausing if it
exceeds the length of the screen:

Swi tch# configure term nal
Switch(config)# service termnal-length O

Related Commands

terminal length
2.1.11 banner motd

Command Purpose

To set a single or multiline message banner that appears on the screen when someone
logs in to the switch, use the banner motd command in Global Configuration. To restore
the configuration to the default, use the no form of this command.

Command Syntax
banner motd line

no banner motd

Parameter Parameter Description Parameter Value



specify a visible character
as delimiting character,
enter the message

LINE message string between 2 delimiting
characters. At most
support 99 lines with 1023
character in each line

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example shows how to set a single message banner:

Swi tch# configure term nal
Switch(config)# banner notd #

Enter TEXT nessage. End with the character '#' .
this is a exanpl e nessage#

Related Commands
banner exec
banner login

2.1.12 banner exec

Command Purpose



To set an exec banner to be displayed on all connected terminals and this banner
appears when terminal in Privilieged EXEC mode, use the banner motd command in
Global Configuration. To restore the configuration to the default, use the no form of this
command.

Command Syntax

banner exec line

Nno banner exec

Parameter Parameter Description Parameter Value

specify a visible character
as delimiting character,
enter the message

LINE message string between 2 delimiting
characters. At most
support 99 lines with 1023
character in each line

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example shows how to set a single message banner:

Switch# configure term nal
Switch(config)# banner exec #

Enter TEXT nessage. End with the character '#'.
this is a exanpl e nessage#



Related Commands

banner motd

banner login
2.1.13 banner login

Command Purpose

To set a login banner to be displayed on all connected terminals, and this banner appears
after the MOTD banner and before the login prompt, use the banner motd command in
Global Configuration. To restore the configuration to the default, use the no form of this
command.

Command Syntax
banner login line

no banner login

Parameter Parameter Description Parameter Value

specify a visible character
as delimiting character,
enter the message

LINE message string between 2 delimiting
characters. At most
support 99 lines with 1023
character in each line

Command Mode

Global Configuration

Default

None

Usage



None

Examples

The following example shows how to set a single message banner:

Swi tch# configure term nal
Switch(config)# banner login #

Enter TEXT nessage. End with the character '#'.
this is a exanpl e nessage#

Related Commands
banner exec
banner motd

2.1.14 show version

Command Purpose

To display the version information of the hardware and firmware, use the show version
command in EXEC mode.

Command Syntax

show version (slot ID |)

Parameter Parameter Description Parameter Value

ID slotid 1-29

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

The following example shows how to display version information of the hardware and
firmware:

Swi tch# show version

Swit ch# show version

Net wor kKOS Software, Switch, Version 5.3.8.5

Copyright (C) 2018 Switch Vendor Inc. Al rights reserved.
The current running imge is

flash:/boot/ul mage. p1010. 48t 4x.r 20181115

Swtch uptinme is 0 days, 19 hours, 8 m nutes
Har dware Type is 52TX

Har dware Version is 1.1

SDRAM si ze 2048M

FIl ash size 2048M

EPLD Version is 2.1

Boot Rom Version is 6.1.2

System serial nunber is E101ZB14202C
Current Web Version is 5.3.8.3

Related Commands

None
2.1.15 line vty

Command Purpose

To set the max login VTY, use this command in Global Configuration. To restore the
configuration to the default, use the no form of this command.

Command Syntax

line vty maximum MAX_VTY

no line vty maximum

line vty VTY
Parameter Parameter Description Parameter Value
, The default value is
MAX_VTY Max login VTY

8.range <0-8>



Parameter Parameter Description Parameter Value

VTY Number of VTY Range <0-7>

Command Mode

Global Configuration

Default
8
Usage
None

Examples

The following example shows how to set the max VTY to 5:

Sw tch# configure termnal
Switch(config)# line vty maxi num 5

The following example shows how to enter Line Configuration mode:

Swi tch# configure term nal
Switch(config)# line vty 2

Related Commands

None
2.1.16 exec-timeout

Command Purpose

To set how much time the login user do not do any operation then the user should be
forced to quit, use the no form of this command.

Command Syntax

exec-timeout MINUTES SECONDS

Nno exec-timeout



Parameter Parameter Description Parameter Value

MINUTES Timeout in minute Range <0-35791>

SECONDS Timeout in second Range <0-2147483>

Command Mode

Line Configuration

Default

600 seconds

Usage

When the user login again then config will be effected

Examples

The following example shows how to set max time the login user do not do any operation
then the user should be forced to quit:

Switch# configure term nal
Switch(config)# line vty 0O

Swi cth(config-line)# exec-tinmeout 3 200

Related Commands

None
2.1.17 access-class

Command Purpose

To apply IPv4 ACL on line vty. To restore to default, use the no form of this command.

Command Syntax

access-class ACL-NAME in

No access-class in

Parameter Parameter Description Parameter Value



A string with up to 40

ACL-NAME The name of the IPv4 acl
characters

Command Mode

Line Configuration

Default
No ACL
Usage

If an ACL be applied to line VTY, none of the entries in the ACL will be matched except for
IP address and port number.

Examples

The following example shows how to apply IPv4 ACL on vty:
Switch(config-line)# access-class acl4 in

Related Commands
ip access-list

2.1.18 ipv6 access-class

Command Purpose

To apply IPv6 ACL on line vty. To restore to default, use the no form of this command.

Command Syntax

ipv6 access-class ACL-NAME in

No ipv6 access-class in

Parameter Parameter Description Parameter Value

A string with up to 40

ACL-NAME The name of the IPv6 acl
characters



Command Mode

Line Configuration
Default

No ACL

Usage

If an ACL be applied to line VTY, none of the entries in the ACL will be matched except for
IP address and port number.

Examples

The following example shows how to apply IPve ACL on vty:
Switch(config-line)# i pve access-class aclv6 in

Related Commands

ipv6 access-list

2.1.19 reboot

Command Purpose

To reload the operating system, use the reload command in Privileged EXEC mode.

Command Syntax

reboot
Command Mode
Privileged EXEC
Default

None

Usage

The reboot command halts the system. Use the reboot command after configuration
information is entered into a file and saved to the startup configuration.



Examples

The following example is sample dialog from the reboot command:
Swi t ch# reboot

Related Commands

reload

2.1.20 schedule reboot at

Command Purpose

To schedule a reload of the software to take place at the specified time, use the schedule
reboot at command in Global Configuration. To cancel the scheduled reboot task, use the
no form of this command.

Command Syntax

schedule reboot at HH:MM ( MM/DD | MM/DD/YYYY | YYYY/MM/DD )

no schedule reboot

Parameter Parameter Description Parameter Value

The time range is 00:00 -

HH:MM The hour and minutes
23:59

Specify the date for
MM/DD current year (MM/DD date range is [1/1, 12/31]
format)

Specify the date

(MM/DD/YYYY format, ,
MM/DD/YYYY _ year range is [2000, 2037]
year range is [2000,

2037])

Specify the date ,
YYYY/MM/DD (YYYY/MM/DD format year range is [2000, 2037]



Command Mode

Global Configuration

Default

No scheduled reboot task is defined.

Usage

If you specify the month and day, the reload is scheduled to take place at the specified
time and date. If you do not specify the month and day, the reload takes place at the
specified time on the current day.

Examples

The following example is sample dialog from the schedule reboot at command:

Sw tch# configure term nal
Switch(config)# schedul e reboot at 12:12 2008/ 12/ 25

Related Commands

schedule reboot delay
2.1.21 schedule reboot delay

Command Purpose

To schedule a reload of the software to take place after the specified time, use the
schedule reboot delay command in Global Configuration. To cancel the scheduled reboot
task, use the no form of this command.

Command Syntax

schedule reboot delay { HH:MM | MINUTES }

no schedule reboot

Parameter Parameter Description Parameter Value

The time range is 00:00 -
23:59

HH:MM The hour and minutes



Parameter Parameter Description Parameter Value

MINUTES The minutes The range is 1-720

Command Mode

Global Configuration

Default

No scheduled reboot task is defined.
Usage

None

Examples

The following example is sample dialog from the schedule reboot delay command:

Swi tch# configure term nal
Switch(config)# schedul e reboot delay 300

Related Commands

schedule reboot at
2.1.22 boot system

Command Purpose

To specify the system image that the switch loads at startup, use the following boot
system commands in Privileged EXEC mode.

Command Syntax

boot system ( tftp: mgmt-if SERVERIP | flash:/ ) FILE_ NAME

Parameter Parameter Description Parameter Value

System image file for next
flash:/ : -
booting



Parameter Parameter Description Parameter Value

System image file for next

frp booting )
mgmt-if Management port -
SERVERIP The tftp server ip -
FILE NAME The file name that will be The full path and file name

used to load at startup Blup to 255 characters

Command Mode

Privileged EXEC

Default

None

Usage

Management IP address in startup-config file will be used as source address when
system boot via TFTP.

Examples

The following example is sample dialog from the boot system command:
Switch# boot system flash:/boot/Internal-1.0.0.25.bin
Related Commands

show boot

2.1.23 show boot

Command Purpose

To display the current image and the image the next startup will load, use the show boot
command in Privileged EXEC mode.

Command Syntax



show boot

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show boot command:

Swi t ch# show boot

The current boot inmage version is: E330-3.0.0.23.it

The current r unn| ng rmage is: tftp://10.10.29. 160/ hunber OS- e330-
ma-v3.0.0.23.it.r.bin

The next runni ng i mage is: tftp://10.10.29. 160/ hunber OS- e330- nma-
v3.0.0.23.it. in

Related Commands
show boot images
2.1.24 show boot images

Command Purpose

To display all booting images available in the flash system, use the show boot images
command in Privileged EXEC mode.

Command Syntax
show boot images
Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

The following is sample output from the show boot images command:

Swi t ch# show boot i nages

Systemimage files |ist:
Current boot image version: 1.0.0.25
Create Tine Ver si on File name

* 2011-07-25 10:58:29 v3.0.0.22it | nt ernal -.00. 22. bin
Related Commands
show boot

2.1.25 show memory

Command Purpose

To display memory utilization information about the active processes, use the show
memory command in Privileged EXEC mode.

Command Syntax

show memory (all | bgp | bhm | chsm | dhclient | dotix | imi | ipv6 | lacp | Idp | lib | mstp |
nsm | oamd | onmd | ospf | pim | ptp | rip | rsvp | shal | summary )

Parameter Parameter Description Parameter Value

all All memory information

Border Gateway Protocol

ogp (BGP) )

bhm Health monitoring -

chsm Chassis management



Parameter
dhclient
dhcpd
dhcprelay

dhcprelay6

dotix

imi

ipv6

lacp

Idp

lib

mstp

nsm

oamd

onmd

ospf

Parameter Description
DHCP client module
DHCP

DHCP relay

DHCP relay6(IPv6)

|IEEE 802.1X Port-Based
Access Control

Integrated Management
Interface (IMI)

Internet Protocol version 6
(IPvo)

Link Aggregation Control
Protocol (LACP)

Label Distribution Protocol
(LDP)

Library information

Spanning Tree Protocols
(STP/RSTP/MSTP)

Network Service Module
(NSM)

Bidirectional Forwarding
Detection (BFD)

LLDP and EFM_OAM

Open Shortest Path First
(OSPF)

Parameter Value



Parameter Parameter Description Parameter Value

Protocol Independent

im ;
P Multicast (PIM)

N Precision Time Protocol
PP (PTP)
. Routing Information

P Protocol (RIP)
sy Resource Reservation

P Protocol (RSVP)
shal Hal server monitoring -
summar Summary memory
Y information

monitor monitor -

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show memory command with keyword bgp:



Swi t ch# show nmenory bgp

Li brary nenories for BGP
Menory type

Alloc cells

Al | oc bytes

Tenporary nenory

Hash

Hash i ndex
Hash bucket
Link |i st

Link 1ist node
Show

Show page
Show server
Prefix | Pv4

Rout e tabl e
Rout e node

Vect or

Vect or i ndex
SNVP subtr ee

Host config
Message of The Day
IM dient

VTY nast er

VTY i f

VTY connect ed
Message handl er
Host

Log i nformation
Cont ext

Menories for BGP
Menory type

PNEFEPNWONEFENRRE

Alloc cells

322216
320
40960

880
400
1840
512
8192
64
48
48
19776
324768
48824
6144
16
128
1056
16
39936
192
128
96
128
512

Al'l oc bytes

BGP structure

BGP VR structure

BGP gl obal structure

BGP peer

Ext comrunity

BGP as |ist master
Community list handl er
BGP Danp Reuse List Array

BGP t abl e
BGP VRF |i st

Related Commands

show processes memory sorted
2.1.26 show cpu traffic-limit

Command Purpose

w
RPRRRPRRRRRRR

Use this command to show the CPU traffic-limit configurations.



Command Syntax

show cpu traffic-limit

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show cpu traffic-limit :



Switch# show cpu traffic-limt

reason rate (pps) cl ass
bpdu 64 3
cfm 512 2
sl ow pr ot ocol 128 1
eapol 128 0
er ps 128 2
smart-Ilink 128 2
udl d 128 3
arp 640 1
dhcp 128 0
rip 64 1
| dp 512 1
ospf 256 1
pi m 128 1
vrrp 512 1
rsvp 512 1
i pda 1024 0
i cnp-redirect 128 0
ncast-rpf-fail 128 1
macsa- m smat ch 128 0
port-security-discard 128 0
vl an-security-discard 128 0
nt u- dont f rag 64 0
ntu-frag 64 0
ptp 512 2
I p-option 512 0
ucast-ttl-fail 64 0
npl s-ttl-fail 64 0
i gnp 128 2
sfl ow i ngress 128 0
sfl ow egress 128 0
fwd-to-cpu 64 0

| s-tp- pwoam 128 2
?Btal Pa?e: 2048 (pps)

Related Commands

None
2.1.27 show processes cpu sorted

Command Purpose

To display CPU utilization information about the active processes sorted by percentage in
a device, use the show processes cpu sorted command in Privileged EXEC mode.

Command Syntax

show process cpu sorted



Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show process cpu sorted :






Swi t ch# show processes cpu sorted

PI D TIME %CPU TTY

924 00: 20: 03
956 00: 07: 17
1007 00: 02: 44
959 00: 01: 24
1317 00: 00: 01
5 00: 00: 45
983 00: 00: 23
985 00: 00: 15
966 00: 00: 15
963 00: 00: 12
929 00: 00: 12
964 00: 00: 11
919 00: 00: 10
1003 00: 00: 08
942 00: 00: 08
957 00: 00: 08
973 00: 00: 07
1005 00: 00: 07
977 00: 00: 07
1021 00: 00: 07
1027 00: 00: 07
1032 00: 00: 07
1 00: 00: 05
779 00: 00: 04
1106 00: 00: 01
3 00: 00: 00
916 00: 00: 00
65 00: 00: 00
965 00: 00: 00
917 00: 00: 00
63 00: 00: 00
1096 00: 00: 00

105 00: 00: 00
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hsrvd

nsm

i m

snnpd
i msh
events/ 0
nmst pd

onnd

| acpd

bhm

chsm

oanmd

nt pd
pi nd

sshd
dhcrel ay
aut hd

| dpd

r rond

ripd

ospfd

bgpd

init
jffs2 gcd ntdl
i msh
ksoftirqd/ O
sysl og- ng
bdi - def aul t
pt pd

crond
sync_supers
tel netd
khel per
khungt askd
kt hr eadd
wat chdog/ 0
net ns
async/ ngr
kbl ockd/ O
kseri od
rpci od/ 0
kswapdO
aio/0
nf si od
crypto/ 0
nt dbl ockd
kpsnoused
PETH Tx
angel

tel netd

i m sh

nor e

ps



Related Commands

None
2.1.28 show processes cpu history

Command Purpose

To display CPU utilization information for a period of time, use the show processes cpu
history command in Privileged EXEC mode, the period of 1s, 1min, 5min could be shown.

Command Syntax

show process cpu history

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

The following is sample output from the show processes cpu history command:

Swit ch# show processes cpu history

CPU usage for five seconds: 4.17% one mnute: 3.70% five
m nut es: 3. 68%

Related Commands
None

2.1.29 show processes memory sorted

Command Purpose

To display memory utilization information about the active processes sorted by
percentage in a device, use the show processes memory sorted command in Privileged



EXEC mode. Here, CPU usage for each process means the CPU timeslice used by this
process from the process was started to this command has been operated.

Command Syntax

show processes memory sorted ( core | physical | virtual )

Parameter Parameter Description Parameter Value

Size in physical pages of
core the core image of the -
Process

Non-swapped physical
physical memory that a task has -
used

, Virtual memory usage of
virtual : }
entire process

Command Mode
Privileged EXEC
Default

None

Usage

None

Examples

The following is sample output from the show processes memory sorted command
without keywords:






Swi tch# show processes nenory sorted

Total : 256108; Used:

PID TTY
1317 pts/0
1106 ?
1463 pts/O

956

1007
924
959

1032

1027

1003 ?

957

983

1021

1005

942

985

929

966

973

965

964

977

963

919

916
1465 pts/O

917 ?

1?
1464 pts/0

1096

1098
912

N ) ) ) ) )

NN NI N NN ) ) ) ) ) ) ) N '\J

(o)}
(63}
N5 1N N N ) N ) N ) N ) ) ) ) ) ) ) ) ) ) ) ) )

RSS
9516
9428
7436
6836
5948
5912
3336
2724
2488
2472
2340
2336
2324
2320
2284
2208
2132
2028
2028
2024
1952
1948
1708
1120
1060
764
668
656
472
416
272
172

olelolololololololololololololololololoNe)

89644,
VSZ

14644
9624
17652
8076
8204
7140
7152
6572
6592
6600
6732
6772
6592
7168
6140
6284
6408
6364
6200
5980
3792
2300
2516
3040
2928
1668
2928
2928
1496

elelolololololeoleolololololololololololoNe)

Free:

166464; Buffers:

Sz COMVAND
13104 3276 im sh
13104 3276 im sh
13104 3276 im sh

3661
2406
4413
2019

nsm
im

hsrvd
snnpd

2051bgpd

1785

ospfd

1788 pi nd

1643
1648
1650
1683
1693
1648
1792
1535
1571
1602
1591
1550
1495

948

575

dhcr el ay
nst pd
ripd

| dpd
sshd
onnd
chsm

| acpd
aut hd

pt pd
oand

r mond
bhm

nt pd
sysl 0g- ng

629 ps

760
732

crond
init

417 nore

732
732
374

eleleolololololeoleolololololololololololoNe)

tel netd

tel netd
angel

kt hr eadd
ksoftirqd/ 0
wat chdog/ 0
events/ 0
khel per

net ns
async/ ngr
sync_supers
bdi - def aul t
kbl ockd/ 0
kseri od
rpci od/ 0
khungt askd
kswapdO
aio/0

nf si od
crypto/ 0

nt dbl ockd
kpsnoused
Ljfsz gcd_ntdl



Related Commands

None
2.1.30 terminal monitor

Command Purpose

To copy debug output to the current terminal line, use the terminal monitor command in
Privileged EXEC mode.

Command Syntax

terminal monitor

terminal no monitor

Command Mode
Privileged EXEC
Default

None

Usage

None

Examples

The following is sample output from the terminal monitor command:

Switch# term nal nonitor

Jan 1 16:09:30 DUT1 IMSH 6: ready to service

Related Commands

None
2.1.31 configure terminal

Command Purpose



To enter Global Configuration, use configure terminal commmand in Privileged EXEC mode.

Command Syntax

configure terminal

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to enter Global Configuration. Note that commands in this mode are
written to the running configuration file as soon as you enter them (using the Enter
key/Carriage Return).

After you enter the configure command, the system prompt changes from # to (config)#,
indicating that the switch is in Global Configuration. To leave Global Configuration and
return to Privileged EXEC mode, type end or press Ctrl-Z.

Examples

In the following example, the user enters Global Configuration:

Swi tch# configure term nal
Switch(config)#

Enter configuration commands one per line. End with CNTL/Z.
Switch(config)#

Related Commands
enable

disable

2.1.32 disable

Command Purpose

To exit Privileged EXEC mode and return to user EXEC mode, enter the disable command



in EXEC mode.

Command Syntax

disable

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

In the following example, the user enters Privileged EXEC mode using the enable
command, then exits back to user EXEC mode using the disable command. Note that the
prompt for user EXEC mode is >, and the prompt for Privileged EXEC mode is #:

Switch# configure term nal
Switch> enabl e

Passwor d:

Sw t ch# di sabl e
Switch>

Related Commands
enable
2.1.33 enable

Command Purpose

To enter Privileged EXEC mod, use the enable command in user EXEC or Privileged EXEC
mode.

Command Syntax

enable



Command Mode

User EXEC

Privileged EXEC

Default

None

Usage

None

Examples

In the following example, the user enters Privileged EXEC mode using the enable
command. The system prompts the user for a password before allowing access to the
Privileged EXEC mode. The password is not printed to the screen. The user then exits
back to user EXEC mode using the disable command. Note that the prompt for user EXEC
mode is the greater than symbol (>), and the prompt for Privileged EXEC mode is the
number sign (#).:

Switch# configure term nal
Switch> enabl e

Passwor d:

Sw tch# di sabl e
Switch>

Related Commands
disable
2.1.34 end

Command Purpose

To end the current configuration session and return to Privileged EXEC mode, use the end
command in Global Configuration.

Command Syntax

end



Command Mode

Global Configuration

Default

None

Usage

This command will bring you back to Privieged EXEC mode regardless of what
configuration mode or configuration sub-mode you are in.

This global configuration command can be used in any configuration mode.

Use this command when you are done configuring the system and you want to return to
EXEC mode to perform verification steps.

Examples

In the following example, the end command is used to exit from interface configuration
mode and return to Privileged EXEC mode. A show command is used in Privileged EXEC
mode to verify the configuration:

Switch# configure term nal
Switch(config)# interface eth-0-1
Switch(config-if)# end

Switch# show interface eth-0-1

Related Commands
exit
2.1.35 exit (global)

Command Purpose

To exit any configuration mode to the lower mode in the CLI mode hierarchy, use the exit
command in any configuration mode.

Command Syntax

exit



Command Mode

All Configuration Mode

Default

None

Usage

The exit command is used in the CLI to exit from the current command mode to the lower
mode in the CLI mode hierarchy.

For example, use the exit command in Global Configuration to return to Privileged EXEC
mode. Use the exit command in interface, line, or router configuration mode to return to
Global Configuration.

Examples

The following example displays an exit from the interface configuration mode to return to
the Global Configuration:

Switch# configure term nal
Switchgconfig-if)# exit
Switch(config)#

Related Commands
end
exit (EXEC)

2.1.36 exit (EXEC)

Command Purpose

To close an active terminal session by logging off the switch, use the exit command in
EXEC mode.

Command Syntax
exit

Command Mode



Privileged EXEC

Default

None

Usage

Use the exit command in EXEC mode to exit the active session (log off the device). This
command can be used in any EXEC mode (such as User EXEC mode or Privileged EXEC
mode) to exit from the EXEC process.

Examples

In the following example, the exit (global) command is used to move from Global
Configuration to Privileged EXEC mode, the disable command is used to move from
Privilieged EXEC mode to user EXEC mode, and the exit (EXEC) command is used to log
off (exit the active session):

Switch# configure term nal
Switch(config)# exit

Switch# di sabl e
Switch> exit

Related Commands
quit
2.1.37 quit

Command Purpose

To close an active terminal session by logging off the switch, use the quit command in
EXEC mode.

Command Syntax
quit
Command Mode

All Configuration Mode

Default



None

Usage

Use the quit command in EXEC mode to exit the active session (log off the device). This
command can be used in any EXEC mode (such as User EXEC mode or Privileged EXEC
mode) to exit from the EXEC process.

Examples

In the following example, the quit command is used to move from Global Configuration to
Privileged EXEC mode, the disable command is used to move from Privileged EXEC mode
to user EXEC mode, and the quit command is used to log off (exit the active session):

Swi tch# configure term nal
Switch(config)# quit

Swi tch# di sabl e

Switch> quit

Related Commands
exit
2.1.38 cd

Command Purpose

Change the current directory to dir, use the cd command in EXEC mode.

Command Syntax

cd (dir])

Parameter Parameter Description Parameter Value



(Optional) The directory or
file systems followed by a
colon. If flash: argument is
specified, change the

, current directory to flash: .

dir If udisk: argument is _

specified, change the
current directory to udisk:..
If you don’t use USB

device, failed to cd udisk

Command Mode

Privileged EXEC

Default

The initial default file system is flash:. If you do not specify a directory on a file system, the
default is the root directory on that file system.

Usage

For all EXEC commands that have an optional file system argument, the system uses the
file system specified by the cd command when you omit the optional file system
argument. For example, the dir EXEC command, which displays a list of files on a file
system, contain an optional file system argument. When you omit this argument, the
system lists the files on the file system specified by the cd command.

Examples

In the following example, the cd command is used to set the default file system to the
Flash memory.:

Switch# configure term nal
DUT1# cd

DUT1# pwd

flash:/

In the following example, the cd command is used to set the default file system to the
USB device:



Switch# configure term nal
st orage devi ce

DUT1# cd udi sk:

DUT1# pwd

udi sk:/

In the following example, the cd command is used to set the file system without plug in
the USB mass storage device:

Switch# cd udi sk:

% Failed to cd udisk:: No such file or directory _
In the foll ow ng _exarrﬁl e, the cd command is used to set the file
systemwi th plug in the USB mass storage device

Related Commands
dir

Is

pwd

2.1.39 copy

Command Purpose

To copy file system, use the copy command in Privileged EXEC mode.

Command Syntax

COpYy source-name destination-name



Parameter Parameter Description Parameter Value

The location URL of the
source file to be copied.

source-name . -
The source can be either

local or remote

The destination URL of the
o copied file. The
destination-name o , -
destination can be either

local or remote

Command Mode

Privileged EXEC

Default

None

Usage

The exact format of the source and destination URLs varies according to the file or
directory location. You may enter a particular file or a filename that follows the standard
file system syntax (filesystem:[/filepath][/filename]).

Examples

The following example shows how to get image from TFTP server through in band
management interface.:

Switch# copy tftp://192.168.0.1/image fl ash:/boot/i mage

Downl oad from URL to tenporary fi
Get file fromtftp://192.168.0.1/i mage

Recei ved 15591515 bytes in 16.6 seconds
Copy the tenporary file to its destination.

15591515 bytes in 69.8 seconds, 218 kbytes/second

The following example shows how to get image from TFTP server through out band
management interface:



Switch# copy mgm -if tftp://192.168.0.1/image flash:/boot/i mage
Related Commands

delete

2.1.40 delete

Command Purpose

To delete a file on the flash, use the delete command in Privileged EXEC mode.

Command Syntax

delete file-name

Parameter Parameter Description Parameter Value

, The file name that is
file-name -
supposed to be deleted

Command Mode

Privileged EXEC

Default

None

Usage

If you attempt to delete the configuration file or image, the system prompts you to confirm
the deletion. Also, if you attempt to delete the system specified file such as DHCP
snooping bindings, the system prompts you to confirm the deletion.

Examples

The following example deletes the file named test from the flash:

Switch# delete flash:/test

Are you sure to delete flash:/test? [confirn]:y

Related Commands



copy
2.1.41 dir

Command Purpose

To display a list of files on a file system, use the dir command in EXEC mode.

Command Syntax

dir ( flash: | udisk: | ) ( directory-name | ) ( file-name | )

Parameter Parameter Description Parameter Value
flash The flash system -

The USB mass storage

udisk device. If you don’t use
USB mass storage device,

failed to dir udisk

, The directory in flash or
directory-name , -
udisk

file-name The file name -

Command Mode

Privileged EXEC

Default

None

Usage

Use the dir (Flash file system) command to display flash or udisk information.

Examples

The following is sample output from the dir command..



Swtch# dir

Directory of flash:/
total 42

drwxr-xr-x 2 O Jul 30 15:42 boot
drwxr-xr-x 3 0 Jan 1 1970 conf
dr wxr-xr-x 2 0 Jan 1 1970 |og
STWT----- 1 1020 Jul 29 19:18 startup-config.conf

-rwr--r-- 1 10270 Jul 30 10:10 sysl og
-rwr--r-- 1 6886 Jul 29 23:59 syslog.1.9z
63. 0M bytes total (30.4M bytes free)

Switch # cd udi sk:

Switch # dir
Directory of udisk:/
total 12

drwxrwxrwx 2 4096 Jun 2 2011test
drwxrwxrwx 2 4096 Jun 8 201ltestl

drwxrwxrwx 2 4096 Jun 7 201ltest?2
3.7G bytes total (3.7G bytes free)

The following is sample output from udisk if plug in the USB mass storage device.:

Switch# cd udi sk:
Switch# dir

Directory of udisk:/

total 12

drwxrwxrwx 2 4096 Jun 2 2011 test
drwxrwxrwx 2 4096 Jun 8 2011 testl
drwxrwxrwx 2 4096 Jun 7 2011 test2
3.7G bytes total (3.7G bytes free)

Related Commands

Is

2.1.42 s

Command Purpose

To display a list of files on a file system, use the Is command in EXEC mode.

Command Syntax

Is ( flash: | udisk: | ) ( directory-name | ) ( file-name | )

Parameter Parameter Description Parameter Value

flash The flash system -



Parameter

udisk

directory-name

file-name

Command Mode
Privileged EXEC
Default

None

Usage

None

Examples

The following is sample output from the Is command:

Swtch# |Is

Directory of flash:/

total 42

dr wxr-xr-x 2
drwxr-xr-x 3
dr wxr-xr-x 2
-TWIr----- 1

-rwr--r-- 1 10270

-FTWfr--r-- 1

63. OM byt es total

Related Commands

dir

2.1.43 more

Parameter Description

The USB mass storage
device. If you don't use
USB mass storage device,

failed to dir udisk

The directory in flash or

udisk

The file name

30 15:42 boot
1 1970 conf

1 1970 log

Parameter Value

29 19:18 startup-config. conf

30 10:10 syslog
29 23:59 syslog. 1.9z
(30.4M bytes free)



Command Purpose

To display the contents of a file, use the more command in EXEC mode.

Command Syntax

more ( flash: | udisk: ) ( directory-name | ) file-name

Parameter Parameter Description Parameter Value

flash The flash system -

The USB mass storage

Udisk device. If you don't use
USB mass storage device,

failed to dir udisk

_ The directory in flash or
directory-name , -
udisk

file-name The file name -

Command Mode

Privileged EXEC

Default

None

Usage

The system can only display a file in ASCII format.

Examples

The following partial sample output displays the configuration file named startup-config in
flash:

Swi tch# nore flash:/startup-config. conf

Related Commands



dir
Is
2.1.44 mkdir

Command Purpose

To create a new directory in a Flash file system or udisk device, use the mkdir command
in EXEC mode.

Command Syntax

mkdir directory-name

Parameter Parameter Description Parameter Value

, The directory in flash or
directory-name , -
udisk

Command Mode

Privileged EXEC

Default

None

Usage

This command is valid only for local file systems.

Examples

The following example creates a directory named newdir in Flash.:

Swtch# nkdir flash:/newdir

The following example creates a directory named newdir in USB mass storage device if
plug in it:

Swi tch# nkdir udisk:/ newdir



Related Commands
rmdir

dir

2.1.45 rename
Command Purpose

To rename a file in a Class C Flash file system or udisk device, use the rename command
in EXEC mode.

Command Syntax

rename old-filename new-filename

Parameter Parameter Description Parameter Value

, The original file name in
old-filename -
flash

new-filename The new file name in flash -

Command Mode

Privileged EXEC

Default

None
Usage
This command is valid only for local file systems

Examples

In the following example, the file named startup-config.conf-bak is renamed startup-
config.conf-bak?2:



Switch# configure term nal
Swi t chl# renane udi sk:/wus udisk:/w

Are you sure to renane udisk:/ws? [confirn

Related Commands

None
2.1.46 rmdir

Command Purpose

To remove an existing directory in a Flash file system or udisk device, use the rmdir
command in Privileged EXEC mode.

Command Syntax

rmdir directory-name

Parameter Parameter Description Parameter Value

directory-name The directory in flash -

Command Mode

Privileged EXEC

Default

None

Usage

This command is valid only for local file systems

Examples

The following example deletes a directory named newdir:

Swtch# rndir flash:/newdir

Are you sure to delete newdir? [yes/no]: vy

Related Commands



mkdir
dir
2.1.47 tar create

Command Purpose

To create an new tar file in a Flash file system or udisk device, use the tar create
command in Privileged EXEC mode.

Command Syntax

tar create tar-file-name source-directory

Parameter Parameter Description Parameter Value

, The file name of the new
tar-file-name , -
tar file

, The source directory in
source-directory flash -

Command Mode

Privileged EXEC

Default

None

Usage

The source-directory must be a directory

Examples

The following example creates a tar file named tari.:
Swtch# tar create udisk:/tarl udisk:/w

Related Commands



tar table

tar xtract
2.1.48 tar table

Command Purpose

To display files in the tar file, use the tar table command in Privileged EXEC mode.

Command Syntax

tar table tar-file-name

Parameter Parameter Description Parameter Value

, The file name of the new
tar-file-name , -
tar file

Command Mode

Privileged EXEC
Default

None

Usage

The tar-file-name must be a in the flash

Examples

The following example shows files in a tar file named tari:
Switch# tar table udisk:/tarl
Related Commands

tar create

2.1.49 tar xtract



Command Purpose

To untar files in the tar file, use the tar xtract command in Privileged EXEC mode.

Command Syntax

tar xtract tar-file destination-directory

Parameter Parameter Description Parameter Value
tar-file The file name of the tar file -
destination-directory The destination directory -

Command Mode

Privileged EXEC

Default
None
Usage

The destination-directory must exist in the flash. You can use mkdir to create a new
directory

Examples

The following shows an example to extract a tar file named tari into a directory name diri.:
Switch# tar xtract flash:/tarl flash:/nydir

Related Commands
tar create

tar table

2.1.50 show diagnostic-information

Command Purpose

Display diagnstic-information including syslog files, core dump files, tcam entries ,running-



config, startup-config, version, clock, memory and logging buffer.

Command Syntax

show diagnostic-information (bgp | ospf | )

Parameter Parameter Description Parameter Value

BGP protocol diagnostic

b -
9P information

OSPF protocol diagnostic
ospf , , -
information

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example show diagnostic-information:
Swi t ch# show di agnostic-information
Related Commands

None

2.1.51 tar diagnostic-information

Command Purpose



To put diagnostic-information to a Flash file system ,udisk device, ftp server or tftp server,
use the tar diagnostic-information command in Privileged EXEC mode. Syslog files, core
dump files, tcam entries ,running-config, startup-config, version, clock, memory and
logging buffer are included in this tarfile.

Command Syntax

tar diagnostic-information ( mgmt-if | ) destination-directory/ tar-file

Parameter Parameter Description Parameter Value

The destination directory,

destination-directory such as flash, udisk, tftp or -
ftp server
tar-file The file name of the tar file -

Command Mode

Privileged EXEC

Default

None

Usage

The destination-directory must reachable and disk is enough

Examples

The following shows an example to put a diagnostic-information tar file to flash:
Switch# tar diagnostic-information flash:/diag.tar.gz
Related Commands

None

2.1.52 format

Command Purpose



To format udisk, all data on udisk: will be lost.

Command Syntax

format udsik:

Parameter Parameter Description Parameter Value

The USB mass storage

udsik device. If you don't use
' USB mass storage device,

failed to format udisk

Command Mode

Application Configuration

Default

None

Usage

The destination-directory must exist

Examples

The following shows an example to format USB mass storage device:

Swi tch# configure term nal
Switch(config)# format udisk:

WARNI NG All data on udisk: will be lost!!!

And format operation nmay take a while.
Are you sure to process with format? [yes/no]: yes

Related Commands

None
2.1.53 umount

Command Purpose



To uninstall the USB mass storage device before plug out it from the switch.

Command Syntax

umount udsik:

Parameter Parameter Description Parameter Value

The USB mass storage

udisk device. If you don't use
' USB mass storage device,

failed to format udisk

Command Mode

Application Configuration

Default

None

Usage

USB mass storage device must exist in the system. You can use umount command to
uninstall the USB mass storage device

Examples

The following shows an example to umount USB mass storage device:

Switch# configure term nal
Swi tch(config)# unount udi sk:

After this operation, you can not use USB di sk.
Are you sure to continue? [yes/no]: yes

Related Commands

None
2.1.54 cut-through enable

Command Purpose



To enable cut through mode, and can configure speed only on GG truck .

Command Syntax
cut_through_forwarding enable ( 10G | 100G | 1G | 25G | 2G5 | 40G | 50G | 5G )

no cut_through_forwarding enable

Parameter Parameter Description Parameter Value
enbale enable cut through mode -

(10G|100G| 1G| Configure cut_through

25G|2G5]40G|50G|5G) speed

Command Mode

Application Configuration

Default

None

Usage

None

Examples

The following example shows how to configure cut through mode:

Switch# configure term nal
Switch(config)# cut-through-forwarding enable 10G

% Confi guration about cutting thro_u?h forwardi ng node has been
stored, but cannot take effect until the next reload.

Related Commands

None
2.1.55 show cut-through-forwarding mode

Command Purpose



To display current working mode.

Command Syntax

show cut-through-forwarding mode

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

The following shows an example to display current working mode:
DUT1# show cut -t hrough-forwardi ng node

Related Commands

None
2.1.56 reset factory-config

Command Purpose

Reset to factory configuration.

Command Syntax

reset factory-config

Command Mode

Privileged EXEC

Default

None



Usage

Device will restore the saved configuration to factory configuration when select yes, and
prompt to save configuration when rebooting, please select NO.

Examples

The following shows an example to reset factory configuration:

Switch# configure term nal
DUT1# reset factory-config

This action will reset the saved configuration imedi ately.
Runni ng-config will be erased after reboot. Continue? [yes/no]:

Related Commands

None
2.1.57 show factory-config

Command Purpose

To display the factory configuration.
Command Syntax

show factory-config

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following shows an example to display factory configuration DUT1# show factory-
config :



DUT1# show factory-config
Related Commands

None

2.1.58 show this

Command Purpose

To display the configuration of this mode.

Command Syntax

show this

Command Mode

All Configuration Mode

Default

None

Usage

Not support this mode Plkey-chain Bkey-chain key Etime range Blacl Broute-map Bline Eliclass map

Examples

The following example show the configuration of this mode:

Switch(config-vlan)# show this

vl an dat abase

vl an 5
I

Related Commands
None
2.1.59 show route-mac

Command Purpose



To display the route MAC address of this device.

Command Syntax

show route-mac

Command Mode

Privileged EXEC

Default

None
Usage
All interfaces on a device share the same single route-mac.

Examples

The following shows an example to display route-mac of this device:

Swi t ch# show rout e- nac

Route MAC is: 222c.12fd. 6¢00

!
Related Commands

None

2.2 User Management Commands

2.2.1 username

Command Purpose

Use this command to create or delete a local user account on the switch.

Command Syntax

username WORD

no username WORD



Parameter Parameter Description Parameter Value

Establish User Name
username o -
Authentication

WORD User name -

Command Mode

Global Configuration

Default
None
Usage
None

Examples

This is a sample output from this command displaying how to add a user named
testName:

Sw tch# configure term nal
Swi t ch(confi g)#user nane test Nane

Related Commands

None
2.2.2 username password

Command Purpose

Use this command to add username and password.

Command Syntax

username WORD password (8 | ) LINE

Parameter Parameter Description Parameter Value

WORD User name -



Parameter Parameter Description Parameter Value

Password Password for username -

Specifies a hidden

8) -

password will follow

LINE User password string -

Command Mode

Global Configuration

Default

None

Usage

None

Examples

This is a sample output from this command displaying how to add a user named
testName and with the password of 123456:

Swi tch# configure term nal
Swi tch(config)# usernanme testNane password 123456

Related Commands

None
2.2.3 username secret

Command Purpose

Use this command to add username and password and the password will be encrypted
by the switch.

Command Syntax

username WORD secret LINE



Parameter Parameter Description Parameter Value

WORD User name -
Specify the secret for the

secret -
user

LINE User privilege level -

Command Mode

Global Configuration
Default

None

Usage

None

Examples

This is a sample output from this command displaying how to add a user named
testName and with the password of 123456:

Switch# configure term nal
Switch(confi g)#usernane testNane secret 123456

Related Commands

None
2.2.4 username privilege

Command Purpose

Use this command to set a local user account with privilege level on the switch.

Command Syntax

username WORD privilege <1-4>

Parameter Parameter Description Parameter Value



username WORD User name -
privilege <1-4> ser privilege level -

Command Mode

Global Configuration

Default
None
Usage
None

Examples

This is a sample output from this command displaying how to add a user with privilege
level of 2:

Switch# configure term nal o
Switch(confi g?#user nanme testNanme privilege 2

Related Commands

None
2.2.5 username service-type

Command Purpose

Use this command to set the user service type.

Command Syntax

username WORD service-type ( { rpc-api | ssh | telnet | web } | ftp-server } | all | none )

Parameter Parameter Description Parameter Value

username WORD User name -



Parameter Parameter Description Parameter Value

User service type(include
service-type rpc-api, ssh, telnet, web, -
ftp-server)

Command Mode

Global Configuration

Default

Allow all user service type
Usage
None

Examples

This is a sample show how to set only support rpc-api user service-type:

Sw tch# configure term nal . _
Swit ch(confi g)#usernane test Nane service-type rpc-api

Related Commands

None
2.2.6 username privilege password

Command Purpose

Use this command to set a local user account with privilege level and password on the
switch.

Command Syntax

username WORD privilege <1-4> password ( 8 | ) LINE

Parameter Parameter Description Parameter Value

WORD User name -



Parameter Parameter Description Parameter Value
privilege <1-4> User privilege level -

Specifies a HIDDEN
password will follow

LINE User privilege level -

Command Mode

Global Configuration
Default

None

Usage

None

Examples

This is a sample output from this command displaying how to add a user with privilege
level of 2 and password of 123456:

Switch# configure term nal o
Switch(config)# usernane testNanme privilege 2 password 123456

Related Commands

None
2.2.7 re-username newname

Command Purpose

Use this command to reset username.

Command Syntax

re-username WORD newname WORD

Parameter Parameter Description Parameter Value



re-username WORD Old user name -

newname WORD New user name -

Command Mode

Global Configuration
Default

None

Usage

None

Examples

This is a sample output from this command displaying how to reset username:

Switch# configure term nal
Switch(config)# re-usernane testNane newnane newnane

Related Commands

None
2.2.8 cipher detect

Command Purpose

Use this command to set high level of cipher detect.

Command Syntax

cipher detect ( strong | normal | none )

Parameter Parameter Description Parameter Value

Cipher must contain
strong digital, normal char and -
special char



Parameter Parameter Description Parameter Value

Cipher must contain
normal . -
digital and normal char

none Disable security check -

Command Mode

Global Configuration

Default

None

Usage

This cmnd will make all un-strong clear text passwords lost

Examples

This is a sample output from this command displaying how to set high level of cipher
detect:

Swi tch# configure term nal
Switch(confi gg# ci pher detect strong

Related Commands
None
2.3 FTP Commands

2.3.1ftp

Command Purpose

To exchange files between local and remote ftp server, use the ftp command in Privileged
EXEC mode.

Command Syntax

ftp ( mgmt-if | ) host



Parameter Parameter Description Parameter Value

mgmt-if Management port -
HOST IPv4, IPv6 address or Support IPv4/IPv6 address
name of the remote host or hostname

Command Mode

Privileged EXEC

Default

None

Usage

Use the ftp command to upload and download files from remote ftp server.

Examples

The following example shows how to connect ftp server by ipv4 address:

Switch# ftp mgnt-if 10.10.29. 160

Connected to 10. 10. 29. 160.

220---------- Wel cone to Pure-FTPd ----------

220- You are user nunber 1 of 50 all owed.

220-Local tinme is now 09:00. Server port: 21.

220-1 Pv6 connections are also wel cone on this server.

220 You will be disconnected after 15 minutes of inactivity.
Name (10.10.29.160:root): root

331 User root OK. Password required

Passwor d:

230- User root has group access to: wheel di sk adm
Sys daenon

230- bin r oot

230 OK. Current directory is /root

Renpte systemtype is UN X

Usi ng binary node to transfer files.
ftp>

The following example shows how to connect ftp server by ipv6 address:



Switch# ftp mgnt-if 2001: 1000: : 2

Connected to 2001: 1000::2 (2001:1000::2).
220 Serv-U FTP Server v10.2 ready...
Name (2001:1000::2:root): Usernane
331 User nane okay, need password.
Passwor d:
230 User | ogged in, proceed.
Renote systemtype is UN X
%?ing bi nary node to transfer files.
p>

Related Commands
None
2.3.2 ftp vrf

Command Purpose

To exchange files between local and remote ftp server in VPN, use the ftp vif command in
Privileged EXEC mode.

Command Syntax

ftp vif WORD
Parameter Parameter Description Parameter Value
VPN Routing/Forwarding A string with 1-15
WORD

instance name characters

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples



Switch# ftp vrf testvrf

Related Commands

None
2.3.3 ftp username

Command Purpose

To create an FTP username, use the ftp username command in Global Configuration. To
remove an FTP username, use the no form of this command.

Command Syntax
ftp username USERNAME

no ftp username

Parameter Parameter Description Parameter Value

The user name of the
USERNAME Up to 31 characters
remote FTP server

Command Mode

Global Configuration

Default
None
Usage

The username must also follow the rules. They must start with a letter, and have as
interior characters only letters, digits, and underline. Names must be 31 characters or
fewer.

Examples

The following example creates an FTP username “abc’:



Sw tch# configure term nal
Switch(config)# ftp usernane abc

Related Commands
ftp password
ftp passive

2.3.4 ftp password

Command Purpose

To create the password of an FTP username, use the ftp password command in Global
Configuration. To remove the password of an FTP username, use the no form of this
command.

Command Syntax
ftp password ( 8 | ) LINE

no ftp password

Parameter Parameter Description Parameter Value

The password of the user
LINE name of the remote FTP Up to 128 characters
server

Specifies a hidden
password will follow

Command Mode

Global Configuration

Default

No ftp password is defined.

Usage

The password will be encrypted in running-config if service password-encryption is



enabled.

Examples

The following example creates the ftp password:

Sw tch# configure term nal
Swi tch(confi g?# ftp password abc

Related Commands

ftp username

ftp passive
2.3.5 ftp passive

Command Purpose

To set the FTP mode in passive mode, use the ftp passive command in Global
Configuration. To restore the configuration to the default, use no form of this command.

Command Syntax
ftp passive

no ftp passive

Command Mode

Global Configuration

Default

FTP works in Active mode.

Usage

None

Examples

The following example sets the ftp mode to passive:

er m nal

Switch# config t _
tp passive

ure
Switch(config)# f



Related Commands

ftp username

ftp password

2.3.6 show ftp

Command Purpose

To display the ftp configurations, use show ftp command in Privileged EXEC mode.

Command Syntax

show ftp

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example displays the ftp configurations:

Switch# show ftp

ftp passive node: on
ftp usernane: root

ft assword: unencrypted abc
Sur t bh# yP

Related Commands
ftp username

ftp password

2.3.7 copy GFILENAME GURLNAME



Command Purpose

Use this command to copy local file to ftp server.

Command Syntax

copy GFILENAME ( vif VRF_NAME | ) ( mgmt-if | -a SRC_ADDR | -si SRC_INTF )
GURLNAME

Parameter Parameter Description Parameter Value
mgmt-if Management port -

VPN Routing/Forwarding A string with 1-15

vrf WORD ,
instance characters
, The full path and file name
GFILENAME Copy from local file
Blup to 255 characters
, The full path and file name
GURLNAME Copy to local file
Blup to 255 characters
-a SRC_ADDR Copy with assigned IP -
Copy with assigned
-Si SRC_INTF by d -

Interface

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples



This is a sample output from the command displaying how to copy local file to ftp server:

Sw tch# copy flash:/test.c _ _
ftp:/usernane: password@. 1. 1. 1: 21/ runni ng-confi g

Related Commands

None
2.3.8 copy GURLNAME GFILENAME

Command Purpose

Use this command to copy file from ftp server to local.

Command Syntax

copy ( vif VRF_NAME | ) ( mgmt-if | -a SRC_ADDR | -si SRC_INTF ) GURLNAME
GFILENAME

Parameter Parameter Description Parameter Value
mgmt-if Management port -

VPN Routing/Forwarding A string with 1-15
vrf WORD

instance characters
The full path and file name
GURLNAME Copy from URL
Blup to 255 characters
, The full path and file name
GFILENAME Copy to local file
Blup to 255 characters
-a SRC_ADDR Copy with assigned IP -
Copy with assigned
-si SRC_INTF by d -

Interface

Command Mode

Privileged EXEC



Default

None

Usage

None

Examples

This is a sample output from the command displaying how to copy file from ftp server to
local:

Swi tch# copy ftp://usernane: password@.1.1.1:21/test.c
flash:testl.c

get file fromftp://usernane: password@.1.1.1:21/test.c
Recei ved 225 bytes in 0.3 seconds

Related Commands
None
2.4 FTP server Commands

2.4.1 ftp server enable

Command Purpose

To enable FTP server on switch.

Command Syntax
ftp server ( mgmt-if | ) enable

no ftp server enable

Parameter Parameter Description Parameter Value

mgmt-if Management port -

Command Mode



Global Configuration

Default

None

Usage

None
Examples

Related Commands

None
2.4.2 ftp server port

Command Purpose

To config FTP server listen port.To restore the default value, use the no form of this
command.

Command Syntax

ftp server port PORTNUM

no ftp server port

Parameter Parameter Description Parameter Value

port num (1025-65535)

Command Mode

Global Configuration

Default

Default value is 21



Usage

None

Examples

The following example set FTP server port is 10000:

Switch# configure term nal
Switch# ftp server port 10000

Related Commands

None
2.4.3 ftp server time-out

Command Purpose

To config FTP server idle-time.To restore the default value, use the no form of this
command.

Command Syntax

ftp server time-out MINUTES

no ftp server time-out

Parameter Parameter Description Parameter Value

minutes (1-1000)mins

Command Mode

Global Configuration

Default

Default idle-time is 15mins

Usage



None

Examples

The following example set FTP server idle-time is 5mins:

Swi tch# configure term nal
Swtch# ftp server tinme-out 5

Related Commands

ftp passive
2.4.4 ftp server source address

Command Purpose

To configure the source address of FTP server on your switch, use the FTP server source
address command in Global Configuration. To restore the default value, use the no form
of this command.

Command Syntax

ftp server source address ( vif NAME | ) IP_ADDR

no ftp server source address

Parameter Parameter Description Parameter Value
Specify a vrf to provide A string with 1-15
vrf NAME pecity P d
FTP server characters

Configure IP address for
IP_ADDR o IPv4 Address
ftp server working inband

Command Mode

Global Configuration

Default

None



Usage

You can use this command to modify the address which FTP server works on, and specify
a vif to provide FTP server. The source address can only be 0.0.0.0 or loopback
interface’s address, 0.0.0.0 indicates that the SSH server address is not specified.

Examples

The following example shows how to specify FTP server source address:

Sw tch# configure term nal
Switch(config)# ftp server source address vrf vpnl 10.10.10.1

Related Commands
None
2.5 TFTP Commands

2.5.1 copy GFILENAME GURLNAME

Command Purpose

Use this command to copy local file to tftp server.

Command Syntax

copy GFILENAME ( vrf VRF_NAME | ) ( mgmt-if | -a SRC_ADDR | -si SRC_INTF )
GURLNAME

Parameter Parameter Description Parameter Value
mgmt-if Management port -

VPN Routing/Forwarding A string with 1-15
vrif WORD

instance characters
, The full path and file name
GFILENAME Copy from local file
Blup to 255 characters
_ The full path and file name
GURLNAME Copy to local file

Blup to 255 characters



Parameter

-a SRC_ADDR

-si SRC_INTF

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

Parameter Description Parameter Value
Copy with assigned IP -

Copy with assigned
Interface

This is a sample output from the command displaying how to copy local file to tftp server:

Switch# copy flash:/test.c tftp://1.1.1.1/running-config

Related Commands

None

2.5.2 copy GURLNAME GFILENAME

Command Purpose

Use this command to copy file from tftp server to local.

Command Syntax

copy ( vrf VRF_NAME | ) ( mgmt-if | -a SRC_ADDR | -si SRC_INTF ) GURLNAME

GFILENAME

Parameter

mgmt-if

Parameter Description Parameter Value

Management port -



Parameter Parameter Description Parameter Value

VPN Routing/Forwarding A string with 1-15

vif WORD ,
instance characters
The full path and file name
GURLNAME Copy from URL
Blup to 255 characters
_ The full path and file name
GFILENAME Copy to local file
Blup to 255 characters
-a SRC_ADDR Copy with assigned IP -
Copy with assigned
-si SRC_INTF by d -

Interface

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This is a sample output from the command displaying how to copy file from tftp server to
local:

Switch# copy tftp://1.1.1.1/test.c flash:testl.c

get file fromtftp://1.1.1.1/test.c
Recei ved 225 bytes in 0.3 seconds

Related Commands

None



2.5.3 copy running-config mgmt-if

Command Purpose

Use this command to copy running-config to tftp server.

Command Syntax

copy running-config ( mgmt-if | ) GURLNAME

Parameter Parameter Description Parameter Value

, Copy from current system
startup-config -

configuration
mgmt-if Management port -
The full path and file name
GURLNAME Copy to URL

Blup to 255 characters

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This is a sample output from the command displaying how to copy running-config to tftp
server:

Swi t ch#copy running-config tftp://1.1.1.1/running-config

Bui | di ng configuration...
send file to tftp://1.1.1. 1/ running-config

Sent 40198 bytes in 8.3 seconds



Related Commands

None
2.5.4 copy mgmt-if startup-config

Command Purpose

Use this command to copy startup-config from tftp server.

Command Syntax

copy ( mgmt-if | ) GURLNAME startup-config

Parameter Parameter Description
mgmt-if Management port
GURLNAME Copy from URL

Copy to startup system

startup-config configuration

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

Parameter Value

The full path and file name
Blup to 255 characters

This is a sample output from the command displaying how to copy startup-config from

tftp server:



Switch#copy tftp://1.1.1.1/startup-config startup-config

get file fromtftp://1.1.1.1/startup-config
Sent 32252 bytes in 6.4 seconds

Related Commands
None
2.6 scp Commands

2.6.1 copy GFILENAME GURLNAME

Command Purpose

Use this command to copy local file to scp server.

Command Syntax

copy GFILENAME ( mgmt-if | ) GURLNAME

Parameter Parameter Description
mgmt-if Management port
GFILENAME Copy from local file
GURLNAME Copy to local file

Command Mode

Privileged EXEC

Default

None

Usage

None

Parameter Value

The full path and file name
Blup to 255 characters

The full path and file name
Blup to 255 characters



Examples

This is a sample output from the command displaying how to copy local file to scp server:
Switch# copy flash:/test.c scp://1.1.1.1/running-config

Related Commands

None
2.6.2 copy GURLNAME GFILENAME

Command Purpose

Use this command to copy file from scp server to local.

Command Syntax

copy ( mgmt-if | ) GURLNAME GFILENAME

Parameter Parameter Description Parameter Value
mgmt-if Management port -

The full path and file name

GURLNAME Copy from URL
Blup to 255 characters

The full path and file name

GFILENAME Copy to local file
Blup to 255 characters

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples



This is a sample output from the command displaying how to copy file from scp server to
local:

Switch# copy scp://1.1.1.1/test.c flash:testl.c

get file fromscp://1.1.1.1/test.c
Recei ved 225 bytes in 0.3 seconds

Related Commands

None
2.6.3 copy running-config mgmt-if

Command Purpose

Use this command to copy running-config to scp server.

Command Syntax

copy running-config ( mgmt-if | ) GURLNAME

Parameter Parameter Description Parameter Value

, Copy from current system
startup-config -

configuration
mgmt-if Management port -
The full path and file name
GURLNAME Copy to URL

Blup to 255 characters

Command Mode

Privileged EXEC

Default

None

Usage



None

Examples

This is a sample output from the command displaying how to copy running-config to scp
server:

Swi t ch#copy running-config ngnt-if scp://1.1.1. 1/ running-config

Bui | di ng configuration...
send file to scp://1.1.1.1/runni ng-config

Sent 40198 bytes in 8.3 seconds

Related Commands

None
2.6.4 copy mgmt-if startup-config

Command Purpose

Use this command to copy startup-config from scp server.

Command Syntax

copy ( mgmt-if | ) GURLNAME startup-config

Parameter Parameter Description Parameter Value
mgmt-if Management port -

The full path and file name

GURLNAME Copy from URL
Blup to 255 characters

, Copy to startup system
startup-config configuration )

Command Mode

Privileged EXEC

Default



None
Usage
None

Examples

This is a sample output from the command displaying how to copy startup-config from
SCp server:

Swit ch#copy scp://1.1.1.1/startup-config startup-config

get file fromscp://1.1.1.1/startup-config
Sent 32252 bytes in 6.4 seconds

Related Commands
None
2.7 Telnet Commands

2.7.1 telnet

Command Purpose

Use this command from the switch to access the other devices in the network.

Command Syntax

telnet (-a SRC_ADDR ) ( vrf WORD | mgmt-if ) HOST ( PORT | )

Parameter Parameter Description Parameter Value
-a SRC_ADDR Telnet with assigned IP -
VPN Routing/Forwarding A string with 1-15
vrf WORD ,
instance characters
mgmt-if Management port -
IPv4, IPv6 address or Support IPv4/IPv6 address
HOST

name of the remote host or hostname



Parameter Parameter Description Parameter Value

PORT TCP Port number 1-65535

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to Telnet from the switch to a remote host:

Switch# telnet nmgm-if 10.10.29. 247
Enteri ng character node

Escape character is '"]'.

Test OS Version 2.3(62) fcs
Switch# tel net 2001: 1000::1

Enteri ng character node

Escape character is '*]'
DUT1#

Related Commands
None
2.7.2 ip telnet server source address

Command Purpose

To configure the source address of telnet server on your switch, use the telnet server
source address command in Global Configuration. To restore the default value, use the
no form of this command.

Command Syntax

ip telnet server source address ( vif NAME | ) IP_ADDR



no ip telnet server source address

Parameter Parameter Description Parameter Value
Specify a vrf to provide A string with 1-15
vrf NAME pecity P J
telnet server characters

Configure IP address for
IP_ADDR telnet server working IPv4 Address
inband

Command Mode

Global Configuration

Default

None

Usage

You can use this command to modify the address which telnet server works on, and
specify a vrf to provide telnet server. The source address can only be 0.0.0.0 or loopback
interface’s address, 0.0.0.0 indicates that the SSH server address is not specified.

Examples

The following example shows how to specify telnet server source address:

Swi tch# configure term nal
Swtch(config)# ip telnet server source address vrf vpnl 10.10.10.1

Related Commands

None
2.7.3 ip telnet server source port

Command Purpose



To configure the TCP port for telnet server working inband on your switch, use the telnet
server source command in Global Configuration. To restore the default value, use the no
form of this command.

Command Syntax

ip telnet server source port NUMBER

no ip telnet server source port

Parameter Parameter Description Parameter Value

Configure TCP port for
port NUMBER telnet server working 1025-65535
inband

Command Mode

Global Configuration

Default

None

Usage

The CLI of “no telnet server source port™ will configure TCP port for telnet server working
inband with default value of 23.

Examples

The following example shows how to set the TCP port for telnet server working inband on
the switch :

Swi tch# configure term nal
Switch(config)# ip telnet server source port 2323

Related Commands

None

2.7.4 ip telnet server source mgmt-if port



Command Purpose

To configure the TCP port for telnet server working outband on your switch, use the telnet
server source command in Global Configuration. To restore the default value, use the no
form of this command.

Command Syntax

ip telnet server source mgmt-if port NUMBER

no ip telnet server source mgmt-if port

Parameter Parameter Description Parameter Value
Configure TCP port for

mgmt-if port NUMBER telnet server working 1025-65535
outband

Command Mode

Global Configuration

Default

None

Usage

The CLI of “no telnet server sourc mgmt-if port” will configure TCP port for telnet server
working outband with default value of 23.

Examples

The following example shows how to set the TCP port for telnet server working outband
on the switch :

Sw tch# configure term nal _
Switch(config)# ip telnet server source ngnt-if port 2323

Related Commands

None



2.8 SSH Commands
2.8.1ip ssh server

Command Purpose

To enable SSH service, use ip ssh server enable command in Global Configuration. To
disable SSH service, use ip ssh server disable command.

Command Syntax

ip ssh server ( enable | disable )

Parameter Parameter Description Parameter Value
enable Turn on the SSH service -
disable Turn off the SSH service -

Command Mode

Global Configuration

Default

SSH service is enabled.
Usage

None

Examples

The following example enables the SSH service on your switch:

Sw tch# configure term nal
Switch(config)# ip ssh server enable

Related Commands

show ip ssh server status

2.8.2 ip ssh server authentication-retries



Command Purpose

To configure Secure Shell (SSH) authentication retry times on your switch, use the ip ssh
server authentication-retries command in Global Configuration. To restore the default
value, use the no form of this command.

Command Syntax

ip ssh server authentication-retries COUNT

NO ip ssh server authentication-retries

Parameter Parameter Description Parameter Value

The number of retries,
COUNT with a maximum of 6 1-6
authentication retries

Command Mode

Global Configuration

Default

The default is 6.
Usage

None

Examples

The following examples configure SSH authentication retry times on your switch:

Swi tch# configure term nal _ _ _
Switch(config)# ip ssh server authentication-retries 3

Related Commands

show ip ssh server status

2.8.3 ip ssh server authentication-timeout



Command Purpose

To configure Secure Shell (SSH) authentication timeout on your switch, use the ip ssh
server authentication-timeout command in Global Configuration. To restore the default

value, use the no form of this command.

Command Syntax

ip ssh server authentication-timeout SECONDS

No ip ssh server authentication-timeout

Parameter Parameter Description

The number of seconds

SECONDS . .
until timeout disconnects

Command Mode

Global Configuration

Default

The default is 120 seconds.

Usage

None

Examples

Parameter Value

1-120 seconds

The following examples configure SSH authentication timeout on your switch:

Switch# configure term nal

Switch(config)# ip ssh server authentication-tinmeout 100

Related Commands

show ip ssh server status
2.8.4 ip ssh server authentication-type

Command Purpose



To configure Secure Shell (SSH) authentication type on your switch, use the ip ssh server
authentication-type command in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ip ssh server authentication-type (all | { password | public-key | rsa } )

No ip ssh server authentication-type

Parameter Parameter Description

Enable all authentication

all
type
Enable password
password L
authentication
, Enable SSHv2 public key
public-key o
authentication
Enable SSHv1 rsa
rsa

authentication

Command Mode

Global Configuration

Default

The default authentication type is all.

Usage

None

Examples

Parameter Value

The following examples configure SSH authentication type on the switch:



Sw tch# configure term nal _ _
Switch(config)# ip ssh server authentication-type password

Related Commands

show ip ssh server status
2.8.5ip ssh server host-key rsa key

Command Purpose

To configure Secure Shell (SSH) host-key on your switch, use the ip ssh server host-key
rsa key command in Global Configuration. To restore the default value, use the no form of
this command.

Command Syntax

ip ssh server host-key rsa key KEYNAME

No ip ssh server host-key rsa

Parameter Parameter Description Parameter Value

KEYNAME The key value for host key Up to 32 characters

Command Mode

Global Configuration

Default

None

Usage

Host-key is used to combining public key to generate a session. When SSH login,modifing
host-key can cause connection closed.

Examples

The following examples configure SSH host key on your switch:

Swi tch# configure term nal
Switch(config)# ip ssh server host-key rsa key KEY1



Related Commands

show ip ssh server status

2.8.6 ip ssh server rekey-interval

Command Purpose

To configure Secure Shell (SSH) rekey interval on your switch, use the ip ssh server rekey-
interval command in Global Configuration. To restore the default value, use the no form of
this command.

Command Syntax
ip ssh server rekey-interval MINUTE

No ip ssh server rekey-interval

Parameter Parameter Description Parameter Value

The rekey interval in ,
MINUTE _ 1-1440 minutes
minutes

Command Mode

Global Configuration

Default

The default interval is 60 minutes.

Usage

None

Examples

The following examples configure SSH rekey interval on your switch:

Sw tch# configure term nal _
Switch(config)# ip ssh server rekey-interval 30

Related Commands



show ip ssh server status
2.8.7 ip ssh server version

Command Purpose

To configure Secure Shell (SSH) version on your switch, use the ip ssh server version
command in Global Configuration. To restore the default value, use the no form of this
command.

Command Syntax
ip ssh server version (1] 2] all)

NO ip SSh server version

Parameter Parameter Description Parameter Value

Switch runs only SSH
Version 1

Switch runs only SSH
Version 2

Al Version 1 and Version 2
are both supported

Command Mode

Global Configuration

Default
The default SSH version is 2.
Usage

You can use this command with the 2 keyword to ensure that your switch will not
inadvertently establish a weaker SSH Version 1 connection.

Examples



The following example shows that only SSH Version 1 support is configured:

Swi tch# configure termnm nal _
Switch(config)# ip ssh server version 1

Related Commands

show ip ssh server status
2.8.8 ip ssh server source address

Command Purpose

To configure the source address of Secure Shell (SSH) server on your switch, use the ip
ssh server source command in Global Configuration. To restore the default value, use the
no form of this command.

Command Syntax
ip ssh server source address { vif NAME | } IP_ADDR

No ip ssh server source address

Parameter Parameter Description Parameter Value

Specify a vrf to provide
vrf NAME Up to 15 characters
SSH server

Configure IP address for
IP_ADDR SSH server working IPv4 Address
inband

Command Mode

Global Configuration

Default

None

Usage

You can use this command to modify the address which SSH server works on, and



specify a vrf to provide SSH server. The source address can only be 0.0.0.0 or loopback
interface’s address, 0.0.0.0 indicates that the SSH server address is not specified.

Examples

The following example shows how to set SSH server inbind address :

Sw tch# configure term nal
Switch(config)# ip ssh server source address 10.10.10.1

Related Commands
ip ssh server

2.8.9ip ssh server source port

Command Purpose

To configure the TCP port for SSH server working inband on your switch, use the ip ssh
server source command in Global Configuration. To restore the default value, use the no
form of this command.

Command Syntax
ip ssh server source port NUMBER

NO ip ssh server source port

Parameter Parameter Description Parameter Value
Configure TCP port for

port NUMBER SSH server working 1025-65535
inband

Command Mode

Global Configuration

Default

None

Usage

The CLI of “no ip ssh server source port” will configure TCP port for SSH server working



inband with default value of 22.
Examples

The following example shows the special port is configured:

Sw tch# configure term nal
Swi tch(confi g?# i p ssh server source port 2222

Related Commands

ip ssh server
2.8.10 ip ssh server source mgmt-if port

Command Purpose

To configure the TCP port for SSH server working outband on your switch, use the ip ssh
server source command in Global Configuration. To restore the default value, use the no
form of this command.

Command Syntax

ip ssh server source mgmt-if port NUMBER

No ip ssh server source mgmt-if port

Parameter Parameter Description Parameter Value

Configure TCP port for
mgmt-if port NUMBER SSH server working 1025-65535
outband

Command Mode

Global Configuration

Default

None

Usage



The CLI of “no ip ssh server source mgmt-if port™ will configure TCP port for SSH server
working outband with default value of 22.

Examples

The following example shows the special port is configured:

Sw tch# configure term nal _
Switch(config)# ip ssh server source ngnt-if port 2222

Related Commands

ip ssh server
2.8.11 show ip ssh server session

Command Purpose

To display the session information for Secure Shell (SSH), use the show ip ssh server
session command in Privileged EXEC mode.

Command Syntax

show ip ssh server session

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows the current SSH sessions:



Switch# show ip ssh server session

Ver si on Encryption Hmac User | P State

2.0 aes128-cbc hmac- nd5 abc 10. 10. 29. 22
Session started

Related Commands

show ip ssh server status
2.8.12 show ip ssh server status

Command Purpose

To display the version and configuration data for Secure Shell (SSH), use the show ip ssh
server status command in Privileged EXEC mode.

Command Syntax

show ip ssh server status

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows the current SSH configurations:

Switch# show ip ssh server status

SSH server enabl ed

Version: 1.99

Aut hentication tineout: 33 second(s)
Aut hentication retries: 6 tine(s)

Server key lifetinme: 60 mnute(s)
Aut henti cation type: password public-key

Related Commands



show ip ssh server session
2.8.13 rsa key generate

Command Purpose

To create a key by system, use the rsa key generate command in Global Configuration.

Command Syntax

rsa key KEYNAME generate

Parameter Parameter Description Parameter Value

KEYNAME The name of the key Up to 32 characters

Command Mode

Global Configuration

Default

None

Usage

Use the rsa key command to create a key by system.

Examples

The following example creates a key named KEY1:

Switch# configure term nal
Switch(config)# rsa key KEY1l generate

CGenerating RSA private key, 1024 bit | ong nodul us
Pl ease waiting for a nonent: done!
Publ i ¢ exponent is 65537 (0x10001)

Generate RSA key successfully
Switch(config)#

Related Commands

show rsa keys



2.8.14 rsa key

Command Purpose

To create a key, use the rsa key command in Global Configuration.

Command Syntax

rsa key KEYNAME

Parameter Parameter Description Parameter Value
KEYNAME The name of the key Up to 32 characters

Command Mode

Global Configuration

Default

None

Usage

Use the rsa key command to create a key.

Examples

The following example creates a key named KEY1.:

Switch# configure term nal
Swi tchgconfi g)# rsa key KEY1
Switch(config-rsa-key)#

Related Commands

show rsa keys
2.8.15 key format

Command Purpose

To specify the key format, use the key format command in RSA key configuration mode.

Command Syntax



key format ( der | pem)

Parameter Parameter Description Parameter Value
der The format is der -
pem The format is pem -

Command Mode

Rsa Key Configuration

Default

The default key format is DER.
Usage
None

Examples

The following example specify the key format of KEY1 as der :

Switch# configure term nal
Swi tchéconfi g)# rsa key KEY1
Switch(config-rsa-key)# key format der

Related Commands
rsa key
2.8.16 key string end

Command Purpose

To exit the rsa key configuration mode to Global Configuration and apply all rsa key
configurations, use the key string end command in RSA key configuration mode.

Command Syntax

key string end

Command Mode



Rsa Key Configuration

Default

None

Usage

None

Examples

The following example shows exit the rsa key configuration mode :

Switch# configure term nal
Switch(config)# rsa key KEY1

Swi tchgconfi g-rsa-key)# key string end
Switch(config)#

Related Commands

rsa key

2.8.17 key type

Command Purpose

To specify the key type, use the key type command in RSA key configuration mode.

Command Syntax

key type ( public | private )

Parameter Parameter Description Parameter Value

ublic Specify the key as a public
P key

ivate Specify the key as a
P private key

Command Mode



Rsa Key Configuration

Default

None

Usage

None

Examples

The following example specifies the key type of KEY1 as public key:

Switch# configure term nal
Swi tchéconfi g)# rsa key KEY1 _
Switch(config-rsa-key)# key type public

Related Commands
rsa key
2.8.18 reset

Command Purpose

To clear all key configurations, use the reset command in RSA key configuration mode.

Command Syntax

reset

Command Mode

Rsa Key Configuration

Default

None

Usage

None

Examples



The following example shows to clear all configurations for the key KEY1.:

Switch# configure term nal
Swi tchgconfi g)# rsa key KEY1
Switch(config-rsa-key)# reset

Related Commands
rsa key
2.8.19 validate

Command Purpose

To check the validation of the key strings, use the validate command in RSA key
configuration mode.

Command Syntax

validate

Command Mode

Rsa Key Configuration

Default

None

Usage

None

Examples

The following example shows to validate key strings of the key KEY1:

Switch# configure term nal
Swi tchéconfi g)# rsa key KEY1
Switch(config-rsa-key)# validate

Related Commands

rsa key

2.8.20 KEYLINE



Command Purpose

To add key strings from the screen directly, type any strings in RSA key configuration
mode except the keywords in this mode.

Command Syntax

KEYLINE
Parameter Parameter Description Parameter Value
KEYLINE key line key line string

Command Mode

Rsa Key Configuration

Default

None

Usage

Type any key string.
Examples

The following example shows to type a key string of the key KEY1.:

Swi tch# configure term nal
Switch(config)# rsa key KEY1

Swi tch(config-rsa-key)# 00302017 4A7D385B 1234EF29 335FC973
Switch(config-rsa-key)# 2DD50A37 CAF4ABOFD 9DADE748 429618D5

Related Commands

validate
2.8.21 rsa key export

Command Purpose

To export the key file to a specified destination, use the rsa key export command in
Global Configuration.



Command Syntax

rsa key KEYNAME export url DEST_FILE ( public | private ) ( der | der-hex | pem | sshi |
ssh2 )

Parameter Parameter Description Parameter Value

Specify the key name to

KEYNAME , Up to 32 characters
display
The destination file path The full path and file name
DEST_FILE & P
and name Blup to 255 characters

Specify the key as a public

public Key -
orivate Specify the key as a )
private key
der DER format -
der-hex DER HEX format -
pem PEM format -
sshil SSHv1 format =
ssh?2 Specify the key format -

Command Mode

Global Configuration

Default

None

Usage

Use the rsa key generate command to generate a key.



Examples

The following example shows to export the key KEY1 to flash as a public key:

Sw tch# configure term nal _
Switch(config)# rsa key KEY1l export url flash:/keyl. pub public ssh2

The following example shows to export the key KEY2 to flash as a private key:

Swi tch# configure term nal _
Switch(config)# rsa key KEY2 export url flash:/keyl private sshl

Related Commands
rsa key generate
rsa key import

2.8.22 rsa key import

Command Purpose

To import the key file from a specified source, use the rsa key import command in Global

Configuration.

Command Syntax

rsa key KEYNAME import url SRC_FILE ( public | private ) ( der | der-hex | pem | sshi |

ssh2)

Parameter

KEYNAME

SRC_FILE

public

private

Parameter Description

Specify the key name to
display

The destination file path
and name

Specify the key as a public
key

Specify the key as a
private key

Parameter Value

Up to 32 characters

The full path and file name
Blup to 255 characters



Parameter Parameter Description Parameter Value

der DER format -
der-hex DER HEX format -
pem PEM format -
sshil SSHv1 format -
ssh?2 Specify the key format -

Command Mode

Global Configuration

Default

None

Usage

Use the rsa key to generate command to generate a key.
Examples

The following example shows to import the key KEY1 to flash as a public key:

Sw tch# configure term nal _ _
Switch(config)# rsa key KEY1 inport url flash:/keyl. pub public ssh2

The following example shows to import the key KEY2 to flash as a private key:

Sw tch# configure term nal _ _
Switch(config)# rsa key KEY2 inport url flash:/keyl private sshl

Related Commands

rsa key generate

rsa key export

2.8.23 show rsa key



Command Purpose

To display the details of the keys, use the show rsa key command in Privileged EXEC
mode.

Command Syntax

show rsa key KEYNAME

Parameter Parameter Description Parameter Value

Specify the key name to
KEYNAME , Up to 32 characters
display

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example displays the detailed information of the key named “KEY1":

Switch# show rsa key KEY1

RSA key i nformation:

Nanme: KEY1
Type: private
Modul us: 1024 bit
Usage count: O
Private key DER code:
30820258

0201

00
028180

9B3E9726 6405BD54 692F172A901F3879 C947366E 5703D282
AA31707F 214D38C9



Related Commands

show rsa keys
2.8.24 show rsa keys

Command Purpose

To display the brief information of all the keys, use the show rsa keys command in
Privileged EXEC mode.

Command Syntax

show rsa keys

Command Mode

Privileged EXEC

Default

None
Usage
Use the rsa key generate command to generate a key.

Examples

The following example displays the brief information of the keys:

Switch# show rsa keys

Nane Type Usage Modul us
keye  private 0 1024
key?2 public 0 1024

Related Commands

show rsa key
2.8.25 ssh

Command Purpose



To connect to the remote SSH server, use the ssh command in Privileged EXEC mode.

Command Syntax

ssh -I NAME ( { -i KEYNAME | -p DPORT | -v (1] 2 )| -c { 3des | des | 3des-cbc | aes128-
cbc | aes192-cbc | aes256-cbc } | -m { hmac-md5-128 | hmac-md5-96 | hmac-shal-160
| hmac-shai1-96 } | -o numberofpasswordprompts NUM | -a A.B.C.D } | ) ( mgmt-if | ) (
A.B.C.D | X:X::X:X | HOST)

Parameter Parameter Description Parameter Value

Log in using this user
-l NAME Up to 31 characters
name

Specify the name of RSA

-i KEYNAME orivate key Up to 32 characters
-p DPORT Specify the remote port 1-65535
v p) Spe.cify SSH protocol )
version
o Select encryption )
algoritnm
3des Triple DES (SSHv1 only) -
des DES (SSHv1 only) -
3des-cbc Triple DES (SSHv2 only) -
aes128-cbc AES 128 bits (SSHv2 only) -
aes192-cbc AES 192 bits (SSHv2 only) -
aes256-cbc AES 256 bits (SSHv2 only) -

-m Select HMAC algorithm -



Parameter

hmac-md5-128

hmac-md5-96

hmac-shal-160

hmac-shal-96

-0 numberof-
passwordprompts NUM

-a A.B.CD

mgmt-if

AB.CD

XXX X

HOST

Command Mode

Privileged EXEC

Default

None

Usage

Parameter Description

MD5 based HMAC (128
bits, SSHv2 only)

MD5 based HMAC (96
bits, SSHv2 only)

SHA1 based HMAC (160
bits, SSHv2 only)

SHA1 based HMAC (96
bits, SSHv2 only)

Specify number of
password prompts with

Ssh with assigned IP
Use Management port

Specify IP address of
remote system

Specify IPv6 address of
remote system

Specify hostname of
remote system

Parameter Value

The range in [1, 7]

IPv4 Address

IPv4 Address

IPve Address



None
Examples

The following example displays the usage of this command:

Swtch# ssh -l aaa -v 2 1.1.1.1

aaa@.1.1.1's password:
Swi t ch#

Related Commands
ip ssh server
2.9 Time&Timezone Commands

2.9.1 clock set datetime

Command Purpose

Use this command to set system current date and time on the Switch.

Command Syntax

clock set datetime HH:MM:SS MONTH DAY YEAR



Parameter Parameter Description Parameter Value

Specify the time in hours
(24-hour format), minutes,

_ HH:MM:SS in 24-hour
HH:MM:SS and seconds. The time

L . format.
specified is relative to the
configured time zone
Specify the month by ,
MONTH Should be inrange 1to 12
name
Specify the day by date in
DAY pecity Yoy Should be in range 1 to 31
the month
, Should be in range 1993
YEAR Specify the year

to 2035

Command Mode

Global Configuration

Default

The default time is based from UTC.

Usage

If no other source of time is available, you can manually configure the time and date after
the system is restarted. The time remains accurate until the next system restart. We
recommend that you use manual configuration only as a last resort. If you have an outside
source to which the switch can synchronize, you do not need to manually set the system
clock.

Examples

This example shows how to manually set the system clock to 1 B32 p.m. on July 23, 2014

Swi tch# configure term nal
Switch(config)# clock set 13:32:00 23 7 2014

Related Commands



show clock
2.9.2 clock set timezone

Command Purpose
Use this command to set the time zone on the Switch.

To restore to the default time of UTC, use the no form of this command.

Command Syntax
clock set timezone ZONE ( add | minus ) hours-offset [ minutes-offset | [ seconds-offset ]

Nno clock set timezone

Parameter Parameter Description Parameter Value

the length should be [3,
32), and only [a-zA-Z_] is

ZONE Specify the zone name supported, and the first
and last character must
be alphabet.

Specify the time offset is

add " -
positive from UTC
, Specify the time offset is
minus : -
negative from UTC
Specify the time offset in
HOUR_OFFSET 0-18

hours

[optional]Specify the time
MINUTES_OFFSET offset in minutes, should 0-59
be in range O to 59

[optional]Specify the time
SECCONDS_OFFSET _ 0-59
offset in seconds



Command Mode

Global Configuration

Default

The default time zone should be UTC.
Usage

None

Examples

The following example sets the Atlantic Canada time zone is 3.5 hours less than UTC:

Switch# configure term nal _
Swi tch(config)# clock set tinmezone Canada mnus 3 30

The following example sets the time zone named ZZZ is 5 hours faster than UTC:

Switch# configure term nal
Switch(config)# clock set timezone ZZZ add 5

Related Commands

show clock (detail)
2.9.3 clock set summer-time

Command Purpose

Use this command to set summer time (daylight saving time) in areas where it starts and
ends on a particular day each year(recurring) or on specified year(date).

To restore to the default time of UTC, use the no form of this command.

Command Syntax
clock set summer-time ZONE recurring start-time end-time offset
clock set summer-time ZONE date start-time end-time offset

No clock set summer-time



Parameter

ZONE

recurring

date

START_TIME

END_TIME

Parameter Description

Specify the summer zone
name

Specify that summer time
starts and ends on a
particular day of the week
each year

Specify that summer time
starts and ends on a
particular day of the
specified year

Specify the start time of
summer time

Specify the end time of
summer time

Parameter Value

The length should be [3,
32), and only [a-zA-Z_] is
supported, and the first
and last character must
be alphabet.

For recurring summer
time, the format should be
month, day, hh:mm:ss or
(first | second | third |
fourth | last) DAY <1-12>
HH:MM:SS, while for date
summer time, the format
should be month, day,
year, hh:mm:ss

For recurring summer
time, the format should be
month, day, hh:mm:ss or
(first | second | third |
fourth | last) DAY <1-12>
HH:MM:SS, while for date
summer time, the format
should be month, day,
year, hnimm:ss



Parameter Parameter Description Parameter Value

For offset, specify the

number of minutes to add ,
OFFSET , , 1-120 minutes
during summer time. The

default is 60.

Command Mode

Global Configuration

Default

Summer time should be disabled by default.

Usage

The first part of the clock summer-time global configuration command specifies when
summer time begins, and the second part specifies when it ends. All times are relative to
the local time zone. The start time is relative to standard time. The end time is relative to
summer time. If the starting month is after the ending month, the system assumes that
you are in the southern hemisphere.

Examples

This example shows how to specify that summer time starts on june 1st at 0200 and ends
on the October 31 at 0200:

Sw tch# configure term nal _ _ _
Switch(config)# clock set summer-tinme stine recurring 6 1 02: 00: 00
10 31 02:00: 00 120

This example shows how to specify that summer time starts on March the second
Wednesday at 0200 and ends on the August the last Friday at 0100:

Sw tch# configure term nal _ _ _
Switch(config)# clock set summer-tinme stinme recurring second Wed
3 02:0:0 last Fri 8 01:0:0 60

Related Commands

show clock (detail)

2.9.4 show clock



Command Purpose

Use this command to display the current time and date configuration.

Command Syntax

show clock ( detail | )

Parameter Parameter Description Parameter Value

Display the configured
timezone and summer

detall time information in -
addition to current date
and time

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example displays current time and date in detail:

Swi t ch#show cl ock det ai |

10:43: 00 beijing Fri Cct 25 2013
Time zone: (GMI + 08:00:00) beijing

Related Commands
show clock
2.9.5 show timezones

Command Purpose



Use this command to display all the timezones in world.

Command Syntax

show timezons

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example displays all the current timezones:

Swi t ch#show ti nezones

(GVIT+00: 06: 04) Eur ope/ Andorr a

(GVIr+03: 41: 12) Asi a/ Dubai

(GMr+04: 36: 48) Asi a/ Kabul

(GMr-04:07: 12) Anmeri cal/ Anti gua

(GMr-04: 12: 16) Americal/ Angui |l | a

(GVr+01: 19: 20) Eur ope/ Ti r ane

(GVr+02: 58: 00) Asi a/ Yer evan

(GVIT- 04: 36: 00) Arer i ca/ Cur acao

GNW+OO:52:56; Af ri ca/ Luanda _

GVIT+11: 06: 24 Ant arcti ca/ McMur do McMurdo Station, Ross

(GVIr+00: 00: 00) Ant arcti ca/ Sout h_Pol e Anmundsen- Scott Stati on,
Sout h Pol e
(GVIT-04: 32: 32) Ant arcti ca/ Rot hera Rot hera Station, Adel ai de
| sl and
I(Gll\/rl' 34: 16: 24) Ant arcti ca/ Pal ner Pal mer Station, Anvers

sl an

Related Commands

show clock

2.10 License Commands



2.10.1 generate device identifier

Command Purpose

To generate device identifier, use this command in Privileged EXEC mode.

Command Syntax

generate device identifier ( mgmt-if | ) GURLNAME

generate device identifier ( GFILENAME | )

Parameter Parameter Description Parameter Value
mgmt-if Management port -
GURLNAME URL name -
GFILENAME local file name -

Command Mode

Privileged EXEC

Default

None

Usage

This command will generate the unique device identifier (UDI) on the current device,
customer can get license for the current device form the vendor with UDI.

Examples

The following example shows how to generate UDI:

Swi tch# generate device identifier ngnt-if
tftp://10.10.38. 160/ devi ce. udi

Related Commands

None



2.10.2 show license

Command Purpose

To show license on the device, use the show license command in Privileged EXEC mode.

Command Syntax

show license ( GFILENAME | )

Parameter Parameter Description Parameter Value
GFILENAME local file name -

Command Mode

Privileged EXEC

Default

None

Usage

This command will show the license on the current device.

Examples

The following example shows how to show license:

Switch# show | i ncese

Li cense fil es:

flash:/ma.lic:

Created Tine: Fri Dec 6 17:22:23 CST 2013

Vendor : Vendor 1

Cust oner : Custoner1

Devi ce MAC: 00: 1E: 08: 09: 03: 00

Feature Set: Q NQ WR ERPS MEF ETHOAM
VPWS VPLS HVPLS SMLK TPOAM
OSPF PIM SM | GW VRF MPLS
LDP BGP RSVP OSPF_TE EXTEND ACL
PTP BFD SSM | PV6 OSPF6
PIM SM6 WR6 RI PNG TUNNEL V6

Related Commands



None

2.11 HTTP commands Commands
2.11.1 service http

Command Purpose

To enable HTTP service, use service http enable command in Global Configuration. To
disable HTTP service, use service http disable command.

Command Syntax

service http ( enable | disable )

Parameter Parameter Description Parameter Value
enable Turn on the HTTP service -
disable Turn off the HTTP service -

Command Mode

Global Configuration

Default

HTTP service is disabled.

Usage

The WEB image should be loaded first.

Examples

The following example shows how to enable HTTP service:

Swi tch# configure term nal
Swi tch(confi g?# service http enable

Related Commands

http server load



http timeout
2.11.2 service https

Command Purpose

To enable HTTPS service, use service http enable command in Global Configuration. To
disable HTTPS service, use service http disable command.

Command Syntax

service https ( enable | disable )

Parameter Parameter Description Parameter Value
enable Turn on the HTTPS service -
disable Turn off the HTTPS service -

Command Mode

Global Configuration

Default

HTTPS service is disabled.

Usage

The WEB image should be loaded first.

Examples

The following example shows how to enable HTTPS service:

Switch# configure term nal
Switch(config)# service https enable

Related Commands
http server load

http timeout



2.11.3 http server load

Command Purpose

To load WEB image, user the http server load command .

Command Syntax

http server load FILENAME

Parameter
FILENAME

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example shows how to specify web image:

Parameter Description

Name of WEB image

Switch# configure term nal
Switch(config)# http server |oad flash:/webl nage. bin

Related Commands
service http enable
service https enable

http timeout

2.11.4 http timeout

Command Purpose

Parameter Value



To configure the expire time of online web users.

Command Syntax

http timeout TIMEOUT

Parameter Parameter Description Parameter Value

Online web user expire The range is [1,60], unit is
TIMEOUT , :

time. minute.

Command Mode

Global Configuration

Default
20min.
Usage
None

Examples

The following example shows how to configure http timeout:

Swi tch# configure term nal
Swi tch(confi g?# http tinmeout 30

Related Commands

http server load
service http enable

service https enable
2.11.5 http server source address

Command Purpose

To configure the source address of WEB server on your switch, use the http server source
address command in Global Configuration. To restore the default value, use the no form



of this command.

Command Syntax
http server source address ( vrf NAME | ) A.B.C.D

no http server source address

Parameter Parameter Description

Specify a vrf to provide
WEB server

vif NAME

Configure IP address for
WEB server working

AB.CD

Command Mode

Global Configuration

Default

None

Usage

You can use this command to modify the address which WEB server works on, and
specify a vrf to provide WEB server. The source address can only be 0.0.0.0 or loopback
interface’s address, 0.0.0.0 indicates that the WEB server address is not specified.

Examples

Parameter Value

A string with 1-15
characters

The following example shows how to set inband http server address:

Switch# configure term nal

Switch(config)# http server source address

Related Commands

http server load

service http enable

10.10.10.1



service https enable
2.11.6 http server source port

Command Purpose

To configure the TCP port for HTTP server working inband on your switch, use the http
server source port command in Global Configuration. To restore the default value, use the
no form of this command.

Command Syntax

http server source port PORT

Nno http server source port

Parameter Parameter Description Parameter Value
Configure TCP port for

PORT HTTP server working 1025-65535
inband

Command Mode

Global Configuration

Default

80

Usage

The CLI of “no http server source port” will configure TCP port for HTTP server working
inband with default value of 80.

Examples

The following example shows how to set inband http server TCP port:

Sw tch# configure term nal
Switch(config)# http server source port 1080

Related Commands



http server load
service http enable

service https enable
2.11.7 http server source ssl-port

Command Purpose

To configure the TCP port for HTTPS server working inband on your switch, use the http
server source ssl-port command in Global Configuration. To restore the default value, use
the no form of this command.

Command Syntax
http server source ssl-port PORT

no http server source ssl-port

Parameter Parameter Description Parameter Value

Configure TCP port for
PORT HTTPS server working 1025-65535
inband

Command Mode

Global Configuration
Default

443

Usage

The CLI of “no http server source ssl-port” will configure TCP port for HTTPS server
working inband with default value of 443.

Examples



The following example shows how to set inband https server TCP port:

Switch# configure term nal
Switch(config)# http server source port 10443

Swi tch# configure term nal
Switch(config)# http server source ssl-port 10443

Related Commands
http server load
service http enable
service https enable

2.11.8 http server source mgmt-if port

Command Purpose

To configure the TCP port for HTTP server working outband on your switch, use the http
server source mgmt-if port command in Global Configuration. To restore the default
value, use the no form of this command.

Command Syntax

http server source mgmt-if port PORT

no http server source mgmt-if port

Parameter Parameter Description Parameter Value

Configure TCP port for
PORT HTTP server working 1025-65535
outband

Command Mode

Global Configuration

Default

80



Usage

The CLI of “no http server source mgmt-if port” will configure TCP port for HTTP server
working outband with default value of 80.

Examples

The following example shows how to set outband http server TCP port:

Switch# configure term nal _
Swi tch(confi g?# http server source nmgnt-if port 1080

Related Commands

http server load
service http enable

service https enable
2.11.9 http server source mgmt-if ssl-port

Command Purpose

To configure the TCP port for HTTPS server working outband on your switch, use the http
server source mgmt-if ssl-port command in Global Configuration. To restore the default
value, use the no form of this command.

Command Syntax

http server source mgmt-if ssl-port PORT

no http server source mgmt-if port

Parameter Parameter Description Parameter Value
Configure TCP port for

PORT HTTPS server working 1025-65535
outband

Command Mode



Global Configuration

Default
443
Usage

The CLI of “no http server source mgmt-if ssl-port” will configure TCP port for HTTPS
server working outband with default value of 443.

Examples

The following example shows how to set outband https server TCP port:

Switch# configure term nal
Switch(config)# http server source port 10443

Related Commands
http server load
service http enable

service https enable
2.11.10 http authentication aaa

Command Purpose

To configure the AAA method list for web login on your switch, use the http authentication
aaa command in Global Configuration. To restore the default value, use the no form of
this command.

Command Syntax

http authentication ( local | aaa ( login-authentication | exec-authorization ) ( default |
LISTNAME ))

no http authentication (aaa ( login-authentication | exec-authorization ) )

Parameter Parameter Description Parameter Value



Configure web login
local L -
authentication by local

Jaa Configure web login
authentication by AAA

_ o Configure web login
login-authentication o _ -
authentication method list

o Configure web login
exec-authorization o , -
authorization method list

Set method list name
default -
default

LISTNAME Set method list name Up to 31 characters

Command Mode

Global Configuration

Default

default web login method is local

Usage

The CLI of “http authentication (local |aaa (login-authentication|exec-authorization)
(default|LISTNAME))” can only be configured when AAA is enable.

Examples

The following example shows how to set web AAA login method to be default.:

Switch# configure termnal _ _ _ _
gw%tclhg config)# http authentication aaa | ogi n-authentication
ef au

Related Commands

aaa new-model



aaa authentication login

aaa authorization exec

2.12 RPC-API commands Commands

2.12.1 service rpc-api

Command Purpose

To enable RPC-API service, use service rpc-api enable command in Global Configuration.
To disable RPC-API service, use service rpc-api disable command.

Command Syntax
service rpc-api ( enable ( port PORT | ssl ( ssl-port SSLPORT | ) | ) (vrf NAME | ) | disable )

service rpc-api disable

Parameter Parameter Description Parameter Value

Turn on the RPC-API
enable . -
service

, Turn off the RPC-API
disable . -
service

TCP port number.
TCP port number.
PORT By default, the RPC-API 1025-65535
service listens on TCP port
80 (HTTP)

VPN Routing/Forwarding A string with 1-15
instance characters

vrf NAME

ss| Enable SSL (HTTPS) -



Parameter Parameter Description Parameter Value

TCP port number.
TCP port number.
SSLPORT By default, the RPC-API 1025-65535
service listens on TCP port
443 (HTTPS)

Command Mode

Global Configuration

Default
Disabled.
Usage
None

Examples

The following example shows how to enable RPC-API service:

Sw tch# configure term nal _
Switch(config)# service rpc-api enable port 2000

Related Commands
show services rpc-api
service rpc-api auth-mode

2.12.2 service rpc-api auth-mode

Command Purpose

To enable RPC-API HTTP Basic authentication.

Command Syntax
service rpc-api auth-mode basic

NO service rpc-api auth-mode



Command Mode

Global Configuration
Default

Disabled.

Usage

Once enable or disable RPC-API HTTP Basic authentication, and users want to continue
to use RPC-API service, users must re-enable it.

Examples

The following example shows how to enable RPC-API HTTP Basic authentication:

Swi tch# configure term nal _ .
Switch(config)# service rpc-api auth-node basic

Related Commands
service rpc-api enable
show services rpc-api

2.12.3 show services rpc-api

Command Purpose

To show RPC-API configuration information.
Command Syntax

show services rpc-api

Command Mode

Privileged EXEC

Default

None

Usage



None

Examples

The following example shows the configuration information:

Switch(config)# show services rpc-api

RPC APl services configuration: _ _
HTTP server: shut down, port: 80, authentication node: none

Related Commands
service rpc-api enable
2.13 DIAG Commands

2.13.1 diagnostic-information discard

Command Purpose

Use this command to enable the function of diagnostic-information discard.

Command Syntax
diagnostic-information discard enable

no diagnostic-information discard enable

Parameter Parameter Description Parameter Value

enable enable The string of enable.

Command Mode

Global Configuration

Default

no diagnostic-information discard enable

Usage

The command uses to enable the function of diagnostic-information discard.



Examples

The following example shows how to enable the function of diagnostic-information
discard:

Switch(config)# diagnostic-information discard enabl e

The following example shows how to disable the function of diagnostic-information
discard:

Switch(config)# no diagnostic-information discard enable

Related Commands

N/A
2.13.2 show diagnostic-information discard

Command Purpose

Use this command to display the situation of packet discard.

Command Syntax
show diagnostic-information discard

clear diagnostic-information discard

Parameter Parameter Description Parameter Value

discard discard The string of discard.

Command Mode

Privileged EXEC

Default

None

Usage

The command uses to dispaly the situation of packet discard.



Examples

The following example shows how to display the situation of packet discard:

Swi t ch# show di agnostic-information di scard

Di agnostic-Informati on Di scard:

Dr op- Reason Descri ption
______________________________ o e e e e e e e e e e e e e e e e e e e e e e e e e e m == =
CTC _DROP_TTL_CHK TTL check fail
CTC_DROP_ACL_DENY Acl deny

CTC _DROP_PKT_ERR Packet check error

CTC_DROP_I SOLATE_CHK Port isolate check fail
CTC_DROP_TRANSI T_DI SABLE Transit disable

CTC DROP_I P_CHK | p address or packet check fail
CTC _DROP_VLAN FI LTER VIan filtering
CTC_DROP_STP_CHK Stp check fail

CTC_DROP_CHKSUM ERR Checksum error
CTC_DROP_PARSER_ERR Par ser error

CTC_DROP_TRAFFI C_MANAGER Trafic manager check fail
CTC_DROP_NET_RX Netrx check fail

CTC DROP_NET_TX Nettx check fail

O hers Q her drop reasons

The following example shows how to clear packet discard:
Switch# clear diagnostic-information discard

Related Commands

N/A



ETHERNET COMMANDS

3.1 Interface Commands
3.1.1 bandwidth

Command Purpose

Use this command to set the bandwidth of the port.

To return the bandwidth to default value, use the no form of this command.

Command Syntax
bandwidth BANDWIDTH

Nno bandwidth

Parameter Parameter Description

BANDWIDTH port bandwidth

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

The following example set the bandwidth of the port:

Swi tch# configure term nal

vaitchéconfig)_# interface eth-0-1
Switch(config-if)# bandw dth 1000

The following example returns the bandwidth to default value:

Parameter Value

1-100000000, unit Ekbps



Sw tch# configure term nal
Switch(config-if)# no bandw dth

Related Commands
duplex
speed

3.1.2 clear counters

Command Purpose

Use this command to clear the counters on the physical interface.

Command Syntax

clear counters ( IFNAME | )

Parameter Parameter Description Parameter Value
Only clear the specified Support

IFNAME , Y , .p p'? ,
interface statistics physical/aggregation ports

Command Mode

Privileged EXEC

Default

None

Usage

The clear counters command clears all current interface counters from the interface
unless you specify optional arguments that clear only a specific interface type from a
specific interface number.

Examples

The following example clears the counters on all interfaces:

Switch# clear counters



The following example clears the counters on the interface eth-0-1:

Switch# clear counters eth-0-1

The following example clears the counters on the aggi.:
Switch# clear counters aggl

Related Commands

None
3.1.3 description

Command Purpose
Use this command to set the description on the interface.

To remove the description on the interface, use the no form of this command.

Command Syntax
description LINE

no description

Parameter Parameter Description Parameter Value

should be no more than

LINE The description on the 240 characters, and the
interface character can not include
i?!

Command Mode

Interface Configuration

Default

None

Usage



None

Examples

The following example sets the description on the interface:

Swi tch# configure term nal
vaitchﬁconfig)_# interface eth-0-1
Switch(config-if)# description Ethernet

The following example removes the description on the interface:

Switch# configure termnal
Switch(config-if)# no description

Related Commands
None

3.1.4 duplex

Command Purpose

Use the duplex interface configuration command to specify the duplex mode of operation
for a port. Use the no form of this command to return the port to its default value.

Command Syntax
duplex (auto | full | half )

no duplex

Parameter Parameter Description Parameter Value

Enable automatic duplex
configuration; port
automatically detects

auto whether it should run in -
full-duplex or half-duplex
mode, depending on the
attached device mode

full Enable full-duplex mode -



Parameter Parameter Description Parameter Value

Enable half-duplex mode
(only for interfaces
operating at 10 or 100

nalf Mb/s). You can not
configure half-duplex

mode for interfaces
operating at 1000
or10,000 Mb/s

Command Mode

Interface Configuration

Default

auto

Usage

The command is not allowed to be set on 10G port or optical mode of combo port.

Examples

The following example sets the duplex mode to auto:

Swi tch# configure term nal

vaitchéconfig)_# interface eth-0-1
Switch(config-if)# duplex auto

The following example sets the duplex mode to full:

Switch# configure term nal
S\Mtchéconfig)# interface eth-0-1
Switch(config-if)# duplex full

The following example returns the duplex mode to default:

Switch# configure term nal

Switchgconfig)# interface eth-0-1
Switch(config-if)# no dupl ex

Related Commands



pandwidth

sSpeed
3.1.5 speed

Command Purpose

Use the speed interface configuration command to specify the speed of port. Use the no
of this command to return the port to its default value.

Command Syntax

speed (10 | 100 | 1000 | 2G5 | 5G | 10G | 25G | 40G | 50G | 100G | auto )

no speed
Parameter Parameter Description Parameter Value
AUto Port automatically detects )
the speed it should run
10 Port runs at 10 Mb/s -
100 Port runs at 100 Mb/s -
1000 Port runs at 1000 Mb/s -
2G5 Port runs at 2.5Gb/s -
5G Port runs at 5Gb/s -
10G Port runs at 10Gb/s -
25G Port runs at 25Gb/s -
40G Port runs at 40Gb/s -

50G Port runs at 50Gb/s -



Parameter Parameter Description Parameter Value

100G Port runs at 100Gb/s -

Command Mode

Interface Configuration

Default

auto

Usage

The command is not allowed to be set on optical mode of combo port.

Examples

This example shows how to set the speed on a port to 1000 Mb/s:
Swi t
Swi t
Swi t

ch# configure term nal

chgconfi g)# interface eth-0-1
ch(config-if)# speed 1000

This example shows how to return the speed on a port to default value:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# no speed

Related Commands
bandwidth
duplex

3.1.6 interface

Command Purpose

Use this command to enter interface mode.

Command Syntax

interface IFNAME



Parameter Parameter Description Parameter Value

The name of interface, i.e.
IFNAME eth-0-1, aggl, Support all interface types
vlani,loopbacki

Command Mode

Global Configuration

Default
None
Usage

The interface name can be either a port name (i.e. eth-0-1) or link-agg name (i.e. aggl) or
vlan name (i.e. vian2) or loop-back name (i.e. loopback10).

Examples

The following example enters the interface mode for eth-0-1.

Switch(config)# interface eth-0-1

The following example enters the interface mode for aggi:

Switch(config)# interface aggl

The following example enters the interface mode for vlan2:
Switch(config)# interface vl an2

Related Commands

exit

3.1.7 interface range

Command Purpose

Use this command to operate a list of interfaces, the interface include physical port, vian
interface, linkagg interface and loopback interface.



Command Syntax

interface range IFNAME

Parameter Parameter Description

IFNAME Interface range

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example operate a list of physical interface:

Switchgconfig)_# interface range eth-0-1 — 24
Switch(config-if-range)# shutdown

The following example operate a list of vlian interface:

vaitchgconfig)_# interface range vian 1 - 20
Switch(config-if-range)# shutdown

The following example operate a list of linkagg interface:

vaitchgconfig)_# interface range agg 10 - 20
Switch(config-if-range)# shutdown

The following example operate a list of loopback interface:

vaitchSconfig)_# interface range | oopback 0 - 5

Switch(config-if-range)# shutdown

Related Commands

Parameter Value

Support all interface types
can be separate by
comma, dash



None
3.1.8 interface range create vlan

Command Purpose

Use this command to create a list of vlan interface.

Command Syntax

interface range create vian VLAN_RANGE

Parameter Parameter Description Parameter Value

VLAN ID range is 1-4094,
VLAN_RANGE VLAN ID range can be separate by
comma, dash

Command Mode

Global Configuration
Default

None

Usage

None

Examples

The following example create vian interface 10 to 20:

Switchgconfig)# interface range create vlian 10 - 20
Swi tch(config-if-range)# shutdown

Related Commands

None

3.1.9 jumboframe



Command Purpose

Use this command to enable jumbo frame. To disable jumbo frame, use the no form of
this command.

Command Syntax
jumboframe enable

Nno jumboframe enable

Command Mode

Interface Configuration

Default

None

Usage

Jumboframe is disabled by default. The max frame which can be transmitted is 1534
bytes. When enable jumboframe, the max frame can be 9600 bytes.

Examples

The following example enables the jumboframe:

Svmjtchgconfig)_# interface eth-0-1
Switch(config-if)# junbofrane enabl e

The following example disables the jumboframe:
Switch(config-if)# no junbofrane enabl e
Related Commands

None

3.1.10 media-type

Command Purpose

Use the media-type interface configuration command to select a media type for an
interface. Use the no form of this command restore to the default value.



Command Syntax

media-type (‘auto-select | rj45 | sfp )

Parameter Parameter Description Parameter Value

Enable the switch to
dynamically select the

auto-select , -
type based on which one
first links up

r45 Select the RJ-45 interface -

Select the small form-
sfp factor pluggable (SFP)
module interface

Command Mode

Interface Configuration

Default

Auto-select

Usage

By default, we use auto-select mode.

Examples

The following example shows how to configure the interface as a rj45 media:

Swtch(config)# interface eth-0-1
Switch(config-if)# nedia-type rj45

The following example shows how to restore to default value:
Switch(config-if)# no nedia-type

Related Commands



None
3.1.11 unidirectional

Command Purpose

Use the unidirectional interface configuration command to enable/disable unidirectional
function.

Command Syntax

unidirectional ( enable | disable )

Parameter Parameter Description Parameter Value

enable unidirectional
enable . -
function

_ disable unidirectional
disable , -
function

Command Mode

Interface Configuration

Default

disable unidirectional function

Usage

Enable unidirectional function will force enable the interface TX function and force disable
the interface RX function.

Only fiber port support the unidirectional function, and in 1000M speed mode, duplex
must be forced to full mode.

Examples

The following example shows how to enable unidirectional function:



Switchgconfig)_# interface eth-0-1
Switch(config-if)# unidirectional enable

The following example shows how to disable unidirectional function:
Switch(config-if)# unidirectional disable

Related Commands

None

3.1.12 shutdown

Command Purpose

Use the shutdown interface configuration command to admin down an interface. Use the
no form of this command to admin up an interface.

Command Syntax
shutdown

Nno shutdown

Command Mode

Interface Configuration

Default
None
Usage
None

Examples

The following example shows how to shutdown a port:

Switchgconfig)# interface eth-0-1
Switch(config-if)# shutdown

The following example shows how to admin up a port:

Switch(config-if)# no shutdown



Related Commands

None
3.1.13 split interface

Command Purpose

Use the command to split physic port to 10G port. Use the no form of this command to un-

split the physic port.

Command Syntax
split interface IFNAME ( 10giga | 40giga )

no split interface

Parameter Parameter Description

the physic port need to

IFNAME ,
split
, split physic port to four
10giga
10G port
, split physic port to one
40giga

10G port

Command Mode

Global Configuration

Default

None

Usage

Parameter Value

Support physical ports

Need save configuration and reboot to make command take effect

Examples



The following example shows how to split interface to four 10G port:

Swi tch# configure term nal .
Switch(config)# split interface eth-0-1 10gi ga

Related Commands
None

3.1.14 load-interval

Command Purpose

Use the load-interval interface configuration command to specify the interval when
calculating speed of an interface. Use the no of this command to return the port to its
default value.

Command Syntax
load-interval SECONDS

Nno load-interval

Parameter Parameter Description Parameter Value

SECONDS Load interval 5-600, unit:second

Command Mode

Interface Configuration

Default

300 seconds

Usage

Load-interval must be in increments of 5 second and its default value is 300 second.

Examples

This example shows how to set the load-interval on a port to 600 second:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# | oad-interval 600

This example shows how to return the load-interval on a port to default value:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if)# no | oad-interval

Related Commands

show interface
3.1.15 vlan dotlg tag native

Command Purpose

Use the vian dotlq tag native global configuration command to configure the edge switch
So that all packets going out an 802.1Q trunk, including the native VLAN.

Command Syntax
vlan dotlq tag native

no vian dotiq tag native

Command Mode

Interface Configuration

Default

None

Usage

Use this command to enable tagging native. If enabled, the packet in native vian will be
tagged with the native vlan. Otherwise, it will be untagged.

Examples

This example shows how to tag native for trunk port:



Switch# configure term nal
Switchéconfig)# interface eth-0-1 _
Switch(config-if)# vlan dotlqg tag native

This example shows how to disable tagging native for trunk port:

Switch# configure term nal

Switchgconfig)_# interface eth-0-1 _
Switch(config-if)# no vlan dotlq tag native

Related Commands
None
3.1.16 show interface

Command Purpose

Use this command to display the configurations and statistics on all interfaces or an
interface.

Command Syntax

show interface ( IFNAME | )

Parameter Parameter Description Parameter Value

eth:Physical interface

agg:Aggregation interface

loopback:Loopback
IFNAME The interface name interface

vlan:Vian interface

tunnel:Tunnel interface

null:Null interface

Command Mode

Privileged EXEC

Default

None



Usage

The OAM statistics can only display when port is 10G mode.

Examples

This example shows how to display the configurations and statistics on the interface eth-
0-1.

Switch# show interface eth-0-1

Interface eth-0-1

I nterface current state: UP _
Hardware is Ethernet, address is 00le.080a. 5102 (bia

00le. 080a. 5102)
Bandw dt h 1000000 kbits
Index 1 , Metric 1 , Encapsul ati on ARPA
Speed - 1000Mo/s , Duplex - Full , Media type is 1000BASE T SFP
Link type is autonegotiation
Admi n input flowcontrol is off, output flowcontrol is off
Oper input flowcontrol is off, output flowcontrol is off
The Maxi mum Franme Size is 1632 bytes
VRF bi ndi ng: not bound
ARP tinmeout 01:00:00, ARP retry interval 1s
ARP Proxy is disabled, Local ARP Proxy is disabled
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes
Recei ved 0 unicast, O broadcast, O nulticast
O runts, O giants, O input errors, 0 CRC
O franme, 0 overrun, O pause input
24 packets output, 2160 bytes
Transm tted O unicast, 24 broadcast, O nulticast
O underruns, O output errors, 0 pause output
O out put discard

Related Commands
show interface status
3.1.17 show interface status

Command Purpose

Use this command to display the brief information on all Ethernet and link aggregation
interfaces.

Command Syntax



show interface ( IFNAME | ) status

Parameter Parameter Description Parameter Value

Support aggregation and
physical ports

IFNAME The interface name

Command Mode

Privileged EXEC

Default

None

Usage

This command will not show VLAN and tunnel interfaces’ information.

Examples

This example shows how to display the brief information on all Ethernet and LAG
interfaces:

Switch# show i nterface status

Por t St at us Dupl ex Speed Mode Type
Descri ption

eth-0-1 down a-full a- 1000 ACCESS
1000BASE T

eth-0-2  down a-full a- 1000 ACCESS
1000BASE T

eth-0-3  admin down auto aut o ACCESS
1000BASE T

eth-0-4  admin down auto aut o ACCESS
1000BASE T

eth-0-5  up a-full a- 1000 rout ed
1000BASE T

eth-0-6 ~ up a-full a- 100 ACCESS
1000BASE T

eth-0-7  admin down auto aut o ACCESS
1000BASE T

eth-0-8  admin down auto aut o ACCESS
1000BASE T

eth-0-9  down a-full a- 1000 ACCESS
1000BASE T

eth-0-10 down a-full a- 1000 ACCESS
1000BASE T

eth-0-11 admin down auto aut o ACCESS
1000BASE_T

et h-0-12 adm n down auto aut o ACCESS



1000BASE_T

et h-0-13" adm n down auto aut o ACCESS
1000BASE T

et h-0-14 adm n down auto aut o ACCESS
1000BASE T

et h-0-15 adm n down auto aut o ACCESS
1000BASE T

et h-0-16 adm n down auto aut o ACCESS
1000BASE T

et h-0-17 adm n down auto aut o ACCESS
1000BASE T

et h-0-18 adm n down auto aut o ACCESS
1000BASE T

et h-0-19 adm n down auto aut o ACCESS
1000BASE T

et h- 0- 20 adm n down auto aut o ACCESS 1000BASE T

Related Commands

None
3.1.18 show interface summary

Command Purpose

Use this command to display the summary on all interfaces or an interface.

Command Syntax

show interface ( IFNAME | ) summary

Parameter Parameter Description Parameter Value

IFNAME The interface name Support all interface types

Command Mode

Privileged EXEC

Default

None

Usage

This command will display the summary on all interfaces or an interface in the form of list.

Examples



This example shows how to display the summary on the interface eth-0-1.:

Switch# show interface eth-0-1 summary

RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)

TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

I nterface Li nk  RXBS RXPS TXBS

TXPS

eth-0-1 I DOW 0 o o o

Related Commands

show interface
3.1.19 show ip interface

Command Purpose

Use this command to show layer3 interface information.

Command Syntax

show ip interface ( IFNAME |)

show ip interface brief

Parameter Parameter Description Parameter Value

The interface name, can ,
IFNAME Support all interface types
e eth, vlan or agg

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

This example shows the vian interface information:

Switch# show i nterface vl anl0

I nterface vl anlO
I nterface current state: DO
Hardware is VLAN, address is 8633.d260. 6500 (bia 8633.d260. 6500)
Bandw dt h 1000000 kbits
| ndex 4098 , Metric 1 , Encapsul ati on ARPA
The maximumtransmt unit (MIU) is 1500 bytes
VRF bi ndi ng: not bound
Label switching is disabled
No virtual circuit configured
VRRP master of : VRRP is not configured on this interface
ARP timeout 01:00:00, ARP retry interval 1s

Related Commands

None
3.1.20 switchport
Command Purpose

Use this command to configure a port to a bridge (layer 2) or routing (layer 3) mode.

Command Syntax
switchport

no switchport
Command Mode

Interface Configuration

Default
Switchport
Usage

When using this command to change the mode of a port, all bridge or routing
configurations of this port will be cleared and not restored. By default, the port is a
switchport.



Examples

This example shows how to configure a port to bridge mode:
Swi t
Swi t
Swit

ch# configure term nal
chgconfi g)# interface eth-0-1
ch(config-if)# swtchport

This example shows how to configure a port to routing mode:

Switch# configure term nal

Switchgconfig)# interface eth-0-1
Switch(config-if)# no sw tchport

Related Commands
None
3.1.21 switchport access allowed

Command Purpose

Use this command to configure whether the specified VLAN flow can pass this access
port.

Command Syntax

switchport access allowed vian ( add Bremove VLAN_ID

Parameter Parameter Description Parameter Value

Allow the traffic from the
add vlan to pass the access -
port

Not allow the traffic from
remove the vlan to pass the -
access port

Vlan list connected with ‘-’
VLAN_ID and ‘", for example, “1- 1-4094
10,15,20,30-40"



Command Mode

Interface Configuration

Default

1

Usage

This command is used to allow the traffic from the specific VLAN to pass the access port.

Examples

This example shows how to configure the specified VLAN flow pass through the port:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# switchport access allowed vlan add 10

This example shows how to allow the traffic from the vianil to pass the port:

Switch# configure term nal
Swi tch§confi g)# interface eth-0-1
Switch(config-if)# switchport access allowed vlan add 11

This example shows how to refuse the traffic from the viani2 to pass the port:

Swi tch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if)# switchport access allowed vlan renove 12

Related Commands

switchport trunk allowed vian (add vid Bremove vid| all | none)
3.1.22 switchport access vlan

Command Purpose

Use this command to set the default VLAN for access port.

Command Syntax

switchport access vlan VLAN _ID



No switchport access vian

Parameter Parameter Description Parameter Value

VLAN_ID Vian id 2-4094

Command Mode

Interface Configuration

Default

1

Usage

The port should be an access port by switchport mode access command before add to
vlan by this command.

Examples

This example shows how to configure the access port to add to default vian 10:

Switch# configure term nal

Switch(config)# interface eth-0-1

Swi tchEconfi g-1i fg# swW tchport node access
Switch(config-if)# switchport access vlan 10

This example shows how to configure the access port to restore to default vian 1:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# no switchport access vlan

Related Commands

switchport trunk native
3.1.23 switchport mode access

Command Purpose

Use this command to configure the port work in access mode.

Command Syntax



switchport mode access

Command Mode

Interface Configuration

Default

Access Port

Usage
The access mode is usually used to connect the port to a terminal device, such as a PC.

When the mode is changed, both the MAC learnt dynamically and configured statically on
the port will be cleared.

Examples

This example shows how to set the switchport mode to access:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# switchport node access

Related Commands

switchport mode trunk
3.1.24 switchport mode trunk

Command Purpose

Use this command to configure the port work in trunk mode.

Command Syntax

switchport mode trunk

Command Mode

Interface Configuration

Default



Access Port

Usage
The trunk mode is usually used to connect the port with other switch.
The trunk mode is can also used to connect the port with host device.

When the mode is changed, both the MAC learnt dynamically and configured statically on
the port will be cleared.

Examples

This example shows how to return the port to default vian 1:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# switchport node trunk

Related Commands

switchport mode access
3.1.25 switchport mode dotlg-tunnel

Command Purpose

Use this command to configure the port as QINQ port.

Command Syntax

switchport mode dotig-tunnel

Command Mode

Interface Configuration

Default

Access Port

Usage

When port mode changed, all the dynamic FDB will be cleared.



Examples

This example shows how to configure the port to QINQ mode:

Switch# configure term nal

Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# switchport node dot1g-tunnel

Related Commands

switchport mode trunk
3.1.26 switchport trunk allowed

Command Purpose

Use this command to configure whether the specified VLAN flow can pass this trunk port.

Command Syntax

switchport trunk allowed vian (add VLAN_ID | remove VLAN_ID | all | none)

Parameter Parameter Description Parameter Value

allow the traffic from the
specified vlan to transmit
the trunk port. Vlan list
add VLAN_ID L . 1-4094
connected with - and ,’,
for example, “1-

10,15,20,30-40"

do not allow the traffic
from the specified vian to
transmit the trunk port.
remove VLAN_ID , o 1-4094
Vlan list connected with -
and ‘", for example, “1-

10,15,20,30-40"

allow the traffic from all
all the vlan to transmit the -
trunk port



Parameter Parameter Description Parameter Value

do not allow the traffic
none from all the vlan to -
transmit the trunk port

Command Mode

Interface Configuration

Default

1

Usage

This command is used to allow traffic from specified VLAN to transmit the trunk port.

Examples

This example shows how to configure the specified VLAN flow pass through the port:

Switch# configure term nal
Svmjtchgconfig)_# interface eth-0-1
Switch(config-if)# switchport trunk allowed vlan add 10

This example shows how to refuse traffic fromthe specified VLAN to transmit the trunk
port:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Swtch(config-if)# switchport trunk all owed vlan renove 11, 12

This example shows how to allow traffic from all vlan to transmit the trunk port:
Swi t
Swi t
Swit

ch# configure term nal
chgconfig)_# interface eth-0-1
ch(config-if)# swtchport trunk all owed vlan all

This example shows how to refuse traffic from all vian to transmit the trunk port:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# switchport trunk all owed vlan none

Related Commands



switchport access allowed vian (add Bremove) vid
3.1.27 switchport trunk native vian

Command Purpose

Use this command to set the default VLAN for trunk port.

Command Syntax

switchport trunk native vian VLAN_ID

no switchport trunk native vian

Parameter Parameter Description Parameter Value

VLAN_ID Vian id 2-4094

Command Mode

Interface Configuration

Default

1

Usage

The port should be a trunk port by switchport mode trunk command before add to vian
by this command.

Examples

This example shows how to configure default vian 10 for trunk port:

Switch# configure term nal

Switch(config)# interface eth-0-1
Switchgconfig-if;# swi tchport node trunk
Switch(config-if)# swtchport trunk native vlan 10

This example shows how to configure the trunk port to restore to default vian 1.



Switch# configure term nal
Swtch(config)# interface eth-0-1 _
Switch(config-if)# no swtchport trunk native vlan

Related Commands

switchport access vian vid
3.1.28 switchport port-bridge enable

Command Purpose

Use this command to enable port-bridge, allow homologous and homologous translate.

Command Syntax
switchport port-bridge enable

no switchport port-bridge enable

Command Mode

Interface Configuration

Default

None

Usage
None
Examples

This example shows how to enable port-bridge:

Swi tch# configure term nal
Switchﬁconfig)_# interface eth-0-1 _
Switch(config-if)# switchport port-bridge enable

Related Commands

port-bridge enable

3.1.29 port-bridge enable



Command Purpose

Use this command to enable port-bridge suppoort multicast and broadcast.

Command Syntax
port-bridge enable

no port-bridge enable
Command Mode
Global Configuration
Default

None

Usage

None

Examples

This example shows how to enable port-bridge support multicast and broadcast:

Switch# configure term nal
Switch(config)# port-bridge enable

Related Commands

switchport port-bridge enable
3.1.30 port-xconnect

Command Purpose

Use this command to set port cross connect destination interface.Use the no form of this
command remove destination interface.

Command Syntax

port-xconnect destination-interface ( IFPHYSICAL | IFAGG )

No port-xconnect destination-interface



Parameter Parameter Description Parameter Value

IFPHYSICAL Physical port N/A
IFAGG Aggregate port -

Command Mode

Interface Configuration

Default
None
Usage
None

Examples

This example shows how to set eth-0-1 port-xconnect destination interface to eth-0-2:

Swi tch# configure term nal
Enter configuration commands, one per line. End with CNTL/Z

Switchéconfig)# interface eth-0-1 _ _ _
Switch(config-if)# port-xconnect destination-interface eth-0-2

Related Commands

None
3.1.31 carrier down-hold-time interval

Command Purpose

Use this command to set port down hold time.Use the no form of this command remove
port down hold time.

Command Syntax

carrier down-hold-time interval TIME

Nno carrier down-hold-time interval

Parameter Parameter Description Parameter Value



0-3600000,unit is
millisecond

TIME down hold time

Command Mode

Interface Configuration

Default
0
Usage
None

Examples

This example shows how to set 300ms for eth-0-1 down hold time:

Switch(config)# interface eth-0-1 _ _
Switch(config-if)# carrier down-hold-tine interval 300

Related Commands

None
3.1.32 mtu

Command Purpose

Use this command to configure the maximum transmit unit for this interface.

Command Syntax

mtu VALUE
Parameter Parameter Description Parameter Value
VALUE MTU 68-9216

Command Mode

Interface Configuration



Default

1500

Usage

This command is only allowed to be used in layer3 interface.

Examples

This example shows how to configure MTU 1600 for VLAN interface 10:

Switch# configure term nal

Swi tchgconfi g)# interface vlanlO
Swi tch(config-if)#nmu 1600

Related Commands

None
3.1.33 wavelength freq

Command Purpose

Use this command to configure the wavelength of tunable fiber used on this interface.Use
the no form of this command restore to the default value.Each wavelength corresponds
to a fixed frequency and the command sets the wavelength by configuring the frequency.

Command Syntax
wavelength freq FREQ

no wavelength freq

Parameter Parameter Description Parameter Value

FREQ fiber frequency 19110-19615,step is 5

Command Mode

Interface Configuration

Default



19340

Usage

The configurations of this command only effective when the tunable fiber is inserted on
this interface.

Examples

This example shows how to configure wavelength freq 19120 for interface 10:

Switch# configure term nal
Swi tchéconfi g)# interface eth-0-10
Switch(config-if)#wavel ength freq 19120

Related Commands

None
3.1.34 fec

Command Purpose

Use this command to set fec function for a port. And use the no form of this command to
unset fec function for a port.

Command Syntax

fec (none | baser | rs)

no fec
Parameter Parameter Description Parameter Value
none fec none -
baser fec baser -
rs fecrs -

Command Mode

Interface Configuration



Default

no fec
Usage
FEC is support on 10G/40G/25G/50G/100G physical interface

Examples

The following example shows how to enable fec rs function for a port:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if-eth-0-1)# fec rs

The following example shows how to disable fec function for a port:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if-eth-0-1)# fec none

The following example shows how to set default fec function for a port:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1
Switch(config-if-eth-0-1)# no fec

Related Commands

None

3.1.35 mdi

Command Purpose

Use this command to set MDI crossover mode for ethernet port. And use the no form of
this command to unset MDI mode for ethernet port

Command Syntax
mdi ( across | auto | normal )

no mdi

Parameter Parameter Description Parameter Value



auto automatic MDI crossover -

Copper media forced to
across -
MDIX

Copper media forced to
normal VDI -

Command Mode

Interface Configuration

Default

auto

Usage

MDI is support on ethernet interface

Examples

The following example shows how to set automatic MDI crossover:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1
Switch(config-if-eth-0-1)# ndi auto

The following example shows how to set MDIX mode:

Swi tch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if-eth-0-1)# ndi across

The following example shows how to set MDI mode:

Switch# configure term nal
S\Mtchéconfig)# interface eth-0-1
Switch(config-if-eth-0-1)# ndi nor nal

Related Commands

None

3.2 Interface Errdisable Commands



3.2.1 errdisable detect

Command Purpose

Use the interface errdisable detects configuration command to enable errdisable
detection. Use the no form of this command to disable errdisable detection.

Command Syntax
errdisable detect reason ( link-flap | fdb-loop | udid )

no errdisable detect reason ( link-flap | fdb-loop | udid )

Parameter Parameter Description Parameter Value

Enable detect Link flap

link-flap arror -
fdb-loop Enable detect FDB error -
udld Enable detect UDLD error -

Command Mode

Global Configuration

Default
link-flap Enable
fdb-loop Enable

udld Enable

Usage

None

Examples

This example shows how to enable errdisable detect link flap:



Sw tch# configure term nal _
Switch(config)# errdi sable detect reason |link-flap

This example shows how to disable errdisable detect link flap:

Sw tch# configure term nal _
Switch(config)# no errdisable detect reason link-flap

Related Commands

show errdisable detect

3.2.2 errdisable recovery interval

Command Purpose

Use this command to set the specified timer to recover from the errdisable state. Use the
no form of this command to restore to the default interval.

Command Syntax
errdisable recovery interval RANGE

no errdisable recovery interval

Parameter Parameter Description Parameter Value

RANGE Recovery interval range 30-86400, unit:second

Command Mode

Global Configuration

Default

300 seconds

Usage

Default recovery interval is 300 seconds.The change of interval will not affect already
started errdisable recovery timer.If not enable errdisable recovery, the port will not revoery
automatic.

Examples



This example shows how to set errdisable recovery to 30 seconds:

Swi tch# configure term nal _
Switch(config)# errdisable recovery interval 30

This example shows how to set errdisable recovery to default values:

Sw tch# configure term nal .
Switch(config)# no errdi sable recovery interval

Related Commands
errdisable recovery reason

show errdisable recovery

3.2.3 errdisable fdb-loop count

Command Purpose

Use this command to set FDB-loop check parameter. Use the no form of this command
to restore to the default count.

Command Syntax
errdisable fdb-loop count COUNT

no errdisable fdb-loop count

Parameter Parameter Description Parameter Value

Set the FDB-loop times,
COUNT 3-50
default 10.

Command Mode

Global Configuration

Default

10

Usage



Period is 60s.

Examples

This example shows how to set count 5:

Sw tch# configure term nal
Switch(config)# errdisable fdb-1oop count 5

Related Commands

errdisable recovery reason
show errdisable recovery

show errdisable fdb-loop
3.2.4 errdisable fdb-loop exclude-vian

Command Purpose

Use this command to set FDB-loop vlan white list. Use the no form of this command to
detect the specified vian.

Command Syntax
errdisable fdb-loop exclude-vian VLAN_LIST

no errdisable fdb-loop exclude-vian

Parameter Parameter Description Parameter Value

_ Connected with -"and *,’,
Set the vlan list that not .
VLAN_LIST for example, "1-
need FDB-loop detect .,
10,15,20,30-40

Command Mode

Global Configuration

Default



None

Usage

None

Examples

This example shows how to set exclude-vlan 1,5-7:

Sw tch# configure term nal
Switch(config)# errdi sable fdb-I1oop exclude-vlian 1,5-7

Related Commands
show errdisable fdb-loop
3.2.5 errdisable recovery reason

Command Purpose

Use this command to enable error disable detection for a specified cause or all cause.
Use the no form of this command to disable the error disable feature.

Command Syntax

errdisable recovery reason ( all | bpduguard | bpduloop | port-security | link-flap | link-
monitor-failure | oam-remote-failure | udid | fdb-loop | loopback-detection )

no errdisable recovery reason ( all | bpduguard | bpduloop | port-security | link-flap | link-
monitor-failure | oam-remote-failure | udid | fdb-loop | loopback-detection )

Parameter Parameter Description Parameter Value

' Enable timer to recover
a -
from all reason

Enable timer to recover
bpduguard fromm BPDU Guard error -
disable state



Parameter Parameter Description Parameter Value

Enable timer to recover
bpduloop from BPDU Loopback -
error disable state

, Enable timer to recover
port-security , _ -
from Port security failure

link-fla Enable timer to recover
P from Link flap failure

, , , Enable timer to recover
link-monitor-failure , o , -
from link monitoring failure

Enable timer to recover
oam-remote-failure from OAM detected -
remote failure

udld Enable timer to recover
from UDLD failure

tdb-100 Enable timer to recover
P from FDB loop failure

Enable timer to recover
loopback-detection from loopback detection -
error disable state

Command Mode

Global Configuration

Default

Disabled

Usage

The change of reason will not affect those interfaces have already enter errdisable state.



Examples

This example shows how to enable link flap errdisable recovery:

Swi tch# configure term nal _
Switch(config)# errdi sabl e recovery reason |ink-flap

This example shows how to disable link flap errdisable recovery:

Swi tch# configure term nal _
Switch(config)# no errdi sable recovery reason link-flap

Related Commands
errdisable recovery interval

show errdisable recovery

3.2.6 errdisable flap

Command Purpose

Use this command to set the parameters for link-flap error disable. Use the no form of this
command to restore to default value.

Command Syntax
errdisable flap reason link-flap COUNT SECONDS

no errdisable flap reason link-flap COUNT SECONDS

Parameter Parameter Description Parameter Value
, Configure link flap
link-flap . -

conditions
COUNT Max flap count 1-100, unit:times
SECONDS Flap count time in seconds  1-120, unit:second

Command Mode

Global Configuration



Default

count : 10, seconds :10

Usage

Only the link flap can be detected. <1-100> is the threshold of flap count, and <1-120> is
the count time in seconds for flap count. If the errdisable detect link flap is enabled, will
result in link flap errdisable, otherwise, will only print a message in log.

Examples

This example shows how to set link flap conditions to 20 times in 60 seconds:

Sw tch# configure term nal _
Switch(config)# errdisable flap reason link-flap 20 60

This example shows how to disable link flap conditions to default:

Sw tch# configure term nal _
Switch(config)# no errdisable flap reason |link-flap

Related Commands

show errdisable flap
3.2.7 show errdisable detect

Command Purpose

Use this command to display the error disable detection reason.

Command Syntax

show errdisable detect

Command Mode

Privileged EXEC

Default

None

Usage



None

Examples

This example shows how to display the error disable detection reason:

DUT1# show errdi sabl e det ect

Err Di sabl e Reason Det ecti on status
bpduguard Enabl ed
bpdul oop Enabl ed
link-nmonitor-failure Enabl ed
oamrenote-failure Enabl ed
port-security Enabl ed
[ink-flap Enabl ed
nmoni tor-1ink Enabl ed
udl d Di sabl ed
fdb-1 oop Di sabl ed
| oopback- det ecti on Enabl ed
r el oad- del ay Enabl ed

Related Commands

errdisable detect
3.2.8 show errdisable recovery

Command Purpose

Use this command to display the error disable recovery timer.

Command Syntax

show errdisable recovery

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

This example shows how to display the error disable recovery:

Swit ch# show errdi sabl e recovery

Err D sabl e Reason Ti mer Status
bpduguard Di sabl ed
bpdul oop Di sabl ed
i nk-nmonitor-failure Di sabl ed
oamrenote-failure Di sabl ed
port-security Di sabl ed
['ink-flap Di sabl ed
udl d Di sabl ed
fdb- | oop Di sabl ed
| oopback- det ecti on Di sabl ed

Tinmer interval: 300 seconds

Related Commands
errdisable recovery interval
errdisable recovery reason

3.2.9 show errdisable flap

Command Purpose

Use this command to display error disable link flap parameters.

Command Syntax

show errdisable flap

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

This example shows how to display the flap configuration:

Switch# show errdisable flap

Err D sabl e Reason Fl aps Time (sec)

link-flap 10 10
Related Commands

errdisable flap

3.2.10 show errdisable fdb-loop

Command Purpose

Use this command to display error disable fdb-loop parameters.
Command Syntax

show errdisable fdb-loop

Command Mode

Privileged EXEC

Default

None

Usage

When mac address migrates from one port to another port for 10 times in one minute,
this mac address is considered as flapping and switch would print a flapping log for
users. The log would be printed every 10 minutes.

Examples

This example shows how to display the fdb-loop configuration:



Swit ch# show errdi sabl e fdb-1oop

Errdi sabl e FDB | oop i nfornmation

Excl ude VLAN-1i st - NA
Det ecti ng count : 10
Det ecting period . 60s
Printing | og period : 600s

Related Commands

None
3.2.11 errdisable fdb-loop trust

Command Purpose

Use this command to set trust mode on interface @ and this interface would not be set
error disable by fdb-loop detection.

Use the no form of this command to disable the error disable feature.

Command Syntax
errdisable fdb-loop trust

no errdisable fdb-loop trust

Command Mode

Interface Configuration

Default
None
Usage
None

Examples

This example shows how to set trust mode on interface for fdb flap:

DUTlgconfi g)# interface eth-0-1
DUT1(config-if)# errdi sable fdb-loop trust



This example shows how to unset trust mode on interface for fdb flap:

DUTlgconfi g)# interface eth-0-1
DUT1(config-if)# no errdisable fdb-1oop trust

Related Commands
None
3.3 MAC Address Table Commands

3.3.1 mac-address-table aging-time

Command Purpose

Use the mac-address-table aging-time global configuration command on the switch to
set the length of time that a dynamic entry remains in the MAC address table after the
entry is used or updated. Use the no form of this command to return to the default setting.
The aging time applies to all VLANS.

Command Syntax

MAC_ADDRess-table aging-time SECONDS

no MAC_ADDRess-table aging-time

Parameter Parameter Description Parameter Value

0 [110-1000000, 0 means
SECONDS Aging time. that MAC aging function
does not work [ unit:second

Command Mode

Global Configuration

Default

The default is 300 seconds

Usage

If packets are not received continuously, user can increase the aging time to make the



system recording the dynamic entries for a longer time. Increasing the time can reduce
the possibility of flooding when the hosts send again.

Examples

This example shows how to set the aging time to 200 seconds for all VLANS:

Sw tch# configure term nal _ .
Switch(config)# nac-address-table aging-tine 200

Related Commands
show mac address-table aging-time

3.3.2 mac-address-table hardware-learning

Command Purpose

Use the mac-address-table hardware-learning enable global configuration command on
the switch to study FDB without software. Use the no form of this command to return to
the default setting.

Command Syntax
MAC_ADDRess-table hardware-learning enable

no MAC_ADDRess-table hardware-learning enable

Command Mode

Global Configuration

Default

Disable

Usage

Hardware learning is more faster than software learning.

Examples

This example shows how to enable hardware learning:

t erm nal

Switch# configure _
mac- addr ess-t abl e hardware-1 earni ng enabl e

ur
Switch(config)#



Related Commands

None
3.3.3 mac-address-table forward

Command Purpose

Use the mac-address-table forward global configuration command on the switch to add
static addresses to the MAC address table. Use the no form of this command to remove
static entries from the table.

Command Syntax

MAC_ADDRess-table MAC_ADDR forward ( IFNAME | eps EPS_ID | remote-vtep
REMOTE_VTEP_ID | smart-link SMART_LINK_ID ) vlan VLAN_ID

no MAC_ADDRess-table MAC_ADDR forward ( IFNAME | eps EPS_ID | remote-vtep
REMOTE_VTEP_ID | smart-link SMART_LINK_ID ) vlan VLAN_ID

Parameter Parameter Description Parameter Value

Destination MAC address
(unicast or multicast) to
add to the address table.

Packets with this Mac address in

MAC_ADDR o
destination address HHHH.HHHH.HHHH format
received in the specified
VLAN are forwarded to the
specified interface
Interface to which the Valid interfaces include
IFNAME received packet is physical ports and link
forwarded. aggregation ports
Specify the VLAN for
which the packet with the
VLAN_ID 1-4094

specified MAC address is
received.



Parameter Parameter Description Parameter Value

EPS_ID EPS protection group. 1-2048
REMOTE_VTEP_ID Remote VTEP 1-65535
SMART_LINK_ID Smart-Link Group 1-16

Command Mode

Global Configuration

Default

None

Usage

The static address entries which are added by this command are not aged.

Examples

This example shows how to add the static address c2f3220a12f4 to the MAC address
table When a packet is received in VLAN 4 with this MAC address as its destination, the
packet is forwarded to the specified interface:

Swi tch# configure term nal
S}M tcg(confl g)# mac-address-table c2f3.220a. 12f4 forward eth-0-1
vl an

Related Commands
show mac address-table
3.3.4 mac-address-table discard

Command Purpose

Use the mac-address-table discard global configuration command on the switch to
enable unicast MAC address filtering and to configure the switch to drop traffic with a
specific source or destination MAC address. Use the no form of this command to return to
the default setting.

Command Syntax



MAC_ADDRess-table MAC_ADDR discard

no MAC_ADDRess-table MAC_ADDR discard

Parameter Parameter Description Parameter Value

Source or Destination

MAC address (unicast) to
MAC_ADDR -
add to the address

filtering table

Command Mode

Global Configuration

Default

None

Usage
Follow these guidelines when using this feature:

Multicast MAC addresses, broadcast MAC addresses, and router MAC addresses are not
supported. Packets that are forwarded to the CPU are also not supported.

Examples

This example shows how to enable unicast MAC address filtering and to configure the
switch to drop packets that have a source or destination address of ¢2f3220a12f4 When
a packet is received with this MAC address as its source or destination, the packet is
dropped:

Sw tch# configure term nal _
Switch(config)# nac-address-tabl e c2f3.220a. 12f4 di scard

Related Commands

mac-address-table forward

3.3.5 clear mac address-table



Command Purpose

Use the clear mac address-table privileged EXEC command on the switch to delete all
dynamic(or static, or multicast) addresses, or all dynamic(or static, or multicast)
addresses on a particular interface, or all dynamic(or static, or multicast) addresses on a
particular VLAN from the MAC address table.

Command Syntax

clear mac address-table ( static | dynamic | multicast ) ( address MAC_ADDR | interface
IFNAME | vian VLAN_ID )

Parameter Parameter Description Parameter Value

Delete the dynamic MAC

dynamic B}
address
, Delete the static MAC
static -
address
, Delete the multicast MAC
multicast -

address

Delete the specified MAC Mac address in

address MAC_ADDR
address HHHH.HHHH.HHHH format

Delete all MAC addresses

on the specified physical Support

port or link aggregation physical/aggregation ports
port

interface IFNAME

Delete all MAC addresses
vlan VLAN_ID y 1-4094
for the specified VLAN.

Command Mode

Privileged EXEC

Default



None
Usage
None

Examples

This example shows how to remove a specific MAC address from the dynamic address
table:

Switch# clear nmac address-tabl e dynam c address 0008. 0070. 0007
Related Commands

show mac address-table

3.3.6 port-bridge

Command Purpose

Use this command to support to forward packets with the src-mac and dset-mac learned
by the same port.

Command Syntax
switchport port-bridge enable

no switchport port-bridge enable

Command Mode

Interface Configuration

Default

None

Usage

None

Examples



This example shows how to enable port-bridge function:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# no switchport port-bridge enable

Related Commands
None
3.3.7 show mac address-table aging-time

Command Purpose

Use the show mac address-table aging-time privieged EXEC command to display the
aging time of all address table instances on all VLANS.

Command Syntax

show mac address-table aging-time
Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This is an example of output from the show mac address-table aging-time command:

Swit ch# show nmac address-tabl e agi ng-tine

MAC address table aging tine is 300 seconds

Related Commands

mac-address-table aging-time

3.3.8 show mac address-table



Command Purpose

Use the show mac address-table privileged EXEC command to display a specific MAC
address table static and dynamic entry or the MAC address table static and dynamic
entries on a specific interface or VLAN.

Command Syntax

show mac address-table ( dynamic | static | multicast | ) ( address MAC_ADDR | interface
IFNAME | vian VLAN_ID |)

Parameter Parameter Description Parameter Value

Display the dynamic MAC

dynamic B}
address
_ Display the static MAC
static i
address
_ Display the multicast MAC
multicast -

address

Display the specified MAC Mac address in

address MAC_ADDR
address HHHH.HHHH.HHHH format

Display all MAC addresses

on the specified physical Support
interface IFNAME b bny pp

port or link aggregation physical/aggregation ports
port
Display all MAC addresses
vlan VLAN_ID o 1-4094
for the specified VLAN.

Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

This is an example of output from the show mac address-table command:

Swi tch# show nmac address-tabl e

Mac Address Tabl e

(*) - Security Entry (M - MAGEntry

(MD) - MAG Qutput Entry (M) - MAG Input Entry
VI an Mac Address Type Ports

1 0000. 0000. 0001 static et h-0-2

1 0000. 0001. 0003 static(*) eth-0-1

1 0000. 0001. 0002 static(*) eth-0-1

2 26f c. 72e5. 0100 dynam c(*) eth-0-9

1 0100. 0000. 0001 static et h-0-2

Related Commands

mac-address-table

3.3.9 show mac address-table hardware

Command Purpose

Use the show mac address-table hardware privileged EXEC command to display a
specific MAC address table static and dynamic entry or the MAC address table static and
dynamic entries on a specific interface or VLAN in hardware.

Command Syntax

show mac address-table hardware ( dynamic | static | ) ( address MAC_ADDR | interface
IFNAME | vian VLAN_ID |)

Parameter Parameter Description Parameter Value

_ Display the dynamic MAC
dynamic .
address



Parameter

static

address MAC_ADDR

interface IFNAME

vlan VLAN_ID

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

Parameter Description

Display the static MAC
address

Display the specified MAC
address

Display all MAC addresses
on the specified physical
port or link aggregation
port

Display all MAC addresses
for the specified VLAN.

Parameter Value

Mac address in
HHHH.HHHH.HHHH format

Support
physical/aggregation ports

1-4094

This is an example of output from the show mac address-table hardware command:

Swi t ch# show nac addr ess-tabl e hardware

Mac Address Tabl e

(*) - Security Entry M - MAG Entry

(MO - MAG Qutput Entry (M) - MAG Input Entry
VI an Mac Address Type Ports

1 0000. 0000. 0001 static et h-0- 2

1 0000. 0001. 0003 static(*) eth-0-1

1 0000. 0001. 0002 static(*) eth-0-1

2 26f c. 72e5. 0100 dynam c(*) eth-0-9

1 0100. 0000. 0001 static et h-0-2



Related Commands

mac-address-table
3.3.10 show mac address-table count

Command Purpose

Use the show mac address-table count privileged EXEC command to display the number
of addresses present in all VLANS.

Command Syntax

show mac address-table count

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

This is an example of output from the show mac address-table count command:

Swi t ch# show mac address-tabl e count

Dynam ¢ Address Count ; 1 (Security: 0)
Static Address Count : 1 gSecuri ty: O;
Total Mac Addresses : 2 Security: O

Related Commands

show mac address-table
3.3.11 show mac address-table hardware count

Command Purpose



Use the show mac address-table count privileged EXEC command to display the number
of addresses present in all VLANS in hardware.

Command Syntax

show mac address-table hardware count

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This is an example of output from the show mac address-table hardware count
command:

Swi tch# show mac address-tabl e hardware count

MAC address count in hardware tabl e:
(I'nclude MAC security entry)

Dynam ¢ Address Count : 0
Static Address Count : 0
Total Mac Addresses : 0

Related Commands
show mac address-table hardware

3.3.12 show mac address-table add-fdb-fail

Command Purpose

Use the show mac address-table add-fdb-fail privilieged EXEC command to display all
failed static FDB entries when adding FDB table in chip for hash conflict.

Command Syntax



show mac address-table add-fdb-fail
Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This is an example of output from the show mac address-table add-fdb-fail command:

Swi t ch# show nac address-tabl e add-fdb-fail

VI an Mac Address Type Ports
1 0000. 0000. 0001 static eth-0-1
1 0000. 0000. 0002 static et h-0-2

Related Commands

show mac address-table

3.3.13 show mac-filter address-table

Command Purpose

Use the show mac-filter address-table privileged EXEC command to display the number
of filter addresses present in all VLANS.

Command Syntax

show mac-filter address-table

Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

This is an example of output from the show mac-filter address-table command:

Switch# show mac-filter address-table

MAC Filter Address Tabl e

Current count -0
Max count 128
Left count : 128

Filter address |i st

Related Commands

show mac address-table
3.3.14 show resource mac-filter

Command Purpose

Use this command to display the resource statistic used by mac-filter.

Command Syntax

show resource mac-filter

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples



The following is sample output from the show resource mac-filter command:

Swi tch# show resource nac-filter

MAC- FI LTER
Resour ce Used Capability
Bl ackhol e MAC Addresses o 128

Related Commands

show resource static-fdb
3.3.15 show resource static-fdb

Command Purpose

Use this command to display the resource statistic used by static FDB.

Command Syntax

show resource static-fdb

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

The following is sample output from the show resource static-fdlbb command:

Swi tch# show resource static-fdb

STATI C- FDB
Resour ce Used Capability
Static FB o 1024

Related Commands



show resource mac-filter

3.4 VLAN Commands

3.4.1 vlan database

Command Purpose

Use this command to enter VLAN configure mode.

Command Syntax

vlan database

Command Mode

Global Configuration

Default

None

Usage

When you try to create or remove VLAN, you must use this command to enter VLAN
configure mode first. To exit VLAN configure mode, use exit command.

Examples

This example shows how to enter VLAN configure mode:

Switch# configure term nal
Swi tchgconfi g) # vl an dat abase
Switch(config-vlan)#

This example shows how to exit VLAN configure mode:

Switch# configure term nal
Swi tch(config)# vlan database

Swi tchéconfi g-vlan)# exit
Switch(config)#

Related Commands

exit



3.4.2 vlan

Command Purpose

Use the vlan VLAN configuration command to configure VLAN characteristics for a VLAN
in the VLAN database. Use the no form of this command to delete a VLAN.

Command Syntax

vian VLAN_ID ( name NAME | ) ( state ( enable | disable ) | )

no vian VLAN ID

Parameter Parameter Description Parameter Value
VLAN_ID Vian id 1-4094

A string with no more than

NAME the name for specific vian,
31 characters

set the operational state of
enable the VLAN to enable, and it -
is enabled by default

, set the operational state of
disable : -
the VLAN to disable

Command Mode

VLAN Configuration

Default

VLAN 1 is the default VLAN and all ports have been added to it by default.

Usage

Default VLAN 1 can not be removed.

Examples



This example shows how to create VLAN 11 and named it to “viani1”:

Switch# configure term nal

Switch(config)# vlan database
Switch(config-vlan)# vlian 11 nane vlanll state enable

This example shows how to remove VLAN 11:

Swi tch# configure term nal

Swtch(config)# vl an dat abase
Switch(config-vlan)# no vlian 11

Related Commands
vlan VLAN_LIST
show vlan vian

show vlan all

3.4.3 vlan port

Command Purpose

Use the vian VLAN configuration command to add VLAN to port. Use the no form of this
command to remove VLAN from port.

Command Syntax

vlan VLAN_ID port slot SLOT_ID port PORT_ID

no vlian VLAN_ID port slot SLOT_ID port PORT_ID

Parameter Parameter Description Parameter Value
VLAN_ID Vian id 1-4094

SLOT_ID The slot id of the port -

PORT_ID The port id of the port -

Command Mode



VLAN Configuration

Default
None
Usage
None

Examples

This example shows how to add VLAN 11 to eth-0-4:

Switch# configure term nal
Swi tchéconfi g)# vl an dat abase
Switch(config-vlan)# vlian 11 port slot O port 4

Related Commands

vian VLAN_LIST
3.4.4 vlan VLAN_LIST

Command Purpose

Use the vian VLAN_LIST configuration command to add a normal-range VLANs to the
VLAN database.

Command Syntax

vian VLAN_LIST

no vian VLAN_LIST

Parameter Parameter Description Parameter Value

vlan list connected with ‘-’
VLAN_LIST vian list and ‘,’, for example, “1-
10,15,20,30-40"

Command Mode



VLAN Configuration

Default

Vlan 1 is the default vlan and all ports have been added to it by default.

Usage

The vilan list should be connected with *-" and °,’, the value should be in the range of <1-
4094> and should be ascending order.

Default VLAN 1 can not be removed.

Examples

This example shows how to add vians of “100,200,300-400":

Swi tch# configure term nal

Swtch(config)# vl an dat abase
Switch(config-vlan)# vlan 100, 200, 300- 400

This example shows how to remove vians of “100,200,300-400":

Switch# configure term nal
Swi tchéconfi g)# vl an dat abase
Switch(config-vlan)# no vlan 100, 200, 300- 400

Related Commands
vlan <1-4094>

show vilan vian

show vlan all
3.4.5 show vlan

Command Purpose

Use this command to display specific vlan information.

Command Syntax



show vian VLAN_ID

Parameter Parameter Description Parameter Value

VLAN_ID Vian id 1-4094

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display VLAN property including name, state, stp id, DSCP,
member ports.

Examples

This example shows how to display the information on VLAN 11:

Switch# show vlan 11

VLAN | D Nane State STP I D Menber
ports

(u)-
Unt agged, (t)-Tagged

11 VLANOO11 ACTIVE 0 et h- 0- 3( u)
et h-0-4(t)

Related Commands
show vian all

3.4.6 show vlan all
Command Purpose

Use this command to show the information of all the VLAN.

Command Syntax



show vlan all

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display all VLAN property including name, state, stp id, DSCP,
member ports.

Examples

This example shows how to display the information on VLAN all:

Switch# show vl an all

VLAN | D Nane State STP I D Menber
ports

(u)-
Unt agged, (t)-Tagged

1 def aul t ACTIVE O et h-0-1(u)
et h-0-2(u)

eth-0-4(t)
eth-0-5(u
11 ANO011 ACTIVE O et h-0- 3(u)
eth-0-4(t)

Related Commands

show vlan vian
3.4.7 show vlan brief

Command Purpose

Use this command to show the brief information on VLAN.

Command Syntax

show vlan brief



Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display all VLAN information for all bridges, including static and
dynamic.

Examples

This example shows how to display the brief information on VLAN:

Swi tch# show vl an bri ef

VLAN | D Nane State STP ID Menber

ports
(u)-
Unt agged, (t)- Tagged

1 def aul t ACTIVE O et h-0- 1(u)
et h-0-2(u)

et h-0-4(u)
et h-0-5(u
10 AN0010 ACTIVE O et h-0- 3(u)

Related Commands

show vlan vian

3.4.8 show interface switchport

Command Purpose

Use this command to show the vlan configurations on all bridge ports or a bridge port.

Command Syntax

show interface switchport { interface IFNAME | }

Parameter Parameter Description Parameter Value



Support aggregation and
physical ports

IFNAME Interface name

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display one or all VLAN's L2 configurations.

Examples

This example shows how to display the vlan configurations on all bridge ports or a bridge
port:

Switch# show interface switchport interface eth-0-1

I nterface nane . eth-0-1

Swi t chport node . access

Ingress filter . enabl e

Acceptable franme types : vlan-untagged only
Default VI an 1

Configured VI ans 1

I nterface nane . eth-0-2

Swi t chport node . access

Ingress filter . enabl e

Acceptable frame types : vlan-untagged only
Default VI an 1

Configured VI ans 1

Related Commands
switchport mode access

switchport mode trunk

3.4.9 switchport access allowed

Command Purpose

Use this command to allow or remove the access port to the specifid vian



Command Syntax

switchport access allowed vian ( add @remove VLAN_ID_LIST

Parameter

add

remove

VLAN_ID_LIST

Command Mode

Interface Configuration

Default

None

Usage

Parameter Description

add the port to the
specified vlan

remove the port from the
specified vlan

vian list

Parameter Value

Connected with - and *,,
for example, “1-
10,15,20,30-40"

This command used to allow or forbid the port transmit in specified vian.

Examples

This example shows how to add the access port to vlanii:

Swi t
Swtc
Switch

ch# configure term nal
hgconfi g)# interface eth-0-1
config-if)# switchport access allowed vlan add 11

This example shows how to remove the access port to viani2:

Switch# configure term nal
SwitchEconfig)# interface eth-0-1

Swi t ch

Related Commands

config-if)# swtchport access allowed vlan renove 12



switchport trunk allowed
3.4.10 switchport access vlan

Command Purpose

Use this command to add port to a specified.Use the no form of this command to add
port to viani.

Command Syntax

switchport access vian VLAN_ID

Nno switchport access vian

Parameter Parameter Description Parameter Value

VLAN_ID Vian id 2-4094

Command Mode

Interface Configuration

Default

All ports are default in vian 1

Usage

Used the switchport mode access command to switch the port to access mode before
use this command.

Examples

This example shows how to add the access port to vianii:
Swi t
Swi t
Swi t

ch# configure term nal
chgconfi g)# interface eth-0-1
ch(config-if)# swtchport access vlian 11

This example shows how to revert the port to viani.:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# no swtchport access vlan

Related Commands
switchport mode access

3.4.11 switchport mode access

Command Purpose

Use this command to swith port to access mode.

Command Syntax

switchport mode access

Command Mode

Interface Configuration

Default

None

Usage

Access mode used to connect terminal, e.g:PC.The FDB on the port will be cleared when
switch the port mode.

Examples

This example shows how to set the port to access mode:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# swtchport node access

Related Commands

switchport mode trunk

3.4.12 switchport mode trunk

Command Purpose



Use this command to swith port to trunk mode.

Command Syntax

switchport mode trunk

Command Mode

Interface Configuration
Default

None

Usage

Trunk mode used to connect swith device or terminal.The FDB on the port will be cleared
when switch the port mode.

Examples

This example shows how to set the port to trunk mode:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# switchport node trunk

Related Commands

switchport mode access

3.4.13 switchport trunk allowed

Command Purpose

Use this command to allow or remove the trunk port to the specifid vian

Command Syntax

switchport trunk allowed vian (add VLAN_ID_LIST remove VLAN_ID_LIST | all | none)

no switchport trunk

Parameter Parameter Description Parameter Value



Connected with -’ and *,’,
VLAN_ID_LIST vlan list for example, “1-
10,15,20,30-40"

add the port to the

add . -
specified vlan
remove the port from the

remove . -
specified vlan

all add the port to all vians -
remove the port from all

none -

vlans

Command Mode

Interface Configuration

Default

None

Usage

This command used to allow or forbid the port transmit in specified vian.

Examples

This example shows how to add the port in vlani1,12:
Swi t
Swi t
Swit

ch# configure term nal

chgconfig)_# interface eth-0-1
ch(config-if)# swtchport trunk allowed vlan add 11, 12

This example shows how to remove the port from viani11,12:
Swi t
Swi t
Swit

ch# configure term nal
ch(config)# interface eth-0-1
ch(config-if)# swtchport trunk all owed vlan renove 11,12

This example shows how to allow the port transmit in all vian:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# swtchport trunk allowed vlan all

This example shows how to forbid the port transmit in all vlian:

Switch# configure term nal
Switchgconfig)_# interface eth-0-1
Switch(config-if)# switchport trunk all owed vl an none

Related Commands

switchport access allowed

3.4.14 switchport trunk native

Command Purpose

Use this command to configure the default VLAN for this trunk port.

Command Syntax

switchport trunk native vian VLAN_ID

no switchport trunk native vian

Parameter Parameter Description Parameter Value

VLANL_ID An existing Vian id 2-4094

Command Mode

Interface Configuration

Default

vlan 1

Usage

This command is used to set the native VLAN for sending and receiving untagged traffic.

Examples



This example shows how to set the native vlan to vlan 10 on the interface:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# switchport trunk native vlan 10

This example shows how to return the native vian to default on the interface:

Swi tch# configure term nal

vaitchéconfig)_# interface eth-0-1 _
Switch(config-if)# no switchport trunk native vlan

Related Commands

switchport trunk allowed
3.4.15 switchport trunk unatgged vlan

Command Purpose

Use this command to strip the packets vian tag out of this port.

Command Syntax
switchport trunk untagged vian VLAN_ID_LIST

no switchport trunk untagged vian VLAN_ID_LIST

Parameter Parameter Description Parameter Value

Connected with -"and *,’,
VLAN_ID_LIST vlan list for example, “1-
10,15,20,30-40"

Command Mode

Interface Configuration

Default

None

Usage



None

Examples

This example shows how to allocate the needing strip vlan tag on the interface.:

Swi tch# configure term nal

vaitchﬁconfig)_# interface eth-0-1
Switch(config-if)# switchport trunk untagged vlan 1-2

Related Commands

None
3.4.16 vlan bridge disable

Command Purpose

Use this command to disable bridge function on specific VLAN. To enable it, use the no
form of this command.

Command Syntax

vlan VLAN_ID bridge disable

no vlan vian bridge disable

Parameter Parameter Description Parameter Value

VLAN_ID Vian id 1-4094

Command Mode

VLAN Configuration

Default

Vian bridge enable

Usage

None

Examples



This example shows how to disable bridge function on VLAN 2:

Switch# configure term nal
Swi tchgconfi g)# vl an dat abase _
Switch(config-vlan)# vlian 10 bridge di sable

This example shows how to enable bridge function on VLAN 2:

Swi tch# configure term nal

Swi tchéconfi g)# vl an dat abase _ _
Switch(config-vlan)# no vlian 10 bridge disable

Related Commands

None

3.4.17 vlan statistics enable

Command Purpose
Use this command to enable the statistics of VLAN.

To disable the statistics, use the no form of this command.

Command Syntax

vlan VLAN_ID statistics enable

no vian VLAN_ID statistics enable

Parameter Parameter Description Parameter Value

VLANL_ID An existing Vian id 1-4094

Command Mode

VLAN Configuration

Default

inactive

Usage



none

Examples

This example shows how to enable the statistics of vian 2:

Swi tch# configure term nal

Swtch(config)# vl an database
Switch(config-vlian)# vlan 2 statistics enable

This example shows how to disable the statistics of vian 2:

Swi tch# configure term nal
Swtch(config)# vl an dat abase o
Switch(config-vlan)#no vlan 2 statistics enable

Related Commands
vlan statistics interval
clear vlan statistics

show vlan vlan statistics
3.4.18 vlan statistics interval

Command Purpose
Use this command to set sample interval.

To restore to default value, use the no form of this command.

Command Syntax

vlan statistics interval VALUE

Nno vilan statistics intval

Parameter Parameter Description Parameter Value

VALUE Sample interval 5-600, unit:second

Command Mode



VLAN Configuration

Default

10s

Usage

none

Examples

This example shows how to set sample interval:

Switch# configure term nal
Swtch(config)# vl an database _
Switch(config-vlan)# vlan statistics interval 20

Related Commands
vlan statistics enable
clear vlan statistics
show vlan vlan statistics

3.4.19 clear vlan statistics

Command Purpose

Use this command to clear statistics information.

Command Syntax

clear vlan VLAN_ID statistics

Parameter Parameter Description Parameter Value

VLANL_ID An existing Vian id 1-4094

Command Mode

Privileged EXEC



Default

none

Usage

none

Examples

This example shows how to clear vlan statistics:
Swtch# clear vlan 2 statistics

Related Commands
vlan statistics enable
vlan statistics interval
show vlan vlan statistics

3.4.20 show vlan statistics

Command Purpose

Use this command to show statistics information.

Command Syntax

show vian VLAN_ID statistics

Parameter Parameter Description

VLAN_ID An existing Vlan id

Command Mode

Privileged EXEC

Default

none

Parameter Value

1-4094



Usage

none

Examples

This example shows how to show vlan statistics:

Swi tch# show vlan 2 statistics

VLAN: 2

ltem Packet s
| nbound: 3654365
Qut bound: 3654365

Related Commands
vlan statistics enable
vlan statistics interval
3.4.21 show resource vlan-stats
Command Purpose

Use this command to show the resource statistic used by vlan statistics.

Command Syntax

show resource vian-stats

Command Mode

Privileged EXEC

Default

none

Usage

none

Examples



This example shows how to show resource used by vlan statistics:

Swi tch# show resource vl an-stats

VLAN- STATS
Resour ce Used Capability
Applied VLAN Stats Entry 1 128

Related Commands
vlan statistics enable

3.5 Voice VLAN Commands

3.5.1 voice vlan

Command Purpose

Use this command to specific VLAN as VOICE VLAN.

Command Syntax

voice vlan VLAN_ID

no voice vian
Parameter Parameter Description Parameter Value
VLAN_ID Vian id 2-4094

Command Mode

Global Configuration

Default

Voice VLAN is disable

Usage

This command is enabled VOICE VLAN.

Examples



This example shows how to enable VLAN 2 as VOICE VLAN:

Sw tch# configure term nal
Switch(config)# voice vlan 2

Related Commands
None
3.5.2 voice vlan security enable

Command Purpose

Use this command to enable VOICE VLAN security.

Command Syntax

voice vlan security enable

NO Vvoice vlan security enable
Command Mode

Global Configuration

Default

By default the mode is security.

Usage

If the security is enabled, all the packet that whose MAC is mismatched with OUI will be
dropped in VOICE VLAN.

Examples

This example shows how to enable security:

Swi tch# configure term nal _
Swi tch(confi g?# voi ce vl an security enable

Related Commands

show voice vian state



3.5.3 voice vlan set cos to

Command Purpose

Use this command to set COS for VOICE packet.

Command Syntax

voice vlan set cos to COS

NO voice vlan set cos

Parameter Parameter Description Parameter Value
COS cos value 0-7

Command Mode

Global Configuration

Default

By default the phb is 5

Usage

This command is used to set COS for VOICE packet in global configuration.

Examples

This example shows how to set cos to 7:

Swi tch# configure term nal
Swi tch(config)# voice vlian set cos to 7

Related Commands

show voice vian state
3.5.4 voice vlan mac-address

Command Purpose

Use this command to add OUI to system.



Command Syntax

voice vlan mac-address MAC MASK description LINE

no voice vlan mac-address MAC

Parameter

MAC

MASK

LINE

Command Mode

Global Configuration

Default

Parameter Description

Source MAC address
(unicast or multicast) to
add to the address table

The MASK for the Source
MAC

The description for this OUI

There are 5 default OUI in the system..

0003-6b00-0000 Cisco phone

000f-e200-0000 H3C Aolynk phone

00d0-1e00-0000 Pingtel phone

00e0-7500-0000 Polycom phone

00e0-bb00-0000 3Com phone

Usage

Parameter Value

MAC Address in
HHHH.HHHH.HHHH format

MAC MaskK in
HHHH.HHHH.HHHH format

Up to 63 characters

This command is used to add OUI to system database. The packet will be considered as
VOICE VLAN packet when the source MAC match the OUI.

Examples



This example shows how to add OUI to system:

Sw tch# configure term nal
Switch(confi 8)# voi ce vl an nmac-address 0034. 3400. 0000
FFFF. FFOO. 0000 description test

Related Commands

show voice vian state
3.5.5 voice vlan enable

Command Purpose

Use this command to enable VOICE VLAN on port.

Command Syntax
voice vlan enable

No voice vlan enable

Command Mode

Interface Configuration

Default

VOICE VLAN is disable on port

Usage

This command is used to enable VOICE VLAN on port.

Examples

This example shows how to enable VOICE VLAN on port:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if)# voice vlan enable

Related Commands

show voice vlan state



3.5.6 show voice vlan state
Command Purpose

Use this command to show the current status of VOICEC VLAN.

Command Syntax
show voice vian state

Command Mode

Privileged EXEC

Default
None
Usage

This command is used to show the current status of VOICEC VLAN.

Examples

This example shows how to show the current status of VOICEC VLAN:
Swi tch# show voice vlan state

Related Commands
voice vlan enable
3.6 Link Aggregation Commands

3.6.1 channel-group

Command Purpose

Use this command to assign a port to a channel group. Use the no form of this command
to remove a port from a channel group.

Command Syntax

channel-group GROUP_NUMBER mode ( active | passive )



no channel-group

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 1-63
, Enable initiation of LACP
active i -
negotiation on a port
_ Disable initiation of LACP
passive -

negotiation on a port

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

This example shows how to assign a port to a channel group 1:

Switch# configure term nal

Switchgconfig)# interface eth-0-1 _
Swi tch(config-if)# channel -group 1 node active

This example shows how to remove a port from an channel group 1.

Switch# configure term nal

Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# no channel -group

Related Commands

None

3.6.2 static-channel-group



Command Purpose

Use this command to assign a port to a static channel group. Use the no form of this
command to remove a port from a static channel group.

Command Syntax

static-channel-group GROUP_NUMBER

no static-channel-group

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

This example shows how to assign a port to a static channel group 1.

Switch# configure term nal

Svm:tchgconfig)# interface eth-0-1
Switch(config-if)# static-channel-group 1

This example shows how to remove a port from a static channel group 1:

Switch# configure term nal

vaitchgconfig)_# interface eth-0-1
Switch(config-if)# no static-channel -group

Related Commands

None



3.6.3 distribute-weight

Command Purpose

Use this command to configure the distribute-weight of member for the static channel
group or the Link Aggregation Control Protocol (LACP). Use the no form of this command
to return to the default setting.

Command Syntax

distribute-weight WEIGHT

Parameter Parameter Description Parameter Value
WEIGHT Distribute-weight 1-256

Command Mode

Interface Configuration

Default

1

Usage

Distribute-weight is only supported in non-selfing-healing of static load-balance-mode
member port, and the total weights of member ports cannot exceed the maximum
number of member ports.

Examples

This example shows how to configure the distribute-weight 10 for member:

Switch# configure term nal
Switch(config)# interface eth-0-1
vaitchéconfig-ifg# stati c-channel - rou8 1
Switch(config-if)# distribute-weight 1

This example shows how to return to the default setting:



tch# configure term nal

tch(config)# interface eth-0-1

S\Mtchgconfig-if;# static-channel -group 1
tch(config-if)# no distribute-weight

Swi
Swi
Swi
Related Commands

None

3.6.4 lacp max-active-linknumber

Command Purpose

Use this command to configure the aggregator max active link number for the Link
Aggregation Control Protocol (LACP). Use the no form of this command to return to the
default setting.

Command Syntax

lacp max-active-linknumber NUMBER

Parameter Parameter Description Parameter Value

NUMBER Max-active-linknumber 1-255

Command Mode

Interface Configuration

Default
255
Usage

Max-active-linknum is only supported in the aggregator of Link Aggregation Control
Protocol (LACP)

Examples

This example shows how to configure the max-active-linknumber 100 for the Link
Aggregation Control Protocol (LACP) aggregator:



Switch# configure term nal
Swi tchéconfi g)# interface aggl _
Switch(config-if)# | acp max-active-1|inknunber 100

This example shows how to return to the default setting:

Switch# configure term nal
Swi tchgconfi g)# interface aggl _ _
Switch(config-if)# no | acp nmax-active-I|inknunber

Related Commands

None
3.6.5 lacp preempt enable

Command Purpose

Use this command to enable the aggregator of Aggregation Control Protocol (LACP)
preemption. Use the no form of this command to return to the default setting.

Command Syntax
lacp preempt enable

no lacp preempt enable

Command Mode

Interface Configuration

Default
Disabled
Usage

lacp preempt enable is only supported in the aggregator of Link Aggregation Control
Protocol (LACP)

Examples

This example shows how to enable preempt for the Link Aggregation Control Protocol
(LACP) aggregator:



Switch# configure term nal
Swi tchéconfi g)# interface aggl
Switch(config-if)# |l acp preenpt enable

This example shows how to return to the default setting:

Switch# configure term nal
Swi tchgconfi g)# interface aggl
Switch(config-if)# no | acp preenpt enable

Related Commands

None
3.6.6 lacp preempt delay

Command Purpose

Use this command to config the aggregator of Aggregation Control Protocol (LACP)
preempt delay. Use the no form of this command to return to the default setting.

Command Syntax
lacp preempt delay TIME

no lacp preempt delay

Parameter Parameter Description Parameter Value

TIME preempt delay time 0-180

Command Mode

Interface Configuration

Default

30

Usage

lacp preempt delay is only supported in the aggregator of Link Aggregation Control
Protocol (LACP), and take effect when preempt is enabled



Examples

This example shows how to configure lacp preempt delay 100 for the Link Aggregation
Control Protocol (LACP) aggregator:

Switch# configure term nal

Swi tchgconfi g)# interface aggl
Switch(config-if)# |acp preenpt delay 100

This example shows how to return to the default setting:

Switch# configure term nal
Swi tchgconfi g)# interface aggl
Switch(config-if)# no |lacp preenpt del ay

Related Commands

None
3.6.7 lacp port-priority

Command Purpose

Use this command to configure the port priority for the Link Aggregation Control Protocol
(LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp port-priority PRIORITY

Parameter Parameter Description Parameter Value

PRIORITY LACP port priority 1-65535

Command Mode

Interface Configuration

Default

32768

Usage



None

Examples

This example shows how to configure the port priority 100 for the Link Aggregation
Control Protocol (LACP) member:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# lacp port-priority 100

This example shows how to return to the default setting:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# no lacp port-priority

Related Commands
None
3.6.8 lacp timeout

Command Purpose

Use this command to configure the port timeout for the Link Aggregation Control Protocol
(LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp timeout ('short | long )

Parameter Parameter Description Parameter Value
short Set LACP short timeout -
long Set LACP long timeout -

Command Mode

Interface Configuration

Default



Long

Usage

None

Examples

This example shows how to configure the port timeout short for the Link Aggregation
Control Protocol (LACP):

Swi t
Swi t
Swit

ch# configure term nal
chéconfi g)# interface eth-0-1
ch(config-if)# lacp tinmeout short

This example shows how to return to the default setting:

Switch# configure term nal

Switchgconfig)# interface eth-0-1
Switch(config-if)# no | acp tineout

Related Commands

None
3.6.9 lacp system-priority

Command Purpose

Use this command to configure the system priority for the Link Aggregation Control
Protocol (LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp system-priority PRIORITY
Parameter Parameter Description Parameter Value
PRIORITY LACP system priority 1-65535

Command Mode

Global Configuration



Default
32768
Usage
None

Examples

This example shows how to configure the system priority 100 for the Link Aggregation
Control Protocol (LACP):

Swi tch# configure term nal o
Switch(config)# |acp systempriority 100

This example shows how to return to the default setting:

Swi tch# configure term nal o
Switch(config)# no |l acp systempriority

Related Commands

None
3.6.10 lacp mlag system-id

Command Purpose

Use this command to configure the milag system id for the Link Aggregation Control
Protocol (LACP). Use the no form of this command to return to the default setting.

Command Syntax
lacp mlag system-id MAC

no lacp mlag system-id

Parameter Parameter Description Parameter Value

Mac address in

MAC LACP mlag system id
HHHH.HHHH.HHHH format

Command Mode



Global Configuration

Default

system route-mac

Usage

None

Examples

This example shows how to configure the mlag system id 1111.1111.1111 for the Link
Aggregation Control Protocol (LACP):

Swi tch# configure term nal _
Switch(config)# |lacp mMag systemid 1111.1111.1111

This example shows how to return to the default setting:

Swi tch# configure term nal _
Switch(config)# no |lacp mag systemid

Related Commands

None
3.6.11 port-channel channel-group-number load-balance-mode dynamic

Command Purpose

Use this command to enable dynamic load balance for the Link Aggregation Group (both
static and dynamic aggregator). Use the no form of this command to return to the default
setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode dynamic (  flow-number
FLOW_NUMBER |)

no port-channel GROUP_NUMBER load-balance-mode

Parameter Parameter Description Parameter Value



GROUP_NUMBER Channel group number 0-63

Flow Number, default

value is 32, can be
FLOW_NUMBER -
32/64/128/256/512/1024/

2048

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the load-balance mode, the Link Aggregation Group should not
pe create.

Examples

This example shows how to enable dynamic load balance for aggi:

Swi tch# configure term nal _
Switch(config)# port-channel 1 |oad-bal ance-node dynam c

Related Commands
None
3.6.12 port-channel channel-group-number load-balance-mode resilient

Command Purpose

Use this command to enable resilient load balance for the Link Aggregation Group(both
static and dynamic aggregator). Use the no form of this command to return to the default
setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode resilient (  flow-number
FLOW_NUMBER |)



no port-channel channel-group-number load-balance-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63

Flow Number, default
FLOW_NUMBER value is 32, can be -
32/64/128/256

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the load-balance mode, the Link Aggregation Group should not
be create.

Examples

This example shows how to enable resilient load balance for aggi:

Swi tch# configure term nal o
Switch(config)# port-channel 1 | oad-bal ance-node resilient

Related Commands

None
3.6.13 port-channel channel-group-number load-balance-mode round-robin

Command Purpose

Use this command to enable round-robin load balance for the Link Aggregation
Group(both static and dynamic aggregator). Use the no form of this command to return to
the default setting.



Command Syntax

port-channel GROUP_NUMBER load-balance-mode round-robin ( flow-number
FLOW_NUMBER |)

no port-channel GROUP_NUMBER load-balance-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63

Flow Number, default
FLOW_NUMBER , -
value is 24

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the load-balance mode, the Link Aggregation Group should not
be create.

Examples

This example shows how to enable round-robin load balance for aggi:

Sw tch# configure term nal _
Switch(config)# port-channel 1 | oad-bal ance-node round-robin

Related Commands

None

3.6.14 port-channel channel-group-number self-healing

Command Purpose



Use this command to enable self-healing for the Link Aggregation Group(both static and
dynamic aggregator). Use the no form of this command to return to the default setting.

Command Syntax
port-channel GROUP_NUMBER self-healing

no port-channel GROUP_NUMBER self-healing

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the self-healing, the Link Aggregation Group should not be
create.

Examples

This example shows how to enable self-healing for aggi.:

Switch# configure term nal _
Switch(config)# port-channel 1 self-healing

Related Commands

None
3.6.15 port-channel channel-group-number static

Command Purpose



Use this command to enable static load balance for the Link Aggregation Group (both
static and dynamic aggregator). Use the no form of this command to return to the default
setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode static ( flow-number
FLOW_NUMBER |)

no port-channel GROUP_NUMBER load-balance-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63

Flow Number, default
FLOW_NUMBER value is 16, can be -
1~24/32/64/128

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the load-balance mode, the Link Aggregation Group should not
pe create.

Examples

This example shows how to enable static load balance for aggi:

Swi tch# configure term nal _
Switch(config)# port-channel 1 |oad-bal ance-node static

Related Commands

None



3.6.16 port-channel channel-group-number lacp-mode dynamic

Command Purpose

Use this command to enable dynamic lacp for the Link Aggregation Group (only dynamic
aggregator). Use the no form of this command to unset the setting.

Command Syntax
port-channel GROUP_NUMBER lacp-mode dynamic

no port-channel GROUP_NUMBER lacp-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63
Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the dynamic lacp mode, the Link Aggregation Group should not
e create.

Examples

This example shows how to enable dynamic lacp-mode for aggi:

Sw tch# configure term nal _
Switch(config)# port-channel 1 | acp-node dynam c

Related Commands

None
3.6.17 port-channel group-mode

Command Purpose



Use this command to switch the Link Aggregation Group mode. Use the no form of this
command to return to the default group mode(56). Lacp cannot use ID O.

Command Syntax
port-channel group-mode ( flexible | 8 | 16 | 32 | 56 )

no port-channel group-mode

Parameter Parameter Description Parameter Value

Group mode flexible, the

flexible _ -
group range is 0~63

5 Group mode 8, the group 5
range is O~7
Group mode 16, the grou

16 P 9retp 16

range is 0~15

Group mode 32, the
32 . 32
group range is 0~31

Group mode 32, the
56 . 56
group range is 0~55

Command Mode

Global Configuration

Default
flexible
Usage

The linkagg group-mode you specified will not take effect until you save configuration and
reboot

Examples



This example shows how to switch to group mode 32:

Sw tch# configure term nal
Switch(config)# port-channel group-node 32

Related Commands
None

3.6.18 local-preference

Command Purpose

Use this command to configure local-preference mode of link aggregation.

Command Syntax

local-preference Benable | disable

Parameter Parameter Description Parameter Value
enable Enable local-preference -
disable Disable local-preference -

Command Mode

Interface Configuration

Default

Enabled

Usage

None

Examples

This example shows how to configure local-preference mode of link aggregation:



DUT1# configure term nal
Enter configuration commands, one per line. End with CNTL/Z

DUTlgconfi g)# interface ag? 1
DUT1(config-if)# | ocal -prefterence enable

Related Commands
None
3.6.19 show channel-group summary

Command Purpose

Use this command to display a summary of all of the channel groups, or a specified
channel group.

Command Syntax

show channel-group ( channel-group-number | ) summary

Parameter Parameter Description Parameter Value

channel-group-number Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display a summary of all of the channel groups:

Swi t ch# show channel - group sunmary

port-channel | oad-bal ance hash-arithnetic: xor
port-channel | oad-bal ance hash-fi el d-sel ect:

i psa i pda srcport dstport ip-protocol
port-channel group-node: flexible

Flags: s - Suspend T - Standby
D - Down/ Adm n down B - In bundle
R - Layer3 S - Layer?2
w - Wit U- In use



Related Commands

None

3.6.20 show channel-group detail

Command Purpose

Use this command to display detailed information of all of the channel groups, or a
specified channel group.

Command Syntax

show channel-group ( GROUP_NUMBER | ) detalil

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display detailed information of the channel group 10:

Swi t ch# show channel - group det ai l

Channel -group listing:

Group state: L2
Ports: 1 Maxports: 16
Nunmber of ports in bundle: 0 Max Channel - groups: 63
Pr ot ocol : Static
Ports in the group:



channel agg4

Port i ndex 10

Related Commands

None

3.6.21 show lacp internal

Command Purpose

Use this command to display internal information of all of the channel groups, or a
specified channel group.

Command Syntax

show lacp ( GROUP_NUMBER | ) internal

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display internal information of all of the channel groups:

Switch# show | acp i nternal

Flags: S - Device is requesting Sl ow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active node P - Deviceis in
Passi ve node

Channel group 1
LACP port Adm n oer Por t Por t



State
eth-0-9 SA bndl 32768 1 1 0x9 0Ox3d

Related Commands
None

3.6.22 show lacp internal detail

Command Purpose

Use this command to display detailed internal information of all of the channel groups, or
a specified channel group.

Command Syntax

show lacp ( GROUP_NUMBER | ) internal detail

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

This example shows how to display detailed internal information of all of the channel
groups:



Switch# show | acp internal detail

Flags: S - Device is requesting Sl ow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active node P - Deviceis in
Passi ve node
Channel group 1
Actor's information:

Act or Act or Act or
Por t System I D Port Nunber Fl ags
eth-0-9 32768, eOef . 1a32. 7e00 0x9 SA
LACP Act or Act or Act or
Port Priority Oper Key Port State
32768 1 Ox4d
Port State Flags Decode:
Activity: Ti meout : Aggr egati on: Synchroni zat i on:
Active Long Yes Yes

Col | ecti ng: Di stributing: Def aul t ed: Expi r ed:
No No Yes No

Related Commands

None
3.6.23 show lacp neighbor

Command Purpose

Use this command to display neighbor information of all of the channel groups, or a
specified channel group.

Command Syntax

show lacp ( GROUP_NUMBER | ) neighbor

Parameter Parameter Description Parameter Value

channel-group-

Channel group number 0-63
numberGROUP_NUMBER

Command Mode

Privileged EXEC



Default

None

Usage

None

Examples

This example shows how to display neighbor information of all of the channel groups:

Swi tch# show | acp nei ghbor
Flags: S - Device is requesting Sl ow LACPDUs
F - Device is requesting Fast LACPDUs _ o
A - Device is in Active node P - Device is in
Passi ve node
Channel group 1 nei ghbors

Partner's i nfornation:

LACP port Adm n Qper
Por t Por t o
Por t Flags Priority Dev I D key Key
Nunber State
eth-0-9 FP 0 0000. 0000. 0000 0 0
0x0 0x46

Related Commands

None
3.6.24 show lacp neighbor detail

Command Purpose

Use this command to display detailed neighbor information of all of the channel groups,
or a specified channel group.

Command Syntax

show lacp ( GROUP_NUMBER | ) neighbor detail

Parameter Parameter Description Parameter Value



GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display detailed neighbor information of all of the channel
groups:

Swit ch# show | acp nei ghbor detail

Flags: S - Device is requesting Sl ow LACPDUs

F - Device is requesting Fast LACPDUs _ o
A - Device is in Active nobde P - Device Is In

Passi ve npde
Channel group 1 nei ghbors
Partner's i nformati on:

Par t ner Par t ner Par t ner
Por t System | D Port Nunber FI ags
eth-0-9 32768, 0000. 0000. 0000 0x0 SP
LACP Part ner Par t ner Par t ner
Port Priority Oper Key Port State
0 0 0x44
Port State Fl ags Decode:
Activity: Ti meout : Aggr egat i on: Synchr oni zat i on:
Passi ve Long Yes No

Col | ecti ng: Di stributing: Def aul t ed: Expi r ed:
No No Yes No

Related Commands

None

3.6.25 show channel-group port



Command Purpose

Use this command to display details of the LACP port of all of the channel groups, or a
specified channel group, or a specified port.

Command Syntax

show channel-group port ( IFNAME | )

show channel-group GROUP_NUMBER port

Parameter Parameter Description Parameter Value
IFNAME Interface name Support physical ports
GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display details of the LACP port of all of the channel group:

Swi t ch# show channel - group port

Channel -group |isting:

Port: eth-0-9

Port state : Up Sngl -port-Bndl Not-in-Bndl

Channel nunber : 1 Prot ocol : LACP Channel -
group : aggl

Port i ndex 9 Mode . Active



fast LACPDUs

A - Device is in active node P -
passi ve node
Local information:
Act or LACP port Adm n
Por t Por t
Por t Fl ags State Priority Key
Nunber State
eth-0-9 SA I ndep 32768 1
9 Ox4d
Partner's information:
Act or LACP port
Por t
Por t Fl ags Priority Dev 1D
State
eth-0-9 SP 0 0000. 0000. 0000

Device is in

Oper
Key
1

Oper Por t
Key Nunber

0 0 0x44

This example shows how to display details of the LACP port of a specified port:

Swi t ch# show channel -group port eth-0-9

Port: eth-0-9
Port state Up Sngl - port-Bndl Not-i n-Bndl
Channel nunber 1 Protocol : LACP
group aggl
Port i ndex 9 Mode Active
Flags: S - Device is sending Slow LACPDUs F -
fast LACPDUs

A - Device is in active node P -
passi ve node
Local information:
Act or LACP port Admi n
Por t Por t
Por t Fl ags State Priority Key
Nunber State
et h-0-9 SA i ndep 32768 1
9 Ox4d
Partner's information:
Act or LACP port
Por t
Por t Fl ags Priority Dev I D
State
eth-0-9 SP 0 0000. 0000. 0000

Related Commands

None

Channel -

Device is sending

Device is in

Oper
Key
1

Qper Por t
Key Nunber

0 0 0x44



3.6.26 show lacp counters

Command Purpose

Use this command to display the packet traffic on all of the channel groups, or a specified
channel group.

Command Syntax

show lacp [ GROUP_NUMBER ] counters

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63
Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to display the packet traffic on all of the channel groups:

Switch# show | acp counters

Traffic statistics
Por t LACPDUSs Pkts err
Sent Recv Sent Recv

Channel - group aggl
et h-0-9 J P add 27 0 0 0

Related Commands

None

3.6.27 show lacp sys-id



Command Purpose

Use this command to display the LACP system ID.
Command Syntax

show lacp sys-id

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

This example shows how to display the LACP system ID:

Swi tch# show | acp sys-id
System | D 32768, 4600. 0987. 6c01

Related Commands

None
3.6.28 clear lacp counters

Command Purpose

Use this command to clear all counters of all of the channel groups, or a specified
channel group.

Command Syntax

clear lacp ( GROUP_NUMBER | ) counters

Parameter Parameter Description Parameter Value



GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

This example shows how to clear all counters of all of the channel groups:

Switch# clear |acp counters

This example shows how to clear a specified channel group:
Switch# clear lacp 10 counters

Related Commands

None

3.6.29 debug lacp

Command Purpose

Use this command to specify the options for the displayed debugging information for
LACP cli, LACP event, LACP ha, LACP packet, LACP sync and LACP timer. Use the no
parameter with this command to disable all debugging.

Command Syntax
debug lacp (all | cli | event | ha | packet | sync | timer )

no debug lacp (all | cli | event | ha | packet | sync | timer )

Parameter Parameter Description Parameter Value



all

cli

event

ha

packet

sync

timer(detail|)

Command Mode

Privileged EXEC

Default

Disabled

Usage

None

Examples

The following example displays information about the lacp packets that are received and

All LACP debug
information

LACP commands debug
information is displayed

LACP events debug
information is displayed

LACP high availability
events debug information
is displayed

LACP packet contents
debug information is
displayed

LACP synchronization
debug information is
displayed

LACP timer expiry debug
information is displayed

sent out from the connected router:



Swi t ch# debug | acp packet
Related Commands

show debugging lacp

3.6.30 show debugging lacp

Command Purpose

Use this command to display the LACP debugging status for these debugging options:
LACP cli debugging, LACP event debugging, LACP ha debugging, LACP packet
debugging, LACP sync debugging and LACP timer debugging.

Command Syntax

show debugging lacp

Command Mode
Privileged EXEC
Default

None

Usage

None

Examples

The following is sample output from the show debugging lacp command:

Swi t ch# show debugi ng | acp

LACP debugEi ng status:
LACP packet debugging is on

Related Commands

debug lacp all

3.7 VLAN Classification Commands



3.7.1 vlan classifier activate

Command Purpose

Use this command to apply vian classifier group to an interface.

To remove it, use the no form of this command.

Command Syntax

vlan classifier activate GROUP_NUMBER based ( ip | mac | protocol )

Nno vilan classifier activate

Parameter Parameter Description Parameter Value

0-31, only group id 31 can

GROUP_NUMBER VLAN classifier group id be used for Protocol
ip Based on ip -
mac Based on MAC -
protocol Based on protocol -

Command Mode

Interface Configuration

Default

None

Usage
An interface can only be applied by one vian classifier group.
One vlan classifier group can apply more than one interface.

This command applies vlan classifier group to interface, and the interface can classify
packets to different vlan according to the rule in vian classifier group.



To create the rule, refer to vlan classifier rule command.

To create the group, refer to vian classifier group command.

Examples

This example shows how to apply vian classifier group 1 to the interface:

Switch# configure term nal

Switchgconfig)# interface eth-0-1 _ _
Switch(config-if)# vlan classifier activate 1 based ip

This example shows how to remove the vian classifier group 1 from the interface:

Switch# configure term nal
Switch(config)# interface eth-0-1 .
Switch(config-if)# no vlan classifier activate

Related Commands
vlan classifier group
vlan classifier rule

3.7.2 vlan classifier group

Command Purpose

Use this command to add or delete rule to vian classifier group. Use the no form of this
command to delete the group.

Command Syntax
vlan classifier group GROUP_NUMBER ( add | delete ) rule RULE

no vlan classifier group group

Parameter Parameter Description Parameter Value

0-31, only group id 31 can

GROUP_NUMBER VLAN classifier group id
e used for protocol

Add rule to vlan classifier
add -

group



Parameter Parameter Description Parameter Value

Delete rule to vlan
delete -~ -
classifier group

RULE The id of rule 0-4095

Command Mode

Global Configuration

Default

None

Usage
To create the rule, refer to vlan classifier rule command.
To apply the vlan classifier group to an interface, refer to vlan classifier activate command.

When add a rule to the group by this command, the rule will be active immediately if the
group has been applied to an interface already.

When delete a rule from the group by this command, the rule on this interface will be
inactive immediately if the group is still applied to that interface.

The vian classifier group will be deleted when the last rule on this group is deleted.

Examples

This example shows how to add rulel to vian classifier group 1:

Sw tch# configure termnal
Switch(config)# vlian classifier group 1 add rule 1

This example shows how to delete rulel from vlan classifier group 1:

Swtch# configure termnal
Switch(config)# vlian classifier group 1 delete rule 1

This example shows how to delete vian classifier group 1:



Sw tch# configure term nal o
Switch(config)# no vlian classifier group 1

Related Commands
vlan classifier activate

vlan classifier rule

3.7.3 vlan classifier rule

Command Purpose
Use this command to create vian classifier rule.

To remove the vian classifier rule, use the no form of this command.

Command Syntax

vlan classifier rule RULE ( ip IP_ADDR | ipv6 IPV6_ADDR | mac MAC_ADDR | protocol (
arp | ip | mpls | mpls-mcast | pppoe | rarp ) ) vian VLAN_ID

Nno vilan classifier rule RULE

Parameter Parameter Description Parameter Value
RULE The id of vlan classifier rule  0-4095

The source of ipv4
IP_ADDR _ IPv4 address
address in packets

The source of ipve
IPV6_ADDR _ IPv6 address
address in packets

The source of mac Mac address in
MAC_ADDR ,
address in packets HHHH.HHHH.HHHH format
Specify an ethernet
protocol -

protocol classification

arp Specifiy ARP protocol -



Parameter

ip

mpls

mpls-mcast

PPpPoe
rarp

VLAN_ID

Command Mode

Global Configuration

Default

None

Usage

Parameter Description
Specifiy IP protocol
Specifiy MPLS protocol

Specifiy MPLS multi cast
protocol

Specifiy PPPOE protocol
Specifiy RARP protocol

The vian id to be assigned

The rule will be effective only in inbound on interface.

Parameter Value

1-4094

The vian id assigned by vian classifier rule will be appended to the packets which match

the rule.

To add this rule to vlan classifier group or apply the group to an interface, refer to vian
classifier group and vlan classifier activate command.

Examples

This example shows how to create rulel which will classify all ipv4 packets to vianii:

Swi tch# configure term nal _
Switch(config)# vlian classifier rule 1 protocol ip vlian 11

This example shows how to delete ruled.:



Sw tch# configure term nal o
Switch(config)# no vlian classifier rule 1

Related Commands
vlan classifier group

vlan classifier activate

3.7.4 vlan classifier default-action

Command Purpose

Use this command to set action when not hit vlan classifier rule. Use the no form of this
command to restore default action.

Command Syntax

vlan classifier default-action drop

no vlan classifier default-action drop

Command Mode

Interface Configuration

Default

None

Usage

When packet input the port which enable vian classifier and not hit any vian classifier rule,
the packet will be dropped.

Examples

This example shows how to set default action drop:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# vlan classifier default-action drop

This example shows how to set default action not drop:



Switch# configure term nal
S\Mtchéconfig)#interface eth-0-1 _
Switch(config-if)# no vlian classifier default-action drop

Related Commands

vlan classifier activate
3.7.5 show vlan classifier group

Command Purpose

Use this command to show the information about vian classifier group.

Command Syntax

show vlan classifier group GROUP_ID

Parameter Parameter Description Parameter Value

0-31, only group id 31 can

GROUP_ID VLAN classifier group id
e used for protocol

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

This example shows how to display information about vian classifier group 1:
Switch# show vl an classifier group 1

Related Commands

show vlan classifier interface



show vlan classifier rule
3.7.6 show vlan classifier interface

Command Purpose

Use this command to show the information about vian classifier group on interface.

Command Syntax

show vlan classifier interface group GROUP_ID

Parameter Parameter Description Parameter Value

0-31, only group id 31 can

GROUP_ID VLAN classifier group id
e used for protocol

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

This example shows how to display information about vian classifier group 1 on interface:
Swi tch# show vlan classifier interface group 1

Related Commands
show vlan classifier group

show vlan classifier rule

3.7.7 show vlan classifier rule



Command Purpose

Use this command to show the information about vian classifier rule.

Command Syntax

show vlan classifier rule ( RULE | )

Parameter Parameter Description Parameter Value

RULE The id of vlan classifier rule  0-4095

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

This example shows how to display information about all the vian classifier rules:

Switch# show vlan classifier rule

This example shows how to display information about the vian classifier rulel:
Switch# show vlian classifier rule 1

Related Commands
show vlan classifier group
show vlan classifier interface

3.7.8 show resource vlian-classification

Command Purpose



Use this command to display the resource statistic used by vian classification rules.

Command Syntax

show resource vlan-classification
Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show resource vian-classification command:

Swi tch# show resource vl an-cl assification

VLAN- CLASS
Resour ce Used

MAC Based VLAN C assification
| Pv4 Based VLAN Cl assification 0

Related Commands
None
3.8 VLAN Mapping Commands

3.8.1 ethernet evc

Command Purpose

Use this command to add or delete EVC table.

Command Syntax

ethernet evc WORD

Capability



no ethernet evc WORD

Parameter Parameter Description

WORD EVC name

Command Mode

Global Configuration

Default
None
Usage
None

Examples

Create ethernet evc evc_table:

Switch# configure term nal

Swi tchéconfi g)# ethernet evc evc table
Switch(config-evc)# dot1qg mapped-vlan 10

Related Commands

show ethernet evc NAME

3.8.2 dotlg mapped-vilan

Command Purpose

Use this command to add evc entry to EVC table.

Command Syntax

dotlg mapped-vian VLAN ID

no dotlg mapped-vian

Parameter Parameter Description

Parameter Value

Up to 16 characters

Parameter Value



VLANL_ID Mapped vian id

Command Mode

EVC Configuration

Default

None

Usage

None

Examples

Add EVC mapped-vian entry, mapped vian is 100:

Switch# configure term nal

Swi tchgconfi g)# ethernet evc evc_table
Swi tch(config-evc)# dot1lq mapped-vlan 100

Related Commands

show ethernet evc NAME

3.8.3 dotlg mapped-double-vian

Command Purpose

1-4094

Use this command to add evc entry with double vians to EVC table.

Command Syntax

dot1q mapped-double-vian INNER_VLAN_ID OUTER_VLAN_ID

no dotlq mapped-double-vian

Parameter Parameter Description

INNER_VLAN_ID Mapped inner vian id

OUTER_VLANL_ID Mapped outer vian id

Parameter Value

1-4094

1-4094



Command Mode

EVC Configuration

Default

None

Usage

This command is only used for untagged packet

Examples

Add EVC mapped-vlan entry, mapped inner vian is 100, mapped outer vian is 10:

Switch# configure term nal
Swtch(config)# ethernet evc evc_table
Swi tch

Related Commands

show ethernet evc NAME

3.8.4 vlan mapping table

Command Purpose

Use this command to add or delete vian mapping table.

Command Syntax
vlan mapping table WORD

no vian mapping table WORD

Parameter Parameter Description

The name of vlan
mapping table

WORD

Command Mode

Global Configuration

config-evc)# dot 1q mapped-doubl e-vlan 100 10

Parameter Value

Up to 16 characters



Default
None
Usage
None

Examples

Create vlan mapping table VMT:

Switch# configure term nal
Swi tchgconfi g)# vlan mappi ng table VMI
Swi t ch(confi g- vl an- mappi ng)

Related Commands
show vlan mapping table WORD

3.8.5raw vlan group

Command Purpose

Use this command to create raw VLAN group.

Command Syntax

raw vlan group GROUP_ID vlian VLAN_LIST

no raw vlian group GROUP_ID

Parameter Parameter Description

GROUP_ID Raw vlan group id

The VLAN ID list, example:

VLAN_LIST
2-5,9-11

Command Mode

Global Configuration

Parameter Value
1-64

vlan list connected with ‘-’
and’,’, for example, “1-
10,15,20,30-40"



Default
None
Usage
None

Examples

Create raw VLAN group 1 and the VLAN list is from 10 to 20:

Sw tch# configure term nal
Switch(config)# raw vlian group 1 vlian 10-20

Related Commands

show vlan mapping table WORD
3.8.6 raw-vlan

Command Purpose

Use this command to add vlan mapping entry into vilan mapping table.

Command Syntax

raw-vian ( VLAN_ID | out-of-range | untagged | group GROUP_ID ) evc WORD
no raw-vian ( VLAN_ID | out-of-range | untagged | group )
raw-vlan INNER_VLAN OUTER_VLAN egress-vlan ( untagged | MAPPED_VLAN )

no raw-vian INNER_VLAN OUTER_VLAN egress-vian

Parameter Parameter Description Parameter Value
Raw vlan id, range from vlan list connected with *-’
VLAN_ID 1~4094, the format could and ‘,’, for example, “1-
be 1,2,3 or 1-20. 10,15,20,30-40"
out-of-range Vlan id isn’t specified -

untagged Untagged packet -



Parameter Parameter Description Parameter Value

Raw VLAN group, The
group will use less

group GROUP_ID , 1-64

resource compare with

VLAN range.
WORD EVC name Up to 16 characters
INNER_VLAN Inner vian id 1-4094
OUTER_VLAN Outer vian id 1-4094
MAPPED_VLAN Mapped vian id 1-4094

Command Mode

VLAN Mapping Configuration

Default
None
Usage
None
Examples

Add vlan mapping entry, raw vian is from 10 to 20, mapped evc is evc_table:

Switch# configure term nal
Swi tchEconfi g)# vlan mappi ng table VMI
Swit ch(config-vl an-mappi ng)# raw vl an 10-20 evc evc_table

Related Commands

show vlan mapping table WORD
3.8.7 raw-vlan

Command Purpose

Use this command to add vlan mapping entry into vlan mapping table.



Command Syntax

raw-vian ( VLAN_ID | out-of-range | untagged | group GROUP_ID ) evc WORD

no raw-vian ( VLAN_ID | out-of-range | untagged | group )

raw-vlan INNER_VLAN OUTER_VLAN egress-vian ( untagged | MAPPED_VLAN )

raw-vlian INNER_VLAN OUTER_VLAN evc WORD

no raw-vian INNER_VLAN OUTER_VLAN egress-vlan

Parameter

VLAN_ID

out-of-range

untagged

group GROUP_ID

WORD

INNER_VLAN

OUTER_VLAN

MAPPED_VLAN

Command Mode

VLAN Mapping Configuration

Default

Parameter Description

Raw vlan id, range from
1~4094, the format could
be 1,2,3 or 1-20.

Vlan id isn’t specified
Untagged packet

Raw VLAN group, The
group will use less
resource compare with
VLAN range.

EVC name
Inner vian id
Outer vian id

Mapped vian id

Parameter Value

vlan list connected with ‘-’
and ‘,’, for example, “1-
10,15,20,30-40"

1-64

Up to 16 characters
1-4094
1-4094

1-4094



None

Usage

None

Examples

Add vlan mapping entry, raw vian is from 10 to 20, mapped evc is evc_table:

Swi tch# configure term nal

Switch(config)# vlan mappi ng table VMI
Switchg 9 PR

Related Commands
show vlan mapping table WORD
3.8.8 dotlq ethertype

Command Purpose

Use this command to set ethertype on interface.

Command Syntax

dotlq ethertype VALUE

no dotlq ethertype

Parameter Parameter Description
Specify The ethertype of

VALUE pecity yp
VLAN tag.

Command Mode

Interface Configuration

Default

None

Usage

confi g-vl an-mappi ng)# raw vl an 10-20 evc evc_table

Parameter Value

The format is HEX, the
default value is 0x8100



None
Examples

Set ethertype to 0x9100:

Swi tch# configure term nal
Swi tchéconfi g)# interface eth-0-1
Switch(config-if)# dotlqg ethertype 9100

Related Commands

None
3.8.9 show vlan mapping table

Command Purpose

Use this command to display current vlan mapping table.

Command Syntax

show vlan mapping table (WORD | )

Parameter Parameter Description Parameter Value

The vlan mapping table to
WORD , Up to 16 characters
be displayed

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

This example show all vian mapping table existed in system:

Swit ch# show vl an mapping table
Tabl e Nane EVC Nane Mapped VLAN Forward Interface



Raw VLAN

VMT evc_table 100 n/ a

10- 20

VMI_doubl e evc_doubl e 10(100) n/ a
unt agged

VMI_torward evc_forward 20 eth-0-9

Related Commands

show vlan mapping table applied-interface
3.8.10 show vlan mapping table applied-interface

Command Purpose

Use this command to display who is using the vian mapping table of interface.

Command Syntax

show vian mapping table applied-interface

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example show which interface used the vian mapping table:

Switch# show vl an mapping table applied-interface

Tabl e Nane I nterface Nane Type

VMI eth-0-1 802. 1Q Tunnel

Related Commands

show vlan mapping table WORD



3.8.11 switchport mode

Command Purpose

Use this command to configure switchport mode

Command Syntax

switchport mode (access | trunk | dotig-tunnel)

no switchport dot1g-tunnel

Parameter

aCCesSs

trunk

dotig-tunnel

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

Parameter Description

Configure this port to
access port

Configure this port to
trunk port

Configure this port to
dotig-tunnel port

Parameter Value

This example shows how to configure a switchport to dotig-tunnel port:

# configure term nal

Swi tch
SWItChéCOﬂflg)# i nterface eth-0-
Switch(config-if)# switchport

m)de dot 1g- t unnel



Related Commands

show interface switchport

3.8.12 switchport dotlg-tunnel type

Command Purpose

Use this command to configure dotig-tunnel type.

Command Syntax

switchport dotig-tunnel type ( basic | selective )

Parameter Parameter Description Parameter Value
basic Dotig-tunnel basic type -
selective Dotig-tunnel selective type -

Command Mode

Interface Configuration

Default

basic type

Usage

None

Examples

This command is used to configure dotlg-tunnel type:

Switch# configure term nal
Svm:tchgconfig)# interface eth-0-1 _
Switch(config-if)# switchport dotlg-tunnel type sel ective

Related Commands

show interface switchport



3.8.13 switchport dotlg-tunnel native

Command Purpose

Use this command to configure a switch-port’s default vian.

Command Syntax

switchport dotig-tunnel native (vian | inner-vian ) VLAN_ID

no switchport dot1g-tunnel native vian

Parameter

vlan
inner-vian
VLAN_ID

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

Parameter Description
VLAN that will be added
Untagged inner VLAN

Vian |d

Parameter Value

1-4094

Configure the eth-0-1 to dotlg-tunnel and configure this port’s native to vian 10:

Switch# configure term nal
Switch(config)# vlan dat abase
Switch(config-vlan)# vlan 100

Swi tch(config-vlan)# exit
Switch(config)# interface eth-0-23

Switchgconfig-ifg
Switch(config-if

Related Commands

# swi tchport node dot 1g-tunnel

# swi tchport dotl1lg-tunnel native vlan 100



None
3.8.14 switchport dotlg-tunnel allow vilan

Command Purpose

Use this command to configure dotig-tunnel allowed vian.

Command Syntax

switchport dotig-tunnel allow vian (all | none | add VLAN_ID | remove VLAN_ID)

Parameter Parameter Description Parameter Value

Add all VLANSs to the

all i
allowed VLAN list
Remove all VLANS from
none . -
the allowed VLAN list
Add VLANS to the allowed
add VLAN_ID 1-4094

VLAN list

Remove VLANS from the
remove VLAN_ID _ 1-4094
allowed VLAN list

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

Configure dotig-tunnel allowed vian 100 on interface:

Swi tch# configure term nal
Switch(config)# interface eth-0-1

Switch(config-if)# switchport dotl1lg-tunnel allowed vlan add 100



/p>
Related Commands
show vlan brief

3.8.15 switchport dotlg-tunnel vlan mapping table

ommand Purpose

Use this command to apply vlan mapping table on selective dotiq tunnel port.

Command Syntax
switchport dot1g-tunnel vlan mapping table WORD

no switchport dot1g-tunnel vian mapping table

Parameter Parameter Description Parameter Value

WORD VLAN mapping table name  Up to 16 characters

Command Mode

Interface Configuration

Default

None

Usage

Apply exist vian mapping table on dotlg-tunnel port. The type of dotig-tunnel port should
be selective.

Examples

The following is a sample that applying vian mapping table on selective dotiqg tunnel port:

Switch# configure term nal
vaitchﬁconfig)_# interface eth-0-1 _
Switch(config-if)# switchport dotl1g-tunnel vlan mapping table np

Related Commands



show interface switchport

3.8.16 switchport dotlg-tunnel vlan mapping miss-forward

Command Purpose

Use this command to set packet do normal forward when vian mapping table is not
matched on selective dot1qg tunnel port.

Command Syntax
switchport dotig-tunnel vilan mapping miss-forward

no switchport dotig-tunnel vilan mapping miss-forward

Command Mode

Interface Configuration

Default

None

Usage

Need to swith the dotlg-tunnel port in selective type before config this command.

Examples

The following is a sample that set packet do normal forward when vlan mapping table is
not matched on selective dotiqg tunnel port:

Switch# configure term nal

S\Nitchgconfig)_#interface eth-0-1 _ _

vavl tchdconfl g-if)# switchport dot1lg-tunnel vlan mapping m ss-
or war

Related Commands

None
3.8.17 switchport trunk vlan-translation

Command Purpose



Use this command to enable vlan translation.

Command Syntax

switchport trunk vlan-translation

no switchport trunk vlan-translation

Command Mode

Interface Configuration

Default

None

Usage

Use this command to enable vian translation on trunk port. Only trunk port can enable
vlan translation.

Examples

The following is a sample that enabling vlan translation on trunk port:

Switch# configure term nal
Switch(config)# interface eth-0-1

S\Mtchgconfig-if;# swi tchport node trunk _
Switch(config-if)# swtchport trunk vlan-translation

Related Commands

show interface switchport

3.8.18 switchport trunk vlan-translation mapping table

Command Purpose

Use this command to apply vlan mapping table on vian translation port.

Command Syntax
switchport trunk vlan-translation mapping table WORD

no switchport trunk vian-translation mapping table



Parameter Parameter Description Parameter Value

WORD VLAN mapping table name  Up to 16 characters

Command Mode

Interface Configuration

Default

None

Usage

Use this command to apply vlan mapping on vian translation port.

Examples

The following is a sample that applying vian mapping on vian translation port:

Switch# configure term nal

Swtch(config)# interface eth-0-1 _ _
Switch conflg-lf)# switchport trunk vlan-translation vlan mappi ng
tabl e map_tabl e

Related Commands

show interface switchport
3.8.19 switchport trunk vlan-translation miss-forward

Command Purpose

Use this command to allow the packet which not match vian mapping table forward

Command Syntax
switchport trunk vlan-translation mapping miss-forward

no switchport trunk vian-translation mapping miss-forward

Command Mode

Interface Configuration



Default

None

Usage

None

Examples

The following is a sample that let the packet which not matched vian mapping table
forward:

Switch# configure term nal

Svmjtchgconfig)_# interface eth-0-1 _ _ _

]:S\M tchdconfl g-if)# switchport trunk vlan-translation mappi ng m ss-
or war

Related Commands

None
3.8.20 vlan dotlqg tag native

Command Purpose

Use this command to set tag the vian on packet if in default vian

Command Syntax
vlan dotlq tag native

no vian dotlq tag native

Command Mode

Interface Configuration

Default

None

Usage

None



Examples

The following is a sample that tag the vian if in default vian:

Switch# configure term nal

Switchgconfig)# interface eth-0-1 _
Switch(config-if)# vlan dotlg tag native

Related Commands

None
3.8.21 show resource vlan-mapping

Command Purpose

Use this command to display the resource statistic used by vlan mapping table.

Command Syntax

show resource vlan-mapping

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show resource vlan-mapping command:

Swi t ch# show resource vl an- mappi ng

VLAN- MAPPI NG
Resour ce Used Capability

Appl i ed VLAN Mapping Entry 0 1024

Related Commands



None

3.9 MSTP Commands

3.9.1 spanning-tree enable

Command Purpose

Use this command to enable the Spanning Tree Protocol on a bridge. Use the no
parameter to disable the Spanning Tree Protocol on the bridge.

Command Syntax
spanning-tree enable

No spanning-tree enable

Command Mode

Global Configuration

Default

Disable

Usage

None

Examples

This example shows how to global enable stp:

Sw tch# configure term nal
Switch(config)# spanning-tree enabl e

This example shows how to global disable stp:

Sw tch# configure term nal
Switch(config)# no spanning-tree enabl e

Related Commands

show spanning-stree



3.9.2 spanning-tree priority

Command Purpose

Use this command to set the bridge priority for the common instance for the default
bridge. Using a lower priority indicates a higher likelihood of the bridge becoming root.
Use the no parameter with this command to reset it to the default value.

Command Syntax
spanning-tree priority PRIORITY

No spanning-tree priority

Parameter Parameter Description Parameter Value
PRIORITY Bridge priority 0-61440
Command Mode

Global Configuration

Default

The default priority is 32678 (or hex 0x8000)

Usage

This command is used to set the priority of the bridge. The priority values must be in
multiples of 4096.

Examples

This example shows how to set the bridge priority.:

Swi tch# configure term nal o
Switch(config)# spanning-tree priority 4096

This example shows how to reset the bridge priority to default value:

Sw tch# configure term nal o
Switch(config)# no spanning-tree priority

Related Commands



show spanning-stree
3.9.3 spanning-tree instance priority

Command Purpose

Use this command to set the default bridge priority for an MST instance to the value
specified. Use the no parameter with this command to restore the default value of the
default bridge priority.

Command Syntax
spanning-tree instance INSTANCE_ID priority PRIORITY

Nno spanning-tree instance INSTANCE_ID priority

Parameter Parameter Description Parameter Value
INSTANCE_ID Specify the instance ID 1-4094
PRIORITY Specify the bridge priority 0-61440

Command Mode

Global Configuration

Default

The default value of port priority for each instance is 32768.

Usage

The lower the priority of the bridge, there is higher likelihood that the bridge becomes a
root bridge or a designated bridge for the LAN. The permitted range of values is 0-61440.
The priority values must be in multiples of 4096.

Examples

This example shows how to set the priority for instance 1.

Swi tch# configure term nal _ o
Swi tch(config)# spanning-tree instance 1 priority O



Related Commands

show spanning-stree
3.9.4 spanning-tree forward-time

Command Purpose

Use this command to set the time after which (if this bridge is the root bridge) each port in
the default bridge changes states to learning and forwarding. This value is used by all
instances. Use the no parameter with this command to restore the default value of 15
seconds.

Command Syntax

spanning-tree forward-time SECONDS

no spanning-tree forward-time

Parameter Parameter Description Parameter Value

Forwarding time delay, in
SECONDS seconds, for the default 2018/4/30
bridge

Command Mode

Global Configuration

Default

The default value is 15 seconds

Usage

The allowable range for the forward time is 4-30 seconds. It is not advisable to set the
value below 7 seconds.

Examples

This example shows how to set the forward time to 16 seconds:



Sw tch# configure term nal _
Switch(config)# spanning-tree forward-tine 16

This example shows how to reset the forward time to default value:

Sw tch# configure term nal _
Switch(config)# no spanning-tree forward-tine

Related Commands

show spanning-stree
3.9.5 spanning-tree hello-time

Command Purpose

Use this command to set the hello-time, the time in seconds after which (if this bridge is
the root bridge) all the default bridges in a bridged LAN exchange Bridge Protocol Data
Units (BPDUSs). A very low value of this parameter leads to excessive traffic on the
network, while a higher value delays the detection of topology change. This value is used
by all instances.

Command Syntax
spanning-tree hello-time SECONDS

no spanning-tree hello-time

Parameter Parameter Description Parameter Value

SECONDS Hello BPDU interval 1-10, unit:second

Command Mode

Global Configuration

Default

The default hello-time value is 2

Usage

The allowable range of values is 1-10 seconds.



Examples

This example shows how to set the hello time to 5 seconds:

Swi tch# configure term nal _
Switch(config)# spanning-tree hello-tinme 5

This example shows how to reset the hello-time to default value:

Swi tch# configure term nal _
Switch(config)# no spanning-tree hello-tine

Related Commands

show spanning-stree
3.9.6 spanning-tree max-age

Command Purpose

Use this command to set the maximum age for the default bridge. Use the no parameter
with this command to restore the default value of the maximum age.

Command Syntax

spanning-tree max-age SECONDS

No spanning-tree max-age

Parameter Parameter Description Parameter Value

The maximum time, in
SECONDS seconds, to listen for the 6-40
root bridge

Command Mode

Global Configuration

Default

The default value of bridge maximum age is 20 seconds.

Usage



Maximum age is the maximum time for which (if a bridge is the root bridge) a message is
considered valid. This prevents the frames from looping indefinitely. The value of
maximum age should be greater than twice the value of hello time plus 1, and less than
twice the value of forward delay minus 1. The allowable range for maximum age is 6-40
seconds. Configure this value sufficiently high, so that a frame generated by root can be
propagated to the leaf nodes without exceeding the maximum age.

Examples

This example shows how to set the max age to 12 seconds:

Sw tch# configure term nal
Switch(config)# spanning-tree max-age 12

This example shows how to reset the max age to default value:

Sw tch# configure term nal
Switch(config)# no spanni ng-tree max-age

Related Commands

show spanning-tree
3.9.7 spanning-tree max-hops

Command Purpose

Use this command to specify the maximum allowed hops for a BPDU in an MST region.
This parameter is used by all the instances of the MST. To restore the default value, use
the no parameter with this command.

Command Syntax
spanning-tree max-hops NUMBER

No spanning-tree max-hops

Parameter Parameter Description Parameter Value

NUMBER Max hops 1-40

Command Mode



Global Configuration

Default

The default maximum hops in an MST region are 20

Usage

Specifying the maximum hops for a BPDU prevents the messages from looping
indefinitely in the network. When a bridge receives an MST BPDU that has exceeded the
allowed maximum hops, it discards the BPDU packets.

The configuration should be shown when the bridge is MSTP mode.

Examples

This example shows how to set the max hops to 25:

Sw tch# configure term nal
Switch(config)# spanni ng-tree nmax-hops 25

This example shows how to reset the max hops to default value:

Sw tch# configure term nal
Switch(config)# no spanni ng-tree max-hops

Related Commands

show spanning-tree
3.9.8 spanning-tree transmit-holdcount

Command Purpose

Use this command to set the maximum number of transmissions of BPDUs in an MST
region by the transmit state machine. Use the no parameter with this command to restore
the default transmit hold-count value.

Command Syntax

spanning-tree transmit-holdcount NUMBER

No spanning-tree transmit-holdcount



Parameter Parameter Description Parameter Value

NUMBER Transmit hold-count value 1-10

Command Mode

Global Configuration

Default

Transmit hold-count default value is 3

Usage

None

Examples

This example shows how to set hold count to 5:

Sw tch# configure term nal _
Switch(config)# spanning-tree transmt-hol dcount 5

This example shows how to reset the hold count to default value:

Sw tch# configure term nal _
Switch(config)# no spanning-tree transmt-hol dcount

Related Commands

show spanning-tree
3.9.9 spanning-tree edgeport bpdu-guard

Command Purpose

Use this command to enable the BPDU (Bridge Protocol Data Unit) Guard feature on a
bridge. Use the no parameter with this command to disable the BPDU Guard feature on a
bridge.

Command Syntax
spanning-tree edgeport bpdu-guard

No spanning-tree edgeport bpdu-guard



Command Mode

Global Configuration

Default

BPDU guard is disabled

Usage

Use the show spanning-tree command to display the bridge and port configurations for
the BPDU Guard feature. It shows both the administratively configured and currently
running values of the BPDU guard.

Examples

This example shows how to global enable bpdu-guard and enable bpdu-guard on eth-0-1:

Switch# configure term nal

Switch(config)# interface eth-0-1

Swi tchéconfi g-i fg# spanni ng-tree edgeport
Switch(config-if)# spanning-tree edgeport bpdu-guard enabl e

Related Commands

show spanning-tree interface
3.9.10 spanning-tree edgeport bpdu-filter

Command Purpose

Use this command to enable the edgeport BPDU filter for the bridge. Use the no
parameter with this command to disable the BPDU filter for the bridge.

Command Syntax

spanning-tree edgeport bpdu-filter
No spanning-tree edgeport bpdu-filter
Command Mode

Global Configuration

Default



None

Usage

Use the show spanning tree command to display administratively configured, and
currently running values, of the BPDU filter parameter for the bridge and port.

If bpdu-guard and bpdu-filter are all configed on port, bpdu-filter has a higher priority.
Examples

This example shows how to global enable bpdu-filter and enable bpdu-filter on eth-0-1.

Swi tch# configure term nal

Switch(config)# interface eth-0-1

Swi tchgconfi g-i fg# spanni ng-tree edgeport _
Switch(config-if)# spanning-tree edgeport bpdu-filter

Related Commands

show spanning-tree interface
3.9.11 spanning-tree port

Command Purpose

Use this command to enable or disable spanning tree protocol on specified port.

Command Syntax

spanning-tree port ( enable | disable )

Parameter Parameter Description Parameter Value

Enable spanning protocol
enable , -
on this port

, Disable spanning protocol
disable : -
on this port

Command Mode

Interface Configuration



Default

The default spanning tree state of the port is enabled.

Usage

None

Examples

This example shows how to enable STP on port eth-0-1.:
Swi t
Swi t
Swit

ch# configure term nal
ch(config)# interface eth-0-1
ch(config-if)# spanning-tree port enable

This example shows how to disable STP on port eth-0-1:

Swi tch# configure term nal _
Switch(config-if)# spanning-tree port disable

Related Commands

show spanning-tree interface
3.9.12 spanning-tree port-priority

Command Purpose

Use this command to set the port priority for a bridge. A lower priority indicates a greater
likelihood of the bridge becoming root.

Command Syntax
spanning-tree port-priority PRIORITY

NO spanning-tree port-priority

Parameter Parameter Description Parameter Value

PRIORITY Port priority 0-240

Command Mode



Interface Configuration
Default

The default priority is 128
Usage

None

Examples

This example shows how to set the priority to 240 on port eth-0-1:

Switch# configure term nal
S\Mtchéconfig)#interfac_e eth-0-1 o
Switch(config-if)# spanning-tree port-priority 240

Related Commands
show spanning-tree interface
3.9.13 spanning-tree pathcost-standard

Command Purpose

Use this command to set the path cost standard associated with the default bridge-
group. Use the no parameter with this command to set to default value.

Command Syntax

spanning-tree pathcost-standard ( dot1d-1998 | dotit)

Nno spanning-tree pathcost-standard

Parameter Parameter Description Parameter Value
|[EEE 802.1D-1998

dot1d-1998 -
standard

dotit |[EEE 802.1T standard =

Command Mode



Global Configuration

Default

The default pathcost-standard is dotit

Usage

If the pathcost-standard is changed, cost of every port will be reset and auto-calculated.
Examples

This example shows how to set the path cost standard:

Switch# configure term nal
Switch(config)# spanning-tree pathcost-standard dot 1d- 1998

Cost of every port has been reset and auto-cal culation is avail able

Related Commands

show spanning-tree
3.9.14 spanning-tree path-cost

Command Purpose

Use this command to set the cost of a path associated with the default bridge-group. The
lower the path cost, the greater likelihood of the bridge becoming root. Use the no
parameter with this command to calculate path cost according to interface’s speed.

Command Syntax

spanning-tree path-cost NUMBER

No spanning-tree path-cost

Parameter Parameter Description Parameter Value

_ The rangeis1to
The cost to be assigned to
NUMBER 200000000 for dotit and

the group.
group 1-65535 for dot1d-1998



Command Mode

Interface Configuration

Default

The default path cost value is calculated according to interface’s speed
Usage

None

Examples

This example shows how to set the STP path-cost to 123:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# spanning-tree path-cost 123

This example shows how to reset the STP path-cost to deafult value:

Switch# configure term nal
Switch(config-if)# no spanning-tree path-cost

Related Commands

show spanning-tree interface
3.9.15 spanning-tree link-type

Command Purpose

Use this command to enable or disable point-to-point or shared link types. Use the no
parameter with this command to disable rapid transition.

Command Syntax
spanning-tree link-type (‘auto | point-to-point | shared )

No spanning-tree link-type

Parameter Parameter Description Parameter Value



Automatically detect link

auto _
type

point-to-point Enable point to point link -

shared Disable point to point link -

Command Mode

Interface Configuration

Default

The link type is auto detected

Usage

None

Examples

This example shows how to set the link type to shared on port eth-0-1.:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# spanning-tree |ink-type shared

Related Commands

show spanning-tree brief
3.9.16 spanning-tree edgeport

Command Purpose

Use this command to set a port as an edge-port and to enable rapid transitions. Use the
no parameter with this command to set a port to its default state (not an edge-port) and
to disable rapid transitions.

Command Syntax
spanning-tree edgeport

no spanning-tree edgeport



Command Mode

Interface Configuration

Default

The port is not an edge-port
Usage

None

Examples

This example shows how to set the port eth-0-1 to edgeport:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# spanning-tree edgeport

This example shows how to reset the port to an non-edgeport:

Switch# configure term nal
Switch(config-if)# no spanning-tree edgeport

Related Commands

show spanning-tree interface
3.9.17 spanning-tree edgeport bpdu-guard

Command Purpose

Use this command to enable or disable the BPDU Guard feature on a port. Use the no
parameter with this command to set the BPDU Guard feature on a port to default.

Command Syntax

spanning-tree edgeport bpdu-guard ( enable | disable | default )

No spanning-tree edgeport bpdu-guard

Parameter Parameter Description Parameter Value



Enable edgeport bpdu-

enable i}
guard
Disable edgeport bpdu-

disable geportbp i
guard

default Default -

Command Mode

Interface Configuration

Default

BPDU guard is disabled on port
Usage
None

Examples

This example shows how to change port to edgeport and enable bpdu-guard on port:

Switch# configure term nal

Switch(config)# interface eth-0-1

Swi tchéconfi g-i fg# spanni ng-tree edgeport
Switch(config-if)# spanning-tree edgeport bpdu-guard enabl e

Related Commands

show spanning tree interface
3.9.18 spanning-tree edgeport bpdu-filter

Command Purpose

Use this command to set edgeport BPDU filter for the port. Use the no parameter with this
command to revert the port BPDU filter value to default.

Command Syntax

spanning-tree edgeport bpdu-filter ( enable | disable | default )



No spanning-tree edgeport bpdu-filter

Parameter Parameter Description Parameter Value
Enable edgeport bpdu-
enable _ -
filter
Disable edgeport bpdu-
disable , 9ep P -
filter
default Default -

Command Mode

Interface Configuration

Default

BPDU filter is disabled on port

Usage

None

Examples

This example shows how to enable bpdu-filter on port:

Switch# configure term nal

Switch(config)# interface eth-0-1

Swi tchgconfi g-i fg# spanni ng-tree edgeport _
Switch(config-if)# spanning-tree edgeport bpdu-filter

This example shows how to disable bpdu-filter on port:

Switch# configure term nal _
Switch(config-if)# no spanning-tree edgeport bpdu-filter

Related Commands

show spanning tree interface

3.9.19 spanning-tree guard root



Command Purpose

Use this command to enable the Root Guard feature for the port. This feature disables
reception of superior BPDUSs. Use the no parameter with this command to disable the root
guard feature for the port.

Command Syntax
spanning-tree guard root

no spanning-tree guard root

Command Mode

Interface Configuration

Default

Root guard is disabled

Usage

The Root Guard feature makes sure that the port on which it is enabled is a designated
port. If a port with Root Guard enabled receives a superior BPDU, it goes to a Listening
state (for STP) or discarding state (for RSTP and MSTP).

Examples

This example shows how to enable the Root Guard feature for the port:
Swi t
Swi t
Swit

ch# configure term nal

chgconfi g)# interface eth-0-1
ch(config-if)# spanning-tree guard root

This example shows how to disable the Root Guard feature for the port:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# no spanning-tree guard root

Related Commands

None

3.9.20 spanning-tree guard loop



Command Purpose

Use this command to enable the loop guard feature for the port. This feature provides
additional protection against Layer 2 forwarding loops. Use the no parameter with this
command to disable the loop guard feature for the port.

Command Syntax
spanning-tree guard loop

No spanning-tree guard loop

Command Mode

Interface Configuration

Default

Loop guard is disabled

Usage

The loop guard feature should be enabled on the non-designated ports. When a port
enables loop guard, and BPDUs are not received on a non-designated port after
max_age, the port should move into the STP loop-inconsistent blocking state, instead of
the listening / learning / forwarding state, and should not pass user traffic.

Examples

This example shows how to enable the loop guard on the port:

Switch# configure term nal
Swi tchEconfi g)# interface eth-0-1
Switch(config-if)# spanning-tree guard | oop

Related Commands

spanning-tree guard root
3.9.21 spanning-tree force-version

Command Purpose

Use this command to specify the version. A version identifier of less than a value of 2
enforces the spanning tree protocol. Although the command supports an input range of O-



3, for RSTP, the valid range is 0-2. Use the no parameter with this command to set the
default protocol version.

Command Syntax
spanning-tree force-version NUMBER

No spanning-tree force-version

Parameter Parameter Description Parameter Value

O - STP, 1- Not supported,
2 - RSTP, 3 - MSTP

NUMBER Version identifier.

Command Mode

Interface Configuration

Default

STP default O, RSTP default 2, MSTP default 3

Usage

None

Examples

This example shows how to specify the version:

Swi tch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# spanning-tree force-version 1

This example shows how to reset the default version:

Switch# configure term nal
Switchéconfig)# interface eth-0-1 _
Switch(config-if)# no spanning-tree force-version

Related Commands

None

3.9.22 spanning-tree restricted-tcn



Command Purpose

Use this command to set the restricted TCN value of the port to TRUE. Use the no
parameter with this command to set the restricted TCN value of the port to FALSE.

Command Syntax
spanning-tree restricted-tcn

No spanning-tree restricted-tcn

Command Mode

Interface Configuration

Default

The default restricted TCN value is FALSE

Usage

None

Examples

This example shows how to set the restricted TCN value of the port to TRUE:

Switch# configure term nal
Svm:tchgconfig)# interface eth-0-1 _
Switch(config-if)# spanning-tree restricted-tcn

This example shows how to set the restricted TCN value of the port to FALSE:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# no spanning-tree restricted-tcn

Related Commands

None
3.9.23 spanning-tree restricted-role

Command Purpose



Use this command to set the restricted-role value of the port to TRUE. Use the no
parameter with this command to set the restricted-role value of the port to FALSE.

Command Syntax
spanning-tree restricted-role

Nno spanning-tree restricted-role

Command Mode

Interface Configuration

Default

The default restricted-role value is FALSE

Usage

None

Examples

This example shows how to set the restricted-role value of the port to TRUE:

Switch# configure term nal
Switchgconfig)# interface eth-0-1 _
Switch(config-if)# spanning-tree restricted-role

This example shows how to set the restricted-role value of the port to FALSE:

Switch# configure term nal

Switchgconfig)_# interface eth-0-1 _
Switch(config-if)# no spanning-tree restricted-role

Related Commands
None
3.9.24 spanning-tree tc-protection

Command Purpose

Use this command to set the tc-protection value to TRUE. Use the no parameter with this
command to set the tc-protection value to FALSE. If tc-protection is set, the number of tc
packets which can be processed every hello time interval shouldn’'t be greater than the



number of tc-protection threshold.

Command Syntax
spanning-tree tc-protection

No spanning-tree tc-protection

Command Mode

Global Configuration

Default

The default tc-protection value is FALSE

Usage

None

Examples

This example shows how to set the tc-protection value to TRUE:

Swi tch# configure term nal _
Switch(config)# spanning-tree tc-protection

This example shows how to set the tc-protection value to FALSE:

Sw tch# configure term nal _
Swi tch(config)# no spanning-tree tc-protection

Related Commands
None
3.9.25 spanning-tree tc-protection threshold

Command Purpose

Use this command to set the tc-protection threshold value. Use the no parameter with
this command to set the tc-protection threshold value to 1. If tc-protection is set, the
number of tc packets which can be processed every hello time interval shouldn’'t be
greater than the number of tc-protection threshold.

Command Syntax



spanning-tree tc-protection threshold NUMBER

No spanning-tree tc-protection threshold

Parameter Parameter Description Parameter Value

Tc-protection threshole
NUMBER 1-255
value, default 1

Command Mode

Global Configuration

Default

The default tc-protection threshold value is 1

Usage

None

Examples

This example shows how to set the tc-protection to 255:

Sw tch# configure term nal _
Switch(config)# spanning-tree tc-protection threshold 255

This example shows how to reset the tc-protection to default value:

Switch# configure term nal
Switchéconfig)_# interface eth-0-1 _
Switch(config-if)# no spanning-tree tc-protection threshold

Related Commands

None
3.9.26 spanning-tree mode

Command Purpose

Use this command to set spanning tree mode.



Command Syntax

spanning-tree mode ( stp | rstp | mstp )

Parameter Parameter Description Parameter Value
stp spanning tree protocol -

rapid spanning tree
rstp -
protocol

multiple spanning tree
mstp }
protocol

Command Mode

Global Configuration

Default

The default spanning-tree mode is rstp
Usage

None

Examples

This example shows how to set the spanning tree mode to mstp:

Sw tch# configure term nal
Switch(config)# spanning-tree node nstp

Related Commands

None
3.9.27 spanning-tree instance port-priority

Command Purpose

Use this command to set the port priority for a bridge group. Use the no parameter with
this command to restore the default priority value.



Command Syntax
spanning-tree instance INSTANCE_ ID port-priority PRIORITY

no spanning-tree instance INSTANCE_ID port-priority

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the identifier 1-4094

Specify the port priority (a
lower priority indicates
PRIORITY greater likelihood of the 0-240
interface becoming a
root). The range is 0~240

Command Mode

Interface Configuration

Default

The default priority is 128

Usage

The Multiple Spanning Tree Protocol uses port priority as a tiebreaker to determine which
port should forward frame for a particular instance on a LAN, or which port should be the
root port for an instance. A lower value implies a better priority. In the case of the same
priority, the interface index will serve as the tiebreaker, with the lower-numbered interface
being preferred over others.

The permitted range is 0-240. The priority values can only be set in increments of 16.

Examples

This example shows how to set the port priority to 112 for instance 3:

Switch# configure term nal
Svmjtchgconfig)_# interface eth-0-1 o
Switch(config-if)# spanning-tree instance 3 port-priority 112



This example shows how to reset the port priority to defaule value for instance 3:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 o
Switch(config-if)# no spanning-tree instance 3 port-priority

Related Commands

None

3.9.28 spanning-tree instance path-cost

Command Purpose

Use this command to set the cost of a path associated with an interface. Use the no
parameter with this command to restore the default cost value of the path.

Command Syntax
spanning-tree instance INSTANCE_ID path-cost COST

No spanning-tree instance INSTANCE_ID path-cost

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the identifier 1-4094

<1-200000000> for dotit
and <1-65535> for dotid-
1998 (a lower path-cost
indicates a greater
likelinood of the specified
interface becoming a root)

COST Specify the cost of path

Command Mode

Interface Configuration

Default

Assuming a 10 Mb/s link speed, the default value is configured as 2,000,000



Usage

Before you can use this command to set a path-cost in a VLAN configuration, you must
explicitly add an MST instance to a port using the bridge-group instance command (see
the example below).

Examples

This example shows how to set the cost of a path associated with an interface:

Swi tch# configure term nal
Switch(config)# spanning-tree nst configuration
Switch(config-nst)# instance 3 vlan 3

Switch(config-nst)# exit

Switch(config)# interface eth-0-1

Switch(config-if)# switchport node trunk
Switch(config-if)# switchport trunk allowed vlian add 3
Switch(config-if)# spanning-tree instance 3 path-cost 1000
Switch(config-nst)# exit

Switch(config)# interface eth-0-1

Switch(config-if)# switchport node access

Swi tchgconfl g- |fg# swi tchport access vl an 3
Switch(config-if)# spanning-tree instance 3 path-cost 1000

Related Commands

None
3.9.29 spanning-tree instance restricted-tcn

Command Purpose

Use this command to set the restricted TCN value for the instance to TRUE. Use the no
parameter with this command to set the restricted TCN value for the instance to FALSE.

Command Syntax

spanning-tree instance INSTANCE_ ID restricted-tcn

no spanning-tree instance INSTANCE_ID restricted-tcn

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the instance ID 1-4094



Command Mode

Interface Configuration

Default

The default restricted TCN value is FALSE

Usage

None

Examples

This example shows how to set the restricted TCN value for the instance to TRUE:

Switch# configure term nal
Swtch(config)# interface eth-0-1 .
Switch(config-if)# spanning-tree instance 2 restricted-tcn

Related Commands

None
3.9.30 spanning-tree instance restricted-role

Command Purpose

Use this command to set the restricted role value for the instance to TRUE. Use the no
parameter with this command to set the restricted role value for the instance to FALSE.

Command Syntax

spanning-tree instance INSTANCE_ID restricted-role

no spanning-tree instance INSTANCE_ID restricted-role
Parameter Parameter Description Parameter Value
INSTANCE_ID Specify the instance ID 1-4094

Command Mode

Interface Configuration



Default

The default restricted-role value is FALSE.
Usage
None

Examples

This example shows how to set the restricted role value for the instance to TRUE:

Switch# configure term nal
Switch(config)# interface eth-0-1 _
Switch(config-if)# spanning-tree instance 2 restricted-role

Related Commands

None
3.9.31 spanning-tree mst configuration

Command Purpose

Use this command to enter mst configuration mode.

Command Syntax

spanning-tree mst configuraiton

Command Mode

Global Configuration

Default

None

Usage

None

Examples

This example shows how to enter into mst configuration mode:



Sw tch# configure term nal _ _
Switch(config)# spanning-tree nst configuration

Related Commands

None
3.9.32 instance

Command Purpose

Use this command to create an mstp instance and map VLANs to an MST instance.

Command Syntax
instance INSTANCE_ID vian VLAN_ID

no instance INSTANCE_ID vian VLAN_ID

Parameter Parameter Description Parameter Value

Instance id, we support at
INSTANCE_ID , 1-4094
most 64 instances

The vlan associated with
VLAN_ID instance must be created 1-4094
first.

Command Mode

MST Configuration

Default
None
Usage

When you map VLANs to an MST instance, the mapping is incremental, and the VLANs
specified in the command are added to or removed from the VLANS that were previously
mapped.



Examples

This example shows how to map vlan 10 to instance 1.

Switch# configure term nal
Switch(config)# vlan dat abase
Switch(config-vlan)# vlan 10
Switch(config-vlan)# exit

Swi t ch

Swi tchgconfi g) # spanning-tree Mst configuration

config-nst)# instance 1 vlan 10

Related Commands

None
3.9.33 region

Command Purpose

Use this command to create mstp region.

Command Syntax
region NAME

no region NAME

Parameter Parameter Description

NAME Specify the region name.

Command Mode

MST Configuration

Default

The default region name is an empty string

Usage

Parameter Value

The name string has a
maximum length of 32
characters and is case
sensitive



None

Examples

This example shows how to set the region to Switch :

Swi tch# configure term nal

Switch(config)# vlan database
Switch(config-vlian)# vlan 10
Switch(config-vlan)# exit

Swi tchgconfi g) # spanni ng-tree nmst configuration
Swi tch(config-mst)# region Switch

Related Commands

None
3.9.34 revision

Command Purpose

Use this command to create an mstp revision number.

Command Syntax

revision NUMBER

Nno revision NUMBER

Parameter Parameter Description Parameter Value

Specify the configuration
NUMBER . 0-65535
revision number.

Command Mode

MST Configuration

Default

Default value is O

Usage



None

Examples

This example shows how to set the revision number to 1:

Swi tch# configure term nal

Sw tch(config)# spanning-tree nst configuration
Switch(config-nst)# revision 1

Related Commands

None
3.9.35 clear spanning-tree detected protocols

Command Purpose

Use this command to clear the detected protocols for a specific bridge or interface.

Command Syntax

clear spanning-tree detected protocols ( interface IFNAME | )

Parameter Parameter Description Parameter Value

Specify the name of the

, interface on which
interface IFNAME -
protocols have to be

cleared

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

This example shows how to clear the detected protocols for a specific bridge or interface
eth-0-1:

Switch# cl ear spanning-tree detected protocols interface eth-0-1

Related Commands

None
3.9.36 clear spanning-tree disabled-port
Command Purpose

Use this command to clear all spanning tree protocol disabled port.

Command Syntax

clear spanning-tree disabled-port

Command Mode

Privileged EXEC

Default
None
Usage

None

Examples

This example shows how to clear all spanning tree protocol disabled port:
Swit ch# cl ear spanning-tree di sabl ed-port

Related Commands

None

3.9.37 show spanning-tree



Command Purpose

Use this command to show the state of the spanning tree. This command only shows up
interface’s state.

Command Syntax

show spanning-tree

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows how to show the state of spanning tree:

Swi t ch# show spanni ng-tree

Bri dge up - Spanning Tree Enabl ed

Mode - Multiple spanning tree protocol

Pat h Cost Standard - dot 1t

Cl ST Root Path Cost O - CI ST Root Port O - CIST Bridge Priority
32768

Forward Delay 15 - Hello Tinme 2 - Max Age 20 - Max-hops 20

Tx Hold Count 6

Cl ST Root |d 80008af a58e9cb00

Cl ST Reg Root |d 80008af a58e9ch00

CI ST Bridge Id 80008af a58e9ch00

Edgeport bpdu-filter disabled

Edgeport bpdu-guard di sabl ed

eth-0-1: Port 1 - Id 8001 - Role Designated - State Forwarding

et h-0-1: Designated External Path Cost O -Internal Path Cost O
eth-0-1. Configured Path Cost 20000 - Add type Explicit ref count
1

eth-0-1: Designated Port Id 8001 - CIST Priority 128

eth-0-1: CI ST Root 80008af a58e9ch00

et h-0-1: Regional Root 80008af a58e9cb00

et h-0-1: Designated Bridge 80008af a58e9chb00

eth-0-1: Message Age 0 - Max Age 20

eth-0-1: CIST Hello Tinme 2 - Forward Delay 15 _
eth-0-1:. CI ST Forward Tinmer O - Msg Age Tinmer O - Hello Timner
0 - topo change t

imer O

eth-0-1: Forward-transitions 2

eth-0-1: BPDU sent 373 - BPDU received 0

eth-0-1: Version Miltiple spanning tree protocol - Received



None - Send MSTP
eth-0-1: No edgeport configured - Current edgeport off
et h-0-1: Edgeport bpdu-guard Default - Current edgeport bpdu-
uard of f
geth-O-l: Edgeport bpdu-filter Default - Current edgeport bpdu-
filter off
eth-0-1: No root guard configured - Current root guard off
eth-0-1: No | oop guard configured - Current | oop guard off
eth-0-1: Configured Link Type auto - Current polnt-to-point

Related Commands

None
3.9.38 show spanning-tree interface

Command Purpose

Use this command to show the state of the spanning tree of the specified interface.

Command Syntax

show spanning-tree interface IFNAME ( brief | )

Parameter Parameter Description Parameter Value

Specify the name of the
IFNAME , -
interface

, The brief spanning-tree
brief . . -
information

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the state of the spanning tree of



the interface eth-0-1:

Swit ch# show spanning-tree interface eth-0-1

Bridge up - Spanning Tree Enabl ed

Mode - Multiple spanning tree protocol

Pat h Cost Standard - dot 1t

Cl ST Root Path Cost O - CI ST Root Port O - CIST Bridge Priority
32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20

Tx Hold Count 6

Cl ST Root |1d 80008af a58e9chb00

Cl ST Reg Root 1d 80008af a58e9cb00

Cl ST Bridge Id 80008af a58e9ch00

Edgeport bpdu-filter disabled

Edgeport bpdu-guard di sabl ed

eth-0-1: Port 1 - I1d 8001 - Role Designated - State Forwarding

eth-0-1: Designated External Path Cost O -Internal Path Cost O

eth-0-1: Configured Path Cost 20000 - Add type Explicit ref count
1

eth-0-1: Designated Port Id 8001 - CIST Priority 128

eth-0-1: Cl ST Root 80008af a58e9cb00

et h-0-1: Regional Root 80008af a58e9chb00

et h-0-1: Designated Bridge 80008af a58e9chb00

eth-0-1: Message Age 0 - Max Age 20

eth-0-1: CIST Hello Time 2 - Forward Delay 15

eth-0-1: C ST Forward Tinmer O - Msg Age Tinmer O - Hello Tiner
0O - topo change t
imer O

eth-0-1: Forward-transitions 2

et h-0-1: BPDU sent 352 - BPDU received 0O

eth-0-1: Version Miltiple spanning tree protocol - Received
None - Send MSTP

eth-0-1: No edgeport configured - Current edgeport off

thao %% Edgeport bpdu-guard Default - Current edgeport bpdu-

uard o
?e}h-o 1ffEdgeport bpdu-filter Default - Current edgeport bpdu-

ilter o

eth-0-1: No root guard configured - Current root guard off
eth-0-1: No | oop guard configured - Current |oop guard off
eth-0-1: Configured Link Type auto - Current polnt-to-point
Related Commands
None

3.9.39 show spanning-tree brief

Command Purpose

Use this command to show the brief state of the spanning tree.

Command Syntax



show spanning-tree brief

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the brief state of the spanning tree
The down interface should not be show:

Swi t ch# show spanni ng-tree brief

Mul ti pl e spanning tree protocol Enabled
Root ID Priority 32768 (0x8000)
Addr ess 8af a. 58e9. cb00
Hello Tinme 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (0x8000)
Addr ess 8af a. 58e9. cb00
Hello Tine 2 sec WMax Age 20 sec Forward Delay 15 sec
Aging Tinme 300 sec
I nterface Rol e State Cost
Priority. Nunber Type

eth-0-1 Desi ghat ed For war di ng 20000
128.1 P2p _

et h-0-2 Desi ghat ed For war di ng 20000
128. 2 P2p

Related Commands

None
3.9.40 show spanning-tree disabled-port

Command Purpose

Use this command to show the spanning tree protocol disabled port.

Command Syntax



show spanning-tree disabled-port
Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

The following is an output of this command displaying all spanning tree protocol disabled
port:

Swi t ch# show spanni ng-tree di sabl ed-port

| nterface

Related Commands

None
3.9.41 show spanning-tree mst

Command Purpose

Use this command to show the mstp information.

Command Syntax

show spanning-tree mst

Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

The following is an output of this command displaying the mstp information The down
interface should not be show:

Swi t ch#show spanni ng-tree nst

Bridge up - Spanning Tree Enabl ed

Mode - Multiple spanning tree protocol

Pat h Cost Standard - dot 1t

Cl ST Root Path Cost O - CI ST Root Port O - CIST Bridge Priority
32768

Forward Delay 15 - Hello Tinme 2 - Max Age 20 - Max-hops 20
Tx Hold Count 6

Cl ST Root |1d 80008af a58e9chb00

Cl ST Reg Root 1d 80008af a58e9cb00

CI ST Bridge Id 80008af a58e9ch00

Edgeport bpdu-filter disabled

Edgeport bpdu-guard di sabl ed

Instance Interface VLAN

0 : 1, 3

1: et h-0-2 2

Related Commands
None
3.9.42 show spanning-tree mst config

Command Purpose

Use this command to show the mstp region configuration information.
Command Syntax

show spanning-tree mst config

Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

This example shows how to show the mstp region configuration information:

Swi t ch#show spanni ng-tree nmst config

MSTP Configuration |Information:

Format 1d -0

Nane : switch

Revi sion Level : O

Di gest . Ox3AB68794D602FDF43B21C0B37AC3BCA8

| nstances configured 1

Related Commands

None
3.9.43 show spanning-tree mst detail

Command Purpose

Use this command to show the detail mstp information.

Command Syntax

show spanning-tree mst detail ( interface IFNAME | )

Parameter Parameter Description Parameter Value

, The interface name you
interface IFNAME , -
want to display

Command Mode



Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the mstp information The down
interface should not be show:

Swi t ch#show spanning-tree nst detail interface eth-0-1

Bridge up - Spanning Tree Enabl ed

Mode - Multiple spanning tree protocol

Pat h Cost Standard - dot 1t

CI ST Root Path Cost 0 - CI ST Root Port O - CIST Bridge Priority
32768

Forward Delay 15 - Hello Tinme 2 - Max Age 20 - Max-hops 20
Tx Hold Count 6

Cl ST Root |d 80008af a58e9ch00

Cl ST Reg Root |d 80008af a58e9chb00

CI ST Bridge |Id 80008af a58e9ch00

Edgeport bpdu-filter disabl ed

Edgeport bpdu-guard di sabl ed

eth-0-1: Port 1 - Id 8001 - Role Designated - State Forwarding
eth-0-1: Designated External Path Cost O -Internal Path Cost O
eth-0-1: Configured Path Cost 20000 - Add type Explicit ref count 1
eth-0-1: Designated Port Id 8001 - CIST Priority 128

eth-0-1: Cl ST Root 80008af a58e9cbh00

et h-0-1: Regional Root 80008af a58e9cb00

et h-0-1: Designated Bridge 80008af a58e9ch00

eth-0-1: Message Age 0 - Max Age 20

eth-0-1: CIST Hello Tine 2 - Forward Delay 15

eth-0-1: C ST Forward Tiner O - Msg Age Tiner O - Hello Tiner O -
t opo change t

imer O

eth-0-1: Forward-transitions 2

eth-0-1: BPDU sent 247 - BPDU received O

eth-0-1: Version Multiple spanning tree protocol - Received None -
Send MSTP

eth-0-1: No edgeport configured - Current edgeport off

Related Commands

None



3.9.44 show spanning-tree mst instance

Command Purpose

Use this command to show the detail mstp information of a specific instance.

Command Syntax

show spanning-tree mst instance INSTANCE_ID ( interface IFNAME | )

Parameter Parameter Description Parameter Value

Instance number you want

INSTANCE_ID , 1-4094
to display
The interface name you Support
IFNAME , . :
want to display physical/aggregation ports

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the detail mstp information:



Swi t ch#show spanning-tree nst instance 2

MSTI Root Path Cost O - MSTI Root Port O
MSTI Root |d 8002e083bce89601

MSTI Bridge 1d 8002e083bce89601

MSTI Bridge Priority 32768

eth-0-48: Port 48 - 1d 8030 - Role Disabled - State D scarding

et h-0-48: Designated Internal Path Cost O - Designated Port Id O
et h-0-48: Configured Internal Path Cost 20000

et h-0-48: Configured CST External Path cost 20000

eth-0-48: CST Priority 128 - MSTI Priority 128

et h- 0-48: Desi gnated Root 0000000000000000

et h-0-48: Designated Bri dge 0000000000000000

et h-0-48: Message Age 0 - Max Age O

eth 0-48: Hello Tinme 2 - Forward Delay 15

th-0-48: Forward Tinmer O - Msg Age Tiner O - Hello Tiner O
eth-0-1: Port 1 - 1d 8001 - Role Disabled - State Di scarding
eth-0-1: Designated Internal Path Cost 0 - Designated Port Id O
eth-0-1: Configured Internal Path Cost 20000
eth-0-1: Configured CST External Path cost 20000
eth-0-1: CST Priority 128 - MSTI Priority 128
et h-0-1: Designated Root 0000e083bce89601
et h-0-1: Designated Bridge 0000e083bce89601
eth-0-1: Message Age 0 - Max Age O
eth-0-1: Hello Tine 2 - Forward Delay 15 _
eth-0-1. Forward Tinmer O - Msg Age Tiner O - Hello Tiner O

Related Commands
None

3.9.45 show spanning-tree mst interface

Command Purpose

Use this command to show the detail mstp information of a specific interface.

Command Syntax

show spanning-tree mst interface IFNAME

Parameter Parameter Description Parameter Value
The interface name you Support
IFNAME . . :
want to display physical/aggregation ports

Command Mode



Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the mstp information of an
interface:

Swi t ch# show spanning-tree nst interface eth-0-1

Bridge up - Spanning Tree Enabl ed

Mode - Multiple spanning tree protocol

Pat h Cost Standard - dot 1t

CI ST Root Path Cost 0 - CI ST Root Port O - CIST Bridge Priority
32768

Forward Delay 15 - Hello Tinme 2 - Max Age 20 - Max-hops 20
Tx Hold Count 6

Cl ST Root |1d 8000be8c722f 7f 00

Cl ST Reg Root |d 8000be8c722f 7f 00

CI ST Bridge |Id 8000be8c722f 7f 00

Edgeport bpdu-filter disabl ed

Edgeport bpdu-guard di sabl ed

Loop guard configured di sabl ed

I nstance Interface VLAN

0 1, 4-100
1 eth-0-1 2
2 eth-0-1 3

Related Commands

None
3.9.46 show spanning-tree mst brief

Command Purpose

Use this command to show the brief mstp information.

Command Syntax

show spanning-tree mst brief ( interface IFNAME | instance INSTANCE_ID | )



Parameter Parameter Description Parameter Value

, The interface name you
interface IFNAME , -
want to display

, Instance number you want
instance INSTANCE_ID _ 1-4094
to display

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is an output of this command displaying the brief mstp information:

Swi t ch#show spanni ng-tree nst brief

#H### MSTO: Moans: 1
Mul ti ple spanning tree protocol Enabl ed
Root 1D Priority 32768 (0x8000)
Addr ess e083. bce8. 9601
Hello Tine 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (0x8000)
Addr ess e083. bce8. 9601
Hello Tine 2 sec Max Age 20 sec Forward Delay 15 sec
Agi ng Tinme 300 sec
I nterface Rol e State Cost
Priority. Nunber Type

H#t#H## MST2: VIl ans: 2

Root ID Priority 32770 (0x8002)

Addr ess e083. bce8. 9601
Bridge ID Priority 32770 (0x8002)

Addr ess e083. bce8. 9601
I nterface Rol e State Int-Cost Priority. Nunber
Type
et h-0-48 D sabl ed Di scardi ng 20000
128. 48 P2
eth-0-1 D sabl ed Di scardi ng 20000
128. 1 P2p
#H#### MST15:  Vlans: 15
Root I D Priority 32783 (0x800f)

Addr ess e083. bce8. 9601

Bridge ID Priority 32783 (0x800f)
Addr acce aNQ2 hraQ O0AN1



et h-0-48 Di sabl ed Di scardi ng 20000
128. 48 P2 _ _

eth-0-1 Di sabl ed Di scardi ng 20000
128.1 P2p

Related Commands

None
3.9.47 spanning-tree instance forward

Command Purpose

Use this command to set STP state is forward for instance and keep forward.

Command Syntax
spanning-tree instance INSTANCE_ID forward

no spanning-tree instance INSTANCE_ID forward

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the identifier 1-4094

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

This example shows how to set STP state is forward for instance and keep forward:



Switch# configure term nal

Switch(config)# spanning-tree node mnstp
Switch(config)# spanning-tree nst configuration
Switch(config-nst)# instance 1 vlian 2
Switch(config)# interface eth-0-1
Switch(config-if)# spanning-tree instance 1 forward
Switch# configure term nal

Switch(config)# interface eth-0-1

Related Commands
None
3.10 Flow Control Commands

3.10.1 flowcontrol send

Command Purpose

Use this command to enable or disable flow control send function.

Command Syntax

flowcontrol send (on | off )

Parameter Parameter Description Parameter Value

on Set send flowcontrol
enable

off Set send flowcontrol
disable

Command Mode

Interface Configuration

Default

Off

Usage



Use the flowcontrol Interface Configuration command to set the interface’s ability to send
pause frames to on or off.

Examples

This example shows how to enable flow control on interface:

Swi # configure term nal

tch
tchgconfig)# interface eth-0-1
tch(config-if)# flowontrol send on

Swi
Swi
Related Commands

flowcontrol receive on

3.10.2 flowcontrol receive

Command Purpose

Use this command to enable or disable flow control receive function.

Command Syntax

flowcontrol receive (on | off )

Parameter Parameter Description Parameter Value

Set receive flowcontrol
enable

off Set receive flowcontrol
disable

Command Mode

Interface Configuration

Default

Off

Usage

Use the flowcontrol interface configuration command to set the interface’s ability to



receive pause frames to on or off.

Examples

This example shows how to enable flow control on interface:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if)# flowontrol receive on

Related Commands

flowcontrol send on
3.10.3 show flowcontrol

Command Purpose

Use this command to display flow control information.

Command Syntax

show flowcontrol ( IFNAME | )

Parameter Parameter Description Parameter Value

IFNAME Interface name Support physical ports

Command Mode

Privileged EXEC

Default

None

Usage

Use the command to display flowcontrol ability and the pause frame information of each
port.

Examples

This example shows how to display flowcontrol information:

Swi tch# show fl owcontr ol

Por t Recei ve Fl owCont r ol Send Fl owContr ol RxPause



TxPause

eth-0-11
0
et h-0-12
0
et h-0-13
0
eth-0-14
0
et h-0-15
0
et h-0-16
0
et h-0-17
0
et h- 0- 18
0
et h-0-19
0
et h- 0- 20
0
et h-0-21
0
et h- 0- 22
0
et h- 0- 23

0
et h- 0- 24
0

Related Commands

None

3.11 Priority-based flow control Commands
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3.11.1 priority-flow-control enable priority

Command Purpose

Use this command to enable or disable priority-based flow control function on which
priority.

Command Syntax

priority-flow-control enable priority {0 |12 |3 |4|5|6| 7}
no priority-flow-control enable priority {0 |12 3|4 |5|6|7 }
Command Mode

Interface Configuration

Default
Enable priority-based flow control on priority 3
Usage

Use the priority-flow-control enable priority interface Configuration command to set the
interface’s ability to send pause frames to on or off on which priorities.

Examples

This example shows how to enable priority-based flow control on which priorities:

Swi tch# configure term nal o
Switch(config-if)# Priority-flowcontrol enable priority 2 3 57

Related Commands
priority-flow-control mode (on | auto)
lldp tlv 8021-org-specific dclbx

3.11.2 show priority-flow-control

Command Purpose

Use this command to display priority-based flowcontrol information.



Command Syntax

show priority-flow-control ( INTERFACE | )

Parameter Parameter Description Parameter Value

INTERFACE Interface name Support physical ports

Command Mode

Privileged EXEC

Default

None

Usage

Use the command to display priority-based flowcontrol admin-config and operation-
config information of each port.

Examples

This example shows how to display priority-based flowcontrol information:

Swi tch# show priority-flow control interface eth-0-1
Switch# show priority-fl ow control

Por t PFC- enabl e PFC-enabl e on priority
adm n oper adm n oper
eth-0-1 off off off off

Related Commands

None
3.11.3 show priority-flow-control statistics

Command Purpose

Use this command to display priority-based flowcontrol statistics.

Command Syntax



show priority-flow-control statistics (INTERFACE | )

Parameter Parameter Description Parameter Value

INTERFACE Interface name Support physical ports

Command Mode

Privileged EXEC

Default
None
Usage

Use the command to display priority-based flowcontrol statistics of each port.

Examples

This example shows how to display priority-based flowcontrol statistics:

Switch# show priority-flowcontrol statistics interface eth-0-1
Switch# show priority-flowcontrol statistics

Port RxPause TxPause

Related Commands

None
3.11.4 priority-flow-control deadlock precision

Command Purpose

Use this command to configure time precision for priority-based flowcontrol deadlock

Command Syntax
priority-flow-control deadlock precision PRECISION

no priority-flow-control deadlock precision



Parameter Parameter Description Parameter Value

PRECISION Precision 10-50

Command Mode

Global Configuration

Default

10

Usage

Use the command to set time precision for priority-based flowcontrol deadlock

Examples

This example shows how to configure priority-based flow control deadlock precision:

Switch# configure term nal
Switch(config)# priority-flow control deadl ock precision 20

None

This example shows how to revert the priority-based flow control deadlock precision to 10:

Swi tch# configure term nal o
Switch(config)# no priority-flow control deadl ock precision

Related Commands

None
3.11.5 priority-flow-control deadlock priority

Command Purpose

Use this command to configure port priority-based flowcontrol deadlock detection

Command Syntax

priority-flow-control deadlock priority PRI1 ( PRI2 | ) ( detect DETECT recover RECOVER

)



no priority-flow-control deadlock priority ( PRI1|) (PRI2 |)

Parameter Parameter Description Parameter Value
PRI1 Traffic-priority value 0-7

PRI2 Traffic-priority value 0-7

DETECT Detect time 2020/1/30
RECOVER Recover time 0-3000

Command Mode

Interface Configuration

Default

None

Usage

Use the command to set port priority-based flowcontrol deadlock detection

Examples

This example shows how to configure port priority-based flowcontrol deadlock detection:

Swi tch# configure term nal

vaitchéconfig)_# interface eth-0-1 o
Switch(config-if)# priority-flowcontrol deadlock priority 5 6

detect 20 recover 300
None

Related Commands

None
3.11.6 priority-flow-control deadlock limit priority

Command Purpose

Use this command to configure port priority-based flowcontrol deadlock limitation



Command Syntax

priority-flow-control deadlock limit priority PRI1 ( PRI2 | ) ( frequency FREQUENCY period
PERIOD | )

no priority-flow-control deadlock limit priority (PRI1|) ( PRI2 |)

Parameter Parameter Description Parameter Value
PRI1 Traffic-priority value 0-7

PRI2 Traffic-priority value 0-7

FREQUENCY Frequency 10-100000
PERIOD Period 2020/1/5

Command Mode

Interface Configuration

Default

None

Usage

Use the command to set port priority-based flowcontrol deadlock limitation

Examples

This example shows how to configure port priority-based flowcontrol deadlock limitation:

Switch# configure term nal

Switchgconfig)# interface eth-0-1 o o
Switch(config-if)# priority-flowcontrol deadlock limt priority
7 frequency 100 period 5

None

Related Commands

None



3.11.7 show priority-flow-control deadlock status

Command Purpose

Use this command to display priority-based flowcontrol deadlock status information

Command Syntax

show priority-flow-control deadlock status

Command Mode

Privileged EXEC

Default

None

Usage

Use the command to display priority-based flowcontrol deadlock status information

Examples

This example shows how to display priority-based flowcontrol deadlock status
information:

Switch# show priority-flow control deadl ock status

None

Related Commands

None
3.11.8 show priority-flow-control deadlock statistics

Command Purpose

Use this command to display priority-based flowcontrol deadlock statistics information

Command Syntax

show priority-flow-control deadlock statistics ( interface IFPHYSICAL | )

Parameter Parameter Description Parameter Value



IFPHYSICAL Physical interface Support physical ports

Command Mode

Privileged EXEC

Default

None

Usage

Use the command to display priority-based flowcontrol deadlock statistics information

Examples

This example shows how to display priority-based flowcontrol deadlock statistics
information:

Swi tch# show priority-flow control deadl ock statistics interface
eth-0-1

None

Related Commands

None
3.11.9 clear priority-flow-control deadlock statistics

Command Purpose

Use this command to clear priority-based flowcontrol deadlock statistics information

Command Syntax

clear priority-flow-control deadlock statistics ( interface IFPHYSICAL | )

Parameter Parameter Description Parameter Value

IFPHYSICAL Physical interface Support physical ports

Command Mode



Privileged EXEC

Default

None

Usage

Use the command to clear priority-based flowcontrol deadlock statistics information

Examples

This example shows how to clear priority-based flowcontrol deadlock statistics
information:

Swtch# clear priority-flowcontrol deadl ock statistics interface
eth-0-1

None

Related Commands
None
3.12 Layer 2 Protocols Tunneling Commands

3.12.1 I2protocol enable

Command Purpose

Use this command to enable 12protocol function globally.

Command Syntax

|2protocol enable

no I2protocol enable

Command Mode

Global Configuration

Default

None



Usage

Use this command to enable 12protocol function globally.

Examples

This example shows how to enable I2protocol function globally:

Switch# configure term nal
Switch(config)# | 2protocol enable

Related Commands

show |2protocol

3.12.2 I2protocol tunnel-dmac

Command Purpose

Use this command to configure I2protocol tunnel destination MAC address.

Command Syntax

I2protocol tunnel-dmac MAC

no I2protocol tunnel-dmac

Parameter Parameter Description Parameter Value

12 protocol tunnel’'s 0100.0CCD.CDDO0-D2 or
destination MAC address 010F.E200.0003

MAC

Command Mode

Global Configuration

Default

None

Usage



Use this command to configure 12 protocol tunnel dmac. System default tunnel-dmac is
0100.0ccd.cddO.

Examples

Following is a sample that configuring 010FE2000003 as 12 protocol tunnel dmac:

Sw tch# configure term nal
Switch(config)# | 2protocol tunnel-dmac 010F. E200. 0003

Related Commands

show |2protocol
3.12.3 I12protocol mac 1

Command Purpose

Use this command to configure 12 protocol mac address globally.

Command Syntax
I2protocol mac 1 MAC mask MASK

no I2protocol mac 1

Parameter Parameter Description Parameter Value

L2 Protocol MAC address.
0180.C200.0000~0180.C2
00.003F is used by other 0180.C200.0000 ~

MAC . .
protocol, so this range is 0180.C2FF.FFFF
out of L2 Protocol MAC
address control.
FFFF.FFO0.0000 ~
MASK L2 Protocol MAC MASK
FFFF.FFFF.FFFF

Command Mode

Global Configuration



Default

None

Usage

Use this command to configure 12 protocol mac address globally.

Examples

This example shows how to configure 12 protocol mac address:

Sw tch# configure term nal
Switch(config)# | 2protocol mac 1 0180.c222.0000 mask ffff.ffff. 0000

Related Commands

I2protocol full-mac
3.12.4 I2protocol mac <2-6>

Command Purpose

Use this command to configure 12 protocol mac address globally.

Command Syntax

I2protocol mac MAC_NUM MAC

no I2protocol mac MAC_NUM

Parameter Parameter Description Parameter Value

MAC_NUM The ID of 12 protocol MAC 2-6

MAC The MAC address of 12 0180.C200.0000 ~
protocol MAC 0180.C2FF.FFFF

Command Mode

Global Configuration

Default



None

Usage

Use this command to configure |2 protocol mac address globally. Should not overlap
each other.

Examples

This example shows how to configure 12 protocol mac address:

Sw tch# configure term nal
Switch(config)# | 2protocol mac 3 0180.c200. 0000

Related Commands

|2protocol full-mac

3.12.5 I2protocol

Command Purpose

Use this command to configure I2protocol pdu-mac-address to discard, peer or tunnel.

Command Syntax

I2protocol ( stp | slow-proto | dotix | cfm | mac MAC_NUM | full-mac ) ( discard | peer |
tunnel (evc WORD | ) | forward

I2protocol (cdp | vtp | lidp | all ) ( discard | peer | forward )

no I2protocol ( stp | slow-proto | dotix | cfm | lidp | cdp | vtp | all | mac MAC_NUM | full-
mac )

Parameter Parameter Description Parameter Value

stp MAC: 0180.c200.0000

MAC: 0180.c200.0002,
slow-proto -
ethertype: 0x8809

MAC: 0180.c200.0003,
dotix i
ethertype: Ox888e



Parameter

cfm

cdp

vtp

lldp

all

mac MAC_NUM

discard

peer

tunnel

forward

full-mac

WORD

Command Mode

Interface Configuration

Parameter Description
ethertype: Ox8902
Cisco Discovery Protocol
Vlan Trunking Protocol

Link Layer Discovery
Protocol

include stp, sflow-proto,
dotix, cfm, lldp, cdp, vip

Globally configured mac 1-
2

Discard the protocol data
unit

Act as peer to the
customer device instance
of the protocol, peer is
default option

Tunnel the protocol data
unit into the SVLAN

Forward the protocol data
unit

Globally configured full-
mac

The evc name

Parameter Value

1-2

Up to 15 characters



Default

None

Usage

Use this command to configure |12 protocol to discard, peer or tunnel.

Examples

This example shows how to configure 12 protocol to discard:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# | 2protocol stp discard

This example shows how to configure 12 protocol to tunnel:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# | 2protocol slow proto tunnel evc evcl

Related Commands

None
3.12.6 I2protocol uplink enable

Command Purpose

Use this command to configure 12 protocol uplink port.

Command Syntax

|2protocol uplink enable

no I2protocol uplink enable

Command Mode

Interface Configuration

Default

None



Usage
Use this command to configure 12 protocol uplink port.

Examples

This example shows how to configure 12 protocol uplink port:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# | 2protocol uplink enable

Related Commands

None
3.12.7 show I2protocol

Command Purpose

Use this display current 12 protocol tunnel configuration.

Command Syntax

show I2protocol ( interface IFNAME | tunnel-dmac | )

Parameter Parameter Description Parameter Value

Support aggregation and
physical ports

interface IFNAME Interface name

Layer? protocols tunnel
tunnel-dmac o -
destination MAC address

Command Mode

Privileged EXEC

Default

None

Usage



Use this display current I2 protocol tunnel configuration or on specified interface.

Examples

This example shows how to display current |2 protocol tunnel configuration on interface
eth-0-1:

Switch# show | 2protocol interface eth-0-1

Interface PDU Address MASK St at us
EVC

eth-0-1  stp FEEf.fFFF.fFFf  Peer
N A

eth-0-1 sl owproto ffff. ffff. ffff Peer

N A

eth-0-1 dot 1x ffff. ffff. fEFf Peer
N A

Swtch # show | 2protocol tunnel -dmac _
Layer2 protocols tunnel destination MAC address is 0100. Occd. cddO

This example shows how to display current 12 protocol tunnel configuration on tunnel-
mac:

Swi t ch# show | 2prot ocol tunnel -dmac

Layer2 protocols tunnel destination MAC address is 0100. Occd. cddO

Related Commands

None
3.12.8 I2protocol cos

Command Purpose

Use this command to configure 12protocol cos globally.

Command Syntax

|2protocol cos COS_VALUE

no I2protocol cos

Parameter Parameter Description Parameter Value



COS_VALUE vlan tag priority 0-7

Command Mode

Global Configuration

Default

None

Usage

Use this command to configure 12protocol cos globally, the default value is O.

Examples

This example shows how to configure 12protocol cos 7:

Sw tch# configure term nal
Switch(config)# | 2protocol cos 7

Related Commands

None
3.12.9 I2protocol full-mac

Command Purpose

Use this command to configure 12 protocol mac address globally.

Command Syntax

I2protocol full-mac MAC

no I2protocol full-mac

Parameter Parameter Description Parameter Value

Destination MAC address,
MAC including all MAC
addresses

0000.0000.0000 ~
FFFF.FFFF.FFFF



Command Mode

Global Configuration

Default
None
Usage

If the L2 protocol full-mac address coincides with BPDU, Slow proto, EAPOL or MAC<1-
4>, the tunnel operation priority is orderly: BPDU, Slow proto, EAPOL, full-mac, mac<1-4>.

If the L2 protocol full-mac address coincides with L2 Protocol tunnel destination MAC
address, the crossed L2 protocol mac address won't take effect when tunnel L2 Protocol

Examples

This example shows how to configure 12 protocol full-mac address:

Sw tch# configure term nal
Swi tch(config)# | 2protocol full-mac 0100. 0CCC. CCCC

Related Commands
|2protocol mac
3.13 Storm Control Commands

3.13.1 port storm-control

Command Purpose

Use the storm-control interface configuration command to enable broadcast, multicast,
or unicast storm control and to set threshold levels on an interface. Use the no form of
this command to return to the default setting.

Command Syntax

storm-control ( broadcast | multicast | unicast ) ( level LEVEL | pps PPS )

no storm-control ( broadcast | multicast | unicast )

Parameter Parameter Description Parameter Value



Enable broadcast storm

broadcast , -
control on the interface
, Enable multicast storm
multicast . -
control on the interface
, Enable unicast storm
unicast -

control on the interface

Specify the rising and

falling suppression levels
level LEVEL 0.00-100.00
as a percentage of total

bandwidth of the port.

Specify the rising and
falling suppression levels
ppPs PPS as a rate in packets per 0-1000000000
second at which traffic is
received on the port.

Command Mode

Interface Configuration

Default

Disabled

Usage

This command can only be configured on switchport.

Examples

This example shows how to configure storm-control broadcast on interface:
Swi t
Swi t
Swit

ch# configure term nal
ch(config)# interface eth-0-1
ch(config-if)# stormcontrol broadcast |evel 30

This example shows how to disable storm-control broadcast on interface:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# no stormcontrol broadcast

Related Commands

show storm-control
3.13.2 vlan storm-control

Command Purpose

Use the storm-control vian configuration command to enable broadcast, multicast, or
unicast storm control and to set threshold levels on an interface. Use the no form of this
command to return to the default setting.

Command Syntax

storm-control ( broadcast | multicast | unicast ) ( bandwidth <1-100000000> | pps <0-
1000000000> )

no storm-control ( broadcast | multicast | unicast )

Parameter Parameter Description Parameter Value

Enable broadcast storm

broadcast -
control on the vian
, Enable multicast storm
multicast -
control on the vian
_ Enable unicast storm
unicast -

control on the vian

Specify the rising and

falling suppression levels

as a rate in bits per 1-100000000
second at which traffic is

received on the vian.

pandwidth <1-
100000000>



Parameter Parameter Description Parameter Value

Specify the rising and
falling suppression levels
pps <0-1000000000> as a rate in packets per 0-1000000000
second at which traffic is
received on the vian.

Command Mode

VLAN Configuration

Default

Disabled

Usage

This command can only be configured on vian.

Examples

This example shows how to configure storm-control broadcast on vian:
Swi t
Swi t
Swit

ch# configure term nal

chéconfi g)# vlian 10 _
ch(config-vlan)# stormcontrol broadcast bandw dth 3000

This example shows how to disable storm-control broadcast on vian:

Switch# configure term nal
Swtch(config)# vlian 10
Swi tch(config-vlan)# no stormcontrol broadcast

Related Commands

show storm-control
3.13.3 ipg storm-control enable

Command Purpose

Use the ipg storm-control enable to let storm control calculate IPG bytes. Use the no form
of this command to return to the default setting.



Command Syntax
ipg storm-control enable

no ipg storm-control enable

Command Mode

Global Configuration

Default

Disabled

Usage

This command can be configured on global configure mode.

Examples

This example shows how to configure storm-control to calculate IPG bytes:

Swi tch# configure term nal
Switch(config)# ipg stormcontrol enable

This example shows how to disable storm-control to calculate IPG bytes:

Swi tch# configure term nal
Switch(config)# no ipg stormcontrol enable

Related Commands

None
3.13.4 show storm-control

Command Purpose

Use this command to show storm-control configurations.

Command Syntax

show storm-control ( interface INTERFACE | vian <1-4094> | )

Parameter Parameter Description Parameter Value



interface INTERFACE Interface name Support physical ports

vlan <1-4094> VLAN ID 1-4094

Command Mode

Privileged EXEC

Default

None

Usage

This command displays the storm-control configurations.

Examples

This example shows storm-control configurations:

Swi tch# show storm control

This example shows storm-control configurations on interface eth-0-1:
Switch# show stormcontrol interface eth-0-1
Related Commands

storm-control
3.13.5 show storm-control resource
Command Purpose

Use this command to show storm-control resources.

Command Syntax

show resource storm-control

Command Mode

Privileged EXEC

Default



None

Usage

This command displays the storm-control resources.

Examples

This example shows the overall resources and usage of storm control.:
Swi tch# show resource stormcontrol

Related Commands
None
3.14 Loopback Detection Commands

3.14.1 loopback-detect enable

Command Purpose

Using the loopback-detect enable command, you can enable loopback detection on an
interface.

Using the no loopback-detect enable command, you can disable loopback detection on
an interface. By default, loopback detection is disabled on an interface.

Command Syntax

loopback-detect enable

no loopback-detect enable

Command Mode

Interface Configuration

Default

Disable

Usage

The loopback-detect enable command enables loopback detection on an interface. This



function enables the system to detect a loopback on the interface quickly and minimizes
impact of the loopback on the entire network. After loopback detection is enabled on an
interface, the interface sends loopback detection packets at intervals. Loopback
detection occupies CPU resources; therefore, disable this function when it is not required.

Examples

This example shows how to enable loopback detect on port eth-0-1:

Switch# configure term nal

Swi tchéconfi g)# interface eth-0-1
Switch(config-if)# | oopback-detect enable

Related Commands

show loopback-detect

3.14.2 loopback-detect packet-interval

Command Purpose

Using the loopback-detect packet-interval command, you can set the interval for sending
loopback detection packets on all interfaces.

Using the no loopback-detect packet-interval command, you can restore the default
interval for sending loopback detection packets on all interfaces.

By default, the interval for sending loopback detection packets is 5s

Command Syntax
loopback-detect packet-interval INTERVAL

no loopback-detect packet-interval

Parameter Parameter Description Parameter Value

loopback detect packet ,
INTERVAL , 1-300, unit:second
send interval

Command Mode

Global Configuration



Default

5 seconds

Usage

The loopback-detect packet-interval command is used to adjust the interval for sending
loopback detection packets. After loopback detection is enabled on an interface, the
interface sends loopback detection packets at the interval specified by the loopback-
detect packet-interval command. If a shorter interval is set, the system sends more
loopback detection packets in a certain period. This enables the system to detect
loopbacks more quickly and accurately, but more system sources are consumed.

Examples

This example shows how to set the interval for sending loopback detection packets to
10s:

Sw tch# configure term nal _
Switch(config)# | oopback-detect packet-interval 10

Related Commands

show loopback-detect

3.14.3 loopback-detect recovery-time

Command Purpose

Using the loopback-detect recovery-time command, you can set the time for interface
recovery from abnormal status.

Using the no loopback-detect recovery-time command, you can restore the default time.

By default, the value for recovery time is the packet-interval * 3

Command Syntax

loopback-detect recovery-time TIME

no loopback-detect recovery-time

Parameter Parameter Description Parameter Value



TIME recovery time in seconds 1-255, unit:second

Command Mode

Interface Configuration

Default

recovery-time is packet-interval * 3

Usage

If the interface is shutdown, this command is useless.

Examples

This example shows how to set the value for recoverying time to 10s:

Switch# configure term nal

Swtch(config)# interface eth-0-1 _
Switch(config-if)# | oopback-detect recovery-tine 10

Related Commands

show loopback-detect

3.14.4 loopback-detect delay-time

Command Purpose
Using the loopback-detect delay-time on interface for set aciton.

Using the no loopback-detect delay-time to set not delay.

Command Syntax
loopback-detect delay-time TIME

no loopback-detect delay-time

Parameter Parameter Description Parameter Value

TIME delay time 1-255, unit:second



Command Mode

Interface Configuration

Default
None
Usage

The no loopback-detect delay-time command is used to set on the interface, if received
loopback-detect packet, then set action that set on the interface.

Examples

This example shows how to set the value for delay time set action to 5s:

Switch# configure term nal
vaitchﬁconfig)_# interface eth-0-1 _
Switch(config-if)# | oopback-detect delay-tinme 5

Related Commands

show loopback-detect
3.14.5 loopback-detect action

Command Purpose

Using the loopback-detect action command, you can configure an action to perform
when a loopback is detected on an interface.

Using the no loopback-detect action command, you can restore the default action.

By default, an interface is blocked when a loopback is detected on the interface.

Command Syntax
loopback-detect action { shutdown | trap | block }

no loopback-detect action

Parameter Parameter Description Parameter Value



Shuts down an interface
shutdown when a loopback is -
detected on the interface.

Only sends a trap
Trap message when a -
loopback is detected.

Block the interface and
block continue to send -
loopback-detect packets

Command Mode

Interface Configuration

Default

Trap

Usage

After loopback detection is enabled on an interface, the interface sends loopback
detection packets at intervals. When a loopback is detected on the interface, the system
performs an action to minimize the impact on the entire network. The loopback-detect
action command configures the action.

Examples

This example shows how to configure the system action to shutdown interface eth-0-1
when a loopback occurs:

Switch# configure term nal
Swi tch§confi g)#i nterface eth-0-1 _
Switch(config-if)# | oopback-detect action shutdown

Related Commands

show loopback-detect

loopback-detect enable



3.14.6 loopback-detect packet vian

Command Purpose

Using the loopback-detect packet vlan command, you can specify the VLAN IDs of
loopback detection packets on an interface.

Using the no loopback-detect packet vian command, you can cancel the configuration.

By default, detection packets do not have a VLAN ID.

Command Syntax

loopback-detect packet vilan VID

no loopback-detect packet vian VID

Parameter Parameter Description Parameter Value
VID VLAN ID 1-4094

Command Mode

Interface Configuration

Default

No vlan id.

Usage

By default, loopback detection packets do not contain VLAN IDs. After the loopback-
detect packet vlan command is executed on an interface, the interface sends an
untagged loopback detection packet and the loopback detection packets with the
specified VLAN tags. The specified VLANs exist and the interface has been added to the
VLANS in tagged mode. If you run the loopback-detect packet vilan command multiple
times in the same interface view, multiple VLAN IDs are specified.

You can specify a maximum of eight VLAN IDs

Examples

This example shows how to set the VLAN ID of loopback detection packets sent by



interface eth-0-1 to 30:

Switch# configure term nal
Switch(config)#i nterface eth-0-1
Switch(config-if)# | oopback-detect packet vlan 30

Related Commands
show running-config
3.14.7 show loopback-detect

Command Purpose

Using the show loopback-detect command, you can view the loopback detection
configuration and status of loopback detection enabled interfaces.

Command Syntax

show loopback-detect { interface IFNAME | packet-interval }

Parameter Parameter Description Parameter Value

Show loopback detection
interface IFNAME status and configuration Support physical ports
on interface.

, Show loopabck detect
packet-interval , -
packet interval.

Command Mode

Privileged EXEC

Default
None
Usage

This command is used to check the loopback detection configuration and status of each
interface on which loopback detection is enabled.

Examples



Display the loopback detection configuration and status of loopback detection enabled
interfaces:

Swi t ch# show | oopback- det ect

Loopback detection packet interval (second) 5
I nterface Action St at us Del ay(s) DLeft(s) Recovery(s)

RLeft (s) Send Recv Count

et h-0-4 trap NORIVAL 30 -

15 - N A N A 0
et h-0-48 trap NORMAL - -

15 - 2001-01-05 034721 N A 0

Related Commands
loopback-detect action

loopback-detect enable

3.15 MLAG Commands

3.15.1 mlag configuration

Command Purpose

The mlag configuration command enters MLAG configuration mode to configure
Multichassis Link Aggregation (MLAG) features.

The no mlag configuration command removes all MLAG configuration command from
running-config.

Command Syntax
mlag configuration

no mlag configuration

Command Mode

Global Configuration

Default

None



Usage

The mlag configuration command enters MLAG configuration mode to configure
Multichassis Link Aggregation (MLAG) features. The exit command does not affect the
configuration. The no mlag configuration command removes all MLAG configuration
command from running-config.

Examples

This example shows how to enter MLAG configuration mode:

Sw tch# configure term nal _
Switch(config)# mag configuration

Related Commands

show miag
3.15.2 peer-address

Command Purpose

The peer-address command specifies the peer IPv4 address for a MLAG domain.

The no peer-address command removes the MLAG peer’s IPv4 address assignment by
deleting the peer-address command from running-config.

Command Syntax
peer-address IP_ADDR

Nno peer-address

Parameter Parameter Description Parameter Value

IP_ADDR MLAG peer IPv4 address IPv4 Address

Command Mode

MLAG Configuration

Default



None

Usage

The peer-address command specifies the peer IPv4 address for a MLAG domain. MLAG
control traffic is sent to the peer IPv4 address.

The no peer-address command removes the MLAG peer’s IPv4 address assignment by
deleting the peer-address command from running-config.

Examples

This example shows how to specify the peer IPv4 address for a MLAG domain:

Switch# configure term nal

Switch(config)# mag configuration

Swi tchgconfi g-m agg# peer-address 12.1.1.2
Switch(config-mag)#

Related Commands

show mlag peer
3.15.3 peer-link
Command Purpose

The peer-link command specifies the interface that connects MLAG peers.

The no peer-link command removes the peer link by deleting the peer-link command
from running-config

Command Syntax

peer-link IFNAME

no peer-link
Parameter Parameter Description Parameter Value

Only support phy port or
IFNAME Interface for peer link. y SUPPOTE PRV P

agg port



Command Mode

MLAG Configuration

Default
None
Usage

The peer-link command specifies the interface that connects MLAG peers. To form an
MLAG, two switches are connected through an interface called a apeer link. The peer link
carries control and data traffic between the two switches.

The no peer-link command removes the peer link by deleting the peer-link command
from running-config.

Examples

This example shows how to specify the interface that connects MLAG peers:

Swi tch# configure term nal
Switch(config)# mag configuration
Switchéconfig-m ag;# peer-link eth-0-9
Switch(config-mag)#

Related Commands

show mlag

3.15.4 timers mlag

Command Purpose
The timers mlag command specifies the keepalive interval and holdtime timers.

The no timers mlag command removes the specified timer and returns it to default value.

Command Syntax
timers mlag keepalive holdtime

no timers mlag

Parameter Parameter Description Parameter Value



keepalive keepalive time interval 1-65535, unit:second

holdtime holdtime time interval 4-65535, unit:second

Command Mode

MLAG Configuration

Default

Default keepalive interval is 60 seconds and default holdtime is 240 seconds.

Usage

The timers mlag command specifies the keepalive interval and holdtime timers. It will be
take effective by next time when the peer goes to established. Between the locally
configured keepalive timer and the calculated value by the remote holdtime/4 carried in
open message, system uses the smaller one in actual calculation.

The no timers mlag command removes the specified timer and returns it to default value.

Examples

This example shows how to specify the keeepalive interval and holdtime timers:

Switch# configure term nal
Switch(config)# mag configuration

vaitchéconfig-m agg# timers mag 10 100
Switch(config-mag)#

Related Commands
show milag peer
3.15.5 reload-delay

Command Purpose

The reload-delay command specifies the period that non-peer links are disabled after an
MLAG peer reboots.

The no reload-delay command restores the default value of 300 by deleting the reload-
delay mlag statement from running-config.



Command Syntax
reload-delay (auto | period )

Nno reload-delay

Parameter Parameter Description Parameter Value

Disable link interval. The

, number O means that ,
period , , 0-86400, unit:second
interface not enter into

errdisable

Auto recovery from
auto errdisable after MLAG -
peer build successful.

Command Mode

MLAG Configuration

Default

300 seconds.

Usage

When an MLAG peer reboots, all ports except those in peer-link port-channel remain in
errdisabled state for a specified period. This period allows all topology states to stabilize
before the switch begins forwarding traffic. The specified period is configured by this
command.

Examples

This example shows how to specify the dealy interval:

Switch# configure term nal
Switch(config)# mag configuration

Swi tchgconfi g-m ag;# rel oad-del ay 100
Switch(config-mag)#

Related Commands



show mlag
3.15.6 sync-orphan
Command Purpose

The sync-orphan command specifies the mlag peers to sync MAC entries on orphan port.

The no sync-orphan command disable the function.

Command Syntax
sync-orphan

No sync-orphan
Command Mode

MLAG Configuration

Default

Enable

Usage

If this function is disabled EIMLAG peers will only sync those MAC entries in MLAG group.

Examples

This example shows how to specify the mlag peers to sync MAC entries on orphan port:

Switch# configure term nal
Switch(config)# mag configuration
Swi tchEconfi g-m agg# sync- or phan
Switch(config-mag)#

Related Commands

show mlag
3.15.7 sync-overlay

Command Purpose

The sync-overlay command specifies the mlag peers to sync MAC entries on overlay logic



port.

The no sync-overlay command disable the function.

Command Syntax
sync-overlay

no sync-overlay

Command Mode

MLAG Configuration

Default

Enable

Usage

If this function is disabled AMLAG peers will only sync those MAC entries in MLAG group.

Examples

This example shows how to specify the mlag peers to sync MAC entries on overlay logic
ports:

Switch# configure term nal
Switch(config)# mag configuration
Swi tchgconfi g-m agg# sync-overl ay
Swi tch(config-mag)#

Related Commands

show mlag
3.15.8 mlag

Command Purpose

The mlag command assigns an MLAG ID to a port-channel.

The no mlag command removes the MLAG ID assignment from the configuration mode
interface by deleting the corresponding mlag command from running-config.

Command Syntax



mlag MLAGID

no milag
Parameter Parameter Description Parameter Value
MLAGID Number used as MLAG ID.  1-63

Command Mode

Interface Configuration

Default

None

Usage

The mlag command assigns an MLAG ID to a port-channel. MLAG peer switches form an
MLAG when each switch configures the same MLAG ID to a port-channel interface. Only
one MLAG ID can be assigned to an interface. An individual MLAG number cannot be
assigned to more than one interface.

The no mlag command removes the MLAG ID assignment from the configuration mode
interface by deleting the corresponding mlag command from running-config.

Examples

This example shows how to assigns an MLAG ID to a port-channel:

Switch# configure term nal
Swtch(config)# interface aggl
Switch(config-if)# mag 1

Related Commands
show milag interface

3.15.9 clear mlag count

Command Purpose

The clear mlag count command clears mlag count information.



Command Syntax

clear mlag count

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to clear mlag count information which can be displayed by show milag
peer command.

Examples

This example shows how to clear mlag count information and display information about
the MLAG peer:

Switch# clear nlag count

Swit ch# show nl ag peer

M_AG nei ghbor is 12112, M.AG version 1

M_AG state = Established, up for 000039

Last read 000015, hold tinme is 240, keepalive interval is 60
seconds

Recei ved 0 nessages, Sent 0 nessages

Open received 0, sent O
KAl i ve received 0, sent O
Fdb sync received 0, sent O
Fai |l over received 0, sent O
Conf received 0, sent O
Syspri received 0, sent O
Peer fdb received 0, sent O
STP Total received 0, sent O
d obal received 0, sent O
Packet received 0, sent O
| nst ance received 0, sent O
State received 0, sent O

Connections established 1; dropped O
Local host 12111, Local port 61000

Forei gn host 12112, Foreign port 37335
renote_sysid 0ecb30301100

Related Commands

show mlag peer



3.15.10 show mlag

Command Purpose

The show mlag command displays information about the MLAG configuration.

Command Syntax

show milag

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to display information about the MLAG configuration.

Examples

This example shows how to display information about the MLAG configuration:

Swit ch# show ml ag

M_LAG confi guration

role Mast er

| ocal sysid 001e080a6f ca
renote_sysid 000000000000
m ag_sysid 001e080a6f ca
| ocal syspri 32768
renote_syspri O

m ag_syspri 32768
peer-1link -

peer conf No

rel oad-delay 300

Related Commands

mlag configuration
3.15.11 show mlag peer

Command Purpose



The show mlag peer command displays information about the MLAG peer.

Command Syntax

show mlag peer ( vian-if | )

Parameter Parameter Description Parameter Value

vlan-if Vlan interface information -

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to display information about the MLAG peer.

Examples

This example shows how to display information about the MLAG peer:

Switch# show nml ag peer

M_AG nei ghbor is 12112, MAG version 1

M.AG state = Established, up for 4d02hl14m

Last read 000029, hold tine is 240, keepalive interval is 60
seconds

Recei ved 6835 nessages, Sent 7185 nessages

Open received 1, sent 2

KAli ve recei ved 6831, sent 6830

Fdb sync received 0, sent O
Fail over received 0, sent 87
Conf received 1, sent 1
STP Total received 2, sent 265
d obal received 2, sent 3
Packet received 0, sent O
| nstance received 0, sent O
State received 0, sent 262

Connections established 1; dropped O
Local host 12111, Local port 61000

Forei gn host 12112, Foreign port 34283
renote_sysid 5e266a03d400



Related Commands

peer-address
3.15.12 show mlag interface

Command Purpose

The show mlag interface command displays information about the MLAG interface.

Command Syntax

show miag interface ( MLAGID | )

Parameter Parameter Description Parameter Value

MLAGID Number used as MLAG ID. 1-63

Command Mode

Privileged EXEC

Default

None
Usage
Use this command to display information about the MLAG interface.

Examples

This example shows how to display information about the MLAG interface:

Switch# show mlag interface

magid local-if |ocal-state renpt e-state
1 aggl up up
2 agg2 up up

Related Commands

mlag MLAGID



3.16 Hash load-banlance Commands

3.16.1 hash field

Command Purpose

Use this command to set hash field or create a new hash field, and enter hash field
configure view;use the no command to delete user-defined hash field.

Command Syntax

hash-field ( port-channel | ecmp | NAME )

no hash-field NAME

Parameter

port-channel

ecmp

NAME

Command Mode

Global Configuration

Default

port-channel Blecmp

Usage

Parameter Description

Port-channel of system
default hash field

Ecmp of system default
hash field

Hash field name string

Parameter Value

The initial character of
name should be a-z, A-Z,
or 0-9, character only can
be 0-9A-Za-z.-_and the
max length is 64



The system support the max number of hash field is 4, including 2 system default hash
fields named port-channel and ecmp and 2 user-defined hash fields.when applied to the
hash value,it can’t be deleted.

Examples

The following example shows how to create a new hash field named user:
Swi t
Swi t
Swit

ch# configure term nal

hgconfi g)# hash-field user
h(confi g-hash-field)#

o0

The following example shows how to delete the user-defined hash field named user:

Sw tch# configure term nal
Switch(config)# no hash-field user

Related Commands

show hash-field
3.16.212

Command Purpose

Use this command to set 12 packet hash field; use the no command to set the |12 packet
field to default.

Command Syntax

12 (macda | macsa | vlan | eth-type | src-interface )

no 12
Parameter Parameter Description Parameter Value
macda MAC Destination Address -
macsa MAC Source Address =
vlan Vian -

eth-type Ethernet Type -



Parameter Parameter Description Parameter Value

src-interface Source Interface -

Command Mode

Config-hash-field

Default

|2 macsa macda

Usage

None

Examples

The following example shows how to select macsa for 12 packet load balance in port-
channel:

Switch# configure term nal

Swi tchgconfi g)# hash-field port-channel
Swi tch(config-hash-field)# |2 nmacsa

The following example shows how to select default 12 packet load balance in port-
channel:

Swi tch# configure term nal

Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no |2

Related Commands

show hash-field
3.16.3ip

Command Purpose

Use this command to set ip packet hash field; use the no command to set the ip packet
field to default.

Command Syntax



ip (ipda | ipsa | ip-protocol | sourceport | destport | src-interface )

no ip
Parameter Parameter Description Parameter Value
ipda IP Destination Address -
ipsa IP Source Address -
ip-protocol IP Header protocol -
sourceport Layer4 Source Port -
destport Layer4 Destination Port -
src-interface Source Interface -

Command Mode

Config-hash-field

Default

ip ipsa ipda sourceport destport ip-protocol

Usage

None

Examples

The following example shows how to select ipsa for ip packet load balance in port-
channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# 1p ipsa

The following example shows how to select default ip packet load balance in port-
channel:



Switch# configure term nal
Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no ip

Related Commands

show hash-field
3.16.4 ipv6

Command Purpose

Use this command to set ipv6 packet hash field; use the no command to set the ipv6 field
to default.

Command Syntax

ipvé (ipda | ipsa | ip-protocol | sourceport | destport | src-interface )

no ipvo
Parameter Parameter Description Parameter Value
ipda IP Destination Address -
ipsa IP Source Address -
ip-protocol IP Header protocol -
sourceport Layer4 Source Port -
destport Layer4 Destination Port -
src-interface Source Interface -

Command Mode

Config-hash-field

Default

ipV6 ipsa ipda sourceport destport ip-protocol



Usage
Only when the system is in ipv6 mode, the ipv6 packet hash field can work normally.

Examples

The following example shows how to select ipsa for ipv6 packet load balance in port-
channel:

Switch# configure term nal
Swi tchEconfi g)# hash-field port-channel
Switch(config-hash-field)# 1pv6 ipsa

The following example shows how to select default ipvb packet load balance in port-
channel:

Swi tch# configure term nal

Swi tchgconfi g)# hash-field port-channel
Swi tch(config-hash-field)# no ipv6

Related Commands

show hash-field
3.16.5 vxlan

Command Purpose
Use this command to set vxlan packet hash field.

To return the configuration to default value use the no form of this command.

Command Syntax

vxlan { vni | src-interface }

vxlan ({ vni | src-interface } | ) outer { ipsa | ipda | sourceport | destport | vian }
vxlan ({ vni | src-interface } | ) inner-layer2 { macsa | macda | eth-type }

vxlan ( { vni | src-interface } | ) inner-layer3 { ipsa | ipda | sourceport | destport | ip-protocol

}

Nno vxlan



Parameter

vNi

src-interface

outer ipsa

outer ipda

outer sourceport

outer destport

outer vian

inner macsa

inner macda

inner eth-type

inner ipsa

inner ipda

inner sourceport

Parameter Description

VXLAN VNI
Source Interface

Outer header’s IP Source
Address

Outer header’s IP
Destination Address

Outer header’s Layer4
Source Port

Outer header’s Layer4
Destination Port

Outer header’s Vlan ID

Inner header’'s MAC
Source Address

Inner header’'s MAC
Destination Address

Inner header’s Ethernet
Type

Inner header’s IP Source
Address

Inner header’s IP
Destination Address

Inner header’s Layer4
Source Port

Parameter Value



Parameter Parameter Description Parameter Value

, Inner header’s Layer4
inner destport L -
Destination Port

, , Inner header’s IP Header
inner ip-protocol -
protocol

Command Mode

Config-hash-field

Default

vxlan vni outer ipsa ipda sourceport

Usage

Outer configuration and inner configuration cannot take effect at the same time.

Examples

The following example shows how to select outer ipsa and vni for vxlan packet load
balance in port-channel:

Swi tch# configure term nal

Swi tchéconfi g)# hash-field port-channel _
Switch(config-hash-field)# vxlan vni outer ipda

The following example shows how to select default vxlan packet load balance in port-
channel:

Switch# configure term nal

Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# no vxl an

Related Commands

show hash-field
3.16.6 nvgre

Command Purpose

Use this command to set nvgre packet hash field.



To return the configuration to default value use the no form of this command.

Command Syntax

nvgre { vsid | src-interface }

nvgre ({ vsid | src-interface } | ) outer { ipsa | ipda | gre-protocol }

nvgre ( { vsid | src-interface } | ) inner-layer2 { macsa | macda | eth-type }

nvgre ( { vsid | src-interface } | ) inner-layer3 { ipsa | ipda | sourceport | destport | ip-
protocol }

no nvgre

Parameter Parameter Description Parameter Value
vsid NVGRE VSID -
src-interface Source Interface -

, Outer header’s IP Source
outer ipsa -

Address

, Outer header’'s IP

outer ipda -

Destination Address

Outer header’'s GRE
outer gre-protocol -
Protocol

, Inner header’'s MAC
inner macsa -
Source Address

, Inner header’'s MAC
inner macda L -
Destination Address

, Inner header’s Ethernet
inner eth-type -

Type



Parameter Parameter Description Parameter Value

, , Inner header’s IP Source
inner ipsa -
Address

_ _ Inner header’s IP
inner ipda L -
Destination Address

, Inner header’s Layer4
inner sourceport -
Source Port

_ Inner header’s Layer4
inner destport L -
Destination Port

_ _ Inner header’s IP Header
inner ip-protocol -
protocol

Command Mode

Config-hash-field

Default

nvgre vsid outer ipsa ipda
Usage
Outer configuration and inner configuration cannot take effect at the same time.

Examples

The following example shows how to select outer ipsa and vsid for nvgre packet load
balance in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel _
Switch(config-hash-field)# nvgre vsid outer ipda

The following example shows how to select default nvgre packet load balance in port-
channel:



Switch# configure term nal
Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no nvgre

Related Commands

show hash-field
3.16.7 mpls

Command Purpose
Use this command to set mpls packet hash field.

To return the configuration to default value use the no form of this command.

Command Syntax

mpls { top-label | 2nd-label | 3rd-label | src-interface }

mpls ( { top-label | 2nd-label | 3rd-label | src-interface } | ) inner { ipsa | ipda }

no mpls
Parameter Parameter Description Parameter Value
top-label Mpls Top Lable -
2nd-label Mpls Second Lable -
3rd-label Mpls Third Lable -
src-interface Source Interface -
_ _ Inner header’s IP Source
inner ipsa -

Address

_ _ Inner header’s IP
inner ipda -

Destination Address

Command Mode



Config-hash-field

Default

mpls top-label 2nd-labe
Usage
None

Examples

The following example shows how to select inner ipsa and top-label for mpls packet load
balance in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel _ _
Switch(config-hash-field)# npls top-1abel inner ipsa

The following example shows how to select default mpls packet load balance in port-
channel:

Switch# configure term nal
Swi tch§confi g)# hash-field port-channel
Switch(config-hash-field)# no npls

Related Commands

show hash-field
3.16.8 vpws

Command Purpose
Use this command to set vpws packet hash field.

To return the configuration to default value use the no form of this command.

Command Syntax
vpws { top-label | 2nd-label | 3rd-label | src-interface }

NO VPWS

Parameter Parameter Description Parameter Value



top-label Mpls Top Lable -

2nd-label Mpls Second Lable -
3rd-label Mpls Third Lable -
src-interface Source Interface -

Command Mode

Config-hash-field

Default

vpws top-label 2nd-label
Usage
None

Examples

The following example shows how to select top-label for vpws packet load balance in
port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Swi tch(config-hash-field)# vpws top-Iabel

The following example shows how to select default vpws packet load balance in port-
channel:

Swi tch# configure term nal
Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no vpws

Related Commands

show hash-field
3.16.9 vpls

Command Purpose



Use this command to set vpls packet hash field.

To return the configuration to default value use the no form of this command.

Command Syntax
vpls src-interface
vpls ( src-interface | ) inner-layer2 { macsa | macda | vian | eth-type }

vpls ( src-interface | ) inner-layer3 { ipsa | ipda | sourceport | destport | ip-protocol }

no vpls
Parameter Parameter Description Parameter Value
src-interface Source Interface -
_ Inner header’'s MAC
inner macsa -
Source Address
_ Inner header’'s MAC
inner macda L -
Destination Address
inner vian Inner header’s Vlan ID -

_ Inner header’s Ethernet
inner eth-type -
Type

, , Inner header’s IP Source
inner ipsa -
Address

, Inner header’s Layer4
inner sourceport -
Source Port

, Inner header’s Layer4
inner destport L -
Destination Port



Parameter Parameter Description Parameter Value

, , Inner header’s IP Header
inner ip-protocol -
protocol

Command Mode

Default
vpls inner-layer2 macsa macda

vpls inner-layer3 ipsa ipda

Usage

Inner layer2 configuration and layer3 configuration can take effect at the same time.

Examples

The following example shows how to select src-interface and inner macsa for vpls packet
load balance in port-channel:

Switch# configure term nal
Swi tch§confi g)# hash-field port-channel _
Switch(config-hash-field)# vpls src-interface inner-|layer2 nmacsa

The following example shows how to select default vpls packet load balance in port-
channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# no vpls

Related Commands

show hash-field
3.16.10 13vpn

Command Purpose
Use this command to set I3vpn packet hash field.

To return the configuration to default value use the no form of this command.



Command Syntax

I3vpn src-interface

I3vpn ( src-interface | ) inner { ipsa | ipda | sourceport | destport | ip-protocol }

no I3vpn

Parameter
top-label
2nd-label
3rd-label

src-interface

inner ipsa

inner ipda

inner sourceport

inner destport

inner ip-protocol

Command Mode

Config-hash-field

Default

Parameter Description
Mpls Top Lable

Mpls Second Lable
Mpls Third Lable
Source Interface

Inner header’s IP Source
Address

Inner header’s IP
Destination Address

Inner header’s Layer4
Source Port

Inner header’s Layer4
Destination Port

Inner header’s IP Header
protocol

I3vpn inner ipsa ipda sourceport destport ip-protocol

Parameter Value



Usage
None

Examples

The following example shows how to select src-interface and inner ipsa for I3vpn packet
load balance in port-channel:

Switch# configure term nal
Swi tchEconfi g)# hash-field |oort - channel _ _
Switch(config-hash-field)# |3vpn src-interface inner ipsa

The following example shows how to select default I3vpn packet load balance in port-
channel:

Swi tch# configure term nal

Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# no | 3vpn

Related Commands

show hash-field
3.16.11 disable control

Command Purpose

Use this command to force ip packet ,ipve packet or mpls packet to follow 12 hash
configuration.

To return the configuration to default value use the no form of this command.

Command Syntax
ip disable

no ip disable

ipv6 disable

No ipv6 disable

mpls disable



no mpls disable

Command Mode

Config-hash-field

Default
no ip disable
No ipv6 disable

no mpls disable

Usage

None

Examples

The following example shows how to not select ipv6 packet field to hash in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# ipv6 disable

The following example shows how to select ipv6 packet field to hash in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# no ipv6 disable

Related Commands

show hash-field
3.16.12 ipv6 address compress

Command Purpose

Use this command to change ipv6 packet ‘s IP address compressing mode.

To return the configuration to default value use the no form of this command.

Command Syntax



ipv6 address compress mode ( xor | Isb )

No ipv6 address compress mode

Parameter Parameter Description Parameter Value
XOr Xor Compressing Mode -
Isb Lsb Compressing Mode -

Command Mode

Config-hash-field

Default

ipv6 address compress mode xor

Usage

None

Examples

The following example shows how to set ipv6 address comprssing mode to Isb:

Switch# configure term nal
Swi tch§confi g)# hash-field port-channel
Switch(config-hash-field)# 1 pv6 address conpress node |sb

The following example shows how to set ipv6 address comprssing mode to default:

Swi tch# configure term nal

Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no i pv6 address conpress node

Related Commands

show hash-field
3.16.13 hash seed

Command Purpose



Use this command to set hash seed.

To return the configuration to default value use the no form of this command.

Command Syntax

seed ( <0-4294967295> | router-id | random )

Nno seed

Parameter

<0-4294967295>

router-id

random

Command Mode

Config-hash-field

Default

seed O

Usage

None

Examples

Parameter Description
User Define

Use Router-id As Hash
Seed

Random Value

Parameter Value

The following example shows how to use router-id as hash seed:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel

Swi t ch

confi g-hash-field)# seed router-id

The following example shows how to set hash seed to default:



Switch# configure term nal
Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# no seed

Related Commands

show hash-field
3.16.14 hash arithmetic

Command Purpose
Use this command to set hash arithmetic.

To return the configuration to default value use the no form of this command.

Command Syntax
hash-arithmetic ( xor | crc )

Nno hash-arithmetic

Parameter Parameter Description Parameter Value
Xor Exclusive or arithmetic -

cre Cyclical redundancy
check arithmetic

Command Mode

Config-hash-field

Default

hash-arithmetic xor

Usage

None

Examples



The following example shows how to set crc hash arithmetic in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# hash-arithnetic crc

The following example shows how set default hash arithmetic in port-channel:

Swi tch# configure term nal

Swi tchéconfi g)# hash-field port-channel _
Switch(config-hash-field)# no hash-arithnetic

Related Commands

show hash-field

3.16.15 hash symmetry

Command Purpose
Use this command to enable hash symmetry function.

To return the configuration to default value use the no form of this command.

Command Syntax
mode symmetry

Nno mode symmetry

Command Mode

Config-hash-field

Default

Nno mode symmetry

Usage

None

Examples

The following example shows how to set hash symmetry in port-channel:



Switch# configure term nal
Swi tchéconfi g)# hash-field port-channel
Switch(config-hash-field)# node synmetry

The following example shows how to set hash symmetry to default in port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# no node symetry

Related Commands

show hash-field
3.16.16 description

Command Purpose

Use this command to configure the description for hash field; use the no command to
delete the description.

Command Syntax

descrition LINE

no description

Parameter Parameter Description Parameter Value

The description should be
LINE Hash field descrition Nno more than 128
characters

Command Mode

Config-hash-field

Default

None

Usage

None



Examples

The following example shows how to set descrition for port-channel:

Switch# configure term nal
Swi tchgconfi g)# hash-field port-channel
Switch(config-hash-field)# description this is port-channel

The following example shows how to delete descrition for port-channel:
Related Commands

show hash-field

3.16.17 show hash-filed

Command Purpose

Use this command to display the configurations and statistics on all hash fields or a hash
field.

Command Syntax

show hash-field ( port-channel | ecmp | NAME | )

Parameter Parameter Description Parameter Value

Port-channel of system
port-channel _ -
default hash field

Ecmp of system default
ecmp . -
hash field

NAME Hash field name string

Command Mode

Privileged EXEC

Default

None



Usage
None
Examples

The following example shows how to display the configurations and statistics on the port-
channel:



Swi t ch# show hash-field port-channel

hash-fi el d nanme: port-channe
description: this is port-channe

Option Cont r ol
type
ipv6 address compress
xor
hash seed user set (0)
hash arithnmetic xor
hash symetry di sabl e
I p enabl e
| pv6 enabl e
npl s enabl e
hash field sel ect
Packet HashFi el d
| 2 macsa macda
I p: I psa | pda
| 4- sour ceport | 4- dest port
I p- pr ot ocol
| pv6: I psa I pda
| 4- sour ceport | 4- dest port
| p- protocol
gre: I psa i pda
gre-key
vx| an: vni outer-I|4-sourceport
out er-i pda outer-ipsa
nvgre: vsi d out er-i pda
outer-ipsa
npl s: t op- | abel 2nd- | abel
VPWS: t op- | abel 2nd- | abel
vpl s(inner-12): I nner - racda I nner - nacsa
vpl s(inner-13): I nner -i pda I nner-i psa
| 3vpn: I nner-i psa I nner -i pda
I nner-i p- protocol i nner -1 4-sourceport

I nner -1 4-dest port

Related Commands

None



3.16.18 hash value

Command Purpose

Use this command to create a hash value and enter hash value configure view; use the
no command to delete the hash value.

Command Syntax
hash-value NAME

no hash-value NAME

Parameter Parameter Description Parameter Value

The initial character of
name should be a-z, A-Z,

NAME Hash value name string or 0-9, character only can
be 0-9A-Za-z.-_and the
max length is 64

Command Mode

Global Configuration

Default

None

Usage

The system support the max number of hash value is 63.when applied to the interface,it
can't be deleted.

Examples

The following example shows how to creat hash value aaa:

Swi tch# configure term nal

Swi tchéconfi g) # hash-val ue aaa
Swi tch(confi g- hash-val ue) #

The following example shows how to delete hash value aaa:



Sw tch# configure term nal
Switch(config)# no hash-val ue aaa

Related Commands

show hash-value

3.16.19 port-channel unicast select

Command Purpose

Use this command to select hash field for all mode unicast linkagg; use the no command
to delete the configuration.

Command Syntax
port-channel uincast select NAME

no port-channel unicast select

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value

Default

None

Usage

If there is only “port-channel unicast select” configuration in the hash value, the hash
value can apply on the agg output and input.

If the hash value has “port-channel non-unicast select” configuration or “ecmp select”
configuration, the hash value only can be applied on input port.

Examples

The following example shows how to select hash field for linkagg in hash value aaa:



Switch# configure term nal
Swi tchéconfi g) # hash-val ue aaa _
Swit ch(confi g- hash-val ue)# port-channel unicast sel ect user

The following example shows how to delete hash field for linkagg in hash value aaa:

Switch# configure term nal
Swi tchgconfi g) # hash-val ue aaa _
Swi t ch(confi g-hash-val ue)# no port-channel unicast sel ect

Related Commands

show hash-value

3.16.20 port-channel non-unicast select

Command Purpose

Use this command to select hash field for non-unicast linkagg; use the no command to
delete the configuration.

Command Syntax
port-channel non-unicast select NAME

No port-channel non-unicast select

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value

Default

None

Usage

None

Examples



The following example shows how to select hash field for non-unicast linkagg in hash
value aaa:

Swi tch# configure term nal
Sw tch(config)# hash-val ue aaa _
Swi tch(confi g- hash-val ue)# port-channel non-uni cast sel ect user

The following example shows how to delete hash field for non-unicast linkagg in hash
value aaa:

Switch# configure term nal
Sw tch(config)# hash-val ue aaa _
Swi t ch(confi g- hash-val ue)# no port-channel non-uni cast sel ect

Related Commands

show hash-value
3.16.21 ecmp select

Command Purpose

Use this command to select hash field and hash aritnmetic for all mode ecmp; use the no
command to delete the configuration.

Command Syntax

ecmp select NAME

no ecmp select

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value

Default

None

Usage



This command can configure the static, dynamic or dynamic flow id mode.

Examples

The following example shows how to select hash field for all mode ecmp in hash value
aaa:

Switch# configure term nal
Swi tchéconfi g) # hash-val ue aaa
Swi tch(confi g- hash-val ue)# ecnp sel ect user

The following example shows how to delete the ecmp select configuration in hash value
aaa:

Switch# configure term nal

Sw tch(config)# hash-val ue aaa
Swit ch(confi g-hash-val ue)# no ecnp sel ect

Related Commands

show hash-value

3.16.22 ecmp dynamic flow-id select

Command Purpose

Use this command to select hash field and hash arithmetic for dynamic flow mode; use
the no command to delete the configuration.

Command Syntax

ecmp dynamic flow-id select NAME

no ecmp dynamic flow-id select

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value

Default



None

Usage

This command has a higher priority than command “ecmp select NAME" for dynamic
flow-id mode ecmp.

Examples

The following example shows how to select hash field and hash arithmetic for dynamic
flow id ecmp in hash value aaa:

Swi t
Swi t
Swi t

ch# configure term nal

chgconfi g) # hash-val ue aaa _ _
ch(confi g- hash-val ue)# ecnp dynamc flowid sel ect user

The following example shows how to delete hash field and hash arithmetic for dynamic
flow id ecmp in hash value aaa:

Swi tch# configure term nal

Swi tchéconfi g) # hash-val ue aaa _ _
Swi t ch(confi g-hash-value)# no ecnp dynamc flowid sel ect

Related Commands

show hash-value

3.16.23 description

Command Purpose

Use this command to configure the description for hash value; use the no command to
delete the description.

Command Syntax
descrition LINE

no description

Parameter Parameter Description Parameter Value



The description should be
LINE Hash value descrition Nno more than 128
characters

Command Mode

Config-hash-value

Default
None
Usage
None

Examples

The following example shows how set descrition for hash value aaa:

Swi tch# configure term nal

vaitchSconfi g) # hash-val ue aaa = o
Swi tch(confi g-hash-value)# description this is hash-val ue aaa

The following example shows how delete descrition for hash value aaa:

Switch# configure term nal
Swi tchéconfi g) # hash-val ue aaa o
Swit ch(confi g-hash-val ue)# no description

Related Commands

show hash-value
3.16.24 show hash-value

Command Purpose

Use this command to display the configurations of a hash value or all hash value.

Command Syntax

show hash-value ( NAME | )

Parameter Parameter Description Parameter Value



NAME Hash value name string -

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display the configurations of hash value:

Swi t ch# show hash-val ue

LBT: | oad bal ance type LBM | oad bal ance node
PT : packet type HF :hash field

HA :hash arithnetic

hash-val ue nane: aaa

LBT LBM PT HF HA

port - channel uni cast al | NOCFG NOCFG
port - channel non- uni cast al | NOCFG NOCFG
ecnp - _ al | NOCFG NOCFG
ecnp flowid al | NOCFG NOCFG

Related Commands

None
3.16.25 show hash-value interface-applied

Command Purpose

Use this command to display the relationship between hash value and interface.

Command Syntax

show hash-value interface-applied

Command Mode



Privileged EXEC

Default
None
Usage
None

Examples

The following example shows how to display the relationship between hash value paorfile
and interface:

Swi t ch# show hash-val ue interface-applied

eth-0-1 _
hash- val ue aaa i nput

Related Commands

None
3.16.26 hash value applied to interface

Command Purpose

Use this command to apply a hash value to interface; use the no command to remove the
hash-value from interface.

Command Syntax

load-balance hash-value NAME ( input | output )

no load-balance hash-value ( input | output )

Parameter Parameter Description Parameter Value

NAME Hash value name -

input Input direction -



Parameter Parameter Description Parameter Value

output Output direction -

Command Mode

Interface Configuration

Default

None

Usage

Physical port only can select input direction Zlinkagg port can select input direction and
output direction. Agg member port can’t configure the command.

Examples

The following example shows how to apply a hash value to eth-0-1:

Switch# configure term nal

Switchgconfig)# interface eth-0-1 _
Switch(config-if)# | oad-bal ance hash-val ue aaa i nput

The following example shows how to remove a hash value from eth-0-1.

Switch# configure term nal
Svm:tchgconfig)# interface eth-0-1 _
Switch(config-if)# no | oad-bal ance hash-val ue i nput

Related Commands

show hash-value interface-applied
3.16.27 hash value applied to acl

Command Purpose
Use this command to make a hash value be acl action.

To remove the configuration,use the no form of this command.

Command Syntax



load-balance hash-value NAME

Nno load-balance hash-value

Parameter Parameter Description Parameter Value

NAME Hash value name -

Command Mode
Config-pmap-c
Default

None

Usage

Acl action has highest priority.

Examples

The following example shows how to make a hash value be acl action:
Swi tch# configure term nal
Swi tch(config)# policy-mp pmapl

Swi tchgconfi g- pmap) # cl ass cmalol
Swi tch(confi g- pmap-c)# | oad- bal ance hash-val ue aaa

The following example shows how to remove a hash value from acl action:

Switch# configure term nal

Switch(config)# policy-map pmapl

Swi tchgconfi g-pmap) # class cnapl

Switch(confi g-pmap-c)# no | oad- bal ance hash-val ue

Related Commands

None
3.16.28 hash-value global

Command Purpose

Use this command to enter hash value global configure view.



Command Syntax

hash-value global

Command Mode

Global Configuration

Default
None
Usage
None

Examples

The following example shows how to enter hash value global view:

Switch# configure term nal
Swi tch§confi g) # hash-val ue gl obal
Swi t ch( confi g- hash-val ue-gl obal ) #

Related Commands

show hash-value global

3.16.29 port-channel select

Command Purpose

Use this command to select hash field and hash arithmetic for linkagg; use the no
command to set the default configuration.

Command Syntax
port-channel select NAME

no port-channel select

Parameter Parameter Description Parameter Value

NAME Hash field name string -



Command Mode

Config-hash-value-global

Default

port-channel

Usage

Compared with hash value configuration, this command has lower priority

Examples

The following example shows how to select hash field for linkagg in hash value global :

Switch# configure term nal
Swi tchgconfi g) # hash-val ue gl obal
Swi t ch(confi g- hash-val ue-gl obal )# port-channel select user

The following example shows how to set default hash field for linkagg in hash value global

Swi tch# configure term nal

Swi tchéconfi g) # hash-val ue gl obal
Swi t ch(confi g- hash-val ue-gl obal )# no port-channel sel ect

Related Commands

show hash-value global

3.16.30 ecmp select

Command Purpose

Use this command to select hash field and hash arithmetic for all mode ecmp; use the no
command to set the default configuration.

Command Syntax

ecmp select NAME

Nno ecmp select

Parameter Parameter Description Parameter Value



NAME Hash field name string -

Command Mode

Config-hash-value-global

Default

ecmp

Usage

This command can configure the static, dynamic or dynamic flow id mode.

Examples

The following example shows how to select hash field for all mode ecmp in hash value
global :

Switch# configure term nal
Swi tch§confi g) # hash-val ue gl obal
Swi t ch(confi g- hash-val ue-gl obal )# ecnp sel ect user

The following example shows how to set default hash field for all mode ecmp in hash
value global :

Switch# configure term nal
Swi tchéconfi g) # hash-val ue gl obal
Swi tch(confi g- hash-val ue-gl obal )# no ecnp sel ect

Related Commands

show hash-value global
3.16.31 ecmp dynamic flow-id select

Command Purpose

Use this command to select hash field and hash arithmetic for dynamic flow mode ecmp;
use the no command to set the default configuration.

Command Syntax

ecmp dynamic flow-id select NAME



no ecmp dynamic flow-id select

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value-global

Default

ecmp

Usage

This command has a higher priority than command “ecmp select NAME™ for dynamic
flow id mode ecmp.

Examples

The following example shows how to select hash field for dynamic flow mode ecmp in
hash value global :

Switch# configure term nal
Swi tch§confi g) # hash-val ue gl obal _ _
Swit ch(confi g- hash-val ue-gl obal )# ecnp dynamic flowid sel ect user

The following example shows how to set default hash field and hash arithmetic for
dynamic flow mode ecmp in hash value global :

Switch# configure term nal

Swi tchéconfi g) # hash-val ue gl obal _ _
Swi t ch(confi g- hash-val ue-gl obal )# no ecnp dynamc flowid sel ect

Related Commands

show hash-value global
3.16.32 efd hash

Command Purpose

Use this command to set the fields of the efd hash.



To return the configuration to default value,use the no form of this command.

Command Syntax

efd select { ipda | ipsa | macda | macsa | sourceport | destport | ip-protocol | vxlan-vni |
nvgre-vsid | inner-ipda | inner-ipsa | inner-ip-protocol | inner-macda | inner-macsa | inner-
sourceport | inner-destport | src-interface }

no efd select

Parameter Parameter Description Parameter Value
ipda IP Source Address -
ipsa IP Destination Address -
macda MAC Source Address -
macsa MAC Destination Address -
sourceport Layer4 Source Port -
destport Layer4 Destination Port -
ip-protocol IP Header protocol -
vxlan-vni VXLAN VNI -
nvgre-vsid NVGRE VSID -
nner-inda Inner. hegder’s IP )
Destination Address

_ , Inner header’s IP Source
inner-ipsa _

inner-ip-protocol

Address

Inner header’s IP Header
protocol



Parameter Parameter Description Parameter Value

, Inner header’'s MAC
inner-macda L -
Destination Address

, Inner header’'s MAC
inner-macsa -
Source Address

, Inner header’s Layer4
inner-sourceport -
Source Port

_ Inner header’s Layer4
inner-destport o -
Destination Port

src-interface Source Interface -

Command Mode

Config-hash-value-global

Default

ipda ipsa macda macsa sourceport destport ip-protocol

Usage

EFD flow hash has the same value with this command configuration.

Examples

The following example shows how to set fields for EFD hash:

Swi tch# configure term nal
Swi tchéconfi g) # hash-val ue gl obal _ _
Swi t ch(confi g-hash-val ue-gl obal )# efd sel ect ipsa ipda

The following example shows how to delete fields for EFD hash:

Swi tch# configure term nal

Swi tchgconfi g) # hash-val ue gl obal
Swi tch(confi g- hash-val ue-gl obal )# no efd sel ect

Related Commands



show hash-value global

3.16.33 entropy select

Command Purpose

Use this command to set the fields of the entropy hash.

To return the configuration to default value,use the no form of this command.

Command Syntax

entropy select NAME

Parameter Parameter Description Parameter Value

NAME Hash field name string -

Command Mode

Config-hash-value-global

Default

None

Usage

None

Examples

The following example shows how to set fields for entropy hash:

Swi tch# configure term nal
Swi tchéconfi g) # hash-val ue gl obal
Swi t ch( confi g- hash-val ue-gl obal )# entropy sel ect usr

The following example shows how to delete fields for entropy hash:

Swi tch# configure term nal
Swi tchgconfi g) # hash-val ue gl obal
Swi tch(confi g- hash-val ue-gl obal )# no entropy sel ect



Related Commands

show hash-value global

3.16.34 show hash-value global

Command Purpose

Use this command to display the configurations of hash value global.

Command Syntax

show hash-value global

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display the configurations of hash value global:

Swi t ch# show hash-val ue gl obal

LBT: | oad bal ance type LBM : | oad bal ance node
PT : packet type HF :hash field

HA : hash arithnetic

hash-val ue gl obal

LBT LBM PT HF HA
port - channel - al | port - channel Xor
ecnp - al | ecnp Xor
ecnp flowid al | ecnp Xor
ent r opy - al | ecnp xor
Efd hash field sel ect:

macsa macda

i psa i pda

sour ceport dest port

I p- pr ot ocol



Related Commands

None
3.16.35 disable ecmp round-robin

Command Purpose
Use this command to disable ecmp round robin load balance as a acl action.

To remove the configuration,use the no form of this command.

Command Syntax
ecmp load-balance round-robin disable

no ecmp load-balance round-robin disable
Command Mode

Config-pmap-c

Default

None

Usage

None

Examples

The following example shows how to disable ecmp round-robin as a acl action:

Swi tch# configure term nal

Switch(config)# policy-map mapl

Swi tchéconfi g- pmap) # cl ass cl ass-defaul t _ _
Switch(confi g-pmap-c)# ecnp | oad- bal ance round-robin disable

The following example shows how to enable ecmp round-robin as a acl action:

Switch# configure term nal

Switch(config)# policy-map nmapl

Swi tchgconfi g- pmap) # cl ass cl ass-defaul t _ _

Swi tch(confi g-pmap-c)# no ecnp | oad- bal ance round-robin di sabl e



Related Commands

None
3.16.36 disable port-channel round-robin

Command Purpose
Use this command to disable linkagg round robin load balance as a acl action.

To remove the configuration,use the no form of this command.

Command Syntax
port-channel load-balance round-robin disable

no port-channel load-balance round-robin disable

Command Mode

Config-pmap-c

Default

None

Usage

None

Examples

The following example shows how to disable linkagg round-robin as a acl action:

Swi tch# configure term nal

Switch(config)# policy-map mapl

Swi tchéconfi g- pmap) # cl ass cl ass-defaul t _

g\_M tglh confi g- pmap-c)# port-channel | oad-bal ance round-robin
i sabl e

The following example shows how to enable linkagg round-robin as a acl action:

Switch# configure term nal
Switch(config)# policy-map mapl
Swi tchgconfi g- pmap) # cl ass cl ass-defaul t
Switch

it
di sabl e

confi g-pmap-c)# no port-channel | oad-bal ance round-robin



Related Commands

None



IP SERVICE COMMANDS

4.1 ARP Commands
4.1.1 arp

Command Purpose

To add a permanent entry in the Address Resolution Protocol (ARP) cache, use the arp
command in global configuration mode.

To remove an entry from the ARP cache, use the no form of this command.
Command Syntax

arp ( vrf VRF-NAME | ) IP-ADDRESS HARDWARE-ADDRESS

no arp (vrf VRF-NAME | ) IP-ADDRESS

Parameter Parameter Description Parameter Value

Virtual Routing and
Forwarding (VRF)

vrf VRF-NAME instance. The vrf-name
argument is the name of
the VRF table

String with up to 15
characters

IP address in four-part
dotted decimal format

IP-ADDRESS , IPv4 Address
corresponding to the local

data-link address

Local data-link address (a
HARDWARE-ADDRESS _ MAC Address
48-bit address)

Command Mode

Global Configuration

Default



No entries are permanently installed in the ARP cache.

Usage

Because most hosts support dynamic resolution, you generally need not specify static
ARP cache entries.

To remove all none static entries from the ARP cache, use the clear arp-cache privileged
EXEC command.

Examples

The following is an example of add a static ARP entry for a typical Ethernet host:

Sw tch# configure term nal
Switch(config)# arp 10.31.7.19 0800. 0900. 1834

Related Commands
clear arp-cache
4.1.2 arp retry-interval

Command Purpose

When an interface requests a mapping for an address not in the cache, system will send
ARP request message on the associated network requesting the address mapping.
Usually, 3 request messages will be sent until the system got a response. To configure the
ARP request delay interval between 2 messages, use arp retry-interval command in
interface configuration mode. To restore the default value, use the no form of this
command.

Command Syntax
arp retry-interval SECONDS

no arp retry-interval

Parameter Parameter Description Parameter Value



Time (in seconds) that an
SECONDS ARP request delay to 0-3 seconds
interface

Command Mode

Interface Configuration

Default

1 second

Usage

This command is ignored when issued on interfaces that do not use ARP. The show
interface EXEC command displays the ARP retry interval value. The value as seen in the
following example from the show interface command:

ARP timeout 01:00:00, ARP retry interval 1s

Examples

The following example sets the ARP retry interval to 3 seconds:

Switch# configure term nal
Switch(config)# interface eth-0-1
S\Nitchéconfig-ifg# no sw tchport
Switch(config-if)# arp retry-interval 3

Related Commands

show interface
4.1.3 arp timeout

Command Purpose

Use this command to set the arp timeout value. Use the no form of this command to
restore the default value.

Command Syntax

arp timeout SECONDS



no arp timeout

Parameter Parameter Description Parameter Value

Time (in seconds) that an
SECONDS entry remains in the ARP 1-2147483 seconds
cache. <1-2147483>

Command Mode

Interface Configuration

Default

3600 seconds (1 hour)

Usage

This command is ignored when issued on interfaces that do not use ARP. The show
interface EXEC command displays the ARP timeout value. The value as seen in the
following example from the show interface command:

ARP timeout 01:00:00, ARP retry interval 1s

Examples

The following example sets the ARP timeout to 1200 seconds to allow entries to time out
more quickly than the default:

Switch# configure term nal
Switch(config)# interface eth-0-1
S\Nitchéconfig-ifg# no sw tchport
Switch(config-if)# arp tinmeout 1200

Related Commands

show interface

4.1.4 arp as-layer-3 enable

Command Purpose



To set that deal with the arp packet as layer3 packet. To disable arp as-layer-3, use the
no form of this command.

Command Syntax
arp as-layer-3 enable

no arp as-layer-3 enable

Command Mode

Global Configuration

Default

Disable

Usage
vlan classifier and IGMP Snooping affected by the CLI.

Enable, vlan classifier activate base ip, the arp packet matched source ip address will
classifier to specified vlan. Otherwise, not classifier to specified vian.

Enable, ip source guard enable the ip check on the port, the arp packet matched source
ip address will not filter. Ohterwise, will filter.

Examples

The following example show how to enable arp as-layer-3:

Sw tch# configure term nal
Switch(config)# arp as-layer-3 enable

Related Commands

N/A
4.1.5 arp fake global enable

Command Purpose

To enable fake arp global, use the no form of this command.To disable arp fake global,
use the no form of this command.



Command Syntax
arp fake global enable

no arp fake global enable

Command Mode

Global Configuration

Default

Disable

Usage

Not effect until both enable global and interface arp fake.

Examples

The following example show how to enable global fake arp:

Swi tch# configure term nal
Switch(config)# arp fake gl obal enable

Related Commands

arp fake enable
4.1.6 arp fake enable

Command Purpose

To enable fake arp on interface, use the no form of this command.

Command Syntax
arp fake enable

no arp fake enable

Command Mode

Interface Configuration



Default

Enable

Usage

If enable, the interface receive IP packets that not match any ARP entry will create an fake
ARP entry. Before interface received ARP reply, the IP packets matched the fake ARP
entry will be dropped. After interface received ARP reply, will create active ARP entry
instead of fake ARP entry.

Examples

The following example show how to enable fake arp:

Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# arp fake enabl e

Related Commands

arp fake global enable
4.1.7 arp fake timeout

Command Purpose

To configure how long a fake entry remains in the ARP cache, use the arp fake timeout
command in interface configuration mode. To restore the default value, use the no form
of this command.

Command Syntax

arp fake timeout SECONDS

no arp fake timeout

Parameter Parameter Description Parameter Value

Time that a fake entry ,
SECONDS o 1-36000, unit:second
remains in the ARP cache.

Command Mode



Interface Configuration

Default

5 seconds

Usage

When switch was attached, can let the fake ARP entry to time out later.

Examples

The following example sets the ARP fake timeout to 100 seconds to allow entries to time
out:

Switch# configure term nal
Switchgconfig)_# interface eth-0-1
Switch(config-if)# arp fake tineout 100

Related Commands

N/A
4.1.8 clear arp-cache

Command Purpose

To refresh dynamically created entries from the Address Resolution Protocol (ARP) cache,
use the clear arp-cache command in privileged EXEC mode.

Command Syntax

clear arp-cache ( ( vif VRF-NAME | ) interface IFNAME | )

Parameter Parameter Description Parameter Value

(Optional) Refreshes only

the ARP table entries for

the specified Virtual String with up to 15
vrf VRF-NAME _

Private Network (VPN) characters

routing and forwarding
(VRF) instance



Parameter Parameter Description Parameter Value

(Optional) Refreshes only

. Support
the ARP table entries , ,
IFNAME physical/aggregation/loop

associated with this
. back/vlan/tunnel ports
interface

Command Mode

Privileged EXEC

Default

No default behavior or values.

Usage

This command updates the dynamically learned IP address and MAC address mapping
information in the ARP table to ensure the validity of those entries. If the refresh operation
encounters any stale entries (dynamic ARP entries that have expired but have not yet
been aged out by an internal, timer-driven process), those entries are aged out of the ARP
table immediately as opposed to at the next refresh interval.

Use this command without any arguments or keywords to refresh all ARP cache entries
for all enabled interfaces.

Examples

The following example shows how to refresh all dynamically learned ARP cache entries
for all enabled interfaces:

Switch# cl ear arp-cache
Related Commands

show ip arp

4.1.9 clear ip arp

Command Purpose



To refresh the specific dynamically created entry from the Address Resolution Protocol
(ARP) cache, use the clear ip arp command in privileged EXEC mode.

Command Syntax

clear ip arp ( vif VRF-NAME | ) IP-ADDRESS

Parameter Parameter Description Parameter Value

(Optional) Refreshes only

the ARP table entries for

the specified Virtual String with up to 15
vrf VRF-NAME _

Private Network (VPN) characters

routing and forwarding
(VRF) instance

(Optional) Refreshes only

the ARP table entries
IP-ADDRESS . . . -
associated with this IP

address

Command Mode

Privileged EXEC

Default

No default behavior or values.

Usage

This command updates the specific dynamically learned IP address and MAC address
mapping information in the ARP table. If the refresh operation encounters any stale
entries (dynamic ARP entries that have expired but have not yet been aged out by an
internal, timer-driven process), the entry is aged out of the ARP table immediately as
opposed to at the next refresh interval.

Examples



The following example shows how to refresh the dynamically learned ARP entries
10.10.10.10:

Switch# clear ip arp 10.10.10.10

Related Commands

show ip arp

4.1.10 clear ip arp statistics

Command Purpose

To clear ARP packets statistics processed by system, use the clear ip arp statistics
command in privileged EXEC mode.

Command Syntax

clear ip arp ( vrif VRF-NAME | ) statistics

Parameter Parameter Description Parameter Value

(Optional) Clear ARP
statistics for the specified
vrf VRF-NAME Virtual Private Network
(VPN) routing and
forwarding (VRF) instance

String with up to 15
characters

Command Mode

Privileged EXEC

Default

No default behavior or values.

Usage

This command use to clear ARP packets statistics.

Examples



The following example shows how to clear ARP packets statistcs:
Switch# clear ip arp statistics

Related Commands
show ip arp summary

4.1.11 show ip arp

Command Purpose

To display the entries in the Address Resolution Protocol (ARP) table, use the show ip arp
command in privileged EXEC mode.

Command Syntax

show ip arp ( ( vrf VRF-NAME | ) interface INTERFACE-NAME | )

Parameter Parameter Description Parameter Value

(Optional) Displays the

entries under the Virtual

Private Network (VPN) String with up to 15
routing and forwarding characters

(VRF) instance specified

by the vrf-name argument

vrf VRF-NAME]|

(Optional) Refreshes only

the ARP table entries
INTERFACE-NAME _ , , -
associated with this

interface

Command Mode

Privileged EXEC

Default

None



Usage

To display all entries in the ARP cache, use this command without any arguments or
keywords.

Examples

The following is sample output from the show ip arp command:

Switch# show ip arp

Pr ot ocol Addr ess Age (mn) Hardware Addr Interface
| nt er net 1.1.1.1 - 7cb5. 0157.0c00 eth-0-1

| nt er net 2.2.2.1 - 7cb5. 0157.0c00 eth-0-2

| nt er net 3.3.3.1 - 7¢cb5. 0157.0c00 eth-0-3

| nt er net 10.0.20.1 - 7cb5. 0157. 0cO0 eth-0-10
| nt er net 10. 0. 20 254 - 0000. 5e00. 0101 eth-0-10

Related Commands

Clear ip arp
4.1.12 show ip arp summary

Command Purpose

To display the total number of Address Resolution Protocol (ARP) table entries, the
number of ARP table entries for each ARP entry mode, and the number of ARP table
entries for each interface on the router, use the show ip arp summary command in
privileged EXEC mode.

Command Syntax

show ip arp (vrf VRF-NAME | ) summary

Parameter Parameter Description Parameter Value

(Optional) Displays the

entries under the Virtual

Private Network (VPN) String with up to 15
routing and forwarding characters

(VRF) instance specified

by the vrf-name argument

vrf VRF-NAME



Command Mode

Privileged EXEC

Default

None

Usage

Use this command to display high-level statistics about the ARP table entries:

Examples

The following is sample output from the show ip arp summary command:

Switch# show ip arp summary

G atuitous ARP learning is disabled

2 IP ARP entries, with O of theminconplete
(Static:1, Dyamic:0, Interface:1)

ARP Pkt Received is: O

ARP Pkt Send nunber is: 1
ARP Pkt Dicard nunber is: O

Related Commands

clear ip arp statistics
4.1.13 debug arp

Command Purpose

To turn on the ARP debug, use debugs arp command in EXEC mode. To turn off the ARP
debug, use the no form of this command.

Command Syntax

debug arp ( vrf VRF-NAME | )

Parameter Parameter Description Parameter Value



(Optional) Displays the

entries under the Virtual

Private Network (VPN) String with up to 15
routing and forwarding characters

(VRF) instance specified

by the vrf-name argument

vrf VRF-NAME

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to debug ARP packets received and send; also for debug ARP entry
creating, updating and deleting.

Examples

The following is sample output from the debug arp command:

Swi t ch# debug arp

Sep 7 03:34:08 SWTCH ARP-7: | P ARP. creating entry for IP
address: 7.7.7.7, hw. e64d 0445 df 00

Sep 7 03:34:08 SWTCH ARP-7: |IP ARP. send req src 7.7.7.7 eb64d
0445 df 00, dst 7.7.7.7 eth-0-1

Related Commands
show debugging arp
4.1.14 show debugging arp

Command Purpose

To display the debugging status of ARP, use the show debugging arp command in EXEC
mode.

Command Syntax



show debugging arp ( vrf VRF-NAME | )

Parameter Parameter Description Parameter Value

(Optional) Displays the

entries under the Virtual

Private Network (VPN) String with up to 15
routing and forwarding characters

(VRF) instance specified

by the vrf-name argument

vrf VRF-NAME

Command Mode

Privileged EXEC

Default
None
Usage

Use this command to display the debugging status of ARP.

Examples

The following is sample output from the show debugging arp command:

Swi t ch# show debuggi ng arp

ARP debuggi ng status:
ARP packet debugging is on

Related Commands

debug arp
4.1.15 proxy-arp enable

Command Purpose

The switch uses proxy ARP to help hosts determine MAC addresses of hosts on other
networks or subnets.

To enable proxy Address Resolution Protocol (ARP) on an interface, use the proxy-arp



enable command in interface configuration mode. To disable proxy ARP on the interface,
use the no form of this command.

Command Syntax

proxy-arp enable

Command Mode

Interface Configuration

Default

Proxy ARP is disabled by default.

Usage

When proxy ARP is disabled, a device will respond to ARP requests received on its
interface only if the target IP address is the same as its IP address.

Examples

The following example enables proxy ARP on interface eth-0-1:

Switch# configure term nal
Switch(config)#i nterface eth-0-1
Switch(config-if)#no sw tchport
Swi tch(config-if)#no shutdown

Swi tchEconfi g-i fg#i p address 1.1.1.1/24
Switch(config-if)# proxy-arp enable

Related Commands
local-proxy-arp enable
4.1.16 local-proxy-arp enable

Command Purpose

The local proxy ARP feature allow the L3 Device to response ARP request whose ARP
Target address is in the same subnet the as the ARP request comes from (No Routing is
required).

To enable local proxy Address Resolution Protocol (ARP) on an interface, use the local-
proxy-arp enable command in interface configuration mode.



To disable proxy ARP on the interface, use the no form of this command.

Command Syntax
local-proxy-arp enable

no local-proxy-arp enable

Command Mode

Interface Configuration

Default

Local proxy ARP is disabled by default.

Usage

Internet Control Message Protocol (ICMP) redirects are disabled on interfaces when the
local proxy ARP feature is enabled. The main condition we need to enable local ARP
proxy is that the switch enables port isolate.

Examples

The following example enables local proxy ARP on interface eth-0-1:

Switch# configure term nal
Switch(config)# interface eth-0-1
Switch(config-if)# no swtchport
Switch(config-if)# no shutdown
g#
#

f
i f
Swi tchEconfl -0 f I p address 1.1.1.1/24
Switch(config-if | ocal - proxy-arp enabl e

Related Commands
proxy-arp enable
4.1.17 gratuitous-arp-learning enable

Command Purpose

To enable the gratuitous Address Resolution Protocol (ARP) control on the router, use the
gratuitous-arp-learning enable command in global configuration mode. To disable the
ARP control, use the no form of this command.



Command Syntax
gratuitous-arp-learning enable

Nno gratuitous-arp-learning enable

Command Mode

Global Configuration

Default

Gratuitous ARP learning is disabled by default.
Usage

None

Examples

The following example enables gratuitous ARP learning on interface eth-0-1:

Swi tch# configure term nal _
Switch(config)# gratuitous-arp-I|earning enable

Related Commands

show ip arp summary
4.1.18 gratuitous-arp send interval

Command Purpose

To config the gratuitous ARP send interval, use the no form of this command to recover to
default.

Command Syntax
arp gratuitous-arp send interval SECONDS

no arp gratuitous-arp send interval

Parameter Parameter Description Parameter Value



The interval in seconds to
SECONDS , 1-86400 seconds
send gratuitous ARP

Command Mode

Interface Configuration

Default

60 seconds

Usage

None

Examples

The following example config gratuitous ARP send interval on interface eth-0-1:

Switch# configure term nal
Switch(config)#i nterface eth-0-1
Switch(config-if)#no sw tchport
Switch(config-if)#no shut down

Switchéconfig-ifg#ip address 1.1.1.1/24
Switch(config-if)#arp gratuitous-arp send interval 80

Related Commands

arp gratuitous-arp send enable
4.1.19 gratuitous-arp send enable

Command Purpose

To enable the gratuitous ARP send on the interface.

Command Syntax
arp gratuitous-arp send enable

No arp gratuitous-arp send enable

Command Mode

Interface Configuration



Default

disbale

Usage

None

Examples

The following example enable gratuitous ARP oninterface eth-0-1:

Switch# configure term nal

Switch(config)#i nterface eth-0-1
Switch(config-if)#no sw tchport
Switch(config-if)#no shut down

Swi tchgconfi g-i fg#i p address 1.1.1.1/24
Switch(config-if)#arp gratuitous-arp send enable

Related Commands
arp gratuitous-arp send interval
4.2 DHCP Client Commands

4.2.1 ip address dhcp

Command Purpose

To acquire an IP address from Dynamic Host Configuration Protocol(DHCP), use the ip
address dhcp command in interface configuration mode.

To disable the function, use the no form of this command.

Command Syntax
ip address dhcp

Nno ip address dhcp

Command Mode

Interface Configuration

Default



DHCP Client is not enabled on interface.

Usage

Once this command was enabled on an UP interface, it will acquire IP address
immediately, otherwise the DHCP function of the interface will be in SUSPEND status.

The no ip address dhcp command will send a DHCPRELEASE message to server and
remove any IP address.

Examples

The following example shows how to enable dhcp client function:

SW|t h# confi g re term nal
ch(config-if)# ip address dhcp

The following example shows how to disable dhcp client function:

SW|t h# configure term nal
ch(config-if)# no ip address dhcp

Related Commands

dhcp client request

dhcp client client-id

dhcp client class-id

dhcp client lease

dhcp client hostname
management ip address dhcp

show dhcp client
4.2.2 management ip address dhcp

Command Purpose



To acquire an IP address for management interface from by DHCP, use the management
IP address dhcp command in global configuration mode.

To disable the function, use the no form of this command.

Command Syntax
management ip address dhcp

Nno management ip address dnhcp

Command Mode

Global Configuration

Default

DHCP Client is not enabled on management interface.

Usage

Use this command like IP address dhcp.

Examples

The following example shows how to enable dhcp client function on management
interface:

Sw tch# configure term nal
Switch(config)# nmanagenent ip address dhcp

The following example shows how to disable dhcp client function on management
interface:

Sw tch# configure term nal _
Switch(config)# no managenent ip address dhcp

Related Commands

show dhcp client
4.2.3 dhcp client request

Command Purpose

To request configuration parameters by DHCP, use the dhcp client request command in



interface configuration mode. To cancel the request, use the no form of this command.

Command Syntax

dhcp client request ( router | static-route | classless-static-route | classless-static-route-
ms | tftp-server-address | dns-nameserver | domain-name | netbios-nameserver | vendor-
specific )

no dhcp client request ( router | static-route | classless-static-route | classless-static-route-
ms | tftp-server-address | dns-nameserver | domain-name | netbios-nameserver | vendor-
specific )

Parameter Parameter Description Parameter Value
router Default router option (3) -
static-route Static route option (33) -

, Classless static route
classless-static-route , -
option (121)

, Microsoft classless static
classless-static-route-ms , -
route option (249)

TFTP server ip address
tftp-server-address , -
option (150)

DNS name server option
dns-nameserver -

(6)
domain-name Domain name option (15) -

_ NetBIOS name server
netbios-nameserver , -
option (44)

vendor-specific Vendor specific option (43) -

Command Mode

Interface Configuration



Default

static-route, classless-static-route, classless-static-route-ms, tftp-server-address and
router is requested as default.

Usage

Use this command to request configuration form DHCP server. It can be typed many
times with each option or one time with all options wanted. Note that when Option 249
coexist with option 121 then the option 121 should have high priority and option 249
should be ignored. when option 121 or option 249 coexist with option 33 then the option
33 should be ignored. This command should be issued before ip address dhcp
command. If you issued ip address dhcp before, this command will take effect after next
ip address dhcp command.

Examples

The following example shows how to request dhcp option static-route and tftp-server-
address:

Switch# confi g re term nal _
Switch(config-if)# no managenent ip address dhcp

The following example shows how to request dhcp option router:

Swi tch# confi g re term nal
Switch(config-if)# dhcp client request router

The following example shows how to cancel request of dhcp option router:

Swi tch# confi g re term nal _
Switch(config-if)# no dhcp client request router

The following example shows how to request tftp server address:

Swi tch# confi g re term nal _
Switch(config-if)# dhcp client request static-route tftp-server-
addr ess

Related Commands

ip address dhcp

4.2.4 dhcp client client-id



Command Purpose

To specify a client-id used by DHCP server and client for identifying a client, use the dhcp
client client-id command in interface configuration mode.

To remove this configuration, use the no form of this command.

Command Syntax
dhcp client client-id (‘ascii WORD | hex HEX-STRING | IFVLAN | IFAGG | IFPHYSICAL )

no dhcp client client-id

Parameter Parameter Description Parameter Value
ascii ASCII type -
, Y String with up to 64
WORD Client-ID as ascii string
characters
hex Hex type -
, , String with up to 64
HEX-STRING Class-ID in hex string
characters
IFVLAN Vlan interface’s name 1-4094
Aggregation interface’s
IFAGG J9red :
name
IFPHYSICAL Physical interface’s name -

Command Mode

Interface Configuration

Default

The default client-id, format of which is like “switch-HWADDR-IFNAME", will be used.

Usage



This command should be issued before IP address dhcp command. If you issued IP
address dhcp before, this command will take effect after next IP address dncp command.

Examples

The following example shows how to specify a client-id for an interface:

Sw tch# confi g re termnal _ _ o _ _
Switch(config-if)# dhcp client client-id ascii swtch-client

The following example shows how to delete client-id set before:

SW|t h# configure term nal
ch(config-if)# no dhcp client client-id

Related Commands

ip address dhcp
4.2.5 dhcp client class-id

Command Purpose

To specify a class-id for DHCP server and client, use the dhcp client class-id command in
interface configuration mode. To remove this configuration, use the no form of this
command.

Command Syntax
dhcp client class-id ( WORD | hex HEX-STRING )

no dhcp client class-id

Parameter Parameter Description Parameter Value
WORD Client-ID as ascii string -
hex Hex type -
HEX-STRING Class-ID in hex string -

Command Mode



Interface Configuration

Default

No class-id is set.

Usage

Class-id used by DHCP clients to optionally identify the type and configuration of a DHCP
client. Vendors and sites may choose to define specific class identifiers to convey
particular configuration or other identification information about a client. This command
should be issued before ip address dhcp command. If you issued ip address dhcp before,
this command will take effect after next ip address dhcp command.

Examples

The following example shows how to specify class-id for an interface:

Switch# configure term nal
Switchgconfig)_# interface eth-0-1 _ N _
Switch(config-if)# dhcp client class-id acsii switch

The following example shows how to delete class-id set before:

Switch# configure term nal
Switchéconfig)# interface eth-0-1 _
Switch(config-if)# no dhcp client class-id

Related Commands

ip address dhcp
4.2.6 dhcp client lease

Command Purpose

To configure the duration of the lease for an IP address request by DHCP client, use the
dhcp client lease command in interface configuration mode.

To remove the configuration, use the no form of this command.

Command Syntax

dhcp client lease DAYS ( HOURS ( MINUTES | ) | ) | infinite )



no dhcp client lease

Parameter Parameter Description Parameter Value

The number of days in
DAYS 0-365
lease

The number of hours in

HOURS 0-23
the lease.
The number of minutes in

MINUTES 0-59
the lease

infinite infinite lease -

Command Mode

Interface Configuration

Default

No lease is requested by client.

Usage

Use this command to specify the lease wanted by client, DHCP server may accept this
request or ignore it. This command should be issued before ip address dhcp command. If
you issued ip address dhcp before, this command will take effect after next ip address
dhcp command.

Examples

The following example shows how to specify lease 20 minutes for dhcp client:

Switch# configure term nal
Switchgconfig)# interface eth-0-1
Switch(config-if)# dhcp client lease 0 0 20

The following example shows how to remove the lease set before:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# no dhcp client |ease

Related Commands

ip address dhcp
4.2.7 dhcp client hostname

Command Purpose

To specify or modify the hostname sent in the DHCP message; use the dhcp client
hostname command in interface configuration mode.

To remove the hostname, use the no form of this command.

Command Syntax
dhcp client hostname WORD

no dhcp client hostname

Parameter Parameter Description Parameter Value

String with up to 256
characters

WORD Host name

Command Mode

Interface Configuration

Default
The host name in system will be used.
Usage

This command should be issued before ip address dhcp command. If you issued IP
address dhcp before, this command will take effect after next IP address dhcp command.

Examples



The following example shows how to specify name of the host:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1 _
Switch(config-if)# dhcp client hostnane switch

The following example shows how to remove the last set:

Swi tch# configure term nal

Swi tchéconfi g)# interface eth-0-1
Switch(config-if)# no dhcp client hostnane

Related Commands

ip address dhcp
4.2.8 dhcp client default-router distance

Command Purpose

To specify the default router distance for the routes leased from DHCP server, use the
dhcp client default-router distance command in global configuration mode. To remove
the configuration, use the no form of this command.

Command Syntax

dhcp client default-router distance METRIC

no dhcp client default-router distance

Parameter Parameter Description Parameter Value

The default metric of
METRIC 1-255
routes

Command Mode

Global Configuration

Default

The default value for the default metric is 254.

Usage



None

Examples

The following example shows how to set dhcp client default route metric as 233:

Sw tch# configure term nal _
Switch(config)# dhcp client default-router distance 233

The following example shows how to use the default value of default route metric:

Sw tch# configure termnal _
Switch(config)# no dhcp client default-router distance

Related Commands

ip address dhcp
4.2.9 dhcp client broadcast-flag

Command Purpose

To specify the broadcast-flag in the DHCP message, use the dhcp client broadcast-flag
command in global configuration mode.

To remove this configuration, use the no form of this command.

Command Syntax

dhcp client broadcast-flag

no dhcp client broadcast-flag

Command Mode

Global Configuration

Default

Broadcast-flag will be set in DHCP message sent by client for request IP address.

Usage



This flag tell DHCP server that client can't receive unicast IP datagrams until been
configured with an IP address. Thus server or relay agent will broadcast any messages to
the client on the client’s subnet.

Examples

The following example shows how to set broadcast-flag:

Swi tch# configure term nal
Switch(config)# dhcp client broadcast-flag

The following example shows how to delete broadcast-flag:

Switch# configure termnal
Switch(config)# no dhcp client broadcast-flag

Related Commands

ip address dhcp
4.2.10 debug dhcp client

Command Purpose
Use this command to turn on the debug switches of dhcp client module.

To restore the default, use the no form of this command

Command Syntax
debug dhcp client ( events | error | dump | packet | all )

no debug dhcp client ( events | error | dump | packet | all )

Parameter Parameter Description Parameter Value
events Client events -
error Error DHCP message -

packet DHCP message fields -



Parameter Parameter Description Parameter Value

dum Dump message in hex
P format

all Turn all debugging on -

Command Mode

Privileged EXEC

Default

None

Usage

Use command “terminal monitor” to make debug messages print on the VTY immediately.
Use command “show logging buffer” to check the debug messages in the logging buffer.
Examples

The following is sample to open dhcp client debug switches:
Swit ch# debug dhcp client all

Related Commands

terminal monitor

show logging buffer
4.2.11 show dhcp client

Command Purpose

To show information of dhcp client on one or all interfaces, use the show dhcp client
command in privileged EXEC mode.

Command Syntax

show dhcp client ( management | IFVLAN | IFAGG | IFPHYSICAL | ) ( verbose |)



Parameter Parameter Description Parameter Value

management Management interface -

IFVLAN Vlan interface’s name 1-4094
Aggregation interface’s

IFAGG 99red -
name

IFPHYSICAL Physical interface’s name -
DHCP client verbose

verpbose -

information

Command Mode

Privileged EXEC

Default

None

Usage

To see more detail information, add verbose at the last of coommand

Examples

The following example shows how to display DHCP client information on all interfaces:

Swit ch# show dhcp client verbose

DHCP client informations:

vl anl DHCP client information:
Current state: SELECT
Transaction | D Ox3aclclc?

eth-0-1 DHCP client i nfornation:

Current state: SELECT
Transaction | D Ox2f d3f 55b

Related Commands

ip address dhcp



4.2.12 show dhcp client statistics

Command Purpose

To show statistics of DHCP client, use the show dhcp client statistics command in
privileged EXEC mode.

Command Syntax

show dhcp client statistics

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to show the status of DHCP client, like DHCP packets counter.

Examples

The following example shows how to display DHCP packets statistics:

Swit ch# show dhcp client statistics

DHCP client packet statistics:

DHCP OFFERS recei ved: 0O
DHCP ACKs recei ved: 0O
DHCP NAKs recei ved: 0O
DHCP O hers received: O
DHCP DI SCOVER sent: O
DHCP DECLI NE sent: O
DHCP RELEASE sent: O
DHCP REQUEST sent: 0
DHCP packet send failed: O

Related Commands

ip address dhcp
4.2.13 clear dhcp client statistics

Command Purpose



To clear statistics of dhcp client, use the clear dhcp client statistics command in
privileged EXEC mode.

Command Syntax

clear dhcp client statistics

Command Mode

Privileged EXEC

Default

None

Usage

This command will clear DHCP packet counter.

Examples

The following example shows how to clear statistics:
Switch# clear dhcp client statistics

Related Commands
ip address dhcp

show dhcp client statistics

4.3 DHCP Relay Commands
4.3.1 dhcp relay

Command Purpose

To enable the DHCP relay service, use the dhcp relay command in global configuration
mode.

To disable this function, use the no form of this command.

Command Syntax



dhcp relay

no dhcp relay

Command Mode

Global Configuration

Default
DHCP relay is disabled.
Usage

The DHCP service must be enabled with the dhcp service command before DHCP relay
service can be used.

Examples

The following example shows how to enable DHCP relay agent:

Sw tch# configure term nal
Switch(config)# dhcp rel ay

Related Commands

service dhcp
4.3.2 dhcp-server (global)

Command Purpose

To create a DHCP server group, use the dhcp-server command in global configuration
mode.

To remove a DHCP server group, use the no form of this command.

Command Syntax
dhcp-server NUMBER SERVER-LIST

no dhcp-server NUMBER ( SERVER-LIST |)

Parameter Parameter Description Parameter Value



Number of the DHCP
NUMBER 1-16
server group.

The IP address list of the
SERVER-LIST 1-16
DHCP server.

Command Mode

Global Configuration

Default

No DHCP server group is defined.

Usage

This command is used to specify the remote DHCP server.

Examples

The following example shows how to configure dhcp-server group globally:

Sw tch# configure term nal
Switch(config)# dhcp-server 1 1.1.1.1 2.2.2.2 3.3.3.3

Related Commands
service dhcp
dhcp-server (interface)

4.3.3 dhcp-server (interface)

Command Purpose

To add an interface into a DHCP server group, use the dhcp-server command in interface
configuration mode.

To remove this interface from the DHCP server group, use the no form of this command.

Command Syntax

dhcp-server NUMBER



no dhcp-server

Parameter Parameter Description Parameter Value

Number of the DHCP
NUMBER 1-16
server group.

Command Mode

Interface Configuration

Default

No DHCP server group is configured for the interface.

Usage

This command is used to specify DHCP server group which is configured by the
command dhcp-server in global mode.

Examples

The following example shows how to configure dhcp-server group for interface:

Switch# configure term nal
Swi tch§confi g)# interface eth-0-1
Switch(config-if)# dhcp-server 1

Related Commands

service dhcp
4.3.4 dhcp relay information check

Command Purpose

To enable validation of relay agent information option in forwarded reply messages, use
the dhcp relay information check command in global configuration mode.

To disable an information check, use the no form of this command.

Command Syntax



dhcp relay information check

no dhcp relay information check

Command Mode

Global Configuration

Default

The validation of relay agent information is enabled. Invalid messages are dropped.

Usage

None

Examples

The following example shows how to enable validation of relay agent information:

Switch# configure term nal .
Switch(config)# dhcp relay information check

Related Commands
dhcp relay information option
4.3.5 dhcp relay information option

Command Purpose

To enable the system to insert a DHCP relay agent information option in forwarded
request messages to a DHCP server, use the dhcp relay information option command in
global configuration mode. To disable inserting relay information, use the no form of this
command.

Command Syntax
dhcp relay information option

no dhcp relay information option

Command Mode



Global Configuration
Default

No relay agent information is inserted.

Usage

The dhcp relay information option command automatically adds the circuit identifier
suboption and the remote ID suboption to the DHCP relay agent information option (also
called option 82).

Examples

The following example shows how to enable inserting of dhcp relay information option:

Switch# configure term nal _ _
Svmtch(conflg?# dhcp relay information option

Related Commands
dhcp relay information check
dnhcp relay information policy

4.3.6 dhcp relay information policy

Command Purpose

To configure the information re-forwarding policy for a DHCP relay agent (what a relay
agent should do if a message already contains relay information), use the dhcp relay
information policy command in global configuration.

To restore the default relay information policy, use the no form of this command.

Command Syntax
dhcp relay information policy ( drop | keep | replace )

no dhcp relay information policy

Parameter Parameter Description Parameter Value



Directs the DHCP relay
agent to discard
messages with existing

drop . o -
relay information if the
relay information option is
already present
Indicates that existing
information is left

keep -

unchanged on the DHCP
relay agent

Indicates that existing
replace information is overwritten -
on the DHCP relay agent

Command Mode

Global Configuration

Default

The DHCP relay won't change existing relay information.

Usage

A DHCP relay agent may receive a message from another DHCP relay agent that already
contains relay information. By default, this message will be forwarded with the relay
information from the previous relay agent untouched.

Examples

The following example shows how to configure policy of dhcp relay information :

Sw tch# configure term nal _ _
Switch(config)# dhcp relay information policy drop

Related Commands

dhcp relay information option



dnhcp relay information policy
4.3.7 dhcp relay information policy (interface)

Command Purpose

If Option 82 policy is configured on interface, the content of option 82 in packet will be
processed according to the interface policy, ohterwise it will be processed according to
global policy.

Command Syntax
dhcp relay information policy ( drop | keep | replace )

no dhcp relay information policy

Parameter Parameter Description Parameter Value

Directs the DHCP relay
agent to discard
messages with existing

drop , o -
relay information if the
relay information option is
already present
Indicates that existing
information is left

keep -

unchanged on the DHCP
relay agent

Indicates that existing
replace information is overwritten -
on the DHCP relay agent

Command Mode

Interface Configuration

Default



No Option 82 policy is configured on inteface.

Usage

A DHCP relay agent may receive a message from another DHCP relay agent that already
contains relay information. By default, this message will be forwarded with the relay
information from the previous relay agent untouched.

Examples

The following example shows how to configure policy of dnhcp relay information :

Switch# configure term nal

Switchgconfig)# interface eth-0-1 _ _
Switch(config-if)# dhcp relay information policy drop

Related Commands
dhcp relay information option
4.3.8 dhcp relay information trust-all

Command Purpose

To configure all interfaces as trusted sources of the DHCP relay agent information option,
use the dhcp relay information trust-all command in global configuration mode. To
restore these interfaces to their default behavior, use the no form of this command.

Command Syntax
dnhcp relay information trust-all

no dhcp relay information trust-all

Command Mode

Global Configuration

Default

All interfaces on the switch are considered entrusted.

Usage

By default, if the gateway address is set to all zeros in the DHCP packet and the relay



information option is already present in the packet, the DHCP relay agent will discard the
packet. If the dhcp relay information trust-all command is configured globally, the DHCP
relay agent will not discard the packet even if the gateway address is set to all zeros.
Instead, the received DHCPDISCOVER or DHCPREQUEST messages will be forwarded to
the addresses configured by the dhcp-server command as in normal DHCP relay
operation.

Examples

The following example shows how to configure dhcp relay information trust globally:

Switch# configure term nal _
Switch(config)# dhcp relay information trust-all

Related Commands
dhcp relay information trusted
4.3.9 dhcp relay information trusted

Command Purpose

To configure an interface as a trusted source of DHCP relay agent information option, use
the dhcp relay information trusted command in interface configuration mode. To restore
the interface to the default behavior, use the no form of the command.

Command Syntax
dhcp relay information trusted

no dhcp relay information trusted

Command Mode

Interface Configuration

Default
All interfaces on the router are considered entrusted.
Usage

By default, if the gateway address is set to all zeros in the DHCP packet and the relay
information option is already present in the packet, the DHCP relay agent will discard the
packet. If the dhcp relay information trusted command is configured globally, the DHCP



relay agent will not discard the packet even if the gateway address is set to all zeros.
Instead, the received DHCPDISCOVER or DHCPREQUEST messages will be forwarded to
the addresses configured by the dhcp-server command as in normal DHCP relay
operation.

Examples

The following example shows how to configure an interface as trusted source of dhcp
relay information:

Switch# configure term nal
Switchgconfig)# interface eth-0-1 _
Switch(config-if)# dhcp relay information trusted

Related Commands

dhcp relay information trust-all
4.3.10 dhcp relay gateway

Command Purpose

To configure the DHCP relay agent address of DHCP packets, use this command in
interface configuration mode.

To restore the interface to the default behavior, use the no form of the command.

Command Syntax
dhcp relay gateway A.B.C.D

no dhcp relay gateway

Command Mode

Interface Configuration

Default

Default relay agent address is used in DHCP packet.

Usage

None



Examples

The following example shows how to configure DHCP relay agent address of DHCP
packets:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# dhcp relay gateway 10.10.10.1

Related Commands

dhcp-server (interface)
4.3.11 dhcp relay address cycle

Command Purpose
Use “dhcp relay address cycle” command to enable DHCP relay cycle feature.

Use “no dhcp relay address cycle” to disable the feature.

Command Syntax
dhcp relay address cycle

no dhcp relay address cycle

Command Mode

Global Configuration

Default

DHCP relay cycle is disabled by default.

Usage



This command is used for DHCP relay. When more than one DHCP servers are configured
on a DHCP relay device, relay device should send DHCP DISCOVER packets to all servers
by default. In this way, the servers should deal with too much packet and might be
overload. To resolve this problem use this command to enable DHCP relay cycle. After
configure this command, DHCP relay device send to only one server when it receive the
DHCP DISCOVER packet, and it will change a server to send packet every time after it
sent one. Use this method to make all servers to achieve load balance.

Examples

Enable DHCP relay cycle feature :

Switch# configure term nal
Switchgconfi g)# interface eth-0-1
Switch(config-if)# dhcp relay address cycle

Related Commands

None
4.3.12 service dhcp

Command Purpose

To enable the Dynamic Host Configuration Protocol (DHCP) snooping and relay agent
features on your router, use the service dhcp command in global configuration mode.

To disable the DHCP snooping and relay agent features, use the no form of this command.

Command Syntax

service dhcp enable

service dhcp disable

Command Mode

Global Configuration

Default

DHCP service is disabled globally.



Usage

Only the main DHCP service is enabled by the service dhcp command, can other DHCP
services be used, such as dhcp relay or dhcp snooping.

Examples

The following example shows how to enable DHCP service globally:

Swi tch# configure term nal
Swi tch(confi g?# servi ce dhcp enabl e

The following example shows how to disable DHCP service globally:

Swi tch# configure term nal _
Swi tch(confi g?# servi ce dhcp disable

Related Commands
dhcp relay

dhcp snooping

4.3.13 debug dhcp relay

Command Purpose
Use this command to turn on the debug switches of dhcp relay module.

To restore the default, use the no form of this command

Command Syntax
debug dhcp relay ( events | error | dump | packet | all )

no debug dhcp relay ( events | error | dump | packet | all )

Parameter Parameter Description Parameter Value
events Relay events -
error Error DHCP message -

packet DHCP message fields -



Parameter Parameter Description Parameter Value

dum Dump message in hex
P format

all Turn all debugging on -

Command Mode

Privileged EXEC

Default

None

Usage

Use command “terminal monitor” to make debug messages print on the VTY immediately.
Use command “show logging buffer” to check the debug messages in the logging buffer.

Examples

The following is sample to open dhcp relay debug switches:
Swit ch# debug dhcp relay all

Related Commands
terminal monitor
show logging buffer

4.3.14 show dhcp-server

Command Purpose

To display the DHCP server groups, use the show dhcp-server command in privileged
EXEC mode.

Command Syntax

show dhcp-server



Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display all the DHCP server groups configured with command
dhcp-server in global mode.

Examples

The following example shows how to display dhcp-server group information:

Swi t ch# show dhcp- server

DHCP server group information:

group 1 ip address list:

PN RWNE
PN RWNE
PN RWNE
O~NOUTAWN -

Related Commands

dhcp-server (global)
4.3.15 show dhcp relay interfaces

Command Purpose

To display to which dhcp-server group the interface belongs, use the show dhcp relay
interfaces command in privileged EXEC mode.

Command Syntax

show dhcp relay interfaces

Command Mode



Privileged EXEC

Default

None

Usage

This command is used to display the interface which is confined DHCP relay.

Examples

The following example shows how to display dhcp relay interfaces information:

Swit ch# show dhcp relay interfaces

List of DHCP relay enabled interface(s):
DHCP rel ay service status: enabl ed
| nterface Nane DHCP server group

Related Commands

show dhcp-server
4.3.16 show dhcp relay information config

Command Purpose

To display the DHCP relay information configurations, use the show dhcp relay
information config command in privileged EXEC mode.

Command Syntax

show dhcp relay information config

Command Mode

Privileged EXEC

Default

None

Usage



This command is used to display the configuration of DHCP relay.

Examples

The following example shows how to display dhcp relay configuration:

Swi t ch# show dhcp relay information config

DHCP rel ay agent information configuration:

no dhcp relay information option
dhcp relay information check
dhcp relay information policy keep

Related Commands
dhcp relay information option

4.3.17 show dhcp relay information trusted-sources

Command Purpose

To display all interfaces configured to be a trusted source for the DHCP relay information
option, use the show dhcp relay information trusted-sources command in privileged EXEC
mode.

Command Syntax

show dhcp relay information trusted-sources
Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display all interfaces configured to be a trusted source for DHCP
relay.

Examples



The following example shows how to display dhcp relay information trusted-sources:

Swit ch# show dhcp relay information trusted-sources

Li st of trusted sources of relay agent information option:

All interfaces are trusted source of relay agent information option

Related Commands

dhcp relay information trusted
4.3.18 show dhcp relay statistics

Command Purpose

To display the statistics of DHCP packets relayed by the switch, use the show dhcp relay
statistics command in privileged EXEC mode.

Command Syntax

show dhcp relay statistics

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display detail DHCP statistics which dealt by the switch.

Examples

The following example shows how to display dhcp relay statistics:



Swit ch# show dhcp relay statistics

DHCP rel ay packet statistics:

Cient relayed packets: 101
Server relayed packets: 88

Client error packets: 0
Server error packets: 0
Bogus G ADDR dr ops: 15

Bad circuit |ID packets: O
Corrupted agent options: O
M ssi ng agent options: 0
M ssing circuit |Ds: 0

Related Commands
clear dhcp relay statistics
4.3.19 clear dhcp relay statistics

Command Purpose

To clear the statistics of DHCP packets relayed by the switch, use the clear dhcp relay
statistics command in privileged EXEC mode.

Command Syntax

clear dhcp relay statistics
Command Mode
Privileged EXEC

Default

None

Usage

This command is used to clear detail DHCP statistics which dealt by the switch.

Examples

The following example shows how to clear dhcp relay statistics:
Switch# clear dhcp relay statistics

Related Commands



show dhcp relay statistics

4.4 DHCP Server Commands

4.4.1 service dhcp

Command Purpose

To enable or disable the DHCP snooping, server and relay agent features on your router,
use the service dhcp command in global configuration mode.

To disable these functions Bluse the no form of this command.

Command Syntax
service dhcp enable

service dhcp disable

Command Mode

Global Configuration

Default

DHCP service is disabled.

Usage

Only the main DHCP service is enabled by the service dhcp command, can other DHCP
services be used, such as dnhcp relay, dncp server and dhcp snooping.

Examples

The following example enables dhcp service:

Sw tch# configure term nal
Switch(config)# service dhcp enabl e

The following example disables dhcp service:

Sw tch# configure term nal _
Switch(config)# service dhcp disable

Related Commands



dhcp server
dhcp relay

dhcp snooping
4.4.2 dhcp-server (global)

Command Purpose

To enable the DHCP server service, use the dhcp server command in global configuration
mode.

To disable this function, use the no form of this command.

Command Syntax
dhcp server

no dhcp server

Command Mode

Global Configuration

Default

DHCP server is disabled.

Usage

The DHCP service must be enabled with the dhcp server command before DHCP server
service can be used.

Examples

The following is sample output from the dhcp server command:

Sw tch# configure term nal
Swi tch(config)# dhcp server

Related Commands

service dhcp



dhcp-server (interface)
4.4.3 dhcp-server (interface)

Command Purpose

To specify a L3 interface to act as a DHCP Server, use the dhcp server command in
interface configuration mode. To remove the specification, use the no form of this
command.

Command Syntax

dhcp server enable

dhcp server disable

Parameter Parameter Description Parameter Value

Specify a L3 interface to
enable -
act as a DHCP server

, Remove DHCP server on a
disable . -
L3 interface

Command Mode

Interface Configuration

Default

Neither DHCP server nor DHCP relay is specified.

Usage

This command is used to specify a L3 interface to act as a DHCP Server.

Examples

The following is sample output from the dhcp server command:



Switch# configure term nal
Switchéconfi g)# interface eth-0-1
Switch(config-if)# dhcp server enable

Related Commands
service dhcp

dhcp server(global)
4.4.4 dhcp ping packets

Command Purpose

To configure how many ping packets that are sent before assigning the address to a
requesting client, use the dhcp ping packets command in interface configuration mode.
To restore the default value, use the no form of this command.

Command Syntax
dhcp ping packets NUMBER

no dhcp ping packets

Parameter Parameter Description Parameter Value

Specify the number of

ping packets that are sent
NUMBER before assigning the 0-10

address to a requesting

client

Command Mode

Global Configuration

Default

The default value is one packet.

Usage

The DHCP server pings a pool address before assigning the address to a requesting



client. If the ping is unanswered, the DHCP server assumes (with a high probability) that
the address is not in use and assigns the address to the requesting client.

Examples

The following is sample output from the dhcp ping packets command:

Sw tch# configure term nal
Switch(config)# dhcp ping packets 10

Related Commands
service dhcp
dhcp ping timeout

4.4.5 dhcp ping timeout

Command Purpose

To configure how long a DHCP server waits for a ping reply from an address pool; use the
dhcp ping timeout command in interface configuration mode.

To restore the default value, use the no form of this command.

Command Syntax
dhcp ping timeout NUMBER

no dhcp ping timeout

Parameter Parameter Description Parameter Value

Specifies how long to wait
NUMBER , , 1-10 seconds
for a ping reply in seconds.

Command Mode

Global Configuration

Default

The default value is waiting for one second.



Usage

The DHCP server pings a pool address before assigning the address to a requesting
client. If the ping is unanswered, the DHCP server assumes (with a high probability) that
the address is not in use and assigns the address to the requesting client.

Examples

The following is sample output from the dhcp ping timeout command:

Switch# configure term nal
Switch(config)# dhcp ping tinmeout 3

Related Commands
service dhcp
dhcp ping packets

4.4.6 dhcp pool

Command Purpose

To configure the information reforwarding policy for a DHCP relay agent (what a relay
agent should do if a message already contains relay information), use the dhcp relay
information policy command in global configuration.

To restore the default relay information policy, use the no form of this command.

Command Syntax

dhcp pool WORD

no dhcp pool WORD

Parameter Parameter Description Parameter Value



1) the length range should
be [1, 32)

2) The characters can only
WORD: The name of a ,
WORD include [0-9a-zA-Z.-_]
DHCP pool . .
3) The string must starting
with alphabetic, ending
with alphanumeric or digit

Command Mode

Global Configuration

Default

The default value is DHCP address pools are not configured.

Usage

During execution, the configuration mode changes to DHCP pool configuration mode,
identified by the (config-dncp)# prompt. In this mode, the administrator can configure
pool parameters, like the IP subnet number and default router list.

Examples

The following is sample output from the dhcp pool command:

Switch# configure term nal
Switch(config)# dhcp pool pool 1l

Related Commands
service dhcp

dhcp select

static-bind

dhcp excluded-address

network (DHCP)

4.4.7 static-bind



Command Purpose

To specify an address binding mapping between the IP address and MAC address of a
client, use the static-bind pool configuration command. To remove the address binding
mapping, use the no form of this command.

Command Syntax

static-bind ip-address IP_ADDR/IP_MASK_LEN ( mac-address MAC_ADDR | client-
identifier ( ascii WORD | hex HEX_STRING ) )

static-bind ip-address IP_ADDR IP_ADDR_MASK ( mac-address MAC_ADDR | client-
identifier ( ascii WORD | hex HEX_STRING ) )

no static-bind

Parameter
IP_ADDR

IP_ADDR_MASK

IP_MASK_LEN

mac-address MAC_ADDR

ascii WORD

hex HEX_STRING

Command Mode

DHCP pool Configuration

Default

Parameter Description
IP address.
IP-address-type mask

Prefix length for the ip
address.

the hardware address of a
DHCP client.

the client id as ascii string

the client id as hex string

Parameter Value
IPv4 Address

IPv4 Address

1-32

MAC Address

String with up to 63
characters

String with up to 126
characters



The default value is none address binding mapping specified.

Usage

You can only configure one manual binding per host pool.

Examples

The following is sample output from the static-bind command:

Swi tch# configure term nal

Sw tch(config)# dhcp pool test _
Swi tch(config-dhcp)# static-bind ip 10.10.10. 10/ 24 nmac- address
0012. 2222. 2222

Related Commands

dhcp pool
4.4.8 dns-server address

Command Purpose

To specify the DNS IP servers available to a DHCP client, use the dns-server DHCP pool
configuration command. To remove the DNS server list, use the no form of this command.

Command Syntax
dns-server A.B.C.D (A.B.C.D... AB.C.D)

Nno dns-server

Parameter Parameter Description Parameter Value

Specifies the IP address of
a DNS server. One IP
address is required,
AB.CD _ IPv4 Address
although you can specify
up to eight addresses in

one command line.



Parameter Parameter Description Parameter Value

Specifies up to eight
addresses in the IPv4 Address
command line.

A.B.C.D... AB.CD
(Optional)

Command Mode

DHCP pool Configuration

Default

The default value is none DNS IP servers specified.

Usage

You can specify up to eight servers in the list, Servers are listed in order of preference
(address1 is the most preferred server, address?2 is the next most preferred server, and so
on).

Examples

The following is sample output from the dns-server command:

Switch# configure term nal

Swi tchéconfi g)# dhcp pool test
Switch(config-dhcp)# dns-server 1.1.1.1 2.2.2.2

Related Commands

dhcp pool
4.4.9 domain-name

Command Purpose

To specify the domain name for a DHCP client, use the domain-name DHCP pool
configuration command. To remove the domain name, use the no form of this command.

Command Syntax
domain-name WORD

Nno domain-name



Parameter Parameter Description

specify a domain name
suffix in each DHCP
address pool on the DHCP
server for the clients.

WORD

Command Mode

DHCP pool Configuration

Default

The default value is none domain-name specified.

Usage

Parameter Value

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.-_],
specify a domain name
suffix in each DHCP
address pool on the DHCP
server for the clients.

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.-_],

3) The string must starting
with alphabetic, ending
with alphanumeric or digit

You can specify a domain name suffix in each DHCP address pool on the DHCP serverfor
the clients. With this suffix assigned, the client needs only input part of a domainname,
and the system will add the domain name suffix for name resolution.

Examples

The following is sample output from the domain-name command:

Swi tch# configure term nal

Switch(config)# dhc ool test
SwitchE 9 b P

Related Commands

confi g-dhcp)# domai n-nane switch.org



dhcp pool
4.4.10 bootfile-name

Command Purpose

To specify the name of the default boot image for a DHCP client, use the bootfile-name
DHCP pool configuration command. To delete the boot image name, use the no form of
this command.

Command Syntax

bootfile-name WORD

Nno bootfile-name

Parameter Parameter Description Parameter Value

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.- ],
Specifies the name of the

. file that is used as a boot
Specifies the name of the

image.
WORD file that is used as a boot 9
, 1) The length range should
image.
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.-_],

3) The string must starting
with alphabetic, ending
with alphanumeric or digit

Command Mode

DHCP pool Configuration

Default



The default value is none boot file specified.

Usage

This task is to specify the IP address and name of a TFTP server and the bootfile name in
the DHCP address pool. The DHCP clients use these parameters to contact the TFTP
server, requesting the configuration file used for system initialization, which is called
autoconfiguration.

Examples

The following example specifies dhclient_startup_config as the name of the boot file:

Switch# configure term nal
Swi tch§confi g) # dhcp BOOI t est _ _
Switch(config-dhcp)# bootfile dhclient _startup_config

Related Commands
dhcp pool
tftp-server-address

4.4.11 tftp-server-address

Command Purpose

To configure the tftp server in the boot process of a DHCP client, use the tftp-server-
address DHCP pool configuration command. To remove the boot server list, use the no
form of this command.

Command Syntax

tftp-server-address A.B.C.D (A.B.C.D... A.B.C.D)

no tftp-server-address

Parameter Parameter Description Parameter Value



Specifies the address of
the tftp server address in
the boot process, which is
typically a Trivial File
Transfer Protocol (TFTP)

AB.CD , IPv4 Address
server. One address is
required, although you
can specify up to eight
addresses in one
command line.

Specifies up to eight
address in the command IPv4 Address
line.

AB.CD.. AB.CD
(Optional)

Command Mode

DHCP pool Configuration

Default

The default value is none tftp-server-address specified.

Usage

You can specify up to eight servers in the list, Servers are listed in order of preference
(addressi is the most preferred server, address? is the next most preferred server, and so
on).

Examples

The following is sample output from the tftp-server-address command:

Switch# configure term nal

Swi tchgconfi g) # dhcp pool test
Switch(config-dhcp)# tftp-server-addressl.1.1.1 2.2.2.2

Related Commands

dhcp pool



bootfile-name
4.4.12 gateway address

Command Purpose

To specify the default router list for a DHCP client, use the gateway DHCP pool
configuration command. To remove the default router list, use the no form of this
command.

Command Syntax

gateway A.B.C.D (A.B.C.D... AB.C.D)

no gateway

Parameter Parameter Description Parameter Value

Specifies the IP address of
a DNS server. One IP
address is required,
AB.C.D , IPv4 Address
although you can specify
up to eight addresses in

one command line.

Specifies up to eight
addresses in the IPv4 Address
command line.

AB.CD...ABCD
(Optional)
Command Mode

DHCP pool Configuration

Default

The default value is none gateway servers specified.

Usage

The IP address of the router should be on the same subnet as the client subnet. You can
specify up to eight routers in the list. Routers are listed in order of preference (addressi is



the most preferred router, address? is the next most preferred router, and so on).

Examples

The following is sample output from the gateway command:

Switch# configure term nal

Swi tchgconfi g)# dhcp pool test
Swi tch(config-dhcp)# gateway 1.1.1.1 2.2.2.2

Related Commands

dhcp pool
4.4.13 netbios-name-server

Command Purpose

To specify the default router list for a DHCP client, use the netbios-name-server DHCP
pool configuration command. To remove the default router list, use the no form of this
command.

Command Syntax
netbios-name-server A.B.C.D (A.B.C.D... AB.C.D)

no netbios-name-server

Parameter Parameter Description Parameter Value

Specifies the IP address of
a DNS server. One IP
address is required,
AB.CD _ IPv4 Address
although you can specify
up to eight addresses in

one command line.

Specifies up to eight
addresses in the IPv4 Address
command line.

A.B.CD... ABCD
(Optional)

Command Mode



DHCP pool Configuration

Default
The default value is none NetBIOS WINS name servers specified.
Usage

You can specify up to eight NetBIOS WINS name servers in the list. NetBIOS WINS name
servers are listed in order of preference (addressi is the most preferred server, address?2
is the next most preferred server, and so on).

Examples

The following is sample output from the netbios-name-server command:

Switch# configure term nal

Sw tch(config)# dhcp pool test
Swit ch(confi g-dhcp)# netbi os-nane-server 1.1.1.1 2.2.2.2

Related Commands

dhcp pool
4.4.14 netbios-node-type

Command Purpose

To configure the NetBIOS node type for DHCP clients, use the netbios-node-type DHCP
pool configuration command.

To remove the NetBIOS node type, use the no form of this command.

Command Syntax
netbios-node-type [ b-node | p-node | m-node | h-node ]

No netbios-node-type

Parameter Parameter Description Parameter Value
b-node Broadcast -

p-node Peer-to-peer -



Parameter Parameter Description Parameter Value
m-node Mixed -

h-node Hybrid (recommended) -

Command Mode

DHCP pool Configuration

Default

The default value is none NetBIOS node type specified.

Usage

You can specify the NetBIOS node type for a DHCP address pool which is used to specify
the NetBIOS node type for a DHCP Client.

Examples

The following is sample output from the netbios-node-type command:

Switch# configure term nal
Swi tchgconfi g) # dhcp pool test
Swi t ch(confi g-dhcp)# net bi os-node-type h-node

Related Commands

dhcp pool
4.4.15 network

Command Purpose

To configure the subnet number and mask for a DHCP address pool on a DHCP Server,
use the network DHCP pool configuration command.

To remove the subnet number and mask, use the no form of this command.

Command Syntax

network [ ip-address wildcard-mask | ip-address/prefix-length ]



Nno network

Parameter Parameter Description
ip-address IP address.

IP-address-type mask that

wildcard-mask , . , Y
includes “"don't care” bits.

Prefix length for the

refix-length
P d network.

Command Mode

DHCP pool Configuration

Default

The default value is none subnet number and mask specified.

Usage

This command is valid for DHCP subnetwork address pools only.The DHCP server
assumes that all host addresses are available. The system administrator can exclude
subsets of the address space by using the ip dhcp excluded-address command.Network
for one pool cann’t the same with other pool’s network and can’'t configure manual

Parameter Value

IPv4 Address

IPv4 Address

0-32

bindings within the same pool that is configured with the network command.

Examples

The following is sample output from the netbios-node-type command:

Switch# configure term nal
Swi tchgconfi g)# dhcp pool test
Swi tch(config-dhcp)# network 1.1.1.0/24

Related Commands

dhcp pool

4.4.16 lease



Command Purpose

To configure the duration of the lease for an IP address that is assigned from a DHCP
Server to a DHCP client, use the lease DHCP pool configuration command. To restore the
default value, use the no form of this command.

Command Syntax

lease DAYS ( HOURS ( MINUTES | ) | )

no lease
Parameter Parameter Description Parameter Value
Specifies the duration of
DAYS the lease in numbers of 0-365 days

days.

Specifies the number of
hours in the lease. A days
HOURS (Optional) value must be supplied 0-23 hours
before you can configure
an hours value.

Specifies the number of
minutes in the lease. A

, day’s value and an hours ,
MINUTES (Optional) , 0-59 minutes
value must be supplied

before you can configure
a minute’s value.

Command Mode

DHCP pool Configuration

Default

The default value is one day.

Usage



N/A

Examples

The following example shows a two-day lease:

Swi tch# configure term nal

Swi tchéconfi g)# dhcp pool test
Switch(config-dhcp)# | ease 2

The following example shows a one-day and two-hour lease:

Swi tch# configure term nal
Swi tchgconfi g)# dhcp pool test
Switch(config-dhcp)# lease 1 2

The following example shows a thirty-minute lease:

Switch# configure term nal
Swi tchéconfi g)# dhcp pool test
Switch(config-dhcp)# lease 0 0 30

Related Commands

dhcp pool
4.4.17 option

Command Purpose

To configure DHCP Server options, use the option DHCP pool configuration command.

To remove the options, use the no form of this command.

Command Syntax

option { code [ ascii ascii-string | hex hex-string | ip-address ip-address | }

no option [ code |

Parameter Parameter Description

Specifies the DHCP option
code.

code

Parameter Value



Parameter

ascii-string

hex-string

ip-address

Command Mode

DHCP pool Configuration

Default

Parameter Description

Specifies an NVT ASCII
character string. ASCI
character strings that
contain white space must
be delaminated by
quotation marks.

Specifies dotted-
hexadecimal data. Each
byte in hexadecimal
character strings is two
hexadecimal digitse.

Specifies an IP address.

The default value is none DHCP option specified.

Usage

DHCP provides a framework for passing configuration information to hosts on a TCP/IP
network. Configuration parameters and other control information are carried in tagged
data items that are stored in the options field of the DHCP message. The data items
themselves are also called options. The current set of DHCP options are documented in

RFC 2131, Dynamic Host Configuration Protocol.

Examples

The following is sample output from the option command:

Switch# configure term nal
Swi tchéconfi g)# dhcp pool test

Swi t ch

Related Commands

Parameter Value

String with up to 63
characters

String with up to 126
characters

IPv4 Address

config-dhcp)# option 72 ip-address 10.10.10.10 11.11.11.11



dhcp pool
4.4.18 dhcp excluded-address

Command Purpose

To specify a single IP address or a range of IP addresses which the DHCP Server is not
assign to DHCP clients, use the excluded-address DHCP pool configuration command. To
remove the IP addresses, use the no form of this command.

Command Syntax

dhcp excluded-address A.B.C.D [ A.B.C.D ]

no dhcp excluded-address A.B.C.D [ A.B.C.D |

Parameter Parameter Description Parameter Value

The excluded IP address,
A.B.C.D or low IP address in an IPv4 Address
excluded address range.

, The high IP address in the
A.B.C.D(Optional) IPv4 Address
excluded address range.

Command Mode

Global Configuration

Default
All IP pool addresses are assignable.
Usage

The DHCP server assumes that all pool addresses may be assigned to clients. Use this
command to exclude a single IP address or a range of |IP addresses.

Examples



The following example shows how to disallow DHCP server distribute the address in the
range of 10.10.1.100 -10.10.1.199:

Swi tch# configure term nal

Sw tch(config)# dhcp pool test
%\SA t18h ccl)ggl g-dhcp)# ip dhcp excluded-address 10.10.1.100

Related Commands
dhcp pool
4.4.19 show dhcp server conflict

Command Purpose

To display address conflicts found by a DHCP Server when addresses are offered to the
client, use the show dhcp server conflict in privileged EXEC mode.

Command Syntax

show dhcp server conflict [ ip A.B.C.D | all ]

Parameter Parameter Description Parameter Value

, Specifies the IP address of
ip AB.CD _ IPv4 Address
the conflict found.

all Specifies all IP address of
the conflict found.

Command Mode

Privileged EXEC

Default
None
Usage

The server detects conflicts using ping. The client detects conflicts using gratuitous
Address Resolution Protocol (ARP). If an address conflict is detected, the address is
removed from the pool and the address will not be assigned until an administrator



resolves the conflict.

Examples

The following example displays the detection method and detection time for all IP
addresses the DHCP server has offered that have conflicts with other devices:

Swi tch# show i p dhcp conflict all

Related Commands

clear dhcp server conflict
dhcp ping packets

dhcp ping timeout
4.4.20 show dhcp server binding

Command Purpose

To display address bindings on a DHCP Server, use the show dhcp server binding in
privileged EXEC command.

Command Syntax

show dhcp server binding [ ip A.B.C.D | pool WORD | all ]

Parameter Parameter Description Parameter Value

, Specifies the IP address of
ip A.B.C.D _ IPv4 Address
the conflict found.

Specifies the pool name
pool WORD where the IP address of
the conflict found.

String with up to 31
characters

all Specifies all conflict IP
address.

Command Mode



Privileged EXEC

Default

None

Usage

The binding address parameters including an IP address, an associated MAC address, a
lease expiration date, and the type of address assignment that have occurred.

Examples

The following examples show the DHCP binding address parameters:
Switch# show ip dhcp binding 1.1.1.1

Related Commands

clear dnhcp server binding

4.4.21 show dhcp server statistics

Command Purpose

To display DHCP Server statistics, use the show dhcp server statistics in privileged EXEC
command.

Command Syntax

show dhcp server statistics

Command Mode

Privileged EXEC

Default
None
Usage

N/A

Examples



The following example displays DHCP server statistics:

Swi t ch#show dhcp server statistics

DHCP server packet statistics:

Message Recei ved

BOOTREQUEST 12
DHCPDI SCOVER 200
DHCPREQUEST 178
DHCPDECLI NE 0
DHCPREL EASE 0
DHCPI NFORM 0
Message Sent

BOOTREPLY 12
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6

Related Commands

clear dhcp server statistics
4.4.22 show dhcp server config

Command Purpose

To display the DHCP server configurations, use the show dhcp server config privileged
EXEC command .

Command Syntax

show dhcp server config

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display the configuration of DHCP server.

Examples



The following is sample output from the show dhcp server config command:

Swi t ch# show dhcp server config

DHCP server configuration:

Pool nane: pool 10

network 10.1.1.0 nask 255. 255.255.0
gateway 10.1.1.1

Related Commands
N/A
4.4.23 clear dhcp server conflict

Command Purpose

To clear an address conflict from the DHCP server database, use the clear dhcp server
conflict privileged EXEC command.

Command Syntax

clear dhcp server conflict [ ip A.B.C.D | all ]

Parameter Parameter Description Parameter Value

The IP address of the host

, that contains the
ip AB.CD o IPv4 Address
conflicting address you

want to clear.

al Clear all conflicting
address.

Command Mode

Privileged EXEC

Default

None



Usage
N/A

Examples

The following example shows an address conflict of 1.1.1.99 being deleted from the DHCP
server database:

Switch# clear ip dhcp conflict 1.1.1.99
Related Commands

show dhcp server conflict

4.4.24 clear dhcp server binding

Command Purpose

To delete an automatic address binding from the DHCP Server database, use the clear
dhcp server binding in privileged EXEC command.

Command Syntax

clear dncp server binding [ ip A.B.C.D | pool WORD | all ]

Parameter Parameter Description Parameter Value

, The address of the
ip A.B.C.D o IPv4 Address
binding you want to clear.

Specifies the pool name
pool WORD where the IP address of
the conflict found.

String with up to 31
characters

all Clears all automatic
bindings.

Command Mode

Privileged EXEC



Default
None
Usage
N/A

Examples

The following example deletes the address binding 1.1.1.99 from a DHCP server database:
Switch# clear ip dhcp binding 1.1.1.99

Related Commands

show dhcp server binding
4.4.25 clear dhcp server statistics

Command Purpose

To reset all DHCP server counters, use the clear dhcp server statistics privileged EXEC
command.

Command Syntax

clear dhcp server statistics

Command Mode

Privileged EXEC

Default

None
Usage
N/A

Examples

The following example resets all DHCP counters to zero:



Switch# clear dhcp server statistics

Related Commands

clear dhcp server statistics
4.4.26 show dhcp server pool

Command Purpose

To display utilization of pool resources, use the show dhcp server pool in privileged EXEC
mode.

Command Syntax

show dhcp server pool (WORD | )

Parameter Parameter Description Parameter Value

Specifies the pool name to  String with up to 31
display pool utilization. characters

WORD

Command Mode

Privileged EXEC

Default
None
Usage
N/A

Examples

The following example shows resource utilization of a dhcp pool.:

Swi t ch# show dhcp server pool pooll

Pool . pool 1

Type . Dynam c

Lease . 0 Days 0 Hours 5 M nutes
Tot al addresses . 254

Leased addresses 1

Excl uded addresses 1

Free addresses . 252

Conflict addresses . 0
Current index | P address range



Leased/ Excl uded/ Tot al
2.1.1.5 2.1.1.1 - 2.1.1.254 1

/1 | 254

Related Commands
None
4.5 DNS Commands

4.5.1ip host

Command Purpose

To define static hostname-to-address mappings in the Domain Name System (DNS)
hostname cache for a DNS view, use the ip host command in global configuration mode.
If the hostname cache does not exist yet, it is automatically created.

To remove a hostname-to-address mapping, use the no form of this command.

Command Syntax
ip host HOSTNAME IP_ADDR

no ip host hostname

Parameter Parameter Description Parameter Value

String with up to 63

HOSTNAME Name of the host
characters

IP_ADDR Associated host IP address  IPv4 Address

Command Mode

Global Configuration

Default

No static hostname-to-address mapping is added to the DNS hostname cache for a DNS
view.

Usage



None

Examples

The following example shows how to add a mapping entry to the global hostname cache
and then remove one of those entries from the global hostname cache:

Sw tch# configure term nal
Switch(config)# ip host wwv exanpl el. com 192. 0. 2. 141

Related Commands

show ip host
4.5.2 dns domain

Command Purpose

To specify the default domain for a Domain Name System (DNS) view to use to complete
unqgualified hostnames (names without a dotted-decimal domain name), use the dns
domain command in global configuration mode.

To remove the specification of the default domain name for a DNS view, use the no form
of this command.

Command Syntax
dns domain DOMAIN-NAME

Nno dns domain DOMAIN-NAME

Parameter Parameter Description Parameter Value

String with up to 63
characters

DOMAIN-NAME Name of the domain

Command Mode

Global Configuration

Default



No default domain name is defined for the DNS view.
Usage
None

Examples

The following example shows how to specify the default domain for DNS:

Sw tch# configure term nal
Switch(config)# dns domai n www. exanpl el. com

Related Commands

show dns domain

4.5.3 dns server

Command Purpose

To add a name server to the list of Domain Name System (DNS) name servers, use the
dns server command in global configuration mode. To remove a DNS name server from
the list, use the no form of this command.

Command Syntax

dns server IP_ADDR ( source-interface IFNAME | source-ip A.B.C.D |)

no dns server IP_ADDR

Parameter Parameter Description Parameter Value

IP address of a DNS name

IP_ADDR Support IPv4/IPv6 Address
server
Support
IFNAME Name of source interface physical/aggregation/loop

back/tunnel/vian ports

A.B.C.D Source IP address IPv4 Address



Command Mode

Global Configuration

Default

No IP address is explicitly added to the list of resolving name servers for this view.

Usage

This command can be entered multiple times to specify a maximum of three resolving
name servers. After three resolving name servers have been specified, additional
resolving name servers cannot be specified unless an existing entry is removed.

If the source interface or source IP address is specified, the packet transmit will use the
related IP address as source address.

Examples

The following example shows how to specify the DNS server list:

Swi tch# configure term nal

Swtch(config)# dns server 10.10.1.1
Switch(config)# dns server 20.20.2.2

Related Commands

show dns server
4.5.4 show dns

Command Purpose

To display configuration information about a Domain Name System (DNS) view, use the
show dns command in privileged EXEC mode.

Command Syntax

show dns { domain | server }

Parameter Parameter Description Parameter Value

domain Display DNS domain list -



Parameter Parameter Description Parameter Value

server Display DNS server list -

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

The following is sample output from the show dns domain command:

Swi t ch# show dns domai n

Current DNS domai n configuration:

Domai n Suf fi x
1 domai n domai n. com
2 donmi n aa. com

Related Commands

dns server

dns domain
4.5.5 show ip host

Command Purpose

To display configuration information about an ip host view, use the show ip host
command in privileged EXEC mode.

Command Syntax

show ip host

Command Mode



Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show ip host command:

Switch# show i p host

Current |IP host configuration:
Host Addr ess

1 www. sanpl edonai n. com 1.1.1.1

Related Commands

ip host



IPV6 SERVICE COMMANDS

5.1 Tunnel Commands
5.1.1 interface

Command Purpose

Use this command to create a new tunnel interface.

Use the no form of this command to destroy the tunnel interface.
Command Syntax

interface tunnel TUNNEL-ID

Nno interface tunnel TUNNEL-ID

Parameter Parameter Description Parameter Value

TUNNEL-ID The tunnel id 0-1023

Command Mode

Global Configuration

Default

None

Usage

Before connect 2 IPv6 networks by an IPv4 network, a tunnel interface is required. The
tunnel is available after set some attributes. After IPv6 is enabled the tunnel interface can
forward IPv6 packets.

Examples

This example shows how to create a tunnel interface:

Swi tch# configure term nal
Switch(config)# interface tunnel 1



Related Commands

show interface tunnel

5.1.2 tunnel mode

Command Purpose

Use this command to specify the IPv6 transition tunnel protocol.

Use the no form of this command to unset the tunnel protocol.

Command Syntax
tunnel mode tunnel mode ( erspan ( ecmp-dst-gre | ) | gre | ipv6ip ) ( 6to4 | isatap | )

Nno tunnel mode

Parameter Parameter Description Parameter Value

Set the tunnel as
automatic tunnel 6to4,

oto4 , . -
which use 2002::/16 as its
prefix
Set the tunnel as

_ automatic tunnel ISATAP,

isatap i}

which use ::5efe:a.b.c.d as
its suffix

When the destination of
gre tunnel is single, the mode -
of the tunnel

When the destinations of
ecmp-dst-gre tunnel are multi, the mode -
of the tunnel

Command Mode



Interface Configuration

Default

None

Usage

This command specifies a tunnel encapsulation mode for IPv6 in IPv4. When the
keywords “6to4” or “isatap” is not specified, then it is a manual tunnel. Tunnel mode is
not allowed to change from 6to4 to ISATAP when 6to4 relay routes are configured. Users
should unset the tunnel destination before change from manual tunnel to automatic
tunnel.

Examples

This example shows how to create a 6to4 Tunnel:

Swi # configure term nal

tch
S\Mtchgconfig)_# interface tunnel 1
Switch(config-if)# tunnel node ipv6ip 6to4d

Related Commands
tunnel source

tunnel destination

5.1.3 tunnel source

Command Purpose

Use this command to specify the tunnel source. Use the no form of this command to
unset the tunnel source.

Command Syntax

tunnel source ( IP_ADDR | IFNAME )

Nno tunnel source

Parameter Parameter Description Parameter Value



Specify a tunnel source in
IP_ADDR IPv4 Address
the IPv4 address format

Specify a tunnel source in

Support
the IFNAME format, the _ _
IFNAME physical/aggregation/loop
IFNAME should be layer3
, back/vlan/ ports
interface

Command Mode

Interface Configuration

Default
None
Usage

Every tunnel must have a tunnel source. If users specify the IFNAME format, system will
choose the primary address as tunnel source.

Examples

This example shows how to set the tunnel source:

Switch# configure term nal
Swtch(config)# interface tunnel 1
Switch(config-if)# tunnel source 3.3.3.3

Related Commands
tunnel mode ipv6ip
tunnel destination

5.1.4 tunnel destination

Command Purpose
Use this command to specify a tunnel destination address in an IPv4 portion.

Use the no parameter to un-specify the address.

Command Syntax



tunnel destination IP_ADDR

No tunnel destination

Parameter Parameter Description Parameter Value

Specify the tunnel
IP_ADDR T IPv4 Address
destination IPv4 address

Command Mode

Interface Configuration

Default

None

Usage

Automatic tunnel such as 6to4 and ISATAP must not configure tunnel destination.

Examples

This example shows how to set the tunnel destination:

Swi # configure term nal

tch
tch(config)# interface tunnel 1
tch(config-if)# tunnel destination 4.4.4.4

Swi
Swi
Related Commands

tunnel source

tunnel mode ipv6ip
5.1.5 tunnel enable

Command Purpose

Use this command to enable tunnel decapsulation for interfaces. Use the form of this
command to restore the default configuration.

Command Syntax



tunnel ( enable | disable )

Parameter Parameter Description Parameter Value

Enable tunnel
enable , -
decapsulation

, Disable tunnel
disable : -
decapsulation

Command Mode

Interface Configuration

Default

By default, tunnel decapsulation is disabled on all interfaces.
Usage

None

Examples

This example shows how to enable tunnel decapsulation on interface eth-0-1.:

Switch# configure term nal
Swtch(config)# interface eth-0-1
Switch(config-if)# tunnel enable

Related Commands

interface

5.1.6 tunnel ecmp-destination

Command Purpose

Use this command to configure tunnel ECMP destinations IP address.

Use the form of this command to unset this configuration.

Command Syntax



tunnel ecmp-destination IP_ADDR

no tunnel ecmp-destination IP_ADDR

Parameter Parameter Description Parameter Value

ECMPdestinations IP
IP_ADDR IPv4 Address
address

Command Mode

Interface Configuration

Default

None

Usage

Automatic tunnel such as 6to4 and ISATAP must not configure tunnel destination (multi
destination).

Examples

This example shows how to enable tunnel decapsulation on interface tunnel 1:

Switch# configure term nal

Swtch(config)# interface tunnel 1
Switch(config-if)# tunnel ecnp-destination 1.1.1.1
Swi tchgconfi g-i f;# tunnel ecnp-destination 2.2.2.2

Related Commands
tunnel source
tunnel mode (ecmp-dst-gre | ) | gre)

5.1.7 tunnel gre key

Command Purpose

Use this command to configure the tunnel gre key value.



Use the form of this command to unset this configuration

Command Syntax

tunnel gre key KEY_VALUE

no tunnel gre key

Parameter Parameter Description Parameter Value

KEY_VALUE gre key value 1-4294967295

Command Mode

Interface Configuration

Default

None

Usage

Improve the security of the gre tunnel, configure the gre key to do the checkout of point
to point.

Examples

This example shows how to enable tunnel decapsulation on interface tunnel 1.

Switch# configure term nal

Switchgconfig)# interface tunnel 1
Switch(config-if)# tunnel gre key 100

Related Commands

show running-config interface tunnel
5.1.8 tunnel extend-header

Command Purpose

Before the mirror traffic passes through the tunnel, encapsulate the traffic with the extend
header.



Use no the form of this command to unset this configuration.

Command Syntax
tunnel extend-header

Nno tunnel extend-header

Command Mode

Interface Configuration

Default

None

Usage

« spankxtendHeaderCopyHash, using the new hash or not;

« Packetinfo.skipTimelnfoUpdate, fixed with 1;

- if spanExtendHeaderCopyHash is 1, the filed consist with hash (8 bit) and O (8 bit); if
spanExtendHeaderCopyHash is 0, the filed consist with source port of the mirror (16 bit).

Without dst-load-balance parameter, spanExtendHeaderCopyHash will be O, and extend-
header field does not contain the hash value;

with dst-load-balance parameter, spanExtendHeaderCopyHash will be 1, and extend-
header field contain the hash value.

Examples

This example shows how to enable extend-header hash for load balance:

Switch# configure term nal

Switch(config)# interface tunnel 1

Swi tchE config-i fg# tunnel extend-header
Switch(config-if)# tunnel extend-header dst-I oad-bal ance

Related Commands

show running-config interface tunnel

5.1.9 tunnel extend-header id



Command Purpose

Use this command to configure the extend header id.

Use the no form of this command to unset this configuration.
Command Syntax

tunnel extend-header id ID_VALUE

no tunnel extend-header id ID_VALUE

Parameter Parameter Description Parameter Value

ID_VALUE The extend header id value 1-1023

Command Mode

Interface Configuration

Default
0
Usage
None

Examples

This example shows how to enable tunnel decapsulation on interface tunnel 1.

Swi # configure term nal

tch
Swtch(config)# interface tunnel 1 _
Switch(config-if)# tunnel extend-header id 30

Related Commands

show running-config interface tunne
5.1.10 tunnel dscp

Command Purpose

Use this command to specify a value of Differentiated Services Code Point (DSCP) in the



tunnel IPv4 encapsulation header.

Use the no parameter to inheriting the underlying physical interface value by default.

Command Syntax

tunnel dscp DSCP

no tunnel dscp

Parameter Parameter Description Parameter Value

The outer IPv4 header
DSCP 0-63
DSCP value

Command Mode

Interface Configuration

Default

By default, the DSCP value is inherited from original IPv6 packet.

Usage

None

Examples

This example shows how to set the outer IPv4 header DSCP value as 40:

Switch# configure term nal

Swi tchgconfi g)# interface tunnel 1
Switch(config-if)# tunnel dscp 40

Related Commands

interface
5.1.11 tunnel ttl

Command Purpose



Use this command to specify a value of time to live (TTL) in the tunnel IPv4 encapsulation
header.

Use the no parameter to inheriting the underlying physical interface value by default.

Command Syntax
tunnel ttl TTL

no tunnel TTL

Parameter Parameter Description Parameter Value

The outer IPv4 header TTL
TTL 1-254
value

Command Mode

Interface Configuration

Default

By default, the TTL value is inherited from original IPv6 packet.

Usage

None

Examples

This example shows how to set the outer IPv4 header TTL value as 254

Swi # configure term nal

tch
Swtch(config)# interface tunnel 1
Switch(config-if)# tunnel ttl 254

Related Commands

interface

5.1.12 ipv6 mtu

Command Purpose



Use this command to specify the Tunnel interface MTU.

Use the no form of this command to restore to the default value.

Command Syntax

ipv6 mtu MTU
no ipv6 mtu
Parameter Parameter Description Parameter Value
Set the tunnel interface
MTU 1280-9500

MTU

Command Mode

Interface Configuration

Default

1480

Usage

System does not support Path MTU Discovery on tunnel interface. This command is only
allowed on tunnel interface.

Examples

This example sets the tunnel interface MTU to 1280:

Swi tch# configure term nal
Swtch(config)# interface tunnel 1
Switch(config-if)# ipve ntu 1280

Related Commands

tunnel ttl
5.1.13 show interface tunnel

Command Purpose



Use this command to display the tunnel information.

Command Syntax

show interface tunnel TUNNEL-ID

Parameter Parameter Description

TUNNEL-ID The tunnel id

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example displays the tunnel information:

Switch# show i nterface tunnel 1

| nterface tunnel 1
Interface current state: UP
Har dware i s Tunnel

| ndex 8193 , Metric 1 , Encapsul ati on TUNNEL

VRF bi ndi ng: not bound

Parameter Value

0-1023

Tunnel protocol/transport IPv6/IP, Status Valid
Tunnel source 1.1.1.1(eth-0-1), destination 2.2.2.2

Tunnel DSCP inherit, Tunnel TTL 64
Tunnel transport MIU 1480 bytes

Related Commands

show ipv6 interface tunnel

5.1.14 show resource tunnel

Command Purpose



Use this command to display the tunnel peers resource information.

Command Syntax

show resource tunnel
Command Mode
Privileged EXEC
Default

None

Usage

None

Examples

This example displays the tunnel peers resource information:

Swi t ch# show resource tunnel

Tunnel
Resour ce Used Capability
Peers 1 s

Related Commands
None

5.2 NDP Commands

5.2.1ipv6 neighbor

Command Purpose
Use this command to configure a static neighbor entry.

To delete the static neighbor entry, user the no form of this command.

Command Syntax



ipv6 neighbor ( vif NAME | ) IPV6_ADDR MAC ( IFNAME | )

no ipv6 neighbor ( vif NAME | ) IPV6_ADDR ( IFNAME | )

Parameter Parameter Description

vif NAME vrf instance name

IPv6 address in X:X:X:X

IPV6_ADDR

format

MAC address in
MAC

HHHH.HHHH.HHHH format
IFNAME Interface name

Command Mode

Global Configuration

Default

By default, there is not any static ipv6 neighbor entry exist.

Usage

Use this command to configure a static neighbor entry. If the IPv6 address is link-local,

the interface name must be specified.

Parameter Value

String with up to 15
characters

IPve Address

MAC Address

Support
physical/aggregation/loop
back/vlan/tunnel ports

Using the no form of this command should not remove any dynamic neighbor entries.

Examples

This example shows how to add a static neighbor entry:

Switch# configure term nal

Swi t ch

Swi tchgconfi gg# i pv6 nei ghbor 2001::1 0000. 0000. 0001

config

# i pv6 nei ghbor vrf a fe80::1 0000.0000.0002 eth-0-1



Related Commands

show ipv6 neighbors
5.2.2 clear ipv6 neighbors

Command Purpose

Use this command to clear the dynamic neighbor entries.

Command Syntax

clear ipv6 neighbors ( vrf NAME | ) (interface IFNAME | )

clear ipv6 neighbors ( vrf NAME | ) IPV6_ADDR ( interface IFNAME | )

Parameter Parameter Description Parameter Value

String with up to 15
characters

vrf NAME vrf instance name

. Support
, Clear neighbor cache on , ,
interface IFNAME physical/aggregation/loop

the interface
back/vlan/tunnel ports

IPv6 address in X:X:X:X

format. Clear IPv6
IPV6_ADDR , IPv6 Address
neighbor cache by

address

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to clear the dynamic neighbor entries.



User can clear dynamic ipv6 address by interface or address. If the specified address is
link-local, the interface is required.

Examples

This example shows how to clear the neighbor entries:
Switch# clear ipv6 neighbors

Related Commands

show ipv6 neighbors
5.2.3 ipv6 hop-limit

Command Purpose

Use this command to set the ipv6 hop limit of the packets.

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 hop-limit HOP_LIMIT

no ipv6 hop-limit

Parameter Parameter Description Parameter Value

hop-limit HOP_LIMIT Hop limit. 1-255

Command Mode

Global Configuration

Default

By default, the value is 64.

Usage

The hop limit setting should affect all IPv6 packets send from this device, unless the hop-
limit is overwritten by up layer application, for example, OSPF, etc.



Examples

This example shows how to set the hop limit:

Swtch# configure termnal
Switch(config)# ipve hop-limt 255

Related Commands

None
5.2.4ipv6 nd ra hop-limit

Command Purpose
Use this command to set the “Current hop limit” in RA packets.

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 nd ra hop-limit HOP_LIMIT

No ipv6 Nd ra hop-limit

Parameter Parameter Description Parameter Value

hop-limit HOP_LIMIT Set cur hop limit. 0-255

Command Mode

Interface Configuration

Default

By default, the value is O.

Usage

None

Examples

This example shows how to set the “Current hop limit” in RA packets:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# ipve nd ra hop-limt 255

Related Commands

None
5.2.5ipv6 nd dad attempts

Command Purpose
Use this command to set the attempt times of DAD (Duplicate Address Detect).

To restore the default configuration, use the no form of this command.

Command Syntax

ipv6 nd dad attempts DAD _ATTEMPTS

no ipv6 nd dad attempts

Parameter Parameter Description Parameter Value

DAD_ATTEMPTS Set attempts number. 0-600

Command Mode

Interface Configuration

Default

By default, the value is 1.

Usage

Use this command to set the attempt times of DAD (Duplicate Address Detect). “0”
means DAD feature is disabled

Examples

This example shows how to set the dad attempt:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# ipve nd dad attenpts 3

Related Commands

None
5.2.6 ipv6 nd ns-interval

Command Purpose
Use this command to set the interval of NS packets.

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 nd ns-interval NS _INTERVAL

no ipv6 nd ns-interval

Parameter Parameter Description Parameter Value
Set IPv6 neighbor 1000-3600000
NS_INTERVAL o -
solicitation interval. milliseconds

Command Mode

Interface Configuration

Default

By default, the value is 1000

Usage

This configuration should affect the interval of NS packet during the DAD period or
neighbor discovery period.

Examples

This example shows how to set the ns interval:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# ipve nd ns-interval 2000

Related Commands

None
5.2.7 ipv6 nd ra suppress
Command Purpose

Use this command to enable the RA suppress function.

To disable this function, use the no form of this command.

Command Syntax

ipv6 Nd ra suppress

NO ipv6 Nd ra suppress

Command Mode

Interface Configuration

Default

By default, RA suppress is enabled.

Usage

When RA suppress function is enabled, no RA/RS packet should be sent from this
interface even a RS packet is received.

Examples

This example shows how to enable the RA suppress function:

Switch# configure term nal
Svmjtchgconfig)_# interface eth-0-1
Switch(config-if)# ipvé nd ra suppress

This example shows how to disable the RA suppress function:



Switch# configure term nal
Switchéconfig)# interface eth-0-1
Switch(config-if)# no ipv6é nd ra suppress

Related Commands
ipv6 nd ra interval
ipv6 nd ra lifetime

5.2.8 ipv6 nd ra mtu suppress

Command Purpose

Use this command to enable the RA MTU suppress function.

To disable this function, use the no form of this command.

Command Syntax

ipv6 Nd ra mtu suppress

No ipv6 Nd ra mtu suppress

Command Mode

Interface Configuration

Default

By default, RA MTU suppress is disabled.

Usage

When RA MTU suppress function is enabled, no MTU option should be sent in the RA
packets from this interface.

Examples

This example shows how to enable the RA MTU suppress function:

Switch# configure term nal
Switchgconfig)_# interface eth-0-1
Switch(config-if)# ipve nd ra ntu suppress



This example shows how to disable the RA MTU suppress function:

Switch# configure term nal
vaitchgconfig)_# interface eth-0-1
Switch(config-if)# no ipvé nd ra nmu suppress

Related Commands

None

5.2.9ipv6 nd rainterval

Command Purpose
Use this command to set the interval of the RA packets.

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 nd ra interval MAX ( MIN | )

no ipv6 nd ra interval

Parameter Parameter Description Parameter Value
MAX RA max interval (sec). 4-1800 seconds
MIN RA min interval (sec). 3-1350 seconds

Command Mode

Interface Configuration

Default

By default, MAX interval should be 600 second; MIN interval should be 0.33*MAX.

Usage

The valid range should be between 4 and 1800 second for the max value. The valid range
should be between 3 and 0.75 * MAX for the minimum value.

If the minimum value is not specified, it should be 0.33*MAX when MAX >= 9, and it



should be equal to the MAX when MAX < 9.

Examples

This example shows how to set the RA interval:

Switch# configure term nal

Switchgconfig)# interface eth-0-1
Switch(config-if)# ipve nd ra interval 300

Related Commands
ipv6 Nd ra suppress
ipv6 nd ra lifetime

5.2.10 ipv6 nd ra lifetime

Command Purpose

Use this command to set the life time of the RA packets.

To restore the default configuration, use the no form of this command.

Command Syntax

ipv6 nd ra lifetime LIFE_TIME

no ipv6 nd ra lifetime

Parameter Parameter Description

Set IPv6 router

LIFE_TIME . L
advertisement lifetime.

Command Mode

Interface Configuration

Default

By default, RA life time is 3* MAX RA interval.

Usage

Parameter Value

0-9000 seconds



None

Examples

This example shows how to set the ra life time:

Swi tch# configure term nal

vaitchﬁconfig)_# interface eth-0-1
Switch(config-if)# ipve nd ra lifetime 1000

Related Commands
ipv6 Nd ra suppress
ipv6 nd ra interval

5.2.11 ipv6 nd reachable-time

Command Purpose

Use this command to set reachable time of the neighbor entries.

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 nd reachable-time REACHABLE_TIME

no ipv6 nd reachable-time

Parameter Parameter Description Parameter Value

Reachablity time in .
REACHABLE_TIME o 0-3600000 milliseconds
milliseconds.

Command Mode

Interface Configuration

Default

By default, the value is 30000 ms



Usage
A reachable time O means to restore the default value 30000.

After the reachable time expired, the neighbor entries which state is “REACH” should
change to “STALE”".

Examples

This example shows how to set the reachable time:

Switch# configure term nal
S\Mtchéconfig)#int_erface eth-0-1 _
Switch(config-if)# i pve nd reachable-time 3600000

Related Commands

None
5.2.12 ipv6 nd managed-config-flag

Command Purpose
Use this command to set “Managed address configuration” flag.

To unset this configuration, use the no form of this command.

Command Syntax

ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Command Mode

Interface Configuration

Default

By default, the “Managed address configuration™ is not set.

Usage

None



Examples

This example shows how to set the “Managed address configuration” flag:

Switch# configure term nal
Switchgconfig)# interface eth-0-1 _
Switch(config-if)# i pvé nd managed-config-flag

Related Commands

ipv6 nd other-config-flag
5.2.13ipv6 nd other-config-flag
Command Purpose

Use this command to set the “Other configuration” flag.

To unset this configuration, use the no form of this command.

Command Syntax
ipv6 nd other-config-flag

no ipv6 nd other-config-flag

Command Mode

Interface Configuration

Default

By default, the “Other configuration” flag is not set.

Usage

None

Examples

This example shows how to set the “Other configuration” flag:

Switch# configure term nal
Switchgconfig)# interface eth-0-1 .
Switch(config-if)# ipve nd other-config-flag



Related Commands

ipv6 nd managed-config-flag

5.2.14 ipv6 nd prefix

Command Purpose

Use this command to set prefix for route advertise (RA).

To unset a prefix to advertise, use the no form of this command.

Command Syntax

ipv6 nd prefix IPv6_PREFIX ( VALID_TIME | infinite ) ( PERFERRED_TIME | infinite ) ( {

off-link | no-autoconfig } | )

no ipv6 nd prefix IPv6_PREFIX

ipv6e nd prefix default ( VALID_TIME | infinite ) ( PERFERRED_TIME | infinite ) ( { off-link |

no-autoconfig } | )

no ipv6 nd prefix default

Parameter

IPv6_PREFIX

VALID_TIME
PERFERRED_TIME

Command Mode

Interface Configuration

Default

Parameter Description

Configure IPv6 routing
prefix advertisement. IPv6
prefix in X:X::X:X/M format

Valid lifetime.

Preferred lifetime.

Parameter Value

IPv6 Address and mask
length

0-4294967295 second

0-4294967295 second

The valid range of valid life time should be between 0 and 4294967295 seconds. User
can also use the keyword “infinite” to indicate the value 4294967295(0xFFFFFFFFR. The



default value should be 2592000 seconds (30 days).

The valid range of preferred life time should be between 0 and 4294967295 seconds.
User can also use the keyword “infinite” to indicate the value 4294967295 RIOXFFFFFFFFEL.
The default value should be 604800 seconds (7 days).

Usage
None

Examples

This example shows how to set the prefix:

Switch# configure term nal
Swi tch§confi g)# interface eth-0-1
Switch(config-if)# ipve nd prefix 2001::1/64 3000 3000

Related Commands

show ipv6 interface IFNAME prefix
5.2.15 show ipv6 interface IFNAME prefix

Command Purpose

Use this command to show the prefix for route advertise (RA) on the specified interface.

Command Syntax

show ipv6 interface IFNAME prefix

Parameter Parameter Description Parameter Value

, Support
Name of the interface to , ,
IFNAME physical/aggregation/loop

show
back/vlan/tunnel ports

Command Mode

Privileged EXEC

Default



None
Usage
None

Examples

This example shows the result of this command:
Switch# show i pv6e interface eth-0-1 prefix

Related Commands
ipv6 Nd prefix
5.2.16 show ipv6 neighbors

Command Purpose

Use this command to show all ipv6 neighbor entries.

Command Syntax

show ipv6 neighbors ( dynamic | static | interface IFNAME | IPV6_ADDR | statistics | )

Parameter Parameter Description Parameter Value

, Support
, Name of the interface to , ,
interface IFNAME physical/aggregation/loop

show
back/vlan/tunnel ports

IPv6 address in X:X:X:X
IPV6_ADDR IPv6 Address
format

Command Mode

Privileged EXEC

Default

None



Usage

Neighbor entries should be able to show globally, by interface, or by prefix. Dynamic and
static entries can be displayed separately.

Examples

This example shows the result of this command:

Swi t ch# show i pv6 nei ghbors

| Pv6 address Age Li nk- Layer Addr
State Interface

2001::2 7

40f 2. f d60. acO0 REACH et h-0-9

fe80::42f2: fdf f: fe60: ac00 6 40f 2. f d60. ac00

STALE et h-0-9

Related Commands

ipv6 neighbor
5.2.17 debug ipv6 nd

Command Purpose

Use this command to open the debug of ipve ND feature.

To close the debug of ipv6 ND feature, use the no form of this command.

Command Syntax
debug ipv6 nd ( packet | events | error | dump | info | all )

no debug ipv6 nd ( packet | events | error | dump | info | all )

Parameter Parameter Description Parameter Value
packet IPv6 ND packet -
events IPv6 ND events -

error IPv6 ND Error message



Parameter Parameter Description Parameter Value

Dump message in hex

dump -
format

info IPv6 ND information -

all Turn all debugging on -

Command Mode

Privileged EXEC

Default

By default, the ipv6 nd debug is closed.
Usage

None

Examples

This example shows how to open the ipve ND debug:

Swi tch# debug ipv6 nd all
Switch# term nal nonitor

Related Commands
None
5.3 DHCPv6 Relay Commands

5.3.1 dhcpvé6 relay

Command Purpose

To enable the DHCPvV6 relay service, use the dhcpve relay command in global
configuration mode.

To disable this function, use the no form of this command.

Command Syntax



dhcpve relay

no dhcpvo relay

Command Mode

Global Configuration

Default
DHCPVG relay is disabled.
Usage

The DHCPV6 service must be enabled with the dhcpve service command before DHCPV6
relay service can be used.

Examples

The following example shows how to enable DHCPV6 relay agent:

Sw tch# configure term nal
Switch(config)# dhcpv6 rel ay

Related Commands

service dhcpvo
5.3.2 dhcpv6-server (global)

Command Purpose

To create a DHCPv6 server group, use the dhcpve-server command in global
configuration mode.

To remove a DHCPV6 server group, use the no form of this command.

Command Syntax
dhcpv6e-server NUMBER IPV6_ADDR interface IFNAME

no dhcpv6-server NUMBER ( IPV6_ADDR ( interface IFNAME | ) | )

Parameter Parameter Description Parameter Value



Number of the DHCPV6
NUMBER server group. The range is 1-16
from1to 16

The IPv6 address list of
the DHCPV6 server. The

IPV6_ADDR , IPv6 address
range in number of the

serversinalistisi1to 8

Support
The name of supported , ,
IFNAME , physical/aggregation/vian
interface
ports

Command Mode

Global Configuration

Default

No DHCPV6 server group is defined.

Usage

This command is used to specify the remote DHCPVG server .

Examples

The following example shows how to configure dhcpv6-server group globally:

Swi tch# configure term nal
Sw tch(config)# dhcpv6-server 1 2001:1::1
Switch(config)# dhcpv6-server 1 fe80::1 interface vlanl

Related Commands
service dhcpvo
dhcpve-server (interface)

5.3.3 dhcpv6-server (interface)

Command Purpose

To add an interface into a DHCPv6 server group, use the dhcpv6-server command in



interface configuration mode.

To remove this interface from the DHCPV6 server group, use the no form of this command.

Command Syntax

dhcpvo-server NUMBER

no dhcpve-server

Parameter Parameter Description Parameter Value

Number of the DHCPvG6
NUMBER 1-16
server group.

Command Mode

Interface Configuration

Default

No DHCPV6 server group is configured for the interface.

Usage

This command is used to specify DHCPv6 server group which is configed by the
command dhcpv6-server in global mode.

Examples

The following example shows how to configure dhcpv6e-server group for interface:

Switch# configure term nal
Swi tchgconfi g)# interface eth-0-1
Switch(config-if)# dhcpv6-server 1

Related Commands

service dhcpv6
5.3.4 dhcpv6 relay remote-id option

Command Purpose

To enable remote-id option, use the dhcpv6e relay remote-id option command in global



configuration mode.

To disable remote-id option, use the no form of this command.

Command Syntax
dhcpv6 relay remote-id option

no dhcpve relay remote-id option

Command Mode

Global Configuration

Default

Remote-id option is not added into DHCPv6 RELAY_FORW packet sent by relay.
Usage

None

Examples

The following example shows how to enable remote-id option:

Sw tch# configure term nal _ _
Switch(config)# dhcpv6 relay renote-id option

Related Commands
dhcpv6 relay remote-id format
5.3.5 dhcpv6 relay remote-id format

Command Purpose

To specify the format of remote-id , use the dhcpv6 relay remote-id format command in
global configuration mode. To restore the default format, use the no form of this
command.

Command Syntax

dhcpv6 relay remote-id format { vian | ifname | duid }



no dhcpvo relay remote-id format

Parameter Parameter Description Parameter Value

The ID of the vian

vian , -
attached by client

, The name of the interface

ifname , . -
received packet from client

duid The duid of relay -

Command Mode

Global Configuration

Default

The remote-id format is “duid:ifname:”.

Usage

The format of remote-id can be a combination of vian, interface name, DUID. This
command specifies the existing keywords in the combination.

Examples

The following example shows how to specify the format of remote-id:

Sw tch# configure term nal _
Switch(config)# dhcpv6é relay renote-id format vl an

Related Commands

dhcpv6 relay remote-id option
5.3.6 dhcpv6 relay pd route

Command Purpose

To enable learning route from prefix-delegation option, use the dhcpve relay pd route
command in global configuration.



To disable the function, use the no form of this command.

Command Syntax
dhcpv6 relay pd route

no dhcpvo relay pd route

Command Mode

Global Configuration

Default

The DHCPVG6 relay won't learn prefix-delegation route.

Usage

The DHCPV6 relay can learn route from prefix delegated by server to client. This kind of
route should not replace static one. Use this command to enable this function.

Examples

The following example shows how to enable learning route from prefix-delegation option:

Sw tch# configure term nal
Switch(config)# dhcpv6 relay pd route

Related Commands
clear dncpv6 relay pd route

dhcpv6 relay pd route distance

5.3.7 dhcpv6 relay pd route distance

Command Purpose

To configure the default distance for route learned by relay, use the dhcpv6 relay pd route
distance command in global configuration.

To restore the default value, use the no form of this command..

Command Syntax



dhcpv6 relay pd route distance DISTANCE

no dhcpvo relay pd route distance

Parameter Parameter Description Parameter Value

The default distance for
DISTANCE 1-255
route learned by relay

Command Mode

Global Configuration

Default

The default value of distance is 254.

Usage

Use this command to configure the distance of the route learned by relay from prefix-
delegation.

Examples

The following example shows how to configure the distance of route added by DHCPv6
relay:

Switch# configure term nal _
Swi tch(confi g?# dhcpv6 relay pd route di stance 233

Related Commands

dhcpvo relay pd route
5.3.8 service dhcpv6

Command Purpose

To enable the Dynamic Host Configuration Protocol (DHCP)V6 relay agent features on
your router, use the service dhcpve command in global configuration mode.

To disable the DHCPVG relay agent features, use the no form of this command.



Command Syntax

service dhcpvb enable

service dhcpvb disable

Command Mode

Global Configuration

Default

DHCPV6 service is disabled globally.

Usage

Only the main DHCPv6 service is enabled by the service dhcpv6 command, other
DHCPV6 services could be used, such as dncpvo relay.

Examples

The following example shows how to enable DHCPV6G service globally:

Swi tch# configure term nal
Swi tch(confi g?# servi ce dhcpv6 enabl e

Related Commands

dhcpvo relay
5.3.9 debug dhcpv6 relay

Command Purpose

Use this command to turn on the debug switches of DHCPV6E relay module.

To restore the default, use the no form of this command

Command Syntax
debug dhcpv6 relay ( events | error | dump | packet | all )

no debug dhcpve relay ( events | error | dump | packet | all )

Parameter Parameter Description Parameter Value



events Relay events -

error Error DHCP message -

packet DHCP message fields -
Dump message in hex

dump -
format

all Turn all debugging on -

Command Mode

Privileged EXEC

Default

None

Usage

Use command “terminal monitor™ to make debug messages print on the VTY immediately.
Use command “show logging buffer” to check the debug messages in the logging buffer.
Examples

The following is sample to open dhcpv6 relay debug switches:
Swit ch# debug dhcpv6 relay all

Related Commands
terminal monitor
show logging buffer

5.3.10 show dhcpv6-server

Command Purpose

To display the DHCPv6 server groups, use the show dhcpv6-server command in
privileged EXEC mode.



Command Syntax

show dhcpvb-server

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display all the DHCPv6 server groups configured with command
dhcpv6e-server in global mode.

Examples

The following example shows how to display dhcpv6e-server group information:

Swi t ch# show dhcpv6- server

DHCPv6 server group information:

roup 1 ipv6 address list:
Fl] 2001:1::1

Related Commands
dhcpve-server (global)
5.3.11 show dhcpv6 relay interfaces

Command Purpose

To display to which dhcpv6-server group the interface belongs, use the show dhcpve
relay interfaces command in privileged EXEC mode.

Command Syntax

show dhcpv6 relay interfaces

Command Mode

Privileged EXEC



Default

None

Usage

This command is used to display the interface which is confined DHCPVG relay.

Examples

The following example shows how to display dhcpve relay interfaces information:

Swi t ch# show dhcpv6 relay interfaces

Li st of DHCPv6 relay enabled interface(s):
DHCPv6 rel ay service status: enabled
| nterface Nane DHCPv6 server group

Related Commands

show dhcpv6-server
5.3.12 show dhcpvé6 relay pd client

Command Purpose

To display the result of DHCPV6 relay’s prefix-delegation route function, use the show
dhcpve relay pd client command in privileged EXEC mode.

Command Syntax

show dhcpv6 relay pd client

Command Mode

Privileged EXEC

Default

None

Usage

None



Examples

The following example shows how to display information of prefix-delegation route:

Swi t ch# show dhcpv6 relay pd client

DHCPv6 prefix-del egation client information:

Interface : vlan2
Client DU D : 0001000117e9357b606dal182030
Client IPv6 address : fe80::626d: alff:fe82: 300
IAID : al8230
| A Prefix : 2002:2:10::/64
prefered/max lifetinme : 280/ 300
expired time : 2012-09-17 11:43:59

Related Commands
dhcpv6 relay pd route

dhcpv6 relay pd route distance
5.3.13 show dhcpv6 relay statistics

Command Purpose

To display the statistics of DHCPv6 packets relayed by the switch, use the show dhcpv6e
relay statistics command in privileged EXEC mode.

Command Syntax

show dhcpv6 relay statistics

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to display detail DHCPV6 statistics which processed by the switch.

Examples



The following example shows how to display DHCPV6 relay statistics:

Swi tch# show dhcpv6 relay statistics

DHCPv6 rel ay packet statistics:

Cient rel ayed packets: 48
Server relayed packets: 48

Client error packets: 0
Server error packets: 0

Related Commands
clear dhcpv6 relay statistics
5.3.14 clear dhcpv6 relay statistics

Command Purpose

To reset the statistics of DHCPv6 packets relayed by the switch, use the clear dhcpv6e
relay statistics command in privileged EXEC mode.

Command Syntax

clear dhcpv6 relay statistics

Command Mode

Privileged EXEC

Default

None

Usage

This command is used to reset DHCPV6 statistics.

Examples

The following example shows how to clear DHCPV6 relay statistics:
Switch# clear dhcpv6 relay statistics

Related Commands



show dhcpv6 relay statistics
5.3.15 clear dhcpv6 relay pd route

Command Purpose

To clear the route learned by DHCPV6 relay from prefix-delegation, use the clear dncpvo
relay pd route command in privileged EXEC mode.

Command Syntax

clear dncpve relay pd route ( prefix PREFIX | ) (interface IFNAME | ) (1IPV6_ADDR | )

Parameter Parameter Description Parameter Value
PREFIX The prefix delegated to IPv6 Address and mask
client length in X:X:X:X/M format
The IPv6 address of PD
IPV6_ADDR , IPv6 Address
client
Support
The name of supported , ,
IFNAME , physical/aggregation/vian
interface
ports

Command Mode

Privileged EXEC

Default

None
Usage
If no parameter is specified, all route will be cleared

Examples

The following example shows how to clear route learned by DHCPVG relay:

Switch# clear dhcpve relay pd route interface eth-0-1



Related Commands
dhcpvo6 relay pd route

show dhcpv6 relay pd client



IP ROUTING COMMANDS

6.1 IP Unicast-Routing Commands

6.1.1 ip address

Command Purpose

To set a primary or secondary IP address for an interface, use the ip address command in
interface configuration mode. To remove an IP address or disable IP processing, use the

no form of this command.

Command Syntax

ip address ( ADDRESS WILDCARD-MASK | ADDRESS /PREFIX-LENGTH ) ( secondary | )

Parameter

ADDRESS

WILDCARD-MASK

PREFIX-LENGTH

secondary

Command Mode

Interface Configuration

Default

Parameter Description

IPv4 address of the
interface

Mask for the associated IP
subnet

Prefix length of the address

(Optional) Specifies that
the configured address is
a secondary IP address. If
this keyword is omitted,
the configured address is
the primary IP address

No IP address is defined for the interface.

Parameter Value

IPv4 address

Mask in IPv4 address
format

1-32



Usage

An interface can have one primary IP address and multiple secondary IP addresses.
Packets generated by the switch always use the primary IP address. Therefore, all
switches and access servers on a segment should share the same primary network
numbper.

Hosts can determine subnet masks using the Internet Control Message Protocol (ICMP)
mask request message. Switch respond to this request with an ICMP mask reply
message.

You can disable IP processing on a particular interface by removing its IP address with the
no ip address command. If the software detects another host using one of its IP
addresses, it will print an error message on the console.

The optional secondary keyword allows you to specify up to 8 secondary addresses.
Secondary addresses are treated like primary addresses, except the system never
generates datagrams other than routing updates with secondary source addresses. IP
broadcasts and Address Resolution Protocol (ARP) requests are handled properly, as are
interface routes in the IP routing table.

Secondary IP addresses can be used in a variety of situations. The following are the most
common applications:

There may not be enough host addresses for a particular network segment. For example,
your subnet allows up to 254 hosts per logical subnet, but on one physical subnet you
need 300 host addresses. Using secondary IP addresses on the switches or access
servers allows you to have two logical subnets using one physical subnet.

Many older networks were built using Level 2 bridges. The judicious use of secondary
addresses can aid in the transition to a subnet and router-based network. Switches on an
older, bridged segment can be easily made aware that many subnets are on that
segment.

Two subnets of a single network might otherwise be separated by another network. This
situation is not permitted when subnets are in use. In these instances, the first network is
extended, or layered on top of the second network using secondary addresses.

Examples



In the following example, 10.108.1.27 is the primary address and 192.31.7.17 and
192.31.8.17 are secondary addresses for eth-0-1:

Swi tch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# ip address 10.108.1.27 255.255.255.0
Switchgconfl g- |fg# | p address 192.31.7.17/24 secondary
Switch(config-if)# ip address 192.31.8.17 255. 255. 255. 0 secondary

Related Commands

None
6.1.2 ip icmp error-interval

Command Purpose

To set the interval of ICMP error messages generated by the switch, use the ip icmp error-
interval command in global configuration mode. To restore the default value, use the no
form of this command.

Command Syntax
ip icmp error-interval INTERVAL

no ip icmp error-interval

Parameter Parameter Description Parameter Value

0 -2147483647
milliseconds

INTERVAL The interval in milliseconds.

Command Mode

Global Configuration

Default

Default is 1000 milliseconds.

Usage

None



Examples

In the following example, user sets the error interval to 10 seconds, which means only one
ICMP error message was generated per 10 seconds:

Sw tch# configure term nal _
Switch(config)# ip icnp error-interval 10000

Related Commands
ip redirects
ip unreachables

6.1.3 ip redirects

Command Purpose

To enable send the ICMP redirect messages generated by the switch, use the ip redirects
command in interface configuration mode. To restore the default value, use the no form
of this command.

Command Syntax
ip redirects

no ip redirects

Command Mode

Interface Configuration

Default

IP redirect is enabled by default.

Usage

None

Examples

In the following example, users disable to send the ICMP redirect message:



Switch# config t erm nal

Switch(config) terface eth-0-1

Swi tch(config- no sw tchport
g-

ure
#in
i f)#

[ ;ﬁ p address 10.10.10.1/24
-1

f
Switchgconfl f
f no ip redirects

Swi tch(confi

Related Commands
ip unreachables
ip icmp error-interval

6.1.4 ip unreachables

Command Purpose

To enable send the ICMP unreachable messages generated by the switch, use the ip
unreachables command in interface configuration mode. To restore the default value, use
the no form of this command.

Command Syntax

ip unreachables

no ip unreachables

Command Mode

Interface Configuration

Default

IP unreachable is enabled by default.

Usage

None

Examples

In the following example, users disable to send the ICMP unreachable message:



Switch# configure term nal

Switch(config)# interface eth-0-1
Switch(config-if)# no swtchport
Switchgconflg |fg# p address 10.10.10.1/24
Switch(config-if)# no ip unreachabl es

Related Commands
ip redirects
ip icmp error-interval

6.1.5 ip verify unicast reverse-path

Command Purpose

To enable RPF check to the interface, use the command ip verify unicast reverse-path in
interface configuration mode. To restore the default value, use the no form of this
command.

Command Syntax
ip verify unicast reverse-path

No ip verify unicast reverse-path

Command Mode

Interface Configuration

Default

RPF check is disabled by default.

Usage

None

Examples

In the following example, users enable RPF check in interface eth-0-1:



Switch# configure term nal

Switch(config)# interface eth-0-1
Switch(config-if)# no swtchport

Switchgconfi g-if)# ip address 10.10.10.1/24
Switch(config)# 1p verify unicast reverse-path

Related Commands
ip redirects

ip icmp error-interval
6.1.6 unicast reverse-path check-type (strict| loose (allow-default-route|))

Command Purpose

Use this command to configure RPF check type to the interface in interface configuration
mode.To restore the default value, use the no form of this command.

Command Syntax
unicast reverse-path check-type ( strict | loose ( allow-default-route | ) )

No unicast reverse-path check-type

Command Mode

Interface Configuration

Default

RPF check-type is strict by default.

Usage

RPF check-type takes effort for both ipv4 and ipv6.

Examples

In the following example, users configure RPF check-type loose in interface eth-0-1:

Switch# configure term nal

Switch(config)# interface eth-0-1

Swi tchéconfi g-if)# no switchport

Switch(config)# unicast reverse-path check-type | oose



Related Commands

None
6.1.7 router-id (global)

Command Purpose

To use a fixed router ID for all routing protocols, use the router-id command in global
configuration mode. To let switch select the router ID automatically, use the no form of
this command.

Command Syntax

router-id IP-ADDRESS

no router-id
Parameter Parameter Description Parameter Value
Router ID in IP address
IP-ADDRESS IPv4 address

format

Command Mode

Global Configuration

Default

No router ID is defined.

Usage

You can configure an arbitrary value in the IP address format for each switch. However,
each router ID must be unique.

Examples

The following example specifies a fixed router-id:

Swi tch# configure term nal
Swtch(config)# router-id 1.1.1.1



Related Commands

router-id (router)
6.1.8 ip route

Command Purpose

To establish static routes, use the ip route command in global configuration mode. To
remove static routes, use the no form of this command.

Command Syntax

ip route ( PREFIX MASK | PREFIX/PREFIX-LENGTH ) ( NH-ADDRESS | vrf VRF-NAME
NH-ADDRESS | IFNAME | REMOTE-VTEP ) ( DISTANCE | ) ( bind bfd BFD-NAME | track
NUMBER | )

no ip route ( PREFIX MASK | PREFIX/PREFIX-LENGTH ) ( ( vrf VRF-NAME | ) NH-
ADDRESS | IFNULL | ) ( bind bfd | track | )

no ip route ( PREFIX MASK | PREFIX/PREFIX-LENGTH ) ( IFTUNNEL | REMOTE-VTEP )

Parameter Parameter Description Parameter Value

A string up to 16

VRF-NAME VRF instance name
characters
IP route prefix for the
PREFIX o IPv4 address
destination
Prefix mask for the Mask in IPv4 address
MASK L
destination format
Prefix length for the
PREFIX-LENGTH 1-32

destination

IP address of the next hop
NH-ADDRESS that can be used to reach IPv4 address
that network



Parameter

IFNAME

IFTUNNEL

IFNULL

REMOTE-VTEP

DISTANCE

BFD-NAME

track NUMBER

Command Mode

Global Configuration

Default

Parameter Description

Interface name of the next
hop that can be used to
reach that network

tunnel port
NULL O port

Overlay tunnel of the next
hop that can be used to
reach that network.

(Optional) An
administrative distance.
The default administrative
distance for a static route
is1

Specify the name of bfd

Specify the ID of track
object

No static routes are established.

Usage

Parameter Value

remote-vtep index

1-255

A string up to 16
characters

1-500

The establishment of a static route is appropriate when the switch cannot dynamically
build a route to the destination.

Examples



The following example establishes a static route:

Sw tch# configure term nal
Switch(config)# ip route 172.31.0.0 255.255.0.0 172.31.6.6

The following example establishes a static route which nexthop is blackhole:

Sw tch# configure term nal
Switch(config)# ip route 10.1.1.1/32 null O

Related Commands

show ip route
6.1.9 show ip route

Command Purpose

To display the current state of the routing table, use the show ip route command in user
EXEC or privileged EXEC mode.

Command Syntax

show ip route ( VRF NAME | ) (IP-ADDRESS | PREFIX/PREFIX-LENGTH | PROTOCOL |)

Parameter Parameter Description Parameter Value

A string up to 15

VRF NAME VRF instance name
characters
(Optional) Address about
IP-ADDRESS which routing information IPv4 address
should be displayed
PREFIX IP route prefix IPv4 address

PREFIX-LENGTH Prefix length for the route 1-32



Parameter Parameter Description

(Optional) The name of a
routing protocol, or the
keyword connected,

static, or summary. If you
PROTOCOL

specify a routing protocoal,

use one of the following
keywords: bgp, ospf, and
rip.

Command Mode

Privileged EXEC

Default

None

Usage

You can display all active dynamic and static routes with both the show ip route and
show ip route static commands after these active routes are added in the main routing

table.

Examples

The following is sample output from the show ip route command when entered without

an address:

Switch# show ip route

Codes: K - kernel, C - connected, S - static,
O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 -
type 2
El - OSPF external type 1, E2 -

[*] - [AD Metric]

* - candi date default
1.1.1.0/24 [110/2] via 10.10.1.1,
2.2.2.0/24 [110/3] via 10.10.1.1,
10.10.1.0/24 is directly connected,
10.10.1.23/32 is in |local |oopback,

10. 10. 2. 0/ 24 [110/2] via 10.10.1.1,
10. 10. 3.0/ 24 | 110/3] via 10.10.1.1,

000000

OSPF ext er nal

Parameter Value

bgp/connected/isis/ospf/ri
p/static

R- RP, B- BG
OSPF NSSA ext er nal

type 2

et h-0-23, 00:34:17
et h-0-23, 00:17: 26

et h- 0- 23
et h- 0- 23
et h-0-23, 00:17:26
et h-0-23, 00:17:26



Related Commands
ip route
show ip route database

6.1.10 show ip route database

Command Purpose

To display the Routing Information Base (RIB), use the show ip route database command
in user EXEC or privileged EXEC mode.

Command Syntax

show ip route database ( VRF NAME | ) (PROTOCOL |)

Parameter Parameter Description Parameter Value

A string up to 15

VRF NAME VRF instance name
characters

(Optional) The name of a

routing protocol, or the

keyword connected,

static, or summary. If you bgp/connected/isis/ospf/ri
PROTOCOL , , ,

specify a routing protocoal, p/static

use one of the following
keywords: bgp, ospf, and
rip.

Command Mode

Privileged EXEC

Default

None

Usage

You can display all active dynamic and static routes with both the show ip route database



and show ip route database static commands after these active routes are added in the
Routing Information Base (RIB).

Examples

The following is sample output from the show ip route database command:

Switch# show i p route database

Codes: K - kernel, C - connected, S - static, R- RIP, B- BG
O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external

type 2
El - OSPF external type 1, E2 - OSPF external type 2
[*] - [AD Metric]
> - selected route, * - FIBroute, p - stale info
O *> 1.1.1.0/24 [110/2] via 10.10.1.1, eth-0-23, 00:48:58
O *> 2.2.2.0/24 [110/3] via 10.10.1.1, eth-0-23, 00:32:07
S 6.6.6.0/24 [1/0] via 3.3.3.3 inactive
C *> 10.10.1.0/24 is directly connected, eth-0-23
C *> 10.10.1.23/32 is in local |oopback, eth-0-23
O *> 10.10.2.0/24 [110/2] via 10.10.1.1, eth-0-23, 00:32:07
O *> 10.10. 3.0/ 24 [ 110/ 3] via 10.10.1.1, eth-0-23, 00:32:07

Related Commands
ip route
show ip route

6.1.11 show ip protocols

Command Purpose

To display the parameters and current state of the active routing protocol process, use
the show ip protocols command in privileged EXEC mode.

Command Syntax

show ip protocols ( vif NAME | ) (PROTOCOL | )

Parameter Parameter Description Parameter Value

A string up to 15
characters

VRF NAME VRF instance name



Parameter Parameter Description Parameter Value

(Optional) The name of a

routing protocol. If you

specify a routing protocol, o
PROTOCOL , bgp/ospf/rip/isis

use one of the following

keywords: bgp, ospf, isis

and rip.

Command Mode

Privileged EXEC

Default

None

Usage

The information displayed by the show ip protocols command is useful in debugging
routing operations. Information in the Routing Information Sources field of the show ip
protocols output can help you identify a switch suspected of delivering bad routing
information.

Examples

The following is sample output from the show ip protocols command:

Switch# show i p protocols
Routing Protocol is "ospf 0"
Redi stri buti ng:
Routing for NetworKks:
3.3.3.0/ 24
10.10.1.0/ 24
10. 10. 4.0/ 24
D stance: (default is 110)

Related Commands

show ip route
6.1.12 show ip route summary

Command Purpose

To display the total route count and different types of route count, use the show ip route



summary command in privileged EXEC mode.

Command Syntax

show ip route ( vrf NAME | ) summary

Parameter Parameter Description Parameter Value

A string up to 15
characters

VRF NAME VRF instance name

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show ip route summary command:

Switch# show ip route sunmary
| P routing table name is Defaul t-IP-Routing-Tabl e(0)
| P routing table maxi num paths is 8

Rout e source net wor ks
connect ed 2

static 1

Tot al 3

Related Commands

show ip route
6.1.13 show ip route add-fib-fail

Command Purpose

Use this command to display the routes which can not forward packet because of TCAM
resource full. Use the show ip route add-fib-fail command in privileged EXEC mode.



Command Syntax

show ip route add-fib-fail ( count | )

Parameter Parameter Description Parameter Value

number of add-fib-fail
count . i}
route entries

Command Mode

Privileged EXEC

Default

None

Usage

If both of the command line “show ip route” and “show ip route add-fib-file” could show
the same route. It represents that the route is not able to inset into the Forwarding
Information Table(FIB) due to the hareware resource limit, this route is not able to forward
any packets. You could delete and reconfigure this routing when some hardware
resource is free.

Examples

The following is sample output from the show ip route add-fib-fail command:

Switch# show ip route add-fib-fail

VRF Rout e

def aul t 1.1.1.1/32
def aul t 1.1.1.0/ 24
t est 2.2.2.2/32
t est 2.2.2.0/ 24

Related Commands

show ip route
6.1.14 max-static-routes

Command Purpose



To configure the maximum static routes in system, use the max-static-routes command in
global configuration mode. To configure the maximum static routes to default value, use
the no form of this command.

Command Syntax
max-static-routes COUNT

Nno max-static-routes COUNT

Parameter Parameter Description Parameter Value

maximum static routes in The range is <1-65535>,
system default value is 1024

COUNT

Command Mode

Global Configuration

Default

1024

Usage

Users should not configure the maximum static routes more than system profile of FIB.
Also, users should not configure the maximum static routes less than the current static
routes count.

Examples

The following example displays how to change maximum static routes to 10:

Switch# confi term nal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# nmax-static-routes 10

Related Commands

show ip route summary

6.1.15 show resource fib



Command Purpose

Use this command to display the resources used by routes.

Command Syntax

show resource fib

Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

The following is sample output from the show resource fib command:

Switch# show resource fib

Rl BFI B

Resour ce Used Capability
| ndi rect Routes 3 8192

Host Rout es 1 4096

Stati c Routes 0 1024

| Pv6 I ndirect routes 0 1536

| Pv6 Host routes 0 4096

| Pv6 Static routes 0 1024

L3 Vlan interfaces 0 256

Related Commands

show ip route summary
6.1.16 ecmp load-balance-mode dynamic

Command Purpose

Use this command to configure ecmp dynamic load balance.

Command Syntax



ecmp load-balance-mode dynamic

no ecmp load-balance-mode dynamic

Command Mode

Global Configuration

Default

Static load balance mode
Usage
When configure or cancel ecmp load balance, the route information must be empty.

Examples

The following example displays how to configure ecmp dynamic load balance:

Switch# configure term nal
Enter configuration commands, one per line. End with CNTL/Z
Switch(config)# ecnp | oad- bal ance- nbde dynam c

Related Commands

None
6.1.17 ecmp load-balance-mode dynamic (efd-only|tcp-only)

Command Purpose

Use this command to configure only tcp flows do ecmp dynamic load or only efd flows do
ecmp dynamic load.

Command Syntax
ecmp load-balance-mode dynamic ( efd-only | tcp-only )

no ecmp load-balance-mode dynamic

Command Mode

Global Configuration



Default

Flows of every type can do ecmp dynamic load.
Usage

None

Examples

The following example displays how to configure only tcp flows do ecmp dynamic load:

Switch# configure term nal

Enter configuration conmmands, one per line. End with CNTL/Z
Switch(config)# ecnp | oad- bal ance-node dynam c tcp-only

Related Commands

None
6.1.18 ecmp load-balance-mode static

Command Purpose

Use this command to configure ecmp static load balance.

Command Syntax

ecmp load-balance-mode static

Command Mode

Global Configuration

Default

None

Usage

When configure ecmp load balance, the route information must be empty.

Examples

The following example displays how to configure ecmp static load balance:



Switch# configure term nal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ecnp | oad-bal ance-nbde static

Related Commands

None
6.1.19 ecmp load-balance-mode static self-healing
Command Purpose

Use this command to configure ecmp self-healing load balance.

Command Syntax
ecmp load-balance-mode static self-healing

no ecmp load-balance-mode static self-healing

Command Mode

Global Configuration

Default
None
Usage
None
Examples

The following example displays how to configure ecmp self-healing load balance:

Swi tch# configure term nal
Enter configuration conmands, one per line. End with CNTL/Z.
Switch(config)# ecnp | oad-bal ance-node static self-healing

Related Commands

None

6.1.20 ecmp load-balance-mode round-robin



Command Purpose

Use this command to configure ecmp round robin load balance.

Command Syntax
ecmp load-balance-mode round-robin ( vif NAME | ) A.B.C.D/M

no ecmp load-balance-mode round-robin ( vrf NAME | ) A.B.C.D/M

Parameter Parameter Description Parameter Value

A string up to 15

VRF NAME VRF instance name
characters
IP destination prefix (e.g. IPv4 address and mask
A.B.C.D/M .
10.0.0.0/8) length in A.B.C.D/M format

Command Mode

Global Configuration

Default

None

Usage

When configure or cancel ecmp load balance, the route information must be empty.

All vrf's prefix cannot add up to more than 15.

Examples

The following example displays how to configure ecmp round robin load balance:

Switch# configure term nal

Enter configuration conmands, one per line. End with CNTL/Z
Switch(config)# ecnp | oad-bal ance-node round-robin 1.1.1.0/24

Related Commands

None



6.1.21 show ecmp information

Command Purpose

Use this command to display ecmp configure information.

Command Syntax

show ecmp information

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows the output of the command:

Sw t ch# show ecnp information _
ECVP | oad bal ance enabl e nbde: Static

Related Commands

None

6.2 RIP Commands

6.2.1 information-originate-rip">default-information originate (RIP)

Command Purpose

To generate a default route into Routing Information Protocol (RIP), use the default-
information originate command in router configuration mode. To disable this feature, use
the no form of this command.

Command Syntax



default-information originate ( route-map | )

no default-information originate ( route-map | )

Parameter Parameter Description Parameter Value

route-map Route map reference -

Command Mode

Router Configuration

Default

None

Usage

The route orginated will only be learned by RIP neighbor, and this route is not configured
in FIB.

Examples

The following example originates a default route:

Switch# configure term nal
Switch(config)# router rip
Switch(config-router)# version 2

Switch(config-router)# network 192.168. 16.0/24
Swi tch(config-router)# default-information originate

Related Commands
None
6.2.2 metric-rip">default-metric (RIP)

Command Purpose

To set default metric values for Routing Information Protocol (RIP), use the default-metric
command in router configuration mode. To return to the default state, use the no form of
this command.

Command Syntax



default-metric NUMBER-VALUE

Nno default-metric

Parameter Parameter Description Parameter Value

NUMBER-VALUE Default metric value 1-16

Command Mode

Router Configuration

Default

By default, the metric is set to 1.

Usage

The default-metric command is used in conjunction with the redistribute router
configuration command to cause the current routing protocol to use the same metric
value for all redistributed routes. A default metric helps solve the problem of redistributing
routes with incompatible metrics. Whenever metrics do not convert, using a default
metric provides a reasonable substitute and enables the redistribution to proceed.

Examples

The following example shows a switch using both the RIP and the Open Shortest Path
First (OSPF) routing protocols. The example advertises OSPF-derived routes using RIP and
assigns the OSPF-derived routes a RIP metric of 10:

Switch# configure term nal
Switch(config)# router rip

Switch(config-router)# default-netric 10
Swi tch(config-router)# redistribute ospf

Related Commands

redistribute (RIP)
6.2.3 distance (RIP)

Command Purpose

To define an administrative distance for routes that are inserted into the routing table, use



the distance command in router configuration mode. To return the administrative
distance to its default distance definition, use the no form of this command.

Command Syntax

distance DISTANCE PREFIX/PREFIX-LENGTH ( ACCESSS-LIST-NAME | )

Nno distance

Parameter

DISTANCE

PREFIX

PREFIX-LENGTH

ACCESSS-LIST-NAME

Command Mode

Router Configuration

Default

By default, the distance is 120.

Usage

Parameter Description

Administrative distance

IP prefix for the originator
of the imcoming routing
updates

Prefix length for the
originator

(Optional) Named access
list to be applied to
incoming routing updates

Parameter Value

Administrative distance,
an integer from 1 to 255
(routes with a distance
value of 255 are not
installed in the routing
table)

IPv4 Address

1-32

Up to 40 characters

An administrative distance is a rating of the trustworthiness of a routing information
source, such as an individual switch or a group of switches. Numerically, an administrative



distance is an integer from O to 255. In general, the higher the value, the lower the trust
rating. An administrative distance of 255 means the routing information source cannot be
trusted at all and should be ignored.

When this command is configured, it is applied when a network is being inserted into the
routing table. It filters routing updates according to the IP address of the switch that
supplies the routing information. It could be used, for example, to filter possibly incorrect
routing information from switches that are not under your administrative control. The
optional access list name is used to filter router entries in routing update.

Examples

The following example set administrative distance 200 for routes that are inserted from
20.20.0.0 network segment :

Switch# configure term nal

Switch(config)# router rip
Switch(config-router)# network 10.10.0.0/24

Swi tchéconfi g- rout er;# net wor k 20. 20. 0. 0/ 24
Switch(config-router)# di stance 200 20.20.0.0/24

Related Commands

distance (OSPF)
6.2.4 ip rip authentication

Command Purpose

To enable authentication for Routing Information Protocol (RIP) Version 2 packets and to
specify the set of keys that can be used on an interface, use the ip rip authentication
command in interface configuration mode. To prevent authentication, use the no form of
this command.

Command Syntax

ip rip authentication ( key-chain NAME-OF-CHAIN | string STRING )

no ip rip authentication ( key-chain | string )

Parameter Parameter Description Parameter Value



Enables authentication
and specifies the group of A String of key chain name
keys that are valid

key-chain NAME-OF-
CHAIN

Enables authentication
string STRING and specifies the Up to 16 characters
authentication string

Command Mode

Interface Configuration

Default

No authentication is provided for RIP packets.

Usage

If neither key chain is configured with the key-chain command nor string is configured
with the authentication string command, no authentication is performed on the interface
(not even the default authentication). Key chain and authentication string can not be
configured on the same interface. If you want configure one, make sure the other is not
configured.

Examples

The following example configures the interface to accept and send any key belonging to
the key chain named trees:

Switch# configure term nal

Switch(config)# interface eth-0-1

Sv»jtch§config-ifg# no swi tchport _ _
Switch(config-if)# ip rip authentication key-chain trees

Related Commands

ip rip authentication mode
6.2.5ip rip authentication mode

Command Purpose

To specify the type of authentication used in Routing Information Protocol (RIP) Version 2
packets, use the ip rip authentication mode command in interface configuration mode. To



restore clear text authentication, use the no form of this command.

Command Syntax
ip rip authentication mode ( text | md5 )

No ip rip authentication mode

Parameter Parameter Description Parameter Value
text Normal text authentication -

nd5 Keyed Message Digest 5
(MD5) authentication

Command Mode

Interface Configuration

Default

Clear text authentication is provided for RIP packets.
Usage
RIP Version 1 does not support authentication.

Examples

The following example configures the interface to use MD5 authentication:

Switch# configure term nal

Switch(config)# interface eth-0-1
Switchﬁconfig-ifg# no swi tchport _
Switch(config-if)# ip rip authentication node nd5

Related Commands

ip rip authentication key-chain
6.2.6 ip rip receive version

Command Purpose

To specify a Routing Information Protocol (RIP) version to receive on an interface basis,



use the ip rip receive version command in interface configuration mode. To follow the
global version rules, use the no form of this command.

Command Syntax
ip rip receive version [ 1] 2 ]

NO ip rip receive version

Parameter Parameter Description Parameter Value
(Optional) Accepts only
1 RIP Version 1 packets on -

the interface

(Optional) Accepts only
2 RIP Version 2 packets on -
the interface

Command Mode

Interface Configuration

Default

Only RIPv2 packet should be received.

Usage

Use this command to override the default behavior of RIP as specified by the version
command. This command applies only to the interface being configured. You can
configure the interface to accept both RIP versions.

Examples

The following example configures the interface to receive both RIP Version 1 and Version
2 packets:

Switch# configure term nal

Switch(config)# interface eth-0-1
va@tchgconfig-if;# no sw tchport _
Switch(config-if)# ip rip receive version 1 2



Related Commands

version (RIP)
6.2.7 ip rip receive-packet

Command Purpose

To enable the interface to receive Routing Information Protocol (RIP) packets, use the ip
rip receive-packet command in interface configuration mode. To disable to receive RIP
packets, use the no form of this command.

Command Syntax
ip rip receive-packet

No ip rip receive-packet

Command Mode

Interface Configuration

Default

Receive packet is enabled by default.

Usage

Use this command to enable or disable the capability of receiving RIP packets, whether
the network of this interface is added into RIP or not.

Examples

The following example enables the reception of RIP packets:

Swi tch# configure term nal
Switch(config)# interface eth-0-1
S\Nitchéconfig-ifg# no sw tchport
Switch(config-if)# ip rip receive-packet

Related Commands

ip rip receive version

6.2.8 ip rip send version



Command Purpose

To specify a Routing Information Protocol (RIP) version to send on an interface basis, use
the ip rip send version command in interface configuration mode. To follow the global
version rules, use the no form of this command.

Command Syntax
ip rip send version (([1]2]) | 1-compatible )

NO ip rip send version

Parameter Parameter Description Parameter Value

(Optional) Sends only RIP
1 Version 1 packets out the -
interface

(Optional) Sends only RIP
2 Version 2 packets out the -
interface

(Optional) Sends RIP

, Version 2 packets out the
1-compatible , , -
interface with broadcast IP

address

Command Mode

Interface Configuration

Default
Only RIPv2 packet should be send.
Usage

Use this command to override the default behavior of RIP as specified by the version
command. This command applies only to the interface being configured. You can
configure the interface to send both RIP versions.



Examples

The following example configures the interface to send both RIP Version 1 and Version 2
packets:

Switch# configure term nal
Switch(config)# interface eth-0-1
Sv»jtch§config-ifg# no sw tchport _
Switch(config-if)# ip rip send version 1 2

Related Commands
ip rip receive version
6.2.9ip rip send-packet

Command Purpose

To enable the interface to send Routing Information Protocol (RIP) packets, use the ip rip
send-packet command in interface configuration mode. To disable to send RIP packets,
use the no form of this command.

Command Syntax
ip rip send-packet
No ip rip send-packet
Command Mode

Interface Configuration

Default

Send packet is enabled by default.

Usage

Use this command to enable or disable the capability of sending RIP packets, whether the
network of this interface is added into RIP or not.

Examples

The following example enables the transmission of RIP packets:



tch# configure term nal
tch(config)# interface eth-0-1
tchgconfig-ifg# no sw tchport
tch(config-if)# ip rip send-packet

Swi
Swi
Swi
Swi
Related Commands

ip rip send version

6.2.10 ip rip split-horizon

Command Purpose

To enable the split horizon mechanism for Routing Information Protocol (RIP), use the ip
rip split-norizon command in interface configuration mode. To disable the split horizon
mechanism, use the no form of this command.

Command Syntax
ip rip split-horizon ( poisoned | )

No ip rip split-horizon

Parameter Parameter Description Parameter Value

oisoned Split horizon with
P poisoned reverse

Command Mode

Interface Configuration

Default

This command is enabled with poisoned reverse by default.

Usage

In general, changing the state of the default for the ip rip split-horizon command is not
recommended, unless you are certain that your application requires a change in order to
properly advertise routes.

Examples



The following example enables split horizon without poisoned reverse:

Switch# configure term nal
Switch(config)# interface eth-0-1

vaitchSconfig-ifg# no sw tchport _
Swtch(config-if)# ip rip split-horizon

Related Commands
None
6.2.11 network (RIP)

Command Purpose

To specify a list of networks for the Routing Information Protocol (RIP) routing process,
use the network command in router configuration mode. To remove an entry, use the no
form of this command.

Command Syntax

network ( PREFIX / PREFIX-LENGTH )

no network ( PREFIX / PREFIX-LENGTH )

Parameter Parameter Description Parameter Value

IP route prefix for the
PREFIX IPv4 Address
network

Prefix length for the
PREFIX-LENGTH 1-32
network

Command Mode

Router Configuration

Default

No networks are specified.

Usage

There is no limit to the number of network commands you can use on the switch. RIP



routing updates will be sent and received only through interfaces on this network.

RIP sends updates to the interfaces in the specified networks. Also, if the network of an
interface is not specified, the interface will not be advertised in any RIP update.

Examples

The following example defines RIP as the routing protocol to be used on all interfaces
connected to networks 10.99.0.0/16 and 192.168.7.0/24.

Switch# configure term nal
Switch(config)# router rip

Switch(config-router)# network 10.99.0.0/16
Switch(config-router)# network 192.168.7.0/ 24

Related Commands

router rip
6.2.12 neighbor (RIP)

Command Purpose

To define a neighboring switch with which to exchange routing information, use the
neighbor command in router configuration mode. To remove an entry, use the no form of
this command.

Command Syntax

neighbor IP-ADDRESS

no neighbor IP-ADDRESS

Parameter Parameter Description Parameter Value

IP address of a peer
switch with which routing

IP-ADDRESS , , _ IPv4 Address
information will be

exchanged

Command Mode

Router Configuration



Default

No neighboring switches are defined.

Usage

This command permits the point-to-point (non-broadcast) exchange of routing
information. When it is used in combination with the passive-interface router configuration
command, routing information can be exchanged between a subset of switches and
access servers on a LAN.

Multiple neighbor commands can be used to specify additional neighbors or peers.

Examples

In the following example, RIP updates are sent to all interfaces on network 10.108.0.0
except eth-0-1. However, in this case a neighbor switch configuration command is
included. This command permits the sending of routing updates to specific neighbors.
One copy of the routing update is generated per neighbor:

Switch# configure term nal

Switch(config)# router rip

Swi tch(config-router)# network 10.108.0.0/16

Swi tchéconfi g- rout erg# passi ve-interface eth-0-1
Switch(config-router)# nei ghbor 10.108. 20. 4

Related Commands

router rip
6.2.13 offset-list (RIP)

Command Purpose

To add an offset to incoming and outgoing metrics to routes learned via Routing
Information Protocol (RIP), use the offset-list command in router configuration mode. To
remove an offset list, use the no form of this command.

Command Syntax

offset-list ACCESSS-LIST-NAME (in | out ) METRIC-OFFSET ( IFNAME | )

no offset-list (in | out ) (IFNAME |)



Parameter

ACCESSS-LIST-NAME

out

METRIC-OFFSET

IFNAME

Command Mode

Router Configuration

Default

Parameter Description

Named access list to be
applied

Applies the access list to
incoming metrics

Applies the access list to
outgoing metrics

Positive offset to be
applied to metrics for
networks matching the
access list. If the offset is
0, no action is taken

Interface name to which
the offset list is applied

This command is disabled by default.

Usage

Parameter Value

Up to 40 characters

0-16

Support
physical/aggregation/loop
back/vlan/tunnel ports

The offset value is added to the routing metric. An offset list with an interface is
considered extended and takes precedence over an offset list that is not extended.
Therefore, if an entry passes the extended offset list and the normal offset list, the offset of
the extended offset list is added to the metric.

Examples

In the following example, the switch applies an offset to the delay component of a switch

only to access list 21:



Switch# configure term nal
Switch(config)# router ri
Switch

config-router)# ofPset-Iist 21 out 10

Related Commands

None
6.2.14 passive-interface (RIP)

Command Purpose

To disable sending routing updates for the Routing Information Protocol (RIP) on an
interface, use the passive-interface command in router configuration mode. To re-enable
the sending of routing updates, use the no form of this command.

Command Syntax

passive-interface IFNAME

Nno passive-interface IFNAME

Parameter Parameter Description

IFNAME The interface name

Command Mode

Router Configuration

Default

Routing updates are sent on the interface.

Usage

Parameter Value

Support
physical/aggregation/loop
back/vlan/tunnel ports

If you disable the sending of routing updates on an interface, the particular subnet will
continue to be advertised to other interfaces, and updates from other switches on that

interface continue to be received and processed.

Examples



The following example sets the interface eth-0-1 as passive:

Switch# configure term nal

Swi tch(config)# router

Sw tch(config-router
config-router

Switch
Related Commands
router rip

6.2.15 redistribute (RIP)

Command Purpose

rip
# network 10.108.0.0/16
# passive-interface eth-0-1

To redistribute routes from one routing domain into RIP routing domain, use the
redistribute command in router configuration mode. To disable redistribution, use the no

form of this command.

Command Syntax

redistrioute PROTOCOL { [ metric VALUE ] | route-map WORD }

no redistribute PROTOCOL

Parameter

PROTOCOL

Parameter Description

(Optional) The name of a
routing protocol, or the
keyword connected, or
static. If you specify a
routing protocol, use one

of the following keywords:

bgp, and ospf
Blconnected,isis

Parameter Value

bgp/ospf/connected/isis/st
atic/isis



Parameter Parameter Description Parameter Value

(Optional) When
redistributing other routing

_ process to the RIP
metric VALUE , 1-16
process, the default metric

is 1 if no metric value is
specified

route-map Route map reference -

Pointer to route-map
WORD _ Up to 20 characters
entries

Command Mode

Router Configuration

Default

Route redistribution is disabled.

Metric metric-value: 1

Usage

The metric value specified in the redistribute command supersedes the metric value
specified using the default-metric command.

Examples

The following examples redistribute the static routes into RIP with metric 10:

Switch# configure term nal
Switch(config)# router rip

Switch(config-router)# network 10.108.0.0/16
Switch(config-router)# redistribute static netric 10

Related Commands

default-metric

6.2.16 router rip



Command Purpose

To configure the Routing Information Protocol (RIP) routing process, use the router rip
command in global configuration mode. To turn off the RIP routing process, use the no
form of this command.

Command Syntax

router rip

no router rip

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example shows how to enter the RIP routing configuration:

Sw tch# configure term nal
Switch(config)# router rip

Related Commands
network (RIP)

6.2.17 timers basic (RIP)

Command Purpose

To adjust Routing Information Protocol (RIP) network timers, use the timers basic
command in router configuration mode. To restore the default timers, use the no form of
this command.

Command Syntax



timers basic UPDATE TIMEOUT INVALID

Nno timers basic

Parameter

UPDATE

TIMEOUT

INVALID

Command Mode

Router Configuration

Default
update: 30 seconds
timeout: 180 seconds

invalid: 120 seconds

Usage

The basic timing parameters for RIP are adjustable. Because RIP is executing a

Parameter Description

Rate (in seconds) at which
updates are sent. This is
the fundamental timing
parameter of the routing
protocol.

Time (in seconds) after
which a route is declared
invalid without updates
that refresh the route. The
route then enters into an
invalid state and is not
used for forwarding
packets.

Time after which an invalid
route is removed from RIP
routing database.

Parameter Value

<5-2147483647>, default
30s

It is marked inaccessible
and advertised as
unreachable. <5-
2147483647>, default
180s

<5-2147483647>, default
120s



distributed, asynchronous routing algorithm, these timers must be the same for all
switches and access servers in the network.

In addition, an address family can have explicitly specified timers that apply to that
address-family only. The timers basic command must be specified for an address family
or the system Default for the timers basic command are used regardless of what is
configured for RIP routing.

Examples

The following example sets updates to be broadcast every 5 seconds. If a switch is not
heard from in 15 seconds, the route is declared unusable. And after 15 seconds the
invalid route will be removed from RIP routing database:

Switch# configure term nal
Switch(config)# router rip _
Switch(config-router)# tinmers basic 5 15 15

Related Commands

None
6.2.18 show ip rip database

Command Purpose

Use this command to display RIP information database.

Command Syntax

show ip rip database ( vif WORD | )

Parameter Parameter Description Parameter Value

VPN Routing/Forwarding
vrf WORD , Up to 15 characters
instance

Command Mode

Privileged EXEC

Default



None
Usage
None
Examples

The following is sample output from the show ip rip database command:

Switch# show ip rip database
Codes: R- RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,

C - Connected, S - Static, O- OSPF, | - IS1S, B - BGP
Net wor k Next Hop Metric From | f Ti me
Rc 1.1.1.0/24 1 eth-0-1
Rc 2.2.2.0/24 1 et h-0-2
Rc 10.0.0.0/ 24 1 vl an10

Related Commands

show ip rip interface
6.2.19 show ip rip interface

Command Purpose

To display summary information of Routing Information Protocol (RIP) for a specific
interface, use the show ip rip interface command in privileged EXEC mode.

Command Syntax

show ip rip interface ( IFNAME |)

Parameter Parameter Description Parameter Value
Support
IFNAME The interface name physical/aggregation/loop

back/tunnel/vlan interfaces

Command Mode

Privileged EXEC

Default



None

Usage

None

Examples

The following is sample output from the show ip rip interface command:

Switch# showip rip interface eth-0-1
eth-0-1is up, line protocol is up
Routing Protocol: RIP
Recei ve RI P packets
Send RI P packets
Passi ve interface: Disabled
Split horizon: Enabled wi th Poi soned Reversed

| P interface address:
1.1.1.1/24

Related Commands
show ip rip database
6.2.20 version (RIP)

Command Purpose

To specify a Routing Information Protocol (RIP) version used globally by the router, use the
version command in router configuration mode. To restore the default value, use the no
form of this command.

Command Syntax

version (1]2)

no version
Parameter Parameter Description Parameter Value
1 Specifies RIP Version 1 -

2 Specifies RIP Version 2 -



Command Mode

Router Configuration

Default

System receives only RIP Version 2 packets, and sends only Version 2 packets.

Usage

To specify RIP versions used on an interface basis, use the ip rip receive version and ip rip
send version commands.

Examples

The following example enables the software to send and receive RIP Version 2 packets:

Switch# configure term nal
Switch(config)# router rip
Switch(config-router)# version 2

Related Commands
ip rip receive version
ip rip send version

6.2.21 distribute-list

Command Purpose

To Filter networks in routing updates, use the distribute-list command in router
configuration mode. To restore the default value, use the no form of this command.

Command Syntax
distribute-list ( prefix | ) WORD (in | out)

no distribute-list ( prefix | ) WORD (in | out)

Parameter Parameter Description Parameter Value

efix Filter prefixes in routing
P update



Parameter Parameter Description Parameter Value
WORD Access-list name Up to 40 characters

Filter incoming routing
updates

Filter outgoing routing
out _
updates

Command Mode

Router Configuration
Default

None

Usage

None

Examples

The following example filters all routes from RIP:

Switch# configure term nal

Switchgconfig)# router rip _ _ _
Switch(config-router)# distribute-list prefix 1 in

Related Commands
ip prefix-list
6.2.22 address-family

Command Purpose

Use the command enter Address Family command mode in router configuration mode.

Command Syntax

address-family ipv4 vif WORD

Parameter Parameter Description Parameter Value



VPN Routing/Forwarding
WORD , Up to 15 characters
instance name

Command Mode

Router Configuration

Default
N/A
Usage

None

Examples

The following example shows how to enter Address Family command mode:

Switch# configure term nal

Svmjtchgconfi g) router bgp 100 _
Switch(config-router)address-famly ipv4

Related Commands

None
6.2.23 show ip protocol rip

Command Purpose

To show Routing Information Protocol (RIP), use the show ip protocol rip command in in
privileged EXEC mode.

Command Syntax

show ip protocol rip

Command Mode

Privileged EXEC

Default

None



Usage

None

Examples

The following is sample output from the show ip rip interface command:

Switch# show ip protocol rip
Routing protocol is "rip"
Sendi ng updates every 30 seconds with +/-5 seconds
Ti meout after 180 seconds, Garbage collect after 120 seconds
Qutgoi ng update filter list for all interface is not set
| ncom ng update filter list for all interface is not set
Default redistribution netric is 1
Redi stri buting:
connected netric default
Default version control: send version 2, receive version 2
I nterface Send Recv Key- chai n
Routi ng for NetworKks:
10. 10.11. 0/ 24
Routi ng I nformation Sources:
Gat eway Di stance Last Update Bad Packets Bad Routes

Nunmber of routes (including connected): O
Di stance: (default is 120)

Related Commands

None
6.2.24 debug rip

Command Purpose

Use this command to specify the options for the displayed debugging information for RIP
events, RIP packets. Use the no parameter with this command to disable all debugging.

Command Syntax
debug rip (all | events | PACKET | )
no debug rip ( all | events | PACKET |)

no debug all (rip | )

Parameter Parameter Description Parameter Value



all All RIP debug information -

RIP events debug

events . D -
information is displayed
packet (recv|send) (detail)

PACKET - }
Specifies RIP packets only
Specifies that information

recv for received packets be -
displayed
Specifies that information

send for sent packets be -

displayed

Displays detailed
detail information for the sent or -
received packet

Command Mode

Privileged EXEC

Default

Disabled

Usage

None

Examples

The following example displays information about the rip packets that are received and
sent out from the connected router:

Swit ch# debug rip packet

Related Commands



show debugging rip
6.2.25 show debugging rip

Command Purpose

Use this command to display the RIP debugging status for these debugging options: nsm
debugging, RIP event debugging, RIP packet debugging.

Command Syntax

show debugging rip

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following is sample output from the show debugging rip command:

Swi t ch# show debuging rip
Rl P debuggi ng status:
Rl P packet debugging is on

Related Commands

debug rip
6.2.26 show ip rip database database-summary

Command Purpose

Use this command to display the statistics for RIP routes.

Command Syntax



show ip rip database database-summary ( vif NAME | )

Parameter Parameter Description Parameter Value

VPN Routing/Forwarding
vrf NAME , Up to 15 characters
instance

Command Mode

Privileged EXEC

Default
None
Usage
None

Examples

The following is sample output from the show ip rip database database-summary
command:

Switch# show ip rip database database-sumary

Type Count
RI P connect ed 1

R P 1

Tot al 2

Related Commands

show ip rip database

6.2.27 show resource rip

Command Purpose

Use this command to display the route resources used by RIP protocol.

Command Syntax

show resource rip



Command Mode

Privileged EXEC

Default

None
Usage
None

Examples

The following is sample output from the show resource rip command:

Switch# show resource rip

R P
Resour ce Used Capability
Routes 2 6144

Related Commands
show ip rip database

6.3 OSPF Commands

6.3.1 area authentication

Command Purpose

To enable authentication for an Open Shortest Path First (OSPF) area, use the area
authentication command in router configuration mode. To remove an authentication
specification of an area or a specified area from the configuration, use the no form of this
command.

Command Syntax

area AREA-ID authentication ( message-digest | )

no area AREA-ID authentication

Parameter Parameter Description Parameter Value



|dentifier of the area for
which authentication is to ,
, - IP address or number in
be enabled. The identifier
AREA-ID » , the range of O-
can be specified as either
. 4294967295
a decimal value or an IP

address

(Optional) Enables

Message Digest 5 (MD5)
message-digest authentication on the area -

specified by the area-id

argument

Command Mode

Router Configuration

Default

Type 0 authentication (no authentication)

Usage

Specifying authentication for an area sets the authentication to Type 1 (simple password)
as specified in RFC 1247. If this command is not included in the configuration file,
authentication of Type 0 (no authentication) is assumed.

The authentication type must be the same for all routers and access servers in an area.
The authentication password for all OSPF routers on a network must be the same if they
are to communicate with each other via OSPF. Use the ip ospf authentication-key
interface command to specify this password.

If you enable MD5 authentication with the message-digest keyword, you must configure a
password with the ip ospf message-digest-key interface command.

To remove the authentication specification for an area, use the no form of this command
with the authentication keyword.

Examples

The following example mandates authentication for areas O and 10.0.0.0 of OSPF routing



process 201. Authentication keys are also provided:

Switch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no swtchport

Switch(config-if)# ip address 192. 168. 251. 201/ 24
Switch(config-if)# ip ospf authentication-key adcdefgh
Switch(config)# interface eth-0-2

Switch(config-if)# no switchport

Switch(config-if)# ip address 10.56.0.201/16
Switch(config-if)# ip ospf authentication-key ijklmop

Switch(config)# router ospf 201
Switch(config-router)# network 10.0.0.0 0.255.255.255 area 10.0.0.0
Switch(config-router)# network 192.168.0.0/16 area O

Swi tchgconfi g- rout erg# area 10.0.0.0 authentication
Switch(config-router)# area 0 authentication

Related Commands
ip ospf authentication-key

6.3.2 area default-cost

Command Purpose

To specify a cost for the default summary route sent into a stub, use the area default-cost
command in router configuration mode. To remove the assigned default route cost, use
the no form of this command.

Command Syntax

area AREA-ID default-cost COST

Nno area AREA-ID default-cost

Parameter Parameter Description Parameter Value

|dentifier of the area for
which authentication is to ,
, - IP address or number in
be enabled. The identifier
AREA-ID » , the range of O-
can be specified as either
. 4294967295
a decimal value or an IP

address

COST default cost value 0-16777214



Command Mode

Router Configuration

Default

COST: 1

Usage
The command is used only on an Area Border Router (ABR) attached to a stub.

There are two stub area router configuration commands. the stub and default-cost
options of the area command. In all routers and access servers attached to the stub area,
the area should be configured as a stub area using the stub option of the area command.
Use the default-cost option only on an ABR attached to the stub area. The default-cost
option provides the metric for the summary default route generated by the ABR into the
stub area.

Examples

The following example shows how to configure a stub area and set its COST value:

Switch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no swtchport

Switch(config-if)# ip address 10.56.0.201/16
Switch(config)# router ospf 201

Switch(config-router)# network 10.0.0.0/8 area 10.0.0.0
Swi tchéconfi g-routerg# area 10.0.0.0 stub
Switch(config-router)# area 10.0.0.0 defaul t-cost 20

Related Commands
None
6.3.3 area filter-list

Command Purpose

To filter prefixes advertised in type 3 link-state advertisements (LSAs) between Open
Shortest Path First (OSPF) areas of an Area Border Router (ABR), use the area filter-list
command in router configuration mode. To change or cancel the filter, use the no form of
this command.



Command Syntax

area AREA-ID filter-list ( access ACCESSS-LIST-NAME | prefix PREFIX-LIST-NAME ) (in |

out )

no area AREA-ID filter-list ( access ACCESSS-LIST-NAME | prefix PREFIX-LIST-NAME ) (

in|out)

Parameter

AREA-ID

aCCess

ACCESSS-LIST-NAME

prefix

PREFIX-LIST-NAME

Parameter Description

Identifier of the area for
which authentication is to
be enabled. The identifier
can be specified as either
a decimal value or an IP
address

Indicates that an
accesslist is used

Name of an access list

Indicates that a prefix list
is used

Name of a prefix list

Access list or prefix list
applied to prefixes
advertised to the specified
area from other areas

Parameter Value

IP address or number in
the range of O-
4294967295

A string with 1-20
characters

A string with 1-20
characters



Parameter Parameter Description Parameter Value

Access list or prefix list
applied to prefixes
out advertised out of the -
specified area to other
areas

Command Mode

Router Configuration

Default

This command has no default behavior.

Usage

With this feature enabled in the “in” direction, all type 3 LSAs originated by the ABR to this
area, based on information from all other areas, are filtered by the prefix list. Type 3 LSAs
that were originated as a result of the area range command in another area are treated
like any other type 3 LSA that was originated individually. Any prefix that does not match
an entry in the prefix list is implicitly denied.

With this feature enabled in the “out” direction, all type 3 LSAs advertised by the ABR,
based on information from this area to all other areas, are filtered by the prefix list. If the
area range command has been configured for this area, type 3 LSAs that correspond to
the area range are sent to all other areas, only if at least one prefix in the area range
matches an entry in the prefix list.

If all specific prefixes are denied by the prefix list, type 3 LSAs that correspond to the area
range command will not be sent to any other area. Prefixes that are not permitted by the
prefix list are implicitly denied.

Examples

The following example filters prefixes that are sent from all other areas to area 1.

Switch# configure term nal

Switchﬁconfig)# router ospf 201 _ _ _
Switch(config-router)# area 1 filter-list prefix AREA 1l in



Related Commands

area range
6.3.4 arearange

Command Purpose

To consolidate and summarize routes at an area boundary, use the area range command
in router configuration mode. To disable this function, use the no form of this command.

Command Syntax

area AREA-ID range ( ADDRESS MASK | ADDRESS / PREFIX-LENGTH ) ( advertise | not-
advertise | )

no area AREA-ID range ( ADDRESS MASK | ADDRESS / PREFIX-LENGTH }

Parameter Parameter Description Parameter Value

|dentifier of the area for
which authentication is to ,

_ - IP address or number in
be enabled. The identifier

AREA-ID » , the range of O-
can be specified as either

, 4294967295
a decimal value or an IP
address
ADDRESS IPv4 address IPv4 Address
PREFIX-LENGTH Prefix length of the address  1-32
, Advertise this range
advertise -
(default)
not-advertise Do not advertise thisrange -

Command Mode

Router Configuration



Default

This command is disabled by default.

Usage

The area range command is used only with Area Border Routers (ABRs). It is used to
consolidate or summarize routes for an area. The result is that a single summary route is
advertised to other areas by the ABR. Routing information is condensed at area
boundaries. External to the area, a single route is advertised for each address range. This
behavior is called route summarization.

Multiple area router configuration commands specifying the range option can be
configured. Thus, OSPF can summarize addresses for many different sets of address
ranges.

Examples

The following example specifies one summary route to be advertised by the ABR to other
areas for all subnets on network 10.0.0.0 and for all hosts on network 192.168.110.0:

Swi t ch# configure term nal

Switch(confi g)# interface eth-0-1
Switch(config-if)# no sw tchport
Switch(config-if)# ip address 192.168.110. 201/ 24
Swi tch(confi g)# interface eth-0-2
Switch(config-if)# no sw tchport
Switch(config-if)# ip address 192.168.120. 201/ 24
Swi tch(confi g)# interface eth-0-3
Switch(config-if)# no sw tchport

Switch(config-if)# ip address 10.0.0.0/8
Switch(config)# router ospf 201
Switch(config-router)# network 192.168. 110.0/24 area O

Swtch(config-router)# area 10 0.0.0 range 10.0.0.0/8
Switch(config-router)# area 0 range 192.168. 110.0 255.255.0.0

Related Commands

None
6.3.5 area stub

Command Purpose



To define an area as a stub area, use the area stub command in router configuration
mode. To disable this function, use the no form of this command.

Command Syntax

area AREA-ID stub ( no-summary | )

no area AREA-ID stub ( no-summary | )

Parameter Parameter Description Parameter Value

|dentifier of the area for
which authentication is to ,
, -~ IP address or number in
be enabled. The identifier
AREA-ID » , the range of O-
can be specified as either
, 4294967295
a decimal value or an IP

address

(Optional) Prevents an

Area Border Router (ABR)
no-summary from sending summary -

link advertisements into

the stub area

Command Mode

Router Configuration

Default
No stub area is defined.
Usage

You must configure the area stub command on all routers and access servers in the stub
area. Use the area router configuration command with the default-cost keyword to
specify the cost of a default internal router sent into a stub area by an ABR.

There are two stub area router configuration commands. the stub and default-cost
options of the area router configuration command. In all routers attached to the stub area,



the area should be configured as a stub area using the stub keyword of the area
command. Use the default-cost keyword only on an ABR attached to the stub area. The
default-cost keyword provides the metric for the summary default route generated by the
ABR into the stub area.

To further reduce the number of link-state advertisements (LSAs) sent into a stub area,
you can configure the no-summary keyword on the ABR to prevent it from sending
summary LSAs (LSA type 3) into the stub area.

Examples

The following example shows how to configure a stub area and set its COST value:

Switch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no swtchport

Switch(config-if)# ip address 10.56.0.201/16
Switch(config)# router ospf 201

Switch(config-router)# network 10.0.0.0/8 area 10.0.0.0
Swi tchgconfi g-routerg# area 10.0.0.0 stub
Switch(config-router)# area 10.0.0.0 defaul t-cost 20

Related Commands
None
6.3.6 area nssa

Command Purpose

To define an area as a NSSA area, use the area nssa command in router configuration
mode. To disable this function, use the no form of this command.

Command Syntax

area AREA-ID nssa ( translator-role ( candidate | never | always ) | ) ( no-summary | ) ( no-
redistribution | ) ( default-information-originate { metric METRIC_VALUE | metric-type
TYPE-VALUE | }])

no area AREA-ID nssa ( translator-role | ) ( no-summary | ) ( no-redistribution | ) ( default-
information-originate | )

Parameter Parameter Description Parameter Value



AREA-ID

candidate

never

always

no-summary

no-redistribution

default-information-
originate

metric METRIC_VALUE

|dentifier of the area for
which authentication is to
be enabled. The identifier
can be specified as either
a decimal value or an IP
address

(Optional) Configure the
role for ABR in NSSA area
as candidate for the
translator router

(Optional) Configure the
role for ABR in NSSA area
as non-translator router

(Optional) Configure the
role for ABR in NSSA area
as the specified translator
router

(Optional) Prevents an
Area Border Router (ABR)
from sending Summary
LSAs into the NSSA area

(Optional) Prevents an
Area Border Router (ABR)
from importing routes into
the NSSA area

(Optional) Configure an
ASBR to send default type
7 LSA into the NSSA area

(Optional) Configure
metric for the default
originate route

IP address or number in
the range of O-
4294967295

O-16777214



(Optional) Configure
metric-type TYPE-VALUE metric type for the default 1-2
originate route

Command Mode

Router Configuration

Default

No NSSA area is defined.

Usage

No NSSA area is configured as default. You must configure the area nssa command on all
routers and access servers in the NSSA area.

There are many similarities between NSSA and stub area, neither of which propagates
external routes from other area. The difference is that NSSA area can introduce and
propagate external routes to the OSPF autonomous domain, while STUB area can not
introduce external routes.

Examples

The following example shows how to configure a NSSA area .

Switch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no sw tchport

Switch(config-if)# ip address 10.56.0.201/16
Switch(config)# router ospf 201

Swi tchéconfi g-routerg# network 10.0.0.0/8 area 10.0.0.0
Switch(config-router)# area 10.0.0.0 nssa

Related Commands

None
6.3.7 auto-cost

Command Purpose



To control how Open Shortest Path First (OSPF) calculates default metrics for the
interface, use the auto-cost command in router configuration mode. To assign cost based
only on the interface type, use the no form of this command.

Command Syntax

auto-cost reference-bandwidth RATE

No auto-cost reference-bandwidth

Parameter Parameter Description Parameter Value

RATE Rate in Mbps (bandwidth).  1-4294967

Command Mode

Router Configuration

Default
100 Mbps
Usage

The value set by the ip ospf cost command overrides the cost resulting from the auto-
cost command.Bandwidth dividing port rate is cost.

Examples

The following example changes the cost of the cost link to 1GBps:

Switch# configure term nal
Swtch(config)# router ospf 1 _
Switch(config-router)# auto-cost reference-bandw dth 1000

Related Commands
ip ospf cost

6.3.8 clear ip ospf

Command Purpose

To clear redistribution based on the Open Shortest Path First (OSPF) routing process ID,



use the clear ip ospf command in privileged EXEC mode.

Command Syntax

clear ip ospf ( PID | ) process

Parameter Parameter Description Parameter Value

PID (Optional) Process ID 0-65535

Command Mode

Privileged EXEC

Default

None

Usage

Use the PID argument to clear only one OSPF process. If the PID argument is not
specified, all OSPF processes are cleared.

Examples

The following example clears all OSPF processes:
Switch# clear ip ospf process

Related Commands

None

6.3.9 compatible rfc1583

Command Purpose

To restore the method used to calculate summary route costs per RFC 1583, use the
compatible rfc1583 command in router configuration mode. To disable RFC 1583
compatibility, use the no form of this command.

Command Syntax

compatible rfc1583



no compatible rfc1583

Command Mode

Router Configuration

Default

Not compatible with RFC 1583.

Usage

To minimize the chance of routing loops, all Open Shortest Path First (OSPF) routers in an
OSPF routing domain should have RFC compatibility set identically.

Because of the introduction of RFC 2328, OSPF Version 2, the method used to calculate
summary route costs has changed. Use the no compatible rfc1583 command to enable
the calculation method used per RFC 2328.

Examples

The following example specifies that the router process is compatible with RFC 1583:

Switch# configure term nal

Swi tchgconfi g)# router ospf 1
Switch(config-router)# conpatible rfcl583

Related Commands
None
6.3.10 default-information originate (OSPF)

Command Purpose

To generate a default external route into an Open Shortest Path First (OSPF) routing
domain, use the default-information originate command in router configuration mode. To
disable this feature, use the no form of this command.

Command Syntax

default-information originate ( route-map WORD | always | metric METRIC-VALUE |
metric-type TYPE-VALUE | )



no default-information originate ( route-map WORD | always | metric | metric-type | )

Parameter

always

metric METRIC-VALUE

metric-type TYPE-VALUE

route-map WORD

Command Mode

Router Configuration

Default

Parameter Description

(Optional) Always
advertises the default
route regardless of
whether the system has a
default route

metric-value (Optional)
Metric used for generating
the default route. If you
omit a value and do not
specify a value using the
default-metric router
configuration command,
the default metric value is
1

(Optional) External link
type associated with the
default route advertised
into the OSPF routing
domain.It can be type 1 or
type 2 LSA

Route map reference

This command is disabled by default.

Parameter Value

O0-16777214

1-2

A string with 1-20
characters



Usage

Whenever you use the redistribute or the default-information router configuration
command to redistribute routes into an OSPF routing domain, the switch automatically
becomes an autonomous System Boundary Router (ASBR). However, an ASBR does not,
by default, generate a default route into the OSPF routing domain. The system still must
have a default route for itself before it generates one, except when you have specified the
always keyword.

Examples

The following example specifies a metric for the default route redistributed into the OSPF
routing domain and an external metric type:

Switch# configure term nal
Swi tch(config)# router ospf 109

Swtch(config-router)# redistribute rip netric 100 _
Switch(config-router)# default-information originate netric 100
metric-type

Related Commands

redistribute (OSPF)
6.3.11 default-metric (OSPF)

Command Purpose

To set default metric values for the Open Shortest Path First (OSPF) routing protocol, use
the default-metric command in router configuration mode. To return to the default state,
use the no form of this command.

Command Syntax

default-metric METRIC-VALUE

no default-metric ( METRIC-VALUE |)

Parameter Parameter Description Parameter Value



Default metric value
METRIC-VALUE appropriate for the 0-16777214
specified routing protocol.

Command Mode

Router Configuration

Default
1 for BGP routes

20 for others

Usage

The default-metric command is used in conjunction with the redistribute router
configuration command to cause the current routing protocol to use the same metric
value for all redistributed routes.

Examples

The example advertises OSPF-derived routes using RIP and assigns the Internal Gateway
Protocol (IGP)-derived routes a RIP metric of 10.:

Switch# configure term nal
Switch(config)# router ospf
Switch(config-router)# default-netric 10
vaitchgconfig-routerg# redistribute rip

Related Commands
redistribute (OSPF)
6.3.12 distance (OSPF)

Command Purpose

To define Open Shortest Path First (OSPF) route administrative distances based on route
type, use the distance command in router configuration mode. To restore the default
value, use the no form of this command.

Command Syntax



distance { DISTANCE | ospf [ external DIST1 ] [ inter-area DIST2 | | [ intra-area DIST3 ] }

no distance { DISTANCE | ospf }

Parameter Parameter Description Parameter Value

Administrative distance.
An integer from 1 to 255.
(Routes with a distance
DISTANCE 1-255
value of 255 are not
installed in the routing

table.)

(Optional) Sets the
distance for routes from
external DIST1 other routing domains, 1-255
learned by redistribution.
Range is 1 to 255.

(Optional) Sets the
distance for all routes from

inter-area DIST?2 1-255
one area to another area.

Range is 1 to 255.

(Optional) Sets the

, distance for all routes
intra-area DIST3 o _ 1-255
within an area. Range is 1

to 255.

Command Mode

Router Configuration

Default
DIST1: 110

DIST2: 110



DIST3: 110

Usage
You may specify one of the keywords or use distance only to apply to all types of routes.

The distance command allows you to set a distance for an entire group of routes, rather
than a specific route that passes an access list.

A common reason to use the distance command is when you have multiple OSPF
processes with mutual redistribution, and you want to prefer internal routes from one over
external routes from the other.

Examples

The example advertises OSPF-derived routes using RIP and assigns the Internal Gateway
Protocol (IGP)-derived routes a RIP distance of 90:

Switch# configure term nal
Switch(config)# router ospf

Swi tchgconfi g-routerg# di stance 90
Switch(config-router)# redistribute rip

Related Commands

None
6.3.13 distribute-list (OSPF)

Command Purpose

To filter networks received in updates or suppress networks from being advertised in
updates, use the distribute-list command in router configuration mode. To cancel this
function, use the no form of this command.

Command Syntax

distribute-list prefix PREIFX-LIST-NAME (in | out )

Parameter Parameter Description Parameter Value



Name of a prefix list to be A string with 1-20

PREFIX-LIST-NAME ,
applied characters

Command Mode

Router Configuration

Default

None

Usage

This command must specify an access list.

Examples

In the following example, OSPF process 1 is configured to accept network 20.0.0.0/8.:

Switch# configure term nal
Switch(config)# ip prefix-list plist permt 20.0.0.0/8
Switch(config)# router ospf

Switchéconfig-router;# network 20.0.0.0/8 area O _
Switch(config-router)# distribute-list prefix plist in

Related Commands

None
6.3.14 distribute-list (OSPF)

Command Purpose

To filter networks received in updates or suppress networks from being advertised in
updates, use the distribute-list command in router configuration mode. To cancel this
function, use the no form of this command.

Command Syntax
distribute-list ACCESSS-LIST-NAME (in | out)

no distribute-list ACCESSS-LIST-NAME (in | out )

Parameter Parameter Description Parameter Value



Name of an access list to A string with 1-20

ACCESSS-LIST-NAME ,
e applied characters

Filter networks received in
updates

Suppress networks from
out being advertised in -
updates

Command Mode

Router Configuration

Default

None

Usage

This command must specify an access list.

Examples

In the following example, OSPF process 1 is configured to accept two networks, network

20.0.0.0 and network 10.108.0.0:

Switch# configure term nal

Switch(config)# ip access-list acll

Switch(config-ip-acl)# permt any 20.0.0.0 0.0.255. 255 any
Switch(config-ip-acl)# permt any 10.108.0.0 0.0.255. 255 any
Switch(config-ip-acl)# deny any any any

Switch(config)# router ospf 1

Swi tchgconfi g-routerg# network 10.108.0.0/16 area 1
Switch(config-router)# distribute-list acll in

Related Commands

ip access-list
6.3.15 ip ospf authentication

Command Purpose

To specify the authentication type for an interface, use the ip ospf authentication



command in interface configuration mode. To remove the authentication type for an
interface, use the no form of this command.

Command Syntax
ip ospf authentication ( message-digest | null | )

no ip ospf authentication

Parameter Parameter Description Parameter Value

(Optional) Specifies that
message-digest message-digest -
authentication will be used

(Optional) No
authentication is used.

' Useful for overriding
nu -
password or message-

digest authentication if
configured for an area

Command Mode

Interface Configuration

Default

The area default is no authentication (null authentication).

Usage

Before using the ip ospf authentication command, configure a password for the interface
using the ip ospf authentication-key command. If you use the ip ospf authentication
message-digest command, configure the message-digest key for the interface with the ip
ospf message-digest-key command.

Examples

The following example enables message-digest authentication:



Switch# configure term nal
S\Mtchéconfig)#int_erface eth-0-1 _ _
Switch(config-if)# ip ospf authentication nessage-di gest

Related Commands
area authentication
ip ospf authentication-key

ip ospf message-digest-key
6.3.16 ip ospf authentication-key

Command Purpose

To assign a password to be used by neighboring routers that are using the Open Shortest
Path First (OSPF) simple password authentication, use the ip ospf authentication-key
command in interface configuration mode. To remove a previously assigned OSPF
password, use the no form of this command.

Command Syntax
ip ospf authentication-key ( 8 | ) PASSWORD

no ip ospf authentication-key

Parameter Parameter Description Parameter Value

Any continuous printable
string of characters that
PASSWORD can be entered from the A string with 8 characters
keyboard up to 8 bytes in
length

Specifies a hidden

8) -

password will follow

Command Mode

Interface Configuration



Default

No password is specified.

Usage

The password created by this command is used as a “key” that is inserted directly into
the OSPF header when the switch originates routing protocol packets. A separate
password can be assigned to each network on a per-interface basis. All neighboring
routers on the same network must have the same password to be able to exchange
OSPF information.

Examples

The following example enables the authentication key with the string yourpass:

Switch# configure term nal

Switch(config)# interface eth-0-1

va@tchgconfig-ifg# no swi tchport _
Switch(config-if)# ip ospf authentication-key yourpass

The following example enables the authentication key with the encrypt password
91c38996a1aa56909:

Swi tch# configure term nal

Switch(config)# interface eth-0-2

Switchgconfig-ifg# no swtchport _

Switch(config-if)# ip ospf authentication-key 8 91c38996alaa5699

Related Commands
area authentication

ip ospf authentication
6.3.17 ip ospf cost

Command Purpose

To explicitly specify the cost of sending a packet on an interface, use the ip ospf cost
command in interface configuration mode. To reset the path cost to the default value, use
the no form of this command.

Command Syntax



ip ospf cost INTERFACE-COST

No ip ospf cost

Parameter Parameter Description Parameter Value

The cost of sending a
INTERFACE-COST , 1-65535
packet on an interface

Command Mode

Interface Configuration

Default

Different port rate has different default cost.

Usage

You can set the metric manually using this command, if you need to change the default.
Using the bandwidth command changes the link cost as long as this command is not
used.

Examples

The following example sets the interface cost value to 65:

Switch# configure term nal
Switch(config)# interface eth-0-1
Sv»itch§config-if;# no switchport
Switch(config-if)# ip ospf cost 65

Related Commands

auto-cost reference bandwidth

6.3.18 ip ospf database-filter all out

Command Purpose

To filter outgoing link-state advertisements (LSAs) to an Open Shortest Path First (OSPF)
interface, use the ip ospf database-filter all out command in interface configuration mode.
To restore the forwarding of LSAs to the interface, use the no form of this command.



Command Syntax

ip ospf database-filter all out

no ip ospf database-filter

Command Mode

Interface Configuration

Default

This command is disabled by default. All outgoing LSAs are flooded to the interface.

Usage

OSPF floods new LSAs over all interfaces in an area, except the interface on which the
LSA arrives. This redundancy ensures robust flooding. However, too much redundancy
can waste bandwidth and might lead to excessive link and CPU usage in certain
topologies, resulting in destabilizing the network. To avoid this, use the database-filter
command to block flooding of LSAs over specified interfaces.

Examples

The following example prevents flooding of OSPF LSAs to broadcast, nonbroadcast, or
point-to-point networks reachable through the interface eth-0-1.:

Switch# configure term nal

Switch(config)# interface eth-0-1
Svm:tchgconfig-ifg# no sw tchport _
Switch(config-if)# ip ospf database-filter all out

Related Commands
None
6.3.19 ip ospf dead-interval

Command Purpose

To set the interval during which at least one hello packet must be received from a
neighbor before the router declares that neighbor down, use the ip ospf dead-interval
command in interface configuration mode. To restore the default value, use the no form
of this command.



Command Syntax
ip ospf dead-interval SECONDS

no ip ospf dead-interval

Parameter Parameter Description Parameter Value

The interval during which

at least one hello packet

must be received from a

neighbor before the router

SECONDS , 1-65535

declares that neighbor

down. The value must be

the same for all nodes on

the network

Command Mode

Interface Configuration

Default

SECONDS: The neighbor is been considered as dead in 40s by default.

Usage

The dead interval is advertised in OSPF hello packets. This value must be the same for all
networking devices on a specific network.

Specifying a smaller dead interval (seconds) will give faster detection of a neighbor being
down and improve convergence, but might cause more routing instability.

Examples

The following example sets the OSPF dead interval to 20 seconds:

Switch# configure term nal

Switch(config)# interface eth-0-1
S\Nitchéconfig-ifg# no swtchport
Switch(config-if)# ip ospf dead-interval 20



Related Commands
ip ospf hello-interval

show ip ospf interface
6.3.20 ip ospf hello-interval

Command Purpose

To specify the interval between hello packets that the switch sends on the interface, use
the ip ospf hello-interval command in interface configuration mode. To return to the
default time, use the no form of this command.

Command Syntax

ip ospf hello-interval SECONDS

no ip ospf hello-interval

Parameter Parameter Description Parameter Value

Interval (in seconds)
during which the router
must receive at least one
hello packet from a
neighbor or else that
neighbor is removed from

SECONDS , 1-65535
the peer list and does not
participate in routing. The
range is 1 to 65535. The
value must be the same
for all nodes on the

network

Command Mode

Interface Configuration

Default



10 seconds (Ethernet)

30 seconds (non-broadcast)

Usage

This value is advertised in the hello packets. The smaller the hello interval, the faster
topological changes will be detected, but more routing traffic will ensue. This value must
be the same for all routers and access servers on a specific network.

Examples

The following example sets the interval between hello packets to 15 seconds:

Switch# configure term nal

Switch(config)# interface eth-0-1
S\Nitchgconfig-ifg# no swtchport
Switch(config-if)# ip ospf hello-interval 15

Related Commands

ip ospf dead-interval
6.3.21 ip ospf message-digest-key md5

Command Purpose

To enable Open Shortest Path First (OSPF) Message Digest 5 (MD5) authentication, use
the ip ospf message-digest-key command in interface configuration mode. To remove an
old MD5 key, use the no form of this command.

Command Syntax
ip ospf message-digest-key KEY-ID md5 (8| ) KEY

no ip ospf message-digest-key KEY-ID

Parameter Parameter Description Parameter Value

An identifier in the range
KEY-ID 1-255
from 1 to 255



Parameter Parameter Description Parameter Value

Specifies a hidden
(81) . -

password will follow

Alphanumeric password A string with 1-16
of up to 16 bytes characters

KEY

Command Mode

Interface Configuration

Default

OSPF MD5 authentication is disabled.

Usage

All routers access the same network/sub network share the same password when using
this type of authentication. For every OSPF packet, the password is used for
generating/examining the “message digest” which is at the tail of the OSPF packet. This
“message digest” is processed by OSPF packet and password. There may multiple
password be activated on the same interface, this command line always used to transit
smoothly to the new password from the old one.

Examples

The following example sets a new key 19 with the password 8ry4222:

Swi tch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no switchport

Swi tchéconfl g- |fg# I p ospf nessage-di gest-key 10 nd5 XVVSGOgI e
Switch(config-if)# ip ospf nessage-digest-key 19 nd5 8ry422

The following example sets a new key 2 with the encrypt password 91c38996a1aa5699:

Switch# configure term nal
Switch(config)# interface eth-0-1

Sw tch(config- |f;# no sw tchport
Switch(config-if)# ip ospf nessage-di gest-key 2 nd5 8
91c¢38996alaas5699

Related Commands



area authentication
service password-encryption

ip ospf authentication
6.3.22 ip ospf mtu

Command Purpose

To set the MTU value when sending Database Descriptor (DD) packets, use the ip ospf
mtu command in interface configuration mode. To restore a default value, use the no
form of this command.

Command Syntax
ip ospf mtu MTU-VALUE

no ip ospf mtu

Parameter Parameter Description Parameter Value

MTU-VALUE MTU value 576-65535

Command Mode

Interface Configuration

Default
Decided by interface mtu
Usage

Whenever OSPF constructs packets, it uses interface MTU size as Maximum IP packet
size. This command forces OSPF to use the specified value overriding the actual interface
MTU size.



This command allows an administrator to configure the MTU size recognized by the OSPF
protocol. It does not configure the MTU settings on the kernel. OSPF will not recognize
MTU size configuration changes made to the kernel until the MTU size is updated through
the CLI.

Examples

The following example sets a new MTU value when sending OSPF DD packets:

Switch# configure term nal
Switch(config)# interface eth-0-1
vaitch§config-if;# no sw tchport
Switch(config-if)# ip ospf ntu 1280

Related Commands
ip ospf mtu-ignore
6.3.23 ip ospf mtu-ignore

Command Purpose

To disable Open Shortest Path First (OSPF) maximum transmission unit (MTU) mismatch
detection on receiving Database Descriptor (DD) packets, use the ip ospf mtu-ignore
command in interface configuration mode. To reset to default, use the no form of this
command.

Command Syntax

ip ospf mtu-ignore
no ip ospf mtu-ignore
Command Mode

Interface Configuration

Default

OSPF MTU mismatch detection is enabled.

Usage

OSPF checks whether neighbors are using the same MTU on a common interface. This
check is performed when neighbors exchange DD packets. If the receiving MTU in the DD



packet is higher than the IP MTU configured on the incoming interface, OSPF adjacency
will not be established.

Examples

The following example disables MTU mismatch detection on receiving DD packets:

Switch# configure term nal
Switch(config)# interface eth-0-1
vaitchéconfig-ifg# no sw tchport
Switch(config-if)# ip ospf ntu-ignore

Related Commands
ip ospf mtu

6.3.24 ip ospf priority
Command Purpose

To set the router priority, which helps determine the designated router for this network,
use the ip ospf priority command in interface configuration mode. To return to the default
value, use the no form of this command.

Command Syntax
ip ospf priority NUMBER-VALUE

No ip ospf priority

Parameter Parameter Description Parameter Value

A number value that
NUMBER-VALUE specifies the priority of the 0-255
router.

Command Mode

Interface Configuration

Default

Priority of 1



Usage

When two routers attached to a network both attempt to become the designated router,
the one with the higher router priority takes precedence. If there is a tie, the router with
the higher router ID takes precedence. A router with a router priority set to zero is
ineligible to become the designated router or backup designated router. Router priority is
configured only for interfaces to multi-access networks (in other words, not to point-to-
point networks).

This priority value is used when you configure Open Shortest Path First (OSPF) for non-
broadcast networks using the neighbor router configuration command for OSPF.

Examples

The following example sets the router priority value to 4.

Switch# configure term nal
Switch(config)# interface eth-0-1
va@tchgconfig-ifg# no switchport
Switch(config-if)# ip ospf priority 4

Related Commands
ip ospf network
neighbor (OSPF)

6.3.25 ip ospf retransmit-interval

Command Purpose

To specify the time between link-state advertisement (LSA) retransmissions for
adjacencies belonging to the interface, use the ip ospf retransmit-interval command in
interface configuration mode. To return to the default value, use the no form of this
command.

Command Syntax

ip ospf retransmit-interval SECONDS

No ip ospf retransmit-interval

Parameter Parameter Description Parameter Value



Time (in seconds)
SECONDS between retransmissions. 1-65535 seconds
The default is 5 seconds

Command Mode

Interface Configuration

Default

5 seconds

Usage

When a router sends an LSA to its neighbor, it keeps the LSA until it receives back the
acknowledgment message. If the router receives no acknowledgment, it will resend the
LSA. The setting of this parameter should be conservative, or needless retransmission will
result. The value should be larger for serial lines and virtual links.

Examples

The following example sets the retransmit interval value:

Switch# configure term nal

Switch(config)# interface eth-0-1
Switchﬁconfig-ifg# no switchport o
Switch(config-if)# ip ospf retransmt-interval 8

Related Commands
None
6.3.26 ip ospf transmit-delay

Command Purpose

To set the estimated time required to send a link-state update packet on the interface,
use the ip ospf transmit-delay command in interface configuration mode. To return to the
default value, use the no form of this command.

Command Syntax

ip ospf transmit-delay SECONDS



no ip ospf transmit-delay

Parameter Parameter Description Parameter Value

Time (in seconds) of link
SECONDS state transmit delay. The 1-65535
default is 1 seconds

Command Mode

Interface Configuration

Default

1 second

Usage

Link-state advertisements (LSAS) in the update packet must have their ages incremented
by the amount specified in the seconds argument before transmission. The value
assigned should take into account the transmission and propagation delays for the
interface.

If the delay is not added before transmission over a link, the time in which the LSA
propagates over the link is not considered. This setting has more significance on very low-
speed links.

Examples

The following example sets the retransmit delay value to 3 seconds:

Switch# configure term nal

Switch(config)# interface eth-0-1
Svm:tchgconfig-ifg# no swi tchport
Switch(config-if)# ip ospf transmt-delay 3

Related Commands

None

6.3.27 ip ospf network



Command Purpose

To configure the Open Shortest Path First (OSPF) network type to a type other than the
default for a given medium, use the ip ospf network command in interface configuration
mode. To return to the default value, use the no form of this command.

Command Syntax

ip ospf network ( broadcast | non-broadcast | point-to-multipoint [ non-broadcast | | point-
to-point )

No ip ospf network

Parameter Parameter Description Parameter Value

Sets the network type to
broadcast broadcast.(Such as -
Ethernet,FDDI)

Sets the network type to
non-broadcast non-broadcast multi- -
access (NBMA)

: . Sets the network type to
point-to-multipoint , o -
point-to-multipoint.

, , Sets the network type to
point-to-point , , -
point-to-point

Command Mode

Interface Configuration

Default

Depends on the network type.

Usage

Using this feature, you can configure broadcast networks as NBMA networks when, for
example, routers in your network do not support multicast addressing. You can also



configure non-broadcast multi-access networks as broadcast networks. This feature
saves you from needing to configure neighbors.

Configuring NBMA networks as either broadcast or non-broadcast assumes that there
are virtual circuits from every router to every router or fully meshed networks. However,
there are other configurations where this assumption is not true. For example, a partially
meshed network. In these cases, you can configure the OSPF network type as a point-to-
multipoint network. Routing between two routers that are not directly connected will go
through the router that has virtual circuits to both routers. You need not configure
neighbors when using this feature.

If this command is issued on an interface that does not allow it, this command will be
ignored.

OSPF has two features related to point-to-multipoint networks. One feature applies to
broadcast networks; the other feature applies to non-broadcast networks:

On point-to-multipoint, broadcast networks, you can use the neighbor command, and
you must specify a cost to that neighbor.

On point-to-multipoint, non-broadcast networks, you must use the neighbor command to
identify neighbors. Assigning a cost to a neighbor is optional.

Examples

The following example sets your OSPF network as a non-broadcast network:

Switch# configure term nal

Switch(config)# interface eth-0-1
Switch(config-if)# no swtchport

Switchgconflg |fg# | p address 192.168. 77. 17/ 24
Switch(config-if)# ip ospf network non-bradcast

Related Commands

Neighbor (OSPF)
6.3.28 neighbor (OSPF)

Command Purpose



To configure Open Shortest Path First (OSPF) routers interconnecting to non-broadcast
networks, use the neighbor command in router configuration mode. To remove a
configuration, use the no form of this command.

Command Syntax

neighbor IP_ADDR { priority NUMBER | poll-interval SECONDS }

neighbor IP_ADDR ( cost COST | )

no neighbor IP_ADDR { priority NUMBER | poll-interval SECONDS }

no neighbor IP_ADDR ( cost COST | )

Parameter

IP_ADDR

priority NUMBER

Parameter Description

Interface IP address of the
neighbor

(Optional) A number that
indicates the router
priority value of the non-
broadcast neighbor
associated with the IP
address specified. The
default is 0. This keyword
does not apply to point-to-
multipoint interfaces

Parameter Value

IPv4 Address

0-255



Parameter

poll-interval SECONDS

cost COST

Command Mode

Router Configuration

Default

Parameter Description Parameter Value

(Optional) A number value
that represents the poll
interval time (in seconds).
RFC 1247 recommends
that this value be much
larger than the hello 1-65535 seconds
interval. The default is 120
seconds (2 minutes). This
keyword does not apply to
point-to-multipoint
interfaces.

(Optional) Assigns a cost
to the neighbor, in the
form of an integer from 1
to 65535. Neighbors with
No specific cost
configured will assume
the cost of the interface,
based on the ip ospf cost
command. For point-to- 1-65535
multipoint interfaces, the
cost keyword and the
number argument are the
only options that are
applicable. This keyword
does not apply to non-
broadcast multi-access
(NBMA) networks



No configuration is specified.

Usage

One neighbor entry must be included in the switch configuration for each known non-
broadcast network neighbor. The neighbor address must be the the primary address of
the interface.

If a neighboring router has become inactive (hello packets have not been received for the
Router Dead Interval period), it may still be necessary to send hello packets to the dead
neighbor. These hello packets will be sent at a reduced rate called Poll Interval.

When the router first starts up, it sends only hello packets to those routers with nonzero
priority, that is, routers that are eligible to become designated routers (DRs) and backup
designated routers (BDRs). After the DR and BDR are selected, DR and BDR will then start
sending hello packets to all neighbors in order to form adjacencies.

Examples

The following example declares a router at address 192.168.3.4 on a non-broadcast
network, with a priority of 1 and a poll interval of 180 seconds:

ch# configure term nal

it
Sw tch(config)# router ospf o

Switch Ico%bg router)# nel ghbor 192.168.3.4 priority 1 poll-
erva

Related Commands
ip ospf priority
6.3.29 network area (OSPF)

Command Purpose

To define the interfaces on which Open Shortest Path First (OSPF) runs and to define the
area ID for those interfaces, use the network area command in router configuration mode.
To disable OSPF routing for interfaces defined with the address wildcard-mask pair, use
the no form of this command.

Command Syntax



network { IP_ADDR WILDCARD-MASK | IP-ADDRESS/PREFIX-LENGTH } area AREA-ID

no network { IP-ADDRESS WILDCARD-MASK | IP-ADDRESS/PREFIX-LENGTH } area
AREA-ID

Parameter Parameter Description Parameter Value

Interface IP address of the
IP_ADDR , IPv4 Address
neighbor

IP-address-type mask that
WILDCARD-MASK , . , L IPv4 mask
includes “don't care” bits

Prefix length for the
PREFIX-LENGTH 1-32
network

Area that is to be
associated with the OSPF

IP address or number in
address range. It can be
AREA-ID the range of O-

specified as either a
. 4294967295
decimal value or as an IP

address

Command Mode

Router Configuration

Default

This command is disabled by default.

Usage

The IP-ADDRESS and WILDCARD-MASK arguments together allow you to define one or
multiple interfaces to be associated with a specific OSPF area using a single command.

Examples



The following partial example initializes OSPF routing process 109, and defines four OSPF
areas 10.9.50.0, 2, 3, and 0. Areas 10.9.50.0, 2, and 3 mask specific address ranges, and
area O enables OSPF for all other networks:

Switch# configure term nal

Switch(config)# interface eth-0-1

Switch(config-if)# no sw tchport

Switch(config-if)# ip address 10.108. 20.1/24

Swi tch(config)# router ospf 109

Switch(config-router)# network 10.108.20.0/24 area 10.9.50.0
Switch(config-router)# network 10.108.0.0/16 area 2
Switch(config-router)# network 10.109.10.0/24 area 3

Swi tchgconfi g-router;# network 0.0.0.0/0 area O

Related Commands

router ospf
6.3.30 overflow database external

Command Purpose

Use this command to configure the size of the external database and the time the router
waits before its entries to exit the overflow state.

Use the no parameter with this command to revert to default.
Command Syntax

overflow database external MAXLSAS RECOVERTIME

no overflow database external

Parameter Parameter Description Parameter Value

The maximum number of
MAXLSAS LSAsS. Note that this value 0-2147483647
should be the same

The number of seconds
RECOVERTIME the router waits before 0-65535
trying to exit the database



Command Mode

Router Configuration

Default

None.

Usage

Use this command to limit the number of AS-external-LSAS a router can receive, once it is
in the wait state. It takes the number of seconds specified as the RECOVERTIME to
recover from this state.

Examples

The following example shows setting the maximum number of LSAs and the time to
recover from overflow state:

Switch# configure term nal
Switch(config)# router ospf 200

Swtch(config-router)# network 10.108.0.0/16 area O
Switch(config-router)# overfl ow dat abase external 5 3

Related Commands

router ospf
6.3.31 passive-interface (OSPF)

Command Purpose

To disable sending routing updates for the Open Shortest Path First (OSPF) on an
interface, use the passive-interface command in router configuration mode. To re-enable
the sending of routing updates, use the no form of this command.

Command Syntax

passive-interface IFNAME

no passive-interface IFNAME

Parameter Parameter Description Parameter Value



Support
IFNAME The interface name physical/aggregation/loop
back/tunnel/vlan interfaces

Command Mode

Router Configuration

Default

Routing updates are sent on the interface.

Usage

If you disable the sending of routing updates on an interface, the particular subnet will
continue to be advertised to other interfaces, and updates from other switches on that
interface continue to be received and processed.

Examples

The following example sets the interface eth-0-1 as passive:

Switch# configure term nal

Switch(config)# router ospf 200

Swi tchEconfi g- rout erg# network 10.108.0.0/16 area O
Switch(config-router)# passive-interface eth-0-1

Related Commands
router ospf

6.3.32 redistribute (OSPF)

Command Purpose

To redistribute routes from one routing domain into Open Shortest Path First (OSPF)
routing domain, use the redistribute command in router configuration mode. To disable
redistribution, use the no form of this command.

Command Syntax

redistribute PROTOCOL [ route-map WORD | [ tag TAG-VALUE ] [ metric METRIC-
VALUE ] [ metric-type TYPE-VALUE ]



no redistribute PROTOCOL [ metric METRIC -VALUE | [ metric-type TYPE-VALUE ]

Parameter Parameter Description

route-map WORD Route map reference.

(Optional) The name of a
routing protocol, or the

PROTOCOL keyword connected, or
static. If you specify a
routing protocol

Set tag for routes

tag TAG-VALUE e .
redistributed into OSPF

(Optional) When
redistributing other
processes to an OSPF
process, the default metric
is 20 when no metric
value is specified

metric METRIC-VALUE

For OSPF, the external link
type associated with the
default route advertised
into the OSPF routing
domain. It can be one of
two values

metric-type TYPE-VALUE

Command Mode

Router Configuration

Default

Route redistribution is disabled.

Parameter Value
A string with 1-20

characters

use one of the following
keywords: static
Blconnected @ bgp, and rip

0-4294967295

O0-16/777214

1-2



metric metric-value: 20

metric-type TYPE-VALUE: Type 2 external route

Usage

The metric value specified in the redistribute command supersedes the metric value
specified using the default-metric command.

Examples

The following example redistribute the static routes into OSPF with metric 10:

Swi tch# configure term nal
Switch(config)# router ospf 119

Switch(config-router)# network 10.108.0.0/16 area 100
Switch(config-router)# redistribute static netric 10

Related Commands
default-metric

6.3.33 router-id (OSPF)

Command Purpose

To use a fixed router ID, use the router-id command in router configuration mode. To
force Open Shortest Path First (OSPF) to use the previous OSPF router ID behavior, use
the no form of this command.

Command Syntax

router-id IP_ADDR

no router-id
Parameter Parameter Description Parameter Value
Router ID in IP address
IP_ADDR IPv4 Address

format

Command Mode



Router Configuration

Default

No OSPF routing process is defined.

Usage

You can configure an arbitrary value in the IP address format for each router. However,
each router ID must be unique.

If this command is used on an OSPF router process which is already active (has
neighbors), the new router-ID is used at the next reload or at a manual OSPF process
restart. To manually restart the OSPF process, use the clear ip ospf command.

Examples

The following example specifies a fixed router-id:

Switch# configure term nal

Swtch(config)# router ospf 119
Switch(config-router)# router-id 10.1.1.1

Related Commands
clear ip ospf
router ospf

6.3.34 router ospf

Command Purpose

To configure an Open Shortest Path First (OSPF) routing process, use the router ospf
command in global configuration mode. To terminate an OSPF routing process, use the
no form of this command.

Command Syntax

router ospf [ PROCESS-ID [ vif VPN-NAME | ]

no router ospf [ PROCESS-ID |

Parameter Parameter Description Parameter Value



Internally used
identification parameter
for an OSPF routing
process.If you don't assign
a PROCESS-ID, it enter
PROCESS-ID 1-65535
process ID O. Process ID O
will be closed if you use
the no form of this
command and don't

assign PORCESS-ID.

(Optional) Specifies the
name of the VPN routing
vrf VPN-NAME and forwarding (VRF)
instance to associate with
OSPF VRF processes

A string with 1-15
characters

Command Mode

Global Configuration

Default

No OSPF routing process is defined.

Usage

You can specify multiple OSPF routing processes in each router. If you do not specify the
process-id, the process-id will be the default O.

Examples

The following example configures an OSPF routing process and assign a process number
of 109:

Swi tch# configure term nal

Swtch(config)# router ospf 109
Switch(config-router)#

Related Commands



network area
6.3.35 ospf restart

Command Purpose

To enable ospf graceful restart function, use the command in global configuration mode.
To disable the ospf GR, use the no form of this command.

Command Syntax

ospf restart ietf

no ospf restart ietf

Command Mode

Global Configuration

Default

Disable GR

Usage

It only supports ietf graceful-restart and only doesnot support planned outage.

Examples

The following example enables ospf GR function.:

Sw tch# configure term nal _
Switch(config)# ospf restart ietf

Related Commands

None
6.3.36 ospf restart helper

Command Purpose

To enable ospf graceful restart helper function, use the command in global configuration
mode. To disable this, use the no form of this command.



Command Syntax

ospf restart helper enable
no ospf restart helper enable
Command Mode

Global Configuration

Default

Disable GR Helper

Usage

It only supports ietf graceful-restart.

Examples

The following example enables ospf GR Helper function.:

Swi tch# configure term nal
Switch(config)# ospf restart hel per enable

Related Commands

None
6.3.37 ospf restart period

Command Purpose

To set ospf graceful restart period, use the command in global configuration mode. To
recover default value, use the no form of this command.

Command Syntax

ospf r