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10.18 Ip Igmp Snooping Vlan Static -Gr o U p Y ¥ ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYY. YY°
10.19 Up Ugmp Snooping Vlian GroupY¥YYyYyYyYyyYyyYyyYyyYyyyYyYyyYyyyYyyyYyyYyrYyyyyYyyyry¥yyyyyyvyyy
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11. IPSOURCEGUARDF Y Y ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYY. YYYYYYYYYY. . YYYYY
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11.2 Up Source BindingYYYYYYYYYYYYYYYYYYYYYYYYYY VYVYYYYYVYY Y. YYYYYYYYY. V. Y2YIVEY Y YV ¥
11.3ShowIpSourceinter f ac e Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYY. . YY
11.4 Show Up Source BindingYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY

12. LINK AGGREGATION

12. 1 LagyYYYYYYYYYYYYYYYYYYY Y Y Y Y YYYYYYYYYY. YYYYYYYYYYYYYYYOYYYYYY2
122lagload-Bal anc e Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYY. YYY. . YYYYYYY
123 LacpPort-Pr i or i t y Y YY Y Y Y Y Yy Yy Yy Yy Yy ryryyvyyYyyYyvyvyyYyyYyvyvyyYyyYyyyyyyryryyryryryyyyryryyyyyyyyy
124 LacpSystem-Pri or i t y Y YYYY Y Y Y Y Y Y YY V/VIVIvowvwrwwywrwy Y Y Y Yy, YYYYYYYYYYYRYYYYYY2
1225 Lacp Timeout YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
12.6 Show LacpYYYYYYYYYYYYY Y Yy Yy yYyyryyYyyYyyYyyryyvyyYyyYyyYyvyvyyYyyYyyyyyyYyryryYyyryyyyyyvyyyyvyvyy
12.7 Show LagyYYYYYYYYYYYYYYYYYYYYYYYYYYY VYWYYYYYYYYYVYVYVYYYYYYYYYYYYYY. . YYYY225

8. LLDPY Y Y Y ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYY. . YYYYYYYYYYYYYYYYYYYYYYYY.
13.1 Clear Lldp Statisti csYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
13. 2 LIdpYYYYYYYYYYYYYYYYYYYYY Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYZZO

13.3 Lldp RKWHEWWIWYYY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYY
134LdpTx-Unterval YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY. YYYYYYY. YYYYYYYYYYYYY
135LldpReinit-Del ay Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYY. YYYYYWWY WWWIWwiWwxFFYyYy

13.6 Lldp Holdtime -Multiplier ¥ ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y. YYY Y Y Y Y Y Y YYYYYYYYYYYYYYYYY
13.7 Llidp LIdpduYYYYYYyYYyYYyYyYyrrYyyYyyryyyYyyYyyYyyyyYyyYyyYyyyvyyYyyyyyyyyyyyyyyyyyy. . YYYYYYYY
13.8 Lldp MedYYYYYYYYYYYYY Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYXIFYYYYYY. VY
13.9 Lldp Med Fast-Start-Repeat-Count Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYY. .  YYYYYYYYYYYYYYYYYYYY2
13.10 LlIdp Med Locati onY¥YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY YYYYYYYYY. .Y
13.11LidpMed Network -Po |l i cy Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYWWYYYWYR2HUYLYYYYYYYY
13.12 Lldp Med Network -Policy (Int er f ace) YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY. Y
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13.14LIdpTiv-Sel ect Y¥YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYWW.Y.YWWYY WWRYBYYY
13.15LIdp Tiv-Select Pvid Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYY. YYYYYYYYYYYYYYY
13.16 LIdp Tiv-Select Vlan-Na me Y YYYYY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYY. YYYY
13.17 Lldp Tx YYYYYYYYYYYY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYY YYYYYYYYYXYYYY
13.18 LIdp Tx-Delay YWY ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYY. . YYYY. YYYYYYYYYYYYY
13.19 Show Lldp YYYYYYYYYYY Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
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13.23 Show LlIdp Statistics YYYYYYYYYYYYYYYYY VYIWWIviwmwmivrwwwywwwywwwarsysy Y Y Y Y Y
1324 ShowlLldp Tiv-Over |l oadi ngyY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYY
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14.2 Loggi ngriwvywymryyy W Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYY. . YY. YYYYY YO
14.3 Logging HOost YYYYYYYYYYYYYY Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
14.4 Logging Severi tyyYYYyYYyYYyYyYyyYyYyyyyyyyyyyyYyyyyyyyvyyyvyYYYYYYYvYZsovyyvyvyyyy
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153MacAddress-Tabl e Stati cYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY'
15.4 Show Mac Address-Ta b | e Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYZOETY

15.5 Show Mac Address-Table Count er s Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYY.
15.6 Show Mac Address-Table Aging-Ti me Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYY. VY

16 MACVLANY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYY VWYY YYYY YYYYWYW2Y7Y0

16.1 Vlan Mac-Vlan Group (Gl obal ) YYYYYYYYYYYVYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY. YY. ¥
16.2VlanMac-VlI an Group (Unterface) YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
16.3 Show VlanMac-V|I an Gr oups YYYYYYY Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYY. YYYYY271
16.4 Show VlanMac-VI an UUnterf aces YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY.

17. MANAGEMENT ACLY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYY. 2
17.1 Management Access-Li st Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y VYWV rwwwwwwyYy Yy Yy Yy YyYYyyYyyYyyyyyyyyyvyav75

17.2 Management Access-Cl as s Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYY
17.3 Deny YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY. . YYYYYYYY
17.4 Permi t YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY277
17.5NoSequenc e YWY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYY. YYYYYYYYYYYYYYYYYYYYY. . YYYYY
17.6 Show Management Access-Cl as s Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYY. YYYYYYYYYYYYYY
17.7 Show Management Access-Li st Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYY YWWWITWWIWIWWW.YYYYYYryyyv28o0

18. MIRRORY Y Y Y ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YY . YYY Y Y Y Y Y Y Y Y YYYYYYYYYYY. YYYYY Y
18.1 Mirror Session Destination UnterfaceYYYYYYYYYYYYYYYYYYYYYYYYYYY
18.2 Mirror Session Source Unterf aceYYYYYYYYYYYYYYYYYYYYYYYYYY284

183ShowMi rr or Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYY

19.MLDSNOOPINGY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYY.
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19.2 Ipv6 MId SnoopingReport-Suppr es si on Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYY
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19.23Ipv6MIdMax -Gr oUpP S Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYY. . Y. YYYYYYYYYYYYY)
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205MvrQuery -Time Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y ¥ WIW W W YW W Y YYYYYYYYYYYYYYY323
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235ShowPort-Secur ity UnterfaceYYYYYYYYYYYYYYYY Y YWWWWIWW.YYWWWWWWWwwwy353

24, PROTOCOLVLANY ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYY. YYYYYYYYYYYYYYYY. YYYYY
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Introduction

COMMANDO Soldier C2000 Layer 2 Managed Switch Command Line Interface
Guide provides the basic concepts, configurat ion procedures, and configuration
examples of the COMMANDO SoldierOS IP Base switches which p rovides advanced
L2+ switching and security features along with ACLs (MAC/IP/Port) based IPV4 and
IPV6, L2/L3/L4 QoS , Static Routing , Spanning Tree Protocol (IEEEB02.1D STP,
IEEB02.1lw RSTP, IEEB02.1s MSTP) SNMP v1/v2c/v3, IGMP and MLD snooping,
QinQ and selective QinQ, VLAN mapping, Voice VLAN, Surveillance VLAN GVRP
Advanced multicast filtering , and IGMP snooping that optim ize voice and video
applications , DHCP Client, DHCP Snooping, DHCP Server, DHCP Snooping option82,
DHCP Relay, RADIUSTACACS+authentication, SSH 2.0, Port isolation, Port security,
MAC address learning limit, IP Source guard, Dynamic ARP inspection, Preventing
man -in-the -middle attacks and ARPDoS attacks, IP/Port/MAC binding .

The COMMANDO SoldierOS IP Base switches provides CLI and WEBUI based
PoE/PoE+ scheduling Premium feature. PoOE/PoE+ Scheduling is a feature which
allows you to specify the amount of t ime at scheduled time that power i s delivered
to a PoE/PoE+ port automatically making Switch intelligent . This not only can be
used to save power when devices are not in use, but as a security feature to
prevent wireless access from being available outside  of business hours . It is
possible to set a schedule for POE/POE+, a start time, an end time and which ports
the POE/PoOE+ schedule applies to.

Intended Audience:

This document is intended for:
Network Device configuration and Troubleshooting Engineers

Internetworking Professionals and  Experts

System maintenance engineers

© 2021 COMMANDO Networksamited.All rights reserved.



Command Symbols

The command symbols that may be found in this document are defined as follows.

Table 1. General command symbols

Symbols Description

Boldface The keywords of a com mand line are in boldface .
These Keywords are command syntax.

Italic Command arguments are in italics.

[] Items (keywords or arguments) in brackets [ ] are
optional.

<> Compulsory input.

{} Optional items.

| Separated by vertical bars. One item i s selected.

# # sign is comment s.

© 2021 COMMANDO Networksamited.All rights reserved.
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Management Access Modes

COMMANDO SoldierOS IP Base switches Management is made easy via a web -
based Graphical User Interface (WEBUI) access via HTTP/HTTPS or industry -
standard Command Line Interface (CLI) via Console /Telnet with administration
traffi ¢ protected via, SNMP v1/v2C/v3, SSHv1/v2, RMON v1/v2 which enables the
switch to be polled for valuable status information and allows it to send traps when
abnormal events occur.

Simplified Configuration and Management
Zero-Touch Provisioning (ZTP) sim plifies installation of the switch.

Easy to manage via Console/web-Based Management (WEBUI)/Telnet/SSH/
HTTPS.

Remote Manageability

Remote management is the process that allows the administrators to take full
control of al | operations using a remote. Thi s remote management via WEBUI /
Telnet/ SSH/ HTTPS will reduce time and money spent on management and
maintenance and physical presence of Network Engineer.

Management by CLI - Console, Telnet (RFC854) up to 3 sessions

Manage ment by Web Ul- HTTP, HTTPSfor management Based on Remote
Configuration and maintenance Using Telnet .

In this CLI guide we will understand Management by Command Line Interface (CLI)
through console port, telnet management mode

© 2021 COMMANDO Networksamited.All rights reserved.
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Accessing the Switch v ia console port
How to Login COMMAND O Series C2000 via console port ?

The console interface is used by connecting the Switch to a n VT100zcompatible
terminal or a computer running an ordinary terminal emulator program (e.g., the
HyperTerminal program include d with the Windows operating sys tem) using an RSz
232C serial cable. Your terminal parameters will need to be set to:

f 2400 compatible

f 115200 baud

f 8 data bits

f No parity

f One stop bit

f No flow control

Users may also access the same functions over a Telnet interface. Once you hav e
set an IP address for your Switch, you can use a Telnet program (in VT z100
compatible terminal mode) to access and control the Switch. All the screens are
identical, whether accessed from the console port or from a Telnet interface.

Step 1: Connect t he Switch console port with PC/Laptop via console cable.

© 2021 COMMANDO Networksamited.All rights reserved.
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Serial RS232 Port

Fig-1. Connection of console port with PC/Laptop via console cable.

Step 2: The communication parameters configuration of the Putty Terminal with
console is shown b elow Baud rate (Speed): 115200

© 2021 COMMANDO Networksmited.All rights reserved.
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&% PuTTY Configuration ? >

Category:
=- Sgssinn Basic options for your PuTTY session
""" Logaing Specify the destination you wart to connect to
[=)- Teminal Gerial peed
- Keyboard enal line pee
Bl [com |[115200 |
- Features Connection type:
- Window (JRaw () Telnet (O Rlogin () S5H (@) Serial
;;.ppea.rance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
=) Connection Load
Da‘ta Sa'l.l'e
o Telnet Delete
- Rlagin
- 55H
- Senal Close window on exit:
(JAways  (JNever  (® Only on clean exit
About Help Cancel

Fig-2. Putty configuration in PC for console port access

Step 3: Clickon3 O p e ¥gu will get following window.

With the console port properly connected to a management computer, the
following screen should be visible
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B2 COM4 - PuTTY - O X

Fig-3. COMMANDO Series C2000 Switch CLI access via console port
How to Login COMMANDO Series C2000 WEBUI and Enable Telnet?

Before Accessing Command Li ne Interface via telnet you have to login to WEBUI of
COMMANDO C2000 Switch. Connect one Ethernet port to your system with  RJ45
LAN cable.

Ethernet port port
~
— \_‘gii?
B T Swritch

Configuration cable

Fig-4. COMMANDO Series C2000 Switch port connected with PC via RJ45 LAN cable.
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In PC following LAN setting requ ired.
Open Network and sharing center
Click change Adapter settings.
Double click on Local Area Connection

Click Prope rties .

= == =2 =2 -2

Double click on Internet Protocol Version 4 (TCP/IPv4) option and set default
IP as shown below .

IP Address: :192.168.0.(2-254)
Subnet Mask: 255.255.255.0

Default Gateway: 192.168.0.1

P o

Internet Protocol Version 4 (TCP/IPw4) Properties @

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 . 0 . 11
Subnet mask: 255 , 255 , 255, 0
Default gateway: 192 . 168 . 0 . 1

Obtain DMS server address automatically
@ Use the following DMS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upan exit

[ Ok ] [ Cancel ]

Fig-5. Local Area Connection properties for Web In terface
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Now Open any web browser type http://192.168.0.1 and hit 3 En t déoloping
window will app ear.

<« Cc @ © & =0 192.168.0.1/login.htn

Username: [admin }

Password: IO'O'---- \

Fig-6. COMMANDO C2000 Switch WEBUI Administrator Login Page

Use following login d etails to enter in WEBUI mode,

Username: admin
Password: **kx
(Note: Password is mentioned on backside of device)

Enter the login button. COMMANDO C2000 series s witch starting Page appears .

© 2021 COMMANDO Networksamited.All rights reserved.
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http://192.168.0.1/

=)=

COMMANDD
Save | Logout | Reboot | Debug

Status »» System Information

-
& &3 G5 &7 E G G2 G5 Gl G G2 623
ystem Information SOLDIER C2000 24GE + 4GE + 4SFP Uplink,
System Time L2 Managed Switch (':) O 6 (IJ O ED b ﬂ ﬂ |
Logging Message 00000 o: -
bl «~20000000; |y o -  —

Link Aggregation 62000-24G+BDF9 O ©0e0e00::
MAC Address Table - FAR 2 B 12 1B 20 2a 28 o)

v M; gement

1200 17:12:00 17:14:00 17:15:00 17:18:00
Time

Fig-7. COMMANDO C2000 Switch WEBUI starting Page

Following steps are required to ac cess CLI via telnet lines.
Click on "Management"

Click on "Management Access

Click on "Management Services

Telnet Clickon [»

3 Ap pyand 3 S a vtleejconfiguration.

This is required stage before accessing COMMANDO C2000 Switch Command Line
Interface (CLI) to enable 3 T e | nRytdefault, 3 T e | nserticg is disabled so you
have to enable it .

To view and configure Telnet, SSH, HTTP,HTTPS, SNMP along with, Session Timeoult,
Password Retry Count, Silent Time click on Managem ent >>Management
Access>>Management S ervice

Note: By default HTTP access is enabled.

Now you will be able to login through  Telnet by using any putty software
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+ Status
~+ Metwork

Port

=« Multicast

Routing

w Diagn

+ Management

User Account
» Management Access
Management VLAN
Management Service
Management ACL
Management ACE
Firmeware

Configuration

SHMP

RMON

Restore Factory Default

Management Service

S5H 1 10000 i

HTTPS i 100 .

e hl
1 Password Retry Count I
[ T e e ]
i Console i [7 i
fresssssnsndhaasnnsansnssnsns s sE s e A EEEEEEEEEEEEEEEEEEEEEEEEE o
‘ Telnet v |5 '
fresssssnsndhaasnnsansnssnsns s sE s e A EEEEEEEEEEEEEEEEEEEEEEEEE o
i S55H 18

o T T T T T T T T T T T T T T T T T T T E s E s hl
¢ Silent Time 0
e R RGARLLEEELEE
E Console :: 1500 |
: Telnet i 4000 i
: S5H ! (5000| .

Fig-8. COMMANDO C2000 Switch Management Access service.

Users access CLI through TELNET

Following are t he steps to access CLlvia telnet.
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Step 1: Connect the LAN port of PC/Laptop with any Ethernet port of the switch by
LAN cable.

Step 2: The communicatio n parameters configuration of the Putty Terminal with
TELNET is shown below:

IP Address: 192.168.0.1

Port: 23
ﬁ PuTTY Configuration @
Categony:
= Sgssinn Basic options for your PuTTY session
i TE"" L_Dglging Specify the destination you want to connect to
Trn{lna oard Host Mame (or IP address) Port
- Bell 152.168.0.1 23
- Features Connection type:
= Window ) Raw @) Telnet ) Rlogin () SSH () Serial
;’—‘-.ppea!anc:e Load, save or delete a stored session
- Behawiour
- Translation Saved Sessions
(- Selection
- Colours -
Default Settings
= Connection —
- Prosgy
- Rlogin
FH-55H
- Senal Close window on et :
1 Mlways ) Newver @ Onhy on clean exit
[ About ] [ Help ] [ Open ] [ Cancel

Fig-9. Putty configuration in PC for Telnet access

Step 3: Click on 3 O p e.Ygu will get following window.
Username: admin
Password: *kx

(Note: Password is mentioned on backside of device)
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192,168.0.1 - PuTTY

Fig-10. COMMANDO Series C2000 Switch CLI access via telnet
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1. ADMINISTRATION

General commands used in C2000 Series Switches are described in the
Administration . The switch administration is to perform some basic switch
administration tasks.

1.1 CONFIGURE
Used c o n f itgrmimak } command to enter global confi guration mode. In global

configuration mode, the prompt willshowas 3 Swi t ch (c.onfi g) #i}

Switch# configure terminal

Switch(config)#
Syntax configure
Mode Privileged EXEC
Example This example shows how to enter global con figuration mode.
Switch#confi gure terminal terminal
Switch(config)#

Switch#

SW1tC

Switch (config)#
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1.2 CLEAR ARP

Used c | e a+ aa mhgmmand to clear all or specific one arp entry.

Switch# clear arp -cache

Syntax clear arp -cache
Mode User EXEC Privileged EXEC
Example This example shows how to clear all a rp entries.

Switch# clear arp -cache

Used to clear the non aged out unavailable ARP entries
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1.3 CLEAR SERVICE

Used c | ear jscemmmand toill all existing sessions for the select service.

Switch# clear (authentication  |gvrp|interfaces|ip|ipv6
|lac p|line|lldp|logging|mac|mvr|port - security|rmon|spanning -tree)
Syntax clear (authentication|gvrp|interfaces|ip|ipv6
|lacp|line|lldp]| logging|mac|mvr|port -
security|[rmon|spanning -tree)
Mode Privileged EXEC
Example This example shows how to clear interfaces

Switch# clear interfaces GigabitEthernet 1 counters
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1.4 ENABLE

In User EXEC mode, user only allows to do a few actions. Most of commands are

only available in privileged EXEC mode. Use 3 e n a b tommand to enter the
privileged mode to do more action s on swi tch. Un privileged E
command is able to go back to user EXEC mode with original user privilege level. If

you need to go back to user EXEC mode with different privilege level,use 3 di sabl ej
command to specify the privilege level you need. In privileged EXEC mode, the

prompt will show 3 Swi t ¢ h # i

Switch>enable [ <1-15>]
Switch#disable [ <1-14>]

Syntax enable [ <1-15>]
disable [ <1-14>]
Parameter <1-15> Specify privileged level to enable
<1-14> Specify privileged level to disable
Default Default privilege level is 15 if no privilege level is specified on

enable command.
Default privilege level is 1 if no privilege level is specified on
disable command.

Mode User EXEC

Example This example shows how to en ter privileged EXEC mode and
show current privilege level.

Switch>enable
Password:

Switch# show privilege

Swit enable
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1.5END

Use 3 e n dgmman d to return to privileged EXEC mode directly. Every mode except
User EXEC mode has the 3 e n dogmmand.

Switch#configure ter

minal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# end

Syntax end
Mode Privileged EXEC Global Configuration
Inte rface Configuration
Line Configuration
Example This example shows how to enter Interface Con figuration

mode and use end ¢ ommand to go back to privileged EXEC
mode

Switch#configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)y# end
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1.6 EXIT

In User EXEC mode, 3 e x icammand will close current CLI session. In  other modes,

J e x icommand will go to the parent mode. And every mode has the Jexityi

command.

Switch# exit

Syntax exit

Mode User EXEC Privileged EXEC Global Configuration Interface
Configuration Line Configuration

Example This example shows how to en ter privileged EXEC mode and

use exit command to go back to user EXEC mode.
Switch>enable

Switch# exit

Switch>
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1.7 HISTORY

Use 3 hi st @ommand to specify the maximum commands history number for

CLI running on console, telnet or ssh service. Every

record in history buffer. If all history commands exceed configured history number,

older ones will be deleted from buffer. Use 3 n o thoirsiojdisable the history
feature.

And use 3show historyj to show al

Switch# configure terminal

Switch(config)# line console
Switch(config -line)# history 100
Switch(config -line)# exit

command input by user will

Syntax history <1-256>

no history
Parameter <1-256>Specify maximum CLI history entry number.
Default Default maximum history entry numberis  128.
Mode Line Configuratio n

This example shows how to change console history number to
100, telnet history number to 150 and ssh history number to
200.

Switch# configure terminal

Switch(config)# line console
Switch(config -line)# history 100
Switch(config-line)# exit
Switch(config )# line telnet
Switch(config -line)# history 150
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# history 200
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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2llent

This example shows how show his tory commands.
Switch# show history
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1.8 HOSTNAME

Use 3 h o st n a@omenand to modify hostname of the switch. The system name is

also used to be CLI prompt.

Switch# configure terminal
Switch(config)# hostname {WORD}

Syntax hostname {WORD}

Parameter WORDSpecify the hostname of the switch.

Default Default name stringis 3 Swi t ¢ hj

Mode Global Configuration

Example This example shows how to modify contact information

Switch# configure terminal

Switch(config)# hostname co mmando
commando(config)#

Switch (conf name commando

© 2021 COMMANDO Networksamited.All rights reserved.

36



1.9 INTERFACE

Some configurations are port based. To configure these configurations, we need to
enter Interface Configura tion mode to configure them. Use 3 i nt e r dommaad
to enter the Interface Configuration mode and sele ct the port to be co nfigured. In
Interface Configuration mode, the prompt willshowas 3 Swi t ¢ h ¢icfo)n#iji g

Switch# configure terminal
Switch(config)# interface {IF_PORTS}
Switch(config)# interface range {IF_PORTtarting - IF_PORENding }

Syntax interf ace {IF_PORTS}
inter face range {IF_PORTS}

Parameter IF_PORTSpecify the port to select. This parameter allows partial
port name and ignore case.
For Example:

GigabitEthernet 1 , Gigabit Ethernet 2, GigabitEthernet 3 and so on
If port range is specified, the list format is also available.

For Example:
0i1,3,5
gi2,0il1-3
Mode Global Configuration
Usage Some configurations are port based. In order to configu re these

configurations, we need to enter Interface Configuration mode to
configure themej Usemmamd etltetirdedanet
Configuration mode and select the port to be configured. In
Interface  Configuration mode, the prompt will show as

3 Sweh(tonfig -i f ) #i

Example This example shows how to enter Interface Configuration mode
Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)#

Switch# configure terminal
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Switch(config)# interface range GigabitEthernet 1
Switch(config -if-range )#

-3
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1.10 IP ADDRESS

Usedi p ad comnarsl fo modify administration ipv4  address. This addres s is
very important. When we try to use telnet, ssh, http, https, snmp to connect to the

switch, we need to

use this ip address to ac cess C2000 series switches.

Note : By default, Switch has 192.168.0.1 as access IP.

Switch# configure te  rminal
Switch(config)# ip address {A.B.C.D]mask {A.B.C.D}

Syntax ip address A.B.C.D [mask A.B.C.D]

Parameter address A.B.C.D  Specify IPv4 address for switch
mask A.B.C.D Specify net mask address for switch

Default Default IP address is 192.168. 0.1 and default net mask is
255.255.255.0.

Mode Global Configuration

Example This example shows how to modify the ipv4 address of the

switch.

Default s etting of C2000 series Switches
= ip

Switch# configure terminal
Switch(config)# ip address 192.168.1. 1 mask 255.2 55.255.0
: e

After this configuration you can access Switch with 192.168.1.1
IP address.

Accessing New IP address with Telnet.
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#% PuTTY Configuration ? x

Category:
—I- Session Basic options for your PuTTY session

Specify the destination you wart to connect to
- Terminal

- Keyboard Host Name for IP address) Port
- Bell |152.168.1.1 |[23

- Features Connection type:

= Window (_JRaw (@ Telnet () Rlogin (JSSH () Serial
- Appearance
- Behaviour
- Translation
- Selection
E""C':'l':'!"m Default Settings load
= Connection

. Data Save

Load, save or delete a stored session

Saved Sessions

.. Telnet Delete

Close window on exit:
(_JAways (_)Mever (® Only on clean exit

About Help Cancel

This way to access with newly set IP address.
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1.11 DEFAULT-GATEWAY

Usedi p

IJno ip

d edf aatuel w aoynmand to modify default ga teway address. And use
g et @ whtestore default gateway address to factory default.

Switch# configure terminal
Switch(config)# ip default -gateway {A.B.C.D}

Switch(config)# no ip default -gateway

Syntax ip default -gateway {A.B.C.D}

no ip default -gatewa y
Parameter A.B.C.DSpecify default gateway IPv4 address for switch
Default Default IP address of default gateway is 192.168. 0.254.
Mode Global Configuration
Example This example shows how to modify the ipv4 address of the

switch.

Switch#configure ter minal

Switch(config)# ip default -gateway 192.168.1.10

This example shows how to show current ipv4 default gateway
of the switch.
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1.12 IP DHCP
Use 3i p d bommgnd to enabled dhcp client to get IP address from remote
DHCP server.

Used no 1 p carmeand fo disabled dhcp client and use static ip address.

Switch# configure terminal
Switch(config)# ip dhcp

Switch(config)# no ip dhcp

Syntax ip dhcp
no ip dhcp
Default Default DHCP client is disabled.
Mode Global Configuration
Example This example shows how to enable dhcp client.

Switch# configure terminal

Switch(config)# ip dhcp

This example shows how to show current dhcp clien t state of
the switch.

Switch# show ip dhcp
Switchi fig t
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1.13 IPV6 AUTOCONFIG
Usedi pv6 aut command to gnpbl ed IPv6 auto configuration feature. Use
Jno i pv6 awednmand o disalged IPv6 auto configuration feature.

Switch# configure terminal
Switch(config)# ipv6 autoconfig

Switch(config)# no ipv6 autoconfig

Syntax ipv6 autoconfig
no ipv6 autoconfig
Default Default 1Pv6 auto config is enabled.
Mode Global Configuration
Example This example shows how to enable IPv6 auto config.

Switch# configure terminal

Switch(config)# ipv6 autoconfig

This example shows how to show current IPv6 auto config
state.

Switch# show ipv6

fig t©

TATAATNT
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1.14 IPV6 ADDRESS

Usedi pv 6

a dcdnmmmersl $ojspecify static IPv6 address.

Switch# configure terminal
Switch(config)# ipv6 add ress {X:X::X:Xprefix <0-128>

Syntax ipv6 address X:X:X:Yrefix <0-128>
Parameter | address X:X::X:)Specify IPv6 address for switch
prefix <0-128> Specify IPv6 prefix length for switch
Mode Global Configuration
Example This example shows how to add st atic ipv6 address of the switch.

Switch# configure terminal
Switch(config)# ipv6 address fe80::20e:2eff:fefl: 4b3c prefix 12 8
This example shows how to show current ipv6 address of the switch.
Switch# show ipv6

2 ig

3 fef80::20e:2eff:fefl:4b3c prefix 128
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1.15 IPV6 DEFAULT-GATEWAY
Usedi pv Gaultdged t e weogignand to modify default gateway IPVv6.

Switch# configure terminal
Switch(config)# ipv6 default -gateway {X:X:X:X}

Syntax ipv6 default -gateway {X:X::X:X}

Parameter | X:X::X:)Specify default gateway IPv6 address for switch

Mode Global Config uration

Example This example shows how to modify the ipv6 default gateway address

of the switch.

Switch# con figure termina |
Switch(config)# ipv6 default -gateway fe80::dcad:beff:feef:103
Switch# show ipv6

ay fe80::dcad:beff:feef:103
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1.16 IPV6 DHCP

Usedi pv 6 dommagng to ena bled dhcpv6 client to get IP address from remote
i p v 6comdntacdig disabled dhcpv6 client and use

DHCPV6 server. Use 3 n o

static ipv6 address or ipv6 auto config address.

Switch# configure terminal
Switch(config)# ipv6 dhcp

Switch(config)# no ipv6 dhcp

Switch# configure terminal
Switch(config)# ipv6 dhcp

of the switch.
Switch# show ipv6

h (config) # ipve

= L A LA
oo o

Syntax ipv6 dhcp
no ipv6 dhcp
Default Default DHCPV6 client is disabled.
Mode Global Configuration
Example This exampl e shows how to enable dhcp client.

This example shows how to show current dhcpv6é  client state
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1.17 IP SERVICE
This is one of very important command t
CLI.LUse 3i ft el net

management services. Such as telnet, ssh, http and https from CLI.

Switch# configure terminal
Switch(config)# ip (telnet | ssh | http | https)

Switch(config )# no ip (telnet | ssh | http | https)

0 enable/disabl e management access via
| ssh | dormmapd td enable allpkardsj of

Syntax

ip (telnet | ssh | http | https)
no ip (telnet | ssh | http | https)

Parameter

telnet Enable/Disable telnet service
ssh Enable/Disable ssh service
http Enable/Disable http service
https Enable/ Disable https s ervice

Default

Default telnet service is disabled.
Default ssh service is disabled.
Default http service is enabled.
Default https s ervice is disabled.

Mode

Global Configuration

Example

This example shows how to enable telnet service and
current te Inet service status.
Switch# configure terminal

Switch(config)# ip telnet
Telnet daemon enabled.
Switch(config)# exit

n e telnet

1gJ)#% 1p telnet

show
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This example shows how to enable https service and show
current https service status.

Switch# conf igure terminal

Switch(config)# ip https

Switch(config)# exit
Switch# show ip https

T L -"!_L configure
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1.18 IP SESSIONTIMEOUT

Usedi p

s etsismeomeommand to specify the session timeout value for http

or https service. When user login into WEBGUI and do not do an y action after

session timeout will be logged out.

Switch# configure terminal
Switch(config)# ip (http | https) session  -timeout <0-86400>

Syntax ip (http | https) session  -timeout <0-86400>

Parameter httpSpecify session timeout for http service.
https Spe cify session ti meout for https service.
<0-86400>Specify session timeout minutes. 0 means never
timeout.

Default Default session timeout for http  and https is 10 minutes.

Mode Global Configuration

Example This example shows how to change http sessio n timeout to

15min and https session timeout to 20min
Switch# configure terminal

Switch(config)# ip http session -timeout 15
Switch(config)# ip https session -timeout 20
This example shows how to enable https service and show
current https service status.
Switch# show ip ht tp
Switch# show ip https
nfig)# ip http

iy

g)#% ip http=s
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1.19IP SSH

Used i p somimgnd to generate the key files for ssh connection.

Switch# configure te  rminal

Switch(config)# ip ssh (v1|v2]all)
Switch(config)# no ip ssh (vi|v2[all )
Syntax ip ssh (v1|v2|all)
no ip ssh (vijv 2|all )
Parameter vl Generate/Delete version 1 key files
v2 Generate/Delete version 2 key files
all Generate/Delete version 1 and 2 k ey files
Default Version 2 key files will be generated by default
Mode Global Configuration
Example This example shows how to delete and re -generate ssh version 2

key files.
Switch# configure terminal

Switch(config)# no ip ssh v2
Switch(config)# do sh ow flash
Switch(config)# ip ssh v2

Switch(config)# do show flash

Modified

© 2021 COMMANDO Networksamited.All rights reserved.

50



1.20 LINE

Some configurations are lin e based. To configure these configurations, we need to

enter Line Configuration mode to configure them. Use 3 | i noenpand to enter the
Line Configuration mode and select the line to be configured. In Line Configuration
mode, the prompt will showas 3 Swih(toafi g-1 i ne ) #i

Switch#configure terminal

Switch(config)# line ( console | telnet | ssh)

Syntax line ( console | telnet | ssh)
Parameter console Select console line to configure.
Telnet Select telnet line to configure.
Ssh Select ssh line to configure.
Mode Global Configuration
Example This example shows how to enter Interface Configuration

mode

Switch# confi gure
Switch(config)# line console
Switch(config -line)#
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1.21 REBOOT

Use 3 r e b ocommand to make system hot restart. Switch will be Power OFF and
again ON ( Restart ) with this command.

Switch# reboot
Syntax reboot
Mode Privileged EXEC
Example This example shows how to restart the system

Switch#% reboot

witch# reboot
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1.22 ENABLE PASSWORD

Usedenabl e

enable authentication.
default empty v alue
running -c o n f coy

Switch# configu

p acmmao d tjedit password for each privilege level for
Use3 no e n @dmmang to restore enable password to

. The only way to show this configuration is using 3 s how

rpand.

re terminal

Switch(config)# enable [privilege <1-15>] (password UNENCRYPY -

PASSWORD
ENCRYPTPAS

| secret UNENCRYPY -PASSWORD | secret encrypted
SWORD)

Switch(config)# no enable [privilege  <0-15>]

Syntax enable [privilege <1-15>] (password UNENCRYPT -
PASSWORD | secret
UNENCRYPT-PASSWORD | secret encrypted ENCRYPT -
PASSWORD)
no enable [privilege  <0-15>]

Parameter privilege <0-15>Specify the privilege level to con figure. If no
privilege level is specified, default is 15.
password UNENCRYPT -Specify password string and make it
not encry pted.
secret UNENCRYPT - PASSWORDSpecify password string and
make it encrypted.
secret encrypted ENCRYPT - PASSWORD Enter an encrypted
password. Use this keyword to enter a password that is
already encrypted (for instance, a password that you copied
from ano ther the configuration file of another device).

Default No default enable password for all privilege levels

Mode Global Configu ration

Example This example shows how to edit enable password for privilege
level 15
Switch#configure terminal
Switch(config)# enable password abc
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Configuration of privileged level for enable passwords

This example shows how to set privilege level f or enable
password .

Switch#configure terminal
Switch(config)# enable privilege 15 secret xyz
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1.23 EXEGTIMEOUT

Use 3 e x-& € me oaommand to specify the session timeout value for CLI running

on console, telnet or ssh service. When user login into  CLI and do not do any action

after session timeout will be logged out from the CLI session.

Switch# configure termi nal

Switch(config)# line console
Switch(config -line)# exec-timeout <0-65535>

Syntax exec-timeout <0-65535>

Parameter <0-65535>Specify session timeout minutes. 0 means never
timeout

Default Default session timeout for all lines are 10 minutes.

Mode Line Configuration

Example This example shows how to change console session timeout to

15min, telnet session timeout to 20min and ssh session
timeout to 25min. Timeout after specified minutes (0 means
no timeout)

Switch# configure terminal

Switch(config)# line cons ole
Switch(config -line)# exec -timeout 15
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# exec -timeout 20
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# exec -timeout 25
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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1.24 PASSWORDTHRESH
Use 3 p a s s wtolr rde £dmjmand to specify the passw ord fail retry number for

CLI running on console, telnet or ssh service. When user input password to login

and authe nticate failed, the fail retry number will increase one. After fail retry

number exceed configured one, the CLI will block login for the per  iod of silent time

which configured by the command 3 s i I-teinme j .

Switch# configure terminal
Switch(config)# line co nsole
Switch(config -line)# password -thresh 4

Syntax password -thresh <0-120>

Parameter <0-120>Specify password fail retry number. 0 means no limit.
Default Default password fail retry number is 3.

Mode Line Configuration

Example This example shows how to change console fail retry number

to 4, telnet fail retry number to 5 and ssh fail retry number to

6. The number of allowed password a ttempts. (Range: 0-120;
0: no threshold)

Switch# configure terminal

Switch(config)# line console
Switch(config -line)# passw ord -thresh 4
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# password -thresh 5
Switch(config -line)# exit
Switch(config)# line ssh

Switch(config -line)# password -thresh 6
Switch(config -line)# exit

This example shows how sh ow line information.
Switch# show line
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1.25 PING

Ping (Packet Internet Groper) tests the connection between two network nodes by
sending packets to a host and measure the round -trip time. Use 3 p i ncgmymand
to do network ping diagnostic.

Switch# pin g HOSTMME[count <1-999999999>]

Syntax ping HOSTNAMHcount <1-999999999>]

Parameter HOSTNAMESpecify IPv4/IPv6 address or domain name to  ping.
count <1-999999999> Specify how many times to ping.

Mode User EXEC
Privileged EXEC

Example This example sho ws how to ping remote host 192.168. 0.21

Switch# ping 192.168.0. 21
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1.26 TRACEROUTE

Traceroute discovers the IP routes along which packe ts were forwarded by sending
an IP packet to the target host and back to the device. The Trace route page shows
each hop between the device and a target host, and the round -trip time to each

such hop.

Used t r a c e rcommtamijto do network trace route diag nostic.

Switch# traceroute {A.B.C.DJmax_hop <2-255>]

Syntax Traceroute {A.B.C.DJmax_hop <2-255>]
Paramete | A.BC.DSpecify IPv4 to trace.
r max_hop <2-255>Specify maximum hop to trace.
Mode User EXEC
Privileged EXEC
Example | This example shows how to trace route host 192.168. 0.21.

Switch# traceroute 192.168. 0.21

© 2021 COMMANDO Networksamited.All rights reserved.

60



1.27 SHOW ARP
Used s h o w @mrmpand to show a Il arp entries.

Switch# show arp

Syntax show arp
Mode User EXEC
Privileged EXEC
Example This example shows how to show arp entries.

Switch# show arp
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1.28 SHOW CPU UTILIZATION

Used s how

C pu utcommand ® shovocarfent CPU utilization.

Switch# show cpu utilization

Syntax show cpu utilization

Mode Privileged EXEC

Example This example shows how to show current CPU utilizat ion.
Switch# show cpu utilization
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1.29 SHOW HISTORY
Used s h ow hitedhavrcgnimands we input before.

Switch# show history

Syntax show history

Mode User EXEC
Privileged EXEC
Global Configuration

Example This example shows how show history commands.
Switch# show history

s 1414.4144.41441.41441

1d1ll.11l1 =£&
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1.30 SHOW INFO
Used s h ow tommang to show system summary information.

Switch# show info

Syntax show info
Mode User EXEC
Privileged EXEC
Example This example shows how to show system version.

Switch# show info
info
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1.31 SHOW IP

Use 3 s h ow command to show system IPv4 address, net mask and default
gateway.

Switch# show ip

Syntax show ip

Mode User EXEC
Privileged EXEC

Example This example shows how to show current ipv4 address of the
switch.

Switch# show ip

Sl Ll L od L
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1.32 SHOW IP DHCP

Used s how i pcordniandggshow IPv4 dhep client enable state.

Switch# show ip dhcp

Syntax show ip dhcp
Mode User EXEC
Privileged EXEC
Example This example shows how to show current dhcp client state of
the switch.
Switch# show ip dhcp

Swit ip
L
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1.33 SHOW IP HTTP

Used s how i pcommiand pojshow HTTP/HTTPS information.

Switch#show ip (ht tp|http s)

Syntax show ip (http|https)
Mode Privileged EXEC
Example This example shows how to show current ipv4 address of the

switch.

Switch# show ip http
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1.34 SHOW IPV6
Use 3 show

i cpnurdnd to show system IPv6 address, net mask, default

gateway and auto config state.

Switch# show ipv6

Syntax show ipv6
Mode User EXEC
Privileged EXEC
Example This example shows how to show current ipv6 address of the

switch.
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1.35 SHOW LINE

Use 3 show Icommand to show all line configurations including session

timeout, history count, password retry number and silent time. For telnet and ssh, it

also shows the service enable/disable state.

Switch# show line [(console | telnet | ssh)]

Syntax show line [(console |t elnet| ssh)]

Parameter console Select console line to show.
telnet Select telnet line to show.
Ssh Select ssh line to show.

Mode Privileged EXEC

Switch# show line

e - B
p Ll

Example This example shows how

show

al
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1.36 SHOW MEMORY STATISTICS

Useldshow memory

Switch# show memory statistics

somadnd te showccsrjent memory utilization.

statistics.

Syntax show memory statis  tics
Mode Privileged EXEC
Example This example shows how to show current system memory

Switch# show m emory s tatistics

66984

© 2021 COMMANDO Networksamited.All rights reserved.

70



1.37 SHOW PRIVILEGE
Used s how pr icommiara tpashow the privilege level of the current user.

Switch# show privileg e

Syntax show privilege
Mode User EXEC
Privileged EXEC
Example This example shows how to show arp entries.

Switch# show privilege
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1.38 SHOW USERNAME
Used s how u s ecommaamikeshows all user accounts in local database.

Switch# show username

Syntax | show username

Mode Privileged EXEC

Exampl | This example shows how to show existing user accounts.
e

Switch# show u sername

Iname
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1.39 SHOW USERS

Used s h ow ummasd show information of all active users.

Switch# show users

Syntax show users

Mode Privileged EXEC

Example This example shows how to show existing user accounts.
Switch# show users
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1.40 SHOW VERSION
Use 3 s how v e commanc jo show loader and firmware version and build

date.

Switch# show version

Syntax show version
Mode User EXEC
Privileged EXEC
Example This example shows how to show system version.

© 2021 COMMANDO Networksamited.All rights reserved.

74



1.41 SILENT-TIME

Use 3 si | ent commanideq specify the silent time for CLI running on console,

telnet or ssh service. When user input password to lo gin and authenticate failed,

the fail retry number will increase one. After fail retry number exceed configured

one, the CLI will block login for the period of silent time which configured by the

command 3 s i I-teinne j

Switch# configure terminal

Switch(config)# line {console|telnet|ssh|http}
Switch(config -line)# silent -time <0-65535>

Syntax silent -time <0-65535>

Parameter <0-65535>Specify silent time with unit seconds. 0 means do
not salient.

Default Default silent time is O.

Mode Line Configuration

Example This example shows how to change console silent time to 10,

telnet silent time to 15 and ssh silent time to 20.
Switch#configure terminal

Switch(config)# line console
Switch(config -line)# silent -time 10
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# silent -time 15
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# silent -time 20
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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1.42 SSL
Use 3 s scommand to generate security certificate files such as RSA, DSA.

Switch# ssl
Syntax ssl
Mode Global Configuration
Example This example shows how to generate certificate files.

Switch# ssl

pem tmp'
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1.43 SYSTEM NAME
Usedsyst em commendg to modify system name information of the switch.
The system name is also used to be CLI prompt.

Switch# configure t erminal
Switch(config)# system name {NAME}

Syntax system name {NAME

Parameter NAME | NAMESpecify system name string.

Default Default name stringis 3 Swi t c hj

Mode Global Configuration

Example This example shows how to modify contact information

Switch#config ure terminal

Switch(config)# system name commando
commando(config)#
commando# show info

o <~ 2
3 ig)l#
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1.44 SYSTEM CONTACT

Used sy st em tcjammaadcto modify contact information of the switch.

Switch# configure terminal
Switch(config)# system contact {CONTACT}

Switch# configure terminal

Switch(c onfig)# system contact call commando
Switch# show info

Syntax system contact {CONTACT}

Parameter CONTACBpecify contact string.

Default Default contact stringis 3 Def aul t .Cont act i
Mode Global Configuration

Example This example shows how to modify contact information

n contact callcommando
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1.45 SYSTEM LOCATION

Usedsystem

| oommndnd to mgdify location in  formation of the switch.

Switch# configure terminal
Switch(config)# system location {LOCATION}

Syntax system locati on {LOCATION}

Parameter LOCATIONSpecify location string.

Default Default | ocabebauktriogai sogdj
Mode Global Configurati on

Example This example shows how to modify contact information

Switch# configure terminal
Switch(config)# system locatio n home

This example shows how to show system location information
Switch# show info

1 homecommando
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1.46 TERMINAL LENGTH

Use 3t er mi

nal

terminal is able to print.

Switch#terminal length  <0-24>

comenargl ttd gpecify the maximum line number the

Syntax ter minal | ength <0-24>
Parameter <0-24>Specify terminal length value. 0 means no limit.
Default Default terminal length is 24.
Mode User EXEC
Privileged EXEC
Example This example shows how to change terminal length.

Switch# terminal length 3
Switch# show runni ng-config

5w h#% te
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1.47 USERNAME

UseJduser

n acamamand to add a new user account or edit an existing user

account. And use 3 no u s eerjtoaeete an existing user account. The user

account is a local database for login authentication.

Switch# confi gure te rminal

Switch(config)#
(nopassword |

username WORD<G32>[privilege (adminjuser|<0 -15>)]
password UNENCRYPY -PASSWORD | secret UNENCRYPY -

PASSWORD | secret encrypted ENCRYPT -PASSWORD)

Switch(config)# no username WORD<032>

Syntax username WORD<G32>[pr ivilege (admin|user|<0  -15>)]
(nopassword | password UNENCRYPY -PASSWORD | secret
UNENCRYPY-PASSWORD | secret encrypted ENCRYPT -
PASSWORD)
no u sername WORD<G32>

Parameter Username WORD<G32> Specify username to add/delete/edit.
privilege admin  Specify privil ege level to be admin (privilege 15)
privilege user Specify privilege level to be user (privilege 1)
privilege <0-15>  Specify custom privile ge level password.
UNENCRYPY- PASSWORD Specify password string and make it not
encrypted.
Secret UNENCRYPY - PASSWORD Specify password string and make

it encrypted.

secret encrypted ENCRYPT - PASSWORD Enter an encrypted
password. Use this keyword to enter a password that is already
encrypted (for instance, a password that you copied from another
the configuration file of a nother device).

Default Default username 3 ad mi hag password 3 ¢ o mma n dmih
privilege 15.
Mode Global Configuration
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Example This example shows how to add a new user account.
Switch#configure terminal

Switch(config)# username test secret passwd
This example shows how to show existing user accounts.
Switch# show username
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2. AAA (Authentication, Authorization, Accounting)

The AAA feature allows you to verify the identity = of grant access to, and track the

actions of users managing C2000 Series switc hes. The C2000 Series switches
support Remote Access Dial -In User Service (RADIUS) or Terminal Access Controller
Access Control device Plus (TACACS+) protocols.

Based on the user ID and password combination that you provide, the C2000 Series
switches perf orm | ocal authentication or authorization using the local database or
remote authentication or authorization using one or more AAA servers . A
preshared secret key provides security for communication between the C2000
Series switches and AAA servers. You can configure a common secret key for all
AAA servers or for only a specific AAA server.

3
Gients _é_

xX® =

Authenticator Authentication Server
Fig 2.1.1 AAA C2000 Series Switches
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AAA AUTHENTICATION

AAA security provides the following services:

1) Authentication - Identifies users, includi ng login and password dialog, challenge
and response, messaging support, and encryption depending on the security
protoc ol that you select. Authentication is the process of verifying the identity of the
person or device accessing the C2000 Series switches . This process is based on the
user ID and password combination provided by the entity trying to access the
C2000 switch. The C2000 Series switches allow you to perform local authentication
(using the local lookup database) or remote authentication (using one or more
RADIUS or TACACS+ servers).

2) Authorization - Authorization Provides access controls.

AAA authorization is the process of assembling a set of attributes that describe
what the user is authorized to perform. Authorization in C2000 Series switc hes is
provided by attributes that are downloaded from AAA servers. Remote security
servers, such as RADIUS and TACACS+,authorize users for specific rights by
associating attribute -value (AV) pairs, which define those rights with the
appropriate user.

3) Accounting - Provides the method for collecting information, logging the
information locally, and sending the informatio n to the AAA server for billing,
auditing, and reporting.

The accounting feature tracks and maintains a log of every management session
used to access the C2000 Series switches. You can use this information to generate
reports for troubleshooting and audit ing purposes. You can store accounting logs
locally or send them to remote AAA servers.

Login authentication is used when user try to  login into the switch. Such as CLI login
dialog and WEBUI login web page. Enable authentication is used only on CLI for
user trying to switch from User EXEC mode to Privileged EXEC mode. Both support
following authenticate methods. TACACS+ provides more control over the
authorization of commands while in RADIUS, no external authorization of
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commands is supported. All th e AAA packets are encrypted in TACACS+ while only
the passwords are encrypted in RADIUS is more secure.

Each list allows you to comb ine these methods with different orders. For example,
we want to authenticate login user with remote T ACACS server, but se rver may be
crashed. Therefore, we need a backup plan, such as another Radius server. So we
can configure the list with T ACACS server as first authentication method and
Radius server as second one.

Switch# configure terminal

Switch(config)# aaa authentica tion (login | enable) (default | listhame )
[methodlist ][methodlist] [methodlist] [methodlist]

Switch(config)# no aaa authentication (login | enable) {listname}

Syntax aaa authentication (login | enable) (default | listname ) methodlist
[methodlist] [met hodlist] [methodlist]
no aaa authentication (login | enable) {listname}

login Add/Edit login authentication list

enable Add/Edit enable authentication list

default Edit default authentication list

listhame Specify the list name for authen tication type

methodlist Specify the authenticate method, including none, local
enable, tacacs+, radius.

Default Default authenti cation list name for type login is 3 de f a addt
default methodis 31 oc al j

Default authentication list name for type enabl e is 3 de f aandt
default methodis 3 enabl ej

Mode Global Configuration

Example This example shows how to add a login authenticatio n list to
authenticate with order tacacs+, radius, local.

Switch(config)# aaa authentication login testl tacacs+ radius loc al
This example shows how to show existing login authentication lists
Switch# show aaa authentication login lists
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Switch(config)# aaa authentication enable testl tacacs+ radius
enable

This example shows how to show existing enable authentication lists
Switch# show aaa authentication login lists Enable
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2.1 LOGIN AUTHENTICATION

Different access methods are allowed to bind dif ferent login authentication lists.

Use 31 ogi n
telnet, s sh).

a ut hecommawrdatd binol nhe list to specific line (console,

Switch# configure terminal

Switch(config -line)# login authentication  {listhame}

Switch(config -line)# no login authentication

Syntax login authentication {listname}

no login authentication
Parameter listname Specify the login authentication list name  to use.
Default Default login authentication list for each lineis 3 def aul t i
Mode Line Configuration
Example This example shows how to create a new login authentication list

and bind to telnet line.

Switch(config)# aaa authentication login testl (taca csH|
radius | local | none |enable)

Switch(config)# line telnet

Switch(config -line)# login authentication testl

This example shows ho w to show line binding lists.

Switch# show line lists
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2.2 |IPHTTP LOGIN AUTHENTICATION

Different access methods are allowed to bind different login authentication lists.

Usedi p

access from http or https.

Switch# configure terminal

Switch(config)# ip (http | https) login authentication {listhame}
Switch(config)# no ip (http | https) login authentication

Syntax ip (http | https) login authentication {listname}
no ip (http | https ) login authentication
Parameter http : Bind login authentication list to user access WEBUI with
http protocol
https : Bind login authentication list to user access WEBUI with
https protocol
listhame Specify the login authentication list name to use.
Defau lt Default login authentication list for each lineis 3 def aul t j
Mode Global Configuration
Example This example shows h ow to create two new login authentication

lists and bind to http and https.
Switch# configure terminal

Switch(config)# aaa authenticat ion login testl tacacs+ radius
local

Switch(config)# aaa authentication login test2 radius local
Switch(config)# ip http lo gin a uthentication testl
Switch(config)# ip https login authentication test2

This example shows how to show line binding lists.

Switch# show line lists
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2.3 ENABLE AUTHENTICATION

Different access methods are allowed to bind different enable authent ication lists.

Uselenabl e
telnet, ssh).

Switch# configure termi

a ut h ecantmara dot bind thg list to specific line (console,

nal

Switch(config -line)# enable authentication {listname}

Switch(config -line)# no enable authentication

Syntax enable auth entic ation {listhame}
no enable authentication

Parameter listhame Specify the enable authentication list name to
use.

Default Default enable authentication list for each line is
Jdef aultj

Mode Line Configuration

Example This example shows how to creat e a new enable

authentication list and bind to telnet line.
Switch# configure terminal

Switch(config)# aaa authentication enable testl
tacacs+ radius enable

Switch(config)# line telnet

Switch(config -line)# enable authentication testl
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2.4 SHOW AAA AUTHENTICATION

Used3 show aaa aut hoemnanddcashow togirj authentication or Enable
authentication method lists.

Switch# show a aa authentication (login | enable) lists

Syntax show aaa authentication (login | enable) lists
Parameter login Show login auth entication list.
enable Show enable authentication list.
Mode Privileged EXEC
Example This example shows how to show existing login

authentication lists.
Switch# show aaa authentication login lists

- - T
gatlion login

e e
4 3aa authent

Lizst Hame cication Metho

-

ual

This example shows how to show existing enable
authen tication lists
Switch# show aaa authentication login lists

Crrigmmldh mlmrs mmm miviel o mmdd mm ] s 14
oWlCChF 3how ada authenticatlon login lists

Authentication Method List
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2.5 SHOW LINE LISTS

Used show | i menmand ® shew all lines binding list of all.

Switch# show line lists

Syntax show line lists
Mode Privileged EXEC
Example This example show's how to show line binding lists.
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2.6 TACACS DEFAULTCONFIG

Usedt acacs -deri facodpand to modify default values of tacacs+ server.
These default values will be used when user try to create a new tacacs+ server  and
not assigned these values.

Switch# configure terminal
Switch(config)# tacacs default -config [key TACACSKEY] [timeout <1-30>]

Syntax tacacs default -config [key TACACSKEY] [timeout <1-30>]

Parameter key TACACSKEY Specify default tacacs+ server key strin g.
timeout <1-30> Specify default tacacs+ server timeout
value.

Default Default tacacs+ key is 3 * * * * *x * * x
Default tacacs+ timeout is 5 seconds.

Mode Global Configuration

Example This example shows how modify default tacacs+

configuration
Switch# config ure t erminal

Switch(config)# tacacs default -config timeout 20
Switch(config)# tacacs default -config key tackey

This example shows how to show default tacacs+
configurations.

Switch# show tacacs default -config

Switch(config)# tacacs default-config timeout 20

-3 ' N SR ) R A FE =] N - - -
Switch(config)# tacacs default-config key tackey

-3 ' R R
Switch(config)# exit

. 1+ i , I R L P S
Switch# show tacacs default-config

Timeout
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2.7 TACACS HOST

Use JTACACS+h o s tgnmand to add or edit tacacs+ server for Authentication,
Authorization or accounting. Use 3 n ofgrm to delete one or all TACACS+servers
from database.

Switch# configure terminal

Switch(config)# tacacs host {HOSTNAME [port <0-65535>] [key TACPLUSKEY]
[priorit y<0-65535>][timeout <1-30>]

Switch(config)# no tacacs [host {HOSTNAME]}

Syntax tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY]
[priority <0-65535>] [timeout <1-30>]

no tacacs [host {HOSTNAME]}

Paramete | HOSTNAMESpecify tacacs+ server host name, b oth IP address and
r domain name are available.

port <0-65535> Specify tacacs+ server udp port

key TACPLUSKEY Specify tacacs+ server key string

priority <0-65535> Specify tacacs+ server priority

timeout <1-30> Specify tacacs+ server timeout value

Default Default tacacs+ key is 3 * * * * * * * *
Default tacacs+ timeout is 5 seconds.
Mode Global Configuration

Example This example shows comman d execution,

i

3 host change port 22 key TACACSEEY priority 45 timeout
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2.8 SHOW TACACS DEFAULTCONFIG

Uselshow t ac acco rdfecorgapand to show tacacs+ default.

Switch#show tacacs default -config

Syntax show tacacs default -config
Mode Privileged EXEC
Example This example shows how to show defau It tacacs+

configurations.
Switch# show tacacs default -config
; c=z default-config
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2.9 SHOW TACACS

Used s how t @ammansd §o show existing tacacs+ servers.

Switch# show tacacs

Syntax show tacacs
Mode Privileged EXEC
Example This example shows how to show exist ing tacacs+ server.

Switch# show tacacs
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2.10 SHOW Default -config

Usedr adi us -de1 facodigpand to modify defa ult values of radius server.
These default values will be used when user try to create a new radius server and
not assigned these val ues.

Switch# configure terminal
Switch(config)# radius default -config [key RADIUSKEY] [retransmit <1-10>]
[timeout <1-30>]

Syntax radius default -config [key RADIUSKEY] [retransmit <1-10>]
[timeout <1-30>]

Parameter key RADIUSKEY Specify default radius ser ver key string
retransmit  <1-10> Specify default radius server retransmit value
timeout <1-30> Specify default radius serve r tim eout value

Default Default radius key is 3 * * * * % * * %
Default radius retransmit is 3 times.
Default radius timeout is 3 seconds

Mode Global Configuration

Example This example shows how modify default radius configuration,
Switch# configure terminal

Switch (config)# radius default -config timeout 20
Switch(config)# radius default -config key radiuskey
Switch(config)# radius default -config retransmit 5

This example shows how to show default radius configurations.
Switch# show radius default -config

Switech (config)

nr
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2.11 RADIUS HOST

Usedr adi u s commasdtq add or edit an existing radius server. Use 3 n ofgrm
to delete one or all radius server s from database.

Switch# configure terminal

Switch(config)# radius host {HOSTNAME } [auth -port  <0-65535>] [key
RADIUSKEY][priori ty <0-65535>] [retransmit  <1-10>] [timeout <1-30>] [type
(login|802.1x]all)]

Switch(config)# no radius [host {HOSTNAME]}

Syntax radius host HOSTNAME [auth -port <0-65535>] [key
RADIUSKEY][priority <0-65535>]  [retransmit <1-10>]
[timeout <1-30>] [type (login|802.1x|all)]

no radius [host HOSTNAME

Parameter HOSTNAMEpecify radius server host name, both IP address
and domain name ar e available.

auth -port <0-65535> Specify radius server udp port

key RADIUSKEY Specify radius server key string

priority <0-65535>Specify radius server priority

retransmit  <1-10> Specify radius server retransmit times
timeout <1-30> Specify radius server ti meout value

Default Default radius timeout is 3 seconds.

Mode Global Configuration

Example This example shows how to ¢ reate a new radius server
Switch(config)# radius host 192.168.1.111 auth -port 12345
key radiuskey priority100 retransmit 5 timeout 1 0 type all

This example shows how to show existing radius server.
Switch# show radius
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2.12 SHOW RADIUS Default -config

Use 3 show
configurations.

radi usc o rfeifegaygumbnid to show radius default

Switch# show radius default  -config

Syntax show radi us default -config
Mode Privileged EXEC
Example This example shows how to show default radius

configurations.
Switch# show ra dius default -config
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2.13 SHOW RADIUS

Used s how r @ammand §o show existing radius servers.

Switch# show radius

Syntax show radius

Mode Privileged EXEC

Example This example shows how to show existing radius server.
Switch# show radius
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3. ACL (ACCESS CONRTOL LIST)

An ACL is a sequential collection of permits and deny conditions that apply to
packets. Packet filtering can help limit network traffic and restrict network use by
certain users or devices. ACLs filter traff ic as it passes through a switch and permit
or deny packets crossing specified interfaces. When a packet is received on an
interface , the switch compares the fields in the packet against any applied ACLs to
verify that the packet has the required permissi  ons to be forwarded, based on the
criteria specified in the access lists. One by one, it tests packets against the
conditions in an a ccess list. The first match decides whether the switch accepts or
rejects the packets. Because the switch stops testing aft er the first match, the order
of conditions in the list is critical. If no conditions match, the switch rejects the
packet. If there are no restrictions, the switch forwards the packet; otherwise, the
switch drops the packet. The switch can use ACLs on all packets it forwards.

You configure access lists on a switch to provide basic security for your network. If
you do not configure ACL s, all packets passing through the switch could be allowed
onto all parts of the network. You can use ACLs to control which  hosts can access
different parts of a network or to decide which types of traffic are forwarded or
blocked. For example, you can all ow e-mail traffic to be forwarded but not Telnet
traffic.

An ACL contains an ordered list of access control entries (ACEs) . Each ACE specifies
permit or deny and a set of conditions the packet must satisfy to match the ACE.
The meaning of permit or deny depends on the context in which the ACL is used.

The switch supports IP ACLs and Ethernet (MAC) ACLs:

1) IP ACLs flter IPv4 tr affic, including TCP, User Datagram Protocol (UDP), Internet
Group Management Protocol (IGMP), and Internet Control Mes sage Protocol

(ICMP).
2) Ethernet ACLs filter non -IP traffic.
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Access Control List

User 10.0.0.10

Servers

User 10.0.0.30

Fig 3.1.1 IP ACL C2000 series Switches
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3.1 MAC ACL

MAC ACLs are ACIs that filter traffic using information in the Layer 2 header of each

packet. You can use ACLs to control which hosts ¢ an access different parts of a

network or to decide which types of traffic are forwarded or blocked at the router

interface s.

Use the mac acl command to create a MAC access list and to enter mac -acl
configuration mode. The name of ACL must be unique that ¢ annot have same

name with other ACL or QoS policy. Once an ACL is created, animplicit 3 deny any;j
ACE created at the end of the ACL. That is, if there are no matches, the packets are

denied. Use the no form of this command to delete.

Haador Packet
{or Exaenpla, (1= Haacdkar)

Fig 3.2.1 MAC ACL Q000 series Switches

Switch# configure terminal
Switch(config)# mac acl {NAME }

Switch(config)# no mac acl {NAME }
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Syntax mac ac | {NAME }
no mac acl {NAME }
Parameter NAMESpecify the name of MAC ACL
Mode Global Configuration
Example The example shows how to create a mac acl. You can

verify settings by the following show acl command
Switch# configure terminal

Switch(config)# mac acl test

Switch(mac -acl)# show acl

' J | R Fa o~ B -
SWlTCh (COnIlg) § mac

owitch (config-mac-as

MAC access list commando

© 2021 COMMANDO Networksamited.All rights reserved.

105



3.2 PERMIT (MAC)

Use the permit command to add permit condit  ions for a mac ACE that bypass those
packets hit the ACE.

The 3 s e q u e also eepresents hit priority when ACL bind to an  interface. An ACE
does not specify 3 s e g u e mder yould assign a sequence index which is the
largest existed index plus 20. If packet content can match more than one ACE, the
lowest sequence ACE is hit. An ACE cannot be added if has the same conditions as
existed ACE.

Switch# configure terminal

Switch(config)# mac acl {NAME }

Switch(config -mac-acl)# [sequence <1-2147483647>] permit (A:B: C:D:E:F
/A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:Flany) [vlan <1-4094>] [cos <0-7><0
7>][ethtype <O0x0600-OxFFFFP

Switch(config -mac-acl)#no sequence <1-2147483647>

Syntax [sequence <1-2147483647>] permit (A:B:C:D:E:F/A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:Flany) [vlan <1-4094>] [cos <0-7><0-
7>][ethtype <0x0600 -OxFFFF>]

no sequence <1-2147483647>

Parameter | <1-2147483647> b (Optional ) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and
mask of packet or any MAC address.

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the destination MAC address
and mask of packet or any MAC address.

[vlan <1-4094>] (Optional) Specify the vlan ID of packet.

[cos <0-7><0-7>](Optional) Specify the Class of Service value and mask
of packet.

[ethtype <O0x0600-OxFFFFP (Optional) Specify Ethernet protocol
numbe r of packet .

Mode MAC ACL Configuration

Example The example shows how to add an ACE that permit packets with

© 2021 COMMANDO Networksamited.All rights reserved.

106



source MAC address 22 :33:44:55:66:77. VLAN 3 and Ethernet type
1999. You can verify settings by the following show acl command,
Switch# configure terminal

Switch(config)# mac acl test

Switch(mac-acl)#  sequence 999  permit 22:33:44:55:66:77/
FF:FF:FF:FF:FF:Ry vlan 3 ethtype 0x2800

Switch(mac-al)# show acl
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3.3 DENY (MAC) ACL

Use the deny command to add deny conditions for a mac ACE that  drop those
packets hit the ACE. The 3 s e g u e also eepresents hit priority when ACL bind to
an interface. An ACE does not specify 3 s e € m ¢ éngflex would assign a sequence
index which is the largest existed index plus 20. If packet content can match more
than one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the
same conditions as existed ACE. Use 3 s h ut d doveimujdow n interface while ACE
hit.

Switch# configure terminal

Switch(config)# mac acl {NAME }

Switch(config -mac-acl)#  [sequence <1-2147483647>] deny (A:B:C:D:E:F/
A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:Flany) [vlan  <1-4094>] [cos <O0-7><0-7>]
[ethtype <0x0600-OxFA-F3 [shutdown]

Switch(config -mac-acl)# no sequence <1-2147483647>

Syntax [sequence <1-2147483647>] deny (A:B:C:D:E:F/A :B:C:D:EF|any)
(A:B:C.D:E:F/A:B:C:D:E:Flany) [vlan <1-4094>] [cos <O0-7><0-7>]
[ethtype <0x0600-OxFFFFP[shutdown]

no sequence <1-2147483647>

Parameter | <1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACEin ACL.
(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and
mask of packet or any MAC address.

(A:B:C:D:E:F/A:B:C.D:E:F|any) Specify the destination MAC address
and mask of packet or any MAC address.

[vlan <1-4094>] (Optional) Specify the vlan ID of packet.

[cos <0-7><0-7>](Optional) Specify the Class of Service value and
mask of packet.

[ethtype <0x0600-OxFFFFKOptiona l) Specify Ethernetprotocol
number of packet

[shutdown] (Optional) Shutdown interfaces while ACE hit.
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Mode

MAC ACL Configuration

Example

The example shows how to add an ACE that denies packets with
destination MAC address aa:bb:cc:xx:xx:xx and VLAN 9. You can
verify settings by the following show acl command

Switch# configure terminal

Switch(config)# mac acl test

Switch(mac-acl)# sequence 30 permit any any

Switch(mac-acl)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00vlan 9
shutdown

T/FF.FF.FF.FF.FF:FF any
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3.4 IP ACL

Use the ip acl command to create an IPv4 access list and to enter ip -acl
configuration mode. The name of ACL must be unique that cannot have same
name with other ACL or QoS policy. Once an ACL is created, an implict 3 deny
ACE created at the end of the ACL. That is, if there are no matches, the packets are
denied. Use the no form of this command to dele te.

l ey weaord | | Acidress & Wildcard |

access-list 1071 paermmiat p-rntc:-ml source_ |F dest_IF
+
100 - 199 ||::|-
2000 - 2E99 o Matching
udp Options
icmp
others___

Fig 3.4.1 IP ACL with permit and deny.

Switch# configure terminal
Switch(config)# ip acl {NAME}

Switch(config)# no ip acl {NAME}

anyi

Syntax ip acl {NAME}
no ip acl {NAME}
Parameter NAME Specify the name of IPv4 ACL
Mode Global Configuration
Example The example shows how to create an IP ACL. You can verify

settings by the following show acl command
Switch# configure terminal
Switch(config)# ip acl iptest
SWltch(conflg -ip-aclh)# do show acl
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3.5 PERMIT (IP)

Use the permit command to add permit ¢ ondition s for an IP ACE that bypasses
those packets hit the ACE. The 3 s e q u e alsoegpresents hit priority when ACL
bind to an inte rface. An ACE does not specify 3 s e q u e mder yould assign a
sequence index which is the largest existed index plus 20. If p acket content can
match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added
if has the same conditions as exist ed ACE.

Switch# configure terminal
Switch(config)# ip acl {NAME}

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0 any perm it icmp any
any echo -request any

Syntax [sequence  <1-2147483647>] permit ( <0- 255>|ipinip|egp|igp
|hmp|rdplipv 6]
ipv6:routlipv6:frag|rsvplipv6:icmpl|ospflpim|I2tp|ip)
(A.B.C.D/A.B.C.DJany) (A.B.C.D/A.B.C.D|any)[(dscp|precedence)
VALUE]]

[sequence <1-2147483647>]permit icmp(A.B.C.D/A.B.C.D|any)
(A.B.C.D/A.B.C.Djany) ( <0-255>|echo -reply|destination -
unreachable|source -quenchl|echo - request|router -
advertisement|router -solicitation|time -
exceeded|timestamp|timestamp -reply|traceroute|any) ( <0-
255>|any) [(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit tcp (A.B.C.D/A.B.C.DJany) ( <O-
65535> |echoldiscard|daytimel|ftp -
data|ftp|telnet|smtp|time|hostname|whois|tacacs -
ds|domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|
drip]PORT_RANG E |any) (A.B.C.D/A.B.C.D|any) ( <0-
65535>|echo|discard|daytimel|ftp -
data|ftp|telnet|smtp|time|hostname|whois| tacacs -
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ds|domain|www|pop2 |pop3|syslog|talk|klogin|kshell|sunrpc|
drip|PORT_RANGE]|any)[match -all TCP_FLAG][(dscp|precedence)
VALUE]

[sequence <1-2147483647>]permit udp (A.B.C.D/A.B.C.DJany) ( <O-
65535>|echo|discard| time|nameserver|tacacs -
ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbi 0s-ns|snmp|
snmptrap|who|syslog|talk|rip| PORT_RANGE|any)

(A.B.C.D/A.B.C.DJ|any)

<0-65535>|echo

|discard|time|nameserver|tac acsds |domain|bootps|bootpc|tft
p|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE|any)

[(dscp|precedence) VALUE]

no sequenc e<1-2147483647>

Parameter | <1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priori ty of an ACE in ACL.
(A.B.C.D/A.B.C.DJany) Specify the source IPv4 address and mask of
packet or any IPv4 address.

(A.B.C.D/A.B.C.D]a ny) Specify the destination IPv4 address and mask
of packet or any IPv4 address.

[dscp VALUHB(Optional) Specify the DSCP of packet.

[precedence VLAUH(Optional) Specify the IP precedence of packet.
icmp -type Specify ICMP message type for filtering ICMP p acket. Enter
a type name of list or a number of ICMP message type.

icmp -code Specify ICMP message code for filtering ICMP p acket.

|4 -source -port Specify TCP/UDP source port of for filtering TCP/UDP
packet. Enter a port name of list or a number of TCP/UDP p ort.

|4 -destination -port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a n umber of TCP/UDP

port.
match -all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by

\"+\".If a flag should be unset it is prefixed by \"-\". Available options
are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -
fin.To define more than 1 flag - enter additional flags one after
another without a space (example +syn -ack).

© 2021 COMMANDO Networksamited.All rights reserved.

112



Mode

IP ACL Configuration

Example

The example shows how to add a set of ACEs. You can verify settings
by the following show acl command.

This comman d shows how to permit a source IP address subnet.
Switch# configure terminal

Switch(config)# ip acl {commando}

Switch(config -ip-acl)#permitip 192.168.1.0/255.255.255.0 any

This command shows how to permit ICMP echo -request packet with
any IP address.

Switch(config -ip-acl)#permit icmp any any  echo-request any

This command shows how to permit any IP address HTTP packets
with DSCP 5.

Switch(config -ip-acl)#permit tcp any any any ~ www dscp 5

This command shows how to permit any source IP address SNMP
packet connect to destination IP address 192.168.1.1.

Switch(config -ip-acl)#permit udp any any
192.168.1.1/255.255.255.255 snmp

Switch(config-ip-acl)#show acl

Switch(config-ip-acl)# permit ip 192.168.1.0/2

255,255,255 =snmp

i
ae
ae
3e

¥ JCC “CC Ty
WE2JJ. 299, £20 STIND
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3.6 DENY (IP)

Use the deny command to add deny conditions for an IP ACE that drop those
packets hit the ACE. The 3 s e g u e also eepresents hit priority when ACL bind to
an interface. An ACE does not specify 3 s @ @ n c iadex would assign a sequence
index which is the largest existed index plus 20. If packet content can match more
than one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the
same conditions as existed ACE. Use 3 s h ut d dovsimnujdo wn interface while ACE
hit.

Switch# configure terminal

Switch(config)# ip acl {iptest}
Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255 any

Syntax [sequence <1-2147483647>] deny( <0O-
255>|ipinip|egpligp|hmp|rdp|ipv6|ipv6:rout|ipv6:frag|rsvpli

pv6:ic mp|ospf|pim|I2tp|ip)
(A.B.C.D/A.B.C.DJany)(A.B.C.D/A.B.C.D|any)[(dscp|precedence)
VALUE]] [shutdown]

[sequence <1-2147483647>] deny icmp
(A.B.C.D/A.B.C.DJany)(A.B.C.D/A.B.C.D|any)( <0-255>|echo -
reply|destination  -unreachable|

source -guenchlecho -request|route r-advertisement|router -
solicitation|

time -exceeded|timestamp| timestamp -reply|traceroute|any)
(<0-255>|any) [(dscp|precede  nce) VALUE] [shutdown]

[sequence <1-2147483647>]deny tcp (A.B.C.D/A.B.C.DJany) ( <O-
65535>|echo|

discard|daytime|ftp -

data|ftp|telnet| smtp|time|hostname|whois|tacacs -ds]
domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|dr

ip| PORT_RANGE|any)(<0 -65535>|e choldiscard|daytime|ftp -
data|ftp|telnet|smtp|time|hostname|whois|

(A.B.C.D/A.B.C.Djany) ( <0-65535>|echo|discard|daytime|ftp -
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data|ft pj|telnet|smtp|time|hostname|whois|tacacsds|domai
njwww|pop2|pop3|syslog|talk|

klogin|kshell|sunrpc|drip| PORT_RANGE|any)

[mat ch-all TCP_FLAG] [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny udp (A.B.C.D/A.B.C.DJany)( <O-
65535>|echo|discard  |time|nameserver|tacacs -
ds|domain|bootps]|

bootpc|tftp|sunrpc|ntp|netbios -

ns|snmp|snmptrap|wholsyslog|

talk|rip] PORT_RANGE| any)(A.B.C.D/A.B.C.D]any)( <O-
65535>|echo|discard|time|nameserver|tacacs -
ds|domain|bootps|bootpc|tftp|

sunrpc|ntp|netbiosns|snmp|snmpt rap|who|syslog|PORT_RA
NGE|any) [(dscp|precedence) VALUE] [shutdown]

no sequence <1-2147483647>

Parameter <1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(A.B.C.D/A.B.C.DJany) Specify the source IPv4 address and mask of
packet or any IPv4 address.

(A.B.C.D/A.B.C.DJany) Specify the destination IPv4 address and
mask of packet or any IPv4 address.

[dscp VALUE] (Optional) Specify the DSCP ofpacket.

[precedence VLAUE] (Optional) Specify the IP prec edence of packet.
icmp -type Specify ICMP message type for filtering ICMP packet.
Enter a type name of list or a number of IC MP message type.

icmp -code Specify ICMP message code for filtering ICMP packet.

14 -source -port Specify TCP/UDP source port of for filt ering TCP/UDP
packet. Enter a port name of list or a number of TCP/UDP port.

|4 -destination -port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.

match -all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by \"+\".If a flag should be unset it is prefixed by \"-\".
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -
psh, -rst, -syn and -fin.To define more than 1 flag - enter additional
flags one aft er another without a space (example +syn -ack).
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[shutdown] (Optional) Shutdown interface while ACE hit.

Mode

IP ACL Configuration

Example

The example shows how to add an ACE that denies packets with
source IP address 192.168.1.80. You can verify setting s by the
following show acl command

Switch# configure terminal

Switch(config)# ip acl iptest

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255 any
Switch(config -ip-acl)#show acl

Switch({config)# ip acl iptest

............
] A i

© 2021 COMMANDO Networksamited.All rights reserved.

116



3.7 IPV6 ACL

Use the ipv6 acl command to create an IPv6 access list and to enter ipv6 -acl
configuration mode. The name of ACL must be unique that cannot have same

name with other ACL or QoS policy. Once an ACL is created, animplicit 3 deny anyi;i
ACE created at the end of the ACL. That is, if there are no matches, the packets are

denied. Use the no form of this command to delete.

Switch# configure terminal
Switch(config)# ipv6 acl {NAME}

Switch(config)# no ipv6 acl {NAME}

Syntax ipv6 acl {NAME}
no ipv6 acl {NAME}
Parameter NAMESpecify the name of IPv6 ACL
Mode Global Configuration
Example The example shows how to create an IPv6 ACL. You can verify

settings by the following show acl ¢ om mand
Switch# configure terminal
Switch(config)# ipv6 acl ipv6test
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3.8 PERMIT (IPV6)
Use the permit command to add permit conditions for an IPv6 ACE that bypasses

those packets hit the ACE. The 3 s e q u e alsoegpre sents hit priority when ACL

bind to an interface. An ACE does not specify 3 s e q u e mder yould assign a

sequence index which is the la rgest existed index plus 20. If packet content can
match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added
if has the same conditions as existed ACE.

Switch# configure terminal
Switch(config)# ipv6 acl {ipv6test}
Switch(config -ipv6 -acl)#permit ipv6  fe80:1122:3344:5566::1/64 any

Syntax

[sequence  <1-2147483647>] permit ( <0-255>|ipv6) (X:X:X:X/ <O-
128>|a ny) (X:X::X:X/ <0-128>|any)[(dscp|precedence) VALUE]

[sequence <1 -2147483647>] permit icmp (X:X::X: X/ <0- 128>|any)
(X:X::X:X/<0-128>|a ny) (<0-255>|destination - unreachable|packet -
too -big|

time -exceeded|parameter -problem|echo -requestjecho -reply| mid -
query|m Id-reportjmldv2 -reportimld -done| router -
solicitation|router -advertisement|nd  -ns|nd -nalany) ( <O-
255>|any)[(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit tcp (X:X::X:X/ <0-128>|any)
(<0-65535>|echo|discard|daytime|ftp -datalftp|telnet|smtp|
time | hostname|whois|tacacs -
ds|domain|www|pop2|pop3|syslog|

talk|klogin|kshell|sunrpc|drip|PORT_RANGE]|any) (X XXX/ <0-
128>|any)
(<0-65535>|echo|discard|daytime|ftp - data|ftp|

telnet|smtp|time|hostname|whois|tacacs -
ds|domain|www|pop2|

pop3|syslog|talk|klogin | kshell|sunrpc|drip]PORT_RANGE]|any)[m
atch -all TCP_FLAG] [(dscp|precedence) VALUE]
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[sequence <1-2147483647>] permit udp (X:X::X:X/ <0-128>|any)
(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpc|tftp|sunrpc|ntp|netbios -

ns|snmp|snmptrap | who|syslog|

talk|rip] PORT_RANGE|any) (X:X:X:X/  <0-128>|any)
(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpc|  tftp|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE|any)
[(dscp|precedence) VALUE]

no sequence <1-2147483647>

Parame | <1-2147483647>Optional) Specify sequence index of ACE, the sequence
ter index represent the priority of an ACE in ACL.
(X:X:: X:X/<0-128>|any) Specify the source IPv6 address and prefix of
packet or any IPv6 address.
(X:X::X:X/<0-128>|any) Specify the destination IPv6 address and prefix
of packet or any IPv6 address.
[dscp VALUE] (Optional) Specify the DSCP of packet.
[precedence VLAUE](Optional) Specify the IP precedence of packet.
icmp -type Specify ICMP message type for filtering ICMP packet. Enter a
type name of list or a number of ICMP message type.
icmp -code Specify ICMP message code for filtering ICMP packet.
|4 -source -port Specify TCP/UDP source port of for filtering TCP/UDP
packet. Enter a port name of list or a number of TCP/UDP port.
|4-dest ination -port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP port.
match -all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by \"+\".If a flag should be unset iti s prefixed by \"-\". Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn
and -fin.-To define more th an 1 flag - enter additional flags one after
another without a space (example +syn -ack).
Mode IPv6 ACL Configuration
Exampl | The example shows how to add a set of ACEs. You can verify settings by
e the following show acl command.

This command shows how to permit a source IP address subnet.
Switch# configure terminal

Switch(config)# ipv6 acl {commando}
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Switch(ipv6 -acl)# per mit ipv6 fe80:1122:3344:5566::1/64 any
Switch(ipv6 -acl)# show acl

© 2021 COMMANDO Networksamited.All rights reserved.

120



