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1.12 Radius HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ30 

1.13 Show Radius Default -ConfigɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.31 
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6.8 Show ϥp Dhcp Snooping ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ..Ɏ141 

6.9 Show ϥp Dhcp Snooping BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎ.ɎɎ142 

6.10 ϥp Dhcp Snooping OptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ142 

6.11 ϥp Dhcp Snooping Option ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ143 

6.12 Ip Dhcp Snooping Option Circuit -ϥdɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ144 

6.13 Ip Dhcp Snooping Option Remote -ϥdɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ144 

6.14 Show ϥp Dhcp Snooping OptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ145 

6.15 Ip Dhcp Snooping Databas eɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ145 

6.16 Ip Dhcp Snooping Database Write -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ147 
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6.17 Ip Dhcp Snooping Database Write -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ148 

6.18 Ip Dhcp Snooping Database TimeoutɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ149 

6.19 Clear ϥp Dhcp Snooping Database StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ150 

6.20 Renew ϥp Dhcp Snooping DatabaseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ151 

6.21 Show Ip Dhcp Snooping Da tabaseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎ152 

 

7. DOSɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ..154 

7.1 DosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎ154 

7.2 Dos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎ158 

7.3 Show DosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ158 

 

 

8. DYNAMIC ARP INSPECTIONɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ160 

8.1 ϥp Arp ϥnspectionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ161 

8.2 ϥp Arp ϥnspection VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎɎ162 

8.3 ϥp Arp ϥnspection TrustɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ163 

8.4 Ip Arp Inspection Validat eɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ164 

8.5 Ip Arp Inspection Rate -LimitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ165 

8.6 Clear ϥp Arp ϥnspection StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ166 

8.7 Show Ip Arp ϥnspectionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ166 

8.8 Show ϥp Arp ϥnspection ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ167 

 

9. GVRPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ168 

9.1 Gvrp (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ168 

9.2 Gvrp (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎ170 

9.3 Gvrp Registration -ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎ171 

9.4 Gvrp Vlan-Create-ForbidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎ172 

9.5 Clear Gvrp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ172 

9.6 Show Gvrp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ173 

9.7 Show GvrpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ.ɎɎ174 

9.8 Show Gvrp ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ175 

 

10. IGMP SNOOPINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ..Ɏ.ɎɎɎɎɎɎɎ176 

10.1 Ip Igmp SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎ.ɎɎ177 

10.2 Igmp Snooping Report -SuppressionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.180 

10.3 ϥp ϥgmp Snooping VersionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ181 

10.4 Ip Igmp Snooping Unknown -Multicast ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ182 

10.5 ϥp ϥgmp Snooping QuerierɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ183 

10.6 ϥp ϥgmp Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ184 

10.7 ϥp ϥgmp Snooping Vlan FastleaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ185 

10.8 Ip Igmp Snooping Vlan Last -Member -Query -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ186 

10.9 Ip Igmp Snooping Vlan Last -Member -Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ187 

10.10 Ip Igmp Snooping Vlan Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ188 

10.11 Ip Igmp Snooping Vlan Response -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ189 

10.12 Ip Igmp Snooping Vlan Robustness -VariableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ190 

10.13 ϥp ϥgmp Snooping Vlan RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎ191 

10.14 Ip Igmp Snooping Vlan Forbidden -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ192 

10.15 Ip Igmp Snoopi ng Vlan Static-PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ193 

10.16 Ip Igmp Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ194 

10.17 Ip Igmp Snooping Vlan Static -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ196 
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10.18 Ip Igmp Snooping Vlan Static -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ197 

10.19 ϥp ϥgmp Snooping Vlan GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ198 

10.20 Profile RangeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ199 

10.21 ϥp ϥgmp ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎ200 

10.22 ϥp ϥgmp FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎ201 

10.23 Ip Igmp Max -GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ202 

10.24 Ip Igmp Max -Groups ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ203 

10.25 Clear ϥp ϥgmp Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ203 

10.26 Clear Ip Igmp Snooping StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ204 

10.27 Show ϥp ϥgmp Snooping Groups CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ205 

10.28 Show ϥp ϥgmp Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ205 

10.29 Show ϥp ϥgmp Snooping RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ206 

10.30 Show ϥp ϥgmp Snooping QuerierɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ.ɎɎ207 

10.31 Show ϥp ϥgmp SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ207 

10.32 Show ϥp ϥgmp Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ208 

10.33 Show Ip Igmp Snooping Forward -AllɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ209 

10.34 Show ϥp ϥgmp ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎɎ210 

10.35 Show Ip Igmp Filter ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ211 

10.36 Show Ip Igmp Max -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ.211 

10.37 Show Ip Igmp Max -Group ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ212 

 

11. IP SOURCE GUARDɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ214 

11.1 ϥp Source VerifyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎ215 

11.2 ϥp Source BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ..ɎɎɎɎ..216 

11.3 Show Ip Sourc e InterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ217 

11.4 Show ϥp Source BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ218 

 

12. LINK AGGREGATION 

12.1 LagɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ219 

12.2 Lag Load-BalanceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ220 

12.3 Lacp Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ221 

12.4 Lacp System-PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ222 

12.5 Lacp TimeoutɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ223 

12.6 Show LacpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ224 

12.7 Show LagɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ225 

 

13. LLDPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ228 

13.1 Clear Lldp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ229 

13.2 LldpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ229 

13.3 Lldp RxɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ230 

13.4 Lldp Tx-ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ232 

13.5 Lldp Reinit -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ233 

13.6 Lldp Holdtime -Mult ipli erɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ235 

13.7 Lldp LldpduɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ236 

13.8 Lldp MedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ237 

13.9 Lldp Med Fast -Start -Repeat-CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ238 

13.10 Lldp Med LocationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ ɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ239 

13.11 Lldp Med Network -PolicyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ241 

13.12 Lldp Med Network -Policy (Interface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ243 

13.13 Lldp Med Tlv -Select ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ244 
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13.14 Lldp Tlv -Select ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ245 

13.15 Lldp Tlv -Select Pvid ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ246 

13.16 Lldp Tlv -Select Vlan-Name ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ248 

13.17 Lldp Tx ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ249 

13.18 Lldp Tx-Delay ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ251 

13.19 Show Lldp ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ252 

13.20 Show Lldp Local -DeviceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ253 

13.21 Show Lldp Med ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ254 

13.22 Show Lldp Neighbor ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ..ɎɎ255 

13.23 Show Lldp Statistics ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ255 

13.24 Show Lldp Tlv-OverloadingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.256 

 

14. LOGGINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎ..ɎɎɎɎɎɎɎ258 

14.1 Clear LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎ258 

14.2 LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ.ɎɎɎɎɎɎɎɎ259 

14.3 Logging HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ259 

14.4 Logging SeverityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ......ɎɎɎɎɎɎɎɎ260 

14.5 Show LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ261 

 

 

15. MAC ADDRESS TABLEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ..ɎɎɎɎ263 

15.1 Clear Mac Address -TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎ264 

15.2 Mac Address -Table Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.Ɏ..ɎɎɎɎ265 

15.3 Mac Address -Table StaticɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ265 

15.4 Show Mac Address -TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ267 

15.5 Show Mac Address -Table CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ268 

15.6 Show Mac Address -Table Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ268 

 

16. MAC VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ270 

16.1 Vlan Mac-Vlan Group (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎ..ɎɎɎ270 

16.2 Vlan Mac-Vlan Group (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎ.ɎɎɎɎ271 

16.3 Show Vlan Mac-Vlan GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ271 

16.4 Show Vlan Mac-Vlan ϥnterfacesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ...ɎɎ272 

 

17. MANAGEMENT ACLɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.273 

17.1 Management Access -ListɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ275 

17.2 Mana gement Access-ClassɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ275 

17.3 DenyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ276 

17.4 PermitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ277 

17.5 No SequenceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ279 

17.6 Show Management Access -ClassɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ280 

17.7 Show Management Access -ListɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ280 

. 

18. MIRRORɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ282 

18.1 Mirror Session Destination ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ283 

18.2 Mirror Session Source ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ284 

18.3 Show MirrorɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ285 

 

19. MLD SNOOPINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.287 

19.1 ϥpv6 Mld SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ288 
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19.2 Ipv6 Mld Sn oopi ng Report -SuppressionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ289 

19.3 ϥpv6 Mld Snooping VersionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ290 

19.4 Ipv6 Mld Snooping Unknown -Multicast ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ290 

19.5 Ipv6 Mld Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ292 

19.6 ϥpv6 Mld Snooping Vlan ParametersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ292 

19.7 ϥpv6 Mld Snooping Vlan FastleaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ295 

19.8 Ipv6 Mld Snooping Vlan Last -Member -Query -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ296 

19.9 Ipv6 Mld Snooping Vlan Last -Member -Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ297 

19.10 Ipv6 Mld Snoop ing Vlan Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ298 

19.11 Ipv6 Mld Snooping Vlan Response -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ298 

19.12 Ipv6 Mld Snooping Vlan Robustness -VariableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ299 

19.13 Ipv6 Mld Snooping Vlan Rou terɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ300 

19.14 Ipv6 Mld Snooping Vlan Static -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.301 

19.15 Ipv6 Mld Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ301 

19.16 Ipv6 Ml d Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ302 

19.17 ϥpv6 Mld Snooping Vlan Static Router PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ303 

19.18 Ipv6 Mld Snooping Vlan Static -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ..ɎɎɎɎɎ304 

19.19 ϥpv6 Mld Snooping Vlan GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ305 

19.20 Profile RangeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ306 

19.21 ϥpv6 Mld ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ307 

19.22 ϥpv6 Mld FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ307 

19.23 Ipv6 Mld Max -GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ308 

19.24 Ip Igmp Max -Groups ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ309 

19.25 Clear ϥpv6 Mld Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ309 

19.26 Clear ϥpv6 Mld Snooping StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ310 

19.27 Show Ipv6 Mld Snooping Groups CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ310 

19.28 Show ϥpv6 Mld Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ311 

19.29 Show ϥpv6 Mld Snooping RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ311 

19.30 Show ϥpv6 Mld SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ312 

19.31 Show ϥpv6 Mld Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ313 

19.32 Show Ipv6 Mld Snooping Forward -AllɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ314 

19.33 Show ϥpv6 Mld ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ315 

19.34 Show ϥpv6 Mld FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ316 

19.35 Show Ipv6 Mld Max -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ316 

19.36 Show Ipv6 Mld Port Max -Group  ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ317 

 

20. MVRɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.319 

20.1 MvrɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ320 

20.2 Mvr VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.321 

20.3 Mvr GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ322 

20.4 Mvr ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ322 

20.5 Mvr Query -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ323 

20.6 Mvr Port TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ324 

20.7 Mvr Port ϥmmediateɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ326 

20.8 Mvr Static GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ327 

20.9 Clear Mvr MembersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ328 

20.10 Show Mvr MembersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ329 

20.11 Show Mvr ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ329 

20.12 Show MvrɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ330 
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21. PORTɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ331 

21.1 Back-PressureɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ331 

21.2 Clear ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎ332 

21.3 DescriptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ332 

21.4 DuplexɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ334 

21.5 EEEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ...ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ335 

21.6 FlowcontrolɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎ336 

21.7 Jumbo-FrameɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ337 

21.8 Medi a-TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ338 

21.9 ProtectedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ339 

21.10 Show ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ340 

21.11 SpeedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ341 

21.12 ShutdownɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ343 

 

22. PORT ERROR DISABLEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ345 

22.1 Errdisable Recovery CauseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ.Ɏ345 

22.2 Errdisable Recovery ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ347 

22.3 Show Errdisable RecoveryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ347 

 

23. PORT SECURITYɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ349 

23.1 Port -Security (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ350 

23.2 Port -Security (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ350 

23.3 Port -Security Add ress-LimitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ351 

23.4 Show Port -SecurityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ352 

23.5 Show Port -Security ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ353 

 

24. PROTOCOL VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ354 

24.1 Vlan Protocol -Vlan Group (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ354 

24.2 Vlan Protocol -Vlan Group (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ355 

24.3 Show Vlan Protocol -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ356 

24.4 Show Vlan Protocol -Vlan ϥnterfacesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎɎ357 

 

25. QOSɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ359 

25.1 QosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ360 

25.2 Qos CosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ361 

25.3 Qos MapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ362 

25.4 Qos QueueɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ366 

25.5 Qos RemarkɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ368 

25.6 Qos TrustɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ369 

25.7 Qos Trust (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ370 

25.8 Show QosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ371 

25.9 Show Qos ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ371 

25.10 Show Qos MapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ372 

25.11 Show Qos QueueingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ373 

 

26. RATE LIMITɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎ375 

26.1 Rate Limit EgressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ376 

26.2 Rate Limit Egress QueueɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ377 

26.3 Rate Limit ϥngressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ378 
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27. RMONɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ380 

27.1 RmonɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ381 

27.2 Rmon AlarmɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ383 

27.3 Rmon HistoryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎ385 

27.4 Clear Rmon ϥnterfaces StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ386 

27.5 Show Rmon ϥnterfaces StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ387 

27.6 Show Rmon EventɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ388 

27.7 Show Rmon Event LogɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ389 

27.8 Show Rmon AlarmɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ389 

27.9 Show Rmon HistoryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ390 

27.10 Show Rmon History StatisticɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ391 

 

28. SNMPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..392 

28.1 Show SnmpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ393 

28.2 Show Snmp CommunityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ394 

28.3 Show Snmp EngineidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ394 

28.4 Show Snmp GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ395 

28.5 Show Snmp HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ395 

28.6 Show Snmp TrapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ396 

28.7 Show Snmp ViewɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ396 

28.8 Show Snmp UserɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ397 

28.9 SnmpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ397 

28.10 Snmp CommunityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ397 

28.11 Snmp EngineidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ398 

28.12 Snmp Engineid RmoteɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ399 

28.13 Snmp GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ400 

28.14 Snmp HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ401 

28.15 Snmp TrapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ403 

28.16 Snmp UserɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎ404 

28.17 Snmp ViewɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ...ɎɎɎ405 

 

29. SPANNING TREEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.407 

29.1 ϥnstance (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ410 

29.2 Name (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ412 

29.3 Revision (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ413 

29.4 Show Spanning -TreeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ414 

29.5 Show Spanning -Tree Interface ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ414 

29.6 Show Spanning -Tree MstɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ415 

29.7 Show Spanning -Tree Mst ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ416 

29.8 Show Spanning -Tree Mst InterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ416 

29.9 Spanning -TreeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.417 

29.10 Spanning -Tree BpduɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ418 

29.11 Spanning -Tree Bpdu-FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ419 

29.12 Spanning -Tree Bpdu -GuardɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ420 

29.13 Spanning -Tree CostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ420 

29.14 Spanning -Tree Forward -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ422 

29.15 Spanning -Tree Hello -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ423 

29.16 Spanning -Tree EdgeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ424 

29.17 SPANNING-TREE LINK-TYPEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ425 

29.18 Spanning -Tree Max-HopsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ426 
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29.19 Spanning -Tree Maximum -AgeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ427 

29.20 Spanning-Tree McheckɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ428 

29.21 Spanning -Tree ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ429 

29.22 Spanning -Tree Mst ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ430 

29.23 Spann ing-Tree Mst CostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ431 

29.24 Spanning -Tree Mst Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ432 

29.25 Spanning -Tree Mst PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ434 

29.26 Spanning -Tree Pathcost MethodɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ435 

29.27 Spanning -Tree Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ436 

29.28 Spanning -Tree PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ437 

29.29 Spanning -Tree Tx-Hold -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ438 

 

 

30. STORM CONTROLɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ440 

30.1 Show Storm -ControlɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ440 

30.2 Storm -ControlɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ441 

30.3 Storm -Control ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ443 

30.4 Storm -Control ϥfgɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ444 

30.5 Storm -Control LevelɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ445 

30.6 Storm -Control UnitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ446 

 

31. SYSTEM FILEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.448 

31.1 Boot SystemɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ448 

31.2 CopyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ449 

31.3 DeleteɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ450 

31.4 Restore -Defau ltsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ451 

31.5 SaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ451 

30.6 Show ConfigɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ452 

30.7 Show FlashɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ454 

 

32. SURVEILLANCE VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ455 

32.1 Surveillance -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ456 

32.2 Surveillance -Vlan (Interface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ457 

32.3 Surveillance -Vlan VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ458 

32.4 Surveillance -Vlan Oui-TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ459 

32.5 Surveillance -Vlan Cos (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ460 

32.6 Surveillance -Vlan Cos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ461 

32.7 Surveillance -Vlan ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ462 

32.8 Survei llance-Vlan Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ463 

32.9 Show Surveillance -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ464 

 

33. TIMEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.465 

33.1 Clock SetɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ465 

33.2 Clock TimezoneɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ466 

33.3 Clock SourceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ467 

33.4 Clock Summer -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ468 

33.5 Show ClockɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ470 

33.6 SntpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ471 

33.7 Show SntpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ472 
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34. UDLDɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ473 

34.1 Errdisable Recovery Cause UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ475 

34.2 UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ476 

34.3 Udld AggressiveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ477 

34.4 Udld Message TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ478 

34.5 Udld ResetɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ478 

34.6 Show UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ479 

 

35. VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..480 

35.1 VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ481 

35.2 Name (Vlan) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ482 

35.3 Switchport ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ483 

35.4 Switchport Hybrid PvidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ..ɎɎɎɎɎɎ484 

35.5 Switchport Hybrid Ingress -FilteringɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎ485 

35.6 Switchport Hybrid Acceptable -Frame-TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ486 

35.7 Switchport Hyb rid Allowed VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ487 

35.8 Switchport Access VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎ489 

35.9 Switchport Tunnel VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ490 

35.10 Switchport Trunk Native VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ491 

35.11 Switchport Trunk Allowed VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ493 

35.12 Switchport Default -Vlan TaggedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ494 

35.13 Switchport Forbidden Defa ult -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ495 

35.14 Switchport Forbidden VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ496 

35.15 Switchport Vlan TpidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ498 

35.16 Management -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ498 

35.17 Show VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ499 

35.18 Show Vlan ϥnterface MembershipɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ500 

35.19 Show Interface Switc hpor tɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ500 

35.20 Show Management -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ501 

 

36. VOICE VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.502  

36.1 Voice-Vlan (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ504 

36.2 Voice-Vlan (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ505 

36.3 Voice-Vlan VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ506 

36.4 Voice-Vlan Oui-TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ507 

36.5 Voice-Vlan Cos (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ508 

36.6 Voice-Vlan Cos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ509 

36.7 Voice-Vlan ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ511 

36.8 Voice-Vlan Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ512 

36.9 Show Voice-VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ513 

 

37. STATIC ROUTINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ515 

37.1 ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ516 

37.2 ϥpv4 RoutesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎ517 

37.3 ϥpv4 ArpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ518 

37.4 ϥpv6 ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ519 

37.5 ϥpv6 AddressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ520 

37.6 ϥpv6 RoutesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ521 

37.7 ϥpv6 NeighborsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ522 
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38. POEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.523 

38.1 Poe Port SettingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ524 

38.2 Poe Port Schedule SettingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ525 
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Introduction  

COMMANDO Soldier C2000 Layer  2 Managed Switch  Command Line Interface  

Guide  prov ides the basic concepts, configurat ion procedures, and configuration  

examples of the COMMANDO SoldierOS IP Base switches  which p rovides advanced 

L2+ switching and security features  along with  ACLs (MAC/IP/Port) based IPV4 and 

IPV6, L2/L3/L4 QoS , Static Routing  , Spanning Tree Protocol  (IEEE802.1D STP , 

IEEE802.1w RSTP, IEEE802.1s MSTP) SNMP v1/v2c/v3 , IGMP and MLD snooping, 

QinQ and selective QinQ, VLAN mapping, Voice VLAN,  Surveillance VLAN GVRP, 

Advanced multicast filtering , and IGMP snooping that optim ize voice and video 

applications , DHCP Client, DHCP Snooping,  DHCP Server, DHCP Snooping option82, 

DHCP Relay, RADIUS/TACACS+ authentication, SSH 2.0, Port isolation, Port security, 

MAC address learning limit, IP Source guard, Dynamic ARP inspection, Preventing 

man -in-the -middle attacks and  ARP DoS attacks, IP/Port/MAC binding . 

The COMMANDO SoldierOS IP Base switches  provides  CLI and WEBUI based 

PoE/PoE+ scheduling  Premium feature.  PoE/PoE+ Scheduling is a feature which 

allows you to specify the amount of t ime at scheduled time that power i s delivered  

to a PoE/PoE+ port  automatically making Switch intelligent . This not only can be 

used to save power when devices are not in use, but  as a security  feature to 

prevent wireless access from being available outside  of business hours . It is 

possible  to set a schedule  for PoE/PoE+, a start time, an end time and which ports 

the PoE/PoE+ schedule  applies to.  

 

Intended Audience:  

This document is intended for:  

Network Device configuration and Troubleshooting Engineers  

Internetworking Professionals and Experts  

System maintenance engineers  
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Command Symbols  

 The command symbols that may be found in this document are defined as follows.  

Table 1.  General command symbols  

Symbols  Description  

Boldface  

 

The keywords of a com mand line are in boldface . 

These Keywords are command syntax.  

Italic Command arguments are in italics.  

[ ]  Items (keywords or arguments) in brackets [ ] are 

optional.  

< > Compulsory input.  

{ } Optional items.  

|  Separated by vertical bars. One item i s selected.  

#  # sign is comment s. 
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Management Access Modes  

COMMANDO SoldierOS IP Base switches Management is made easy via a web -

based Graphical User Interface (WEBUI) access via HTTP/HTTPS or industry -

standard Command Line Interface (CLI) via Console /Telnet with administration 

traffi c protected via , SNMP v1/v2C/v3, SSH v1/v2, RMON v1/v2 which enables the 

switch to be polled for valuable status information and allows it to send traps when 

abnormal events occur.  

Simplified Configuration and Management  

Zero -Touch Provisioning (ZTP) sim plif ies installation of the switch.  

Easy to manage via Console/ web-Based Management (WEBUI)/Telnet/SSH/ 

HTTPS. 

Remote Manageability    

Remote management is the process that allows the administrators to take full 

control of al l operations using a remote. Thi s remote management via WEBUI / 

Telnet/ SSH/ HTTPS will reduce time and money spent on management and 

maintenance and physical presence of Network Engineer.  

Management by CLI - Console, Telnet (RFC854) up to 3 sessions 

Manage ment by Web  UI- HTTP, HTTPS for  management Based on Remote 

Configuration  and maintenance Using Telnet . 

In this CLI guide we will understand Management by Command Line Interface  (CLI) 

through  console port, telnet management mode . 
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Accessing the Switch v ia console port  

How to Login COMMAND O Series C2000 via console port ? 

The console interface is used by connecting the Switch to a n VT100ɀcompatible 

terminal or a computer running an ordinary  terminal emulator program (e.g., the 

HyperTerminal program include d with the Windows operating sys tem)  using an RSɀ

232C serial cable. Your terminal parameters will need to be set to:  

ɍ VTɀ100 compatible  

ɍ 115200 baud 

ɍ 8 data bits 

ɍ No parity 

ɍ One stop bit 

ɍ No flow control 

Users may also access the same functions over a Telnet interface. Once you hav e 

set an IP address for your Switch, you can use a  Telnet program (in VT ɀ100 

compatible terminal mode) to access and control the Switch. All the screens are 

identical, whether  accessed from the console port or from a Telnet interface.  

Step 1: Connect t he Switch console port with PC/Laptop via console cable.  
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Fig-1. Connection of console port with PC/Laptop via console cable.  

Step 2: The communication parameters configuration of the Putty Terminal with 

console is shown b elow Baud rate (Speed):  115200 
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Fig-2. Putty configuration in PC for console port access  

Step 3:    Click on ɈOpenɉ. You will get following window.  

 

With the console  port properly connected to a management computer, the 

following screen should be visible . 
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Fig-3. COMMANDO Series C2000 Switch CLI access via console port  

How to Login COMMANDO Series C2000 WEBUI and Enable Telnet?  

Before Accessing Command Li ne Interface via telnet you have to login to WEBUI of 

COMMANDO C2000 Switch.  Connect one Ethernet port to your system with  RJ45 

LAN cable.  

 

 

 

Fig-4. COMMANDO Series C2000 Switch port connected with PC via RJ45 LAN cable.  
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In PC following LAN setting requ ired.  

¶ Open Network and sharing center .  

¶ Click change Adapter  settings.  

¶ Double click on Local Area Connection . 

¶  Click Prope rties .  

¶ Double click on Internet Protocol Version 4  (TCP/IPv4)  option and set default 

IP as shown below . 

IP Address:  : 192.168.0.(2-254)  

Subnet Mask: 255.255.255.0  

Default Gateway: 192.168.0.1  

 

 

 

 

 

 

 

 

 

 

 

Fig-5. Local Area Connection  properties for Web In terface  
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Now Open any web browser type http://192.168.0.1  and hit ɈEnterɉ following 

window will app ear. 

 

Fig-6. COMMANDO C2000 Switch WEBUI Administrator Login Page  

Use following login d etails to enter in WEBUI mode,  

Username: admin  

Password: ********  

(Note:  Password is mentioned on backside of device)  

 

Enter the login button. COMMANDO C2000 series s witch starting Page appears .  

 

 

 

 

 

http://192.168.0.1/
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Fig-7. COMMANDO C2000 Switch WEBUI starting Page  

 

Following steps are required to ac cess CLI via telnet lines.  

Click on "Management"   

Click on "Management Access  

Click on "Management Services  

Telnet Click on     

 ɈApplyɉ and ɈSaveɉ the configuration.  

 

This is required stage before accessing COMMANDO C2000  Switch Command Line 

Interface (CLI) to enable ɈTelnetɉ. By default,  ɈTelnetɉ service is disabled so you 

have to enable it . 

To view and configure Telnet, SSH,  HTTP, HTTPS, SNMP along with, Session Timeout,  

Password Retry Count,  Silent Time click on Managem ent >>Management 

Access>>Management S ervice   

Note:  By default HTTP access is enabled.  

Now you will be able to login through Telnet by using any putty software . 
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Fig-8. COMMANDO C2000 Switch Management Access service.   

 

 

Users access CLI through TELNET  

Following are t he steps to access  CLI via telnet.  
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Step 1: Connect the LAN port of PC /Laptop  with any Ethernet port  of the switch by 

LAN cable. 

Step 2: The communicatio n parameters configuration of the Putty Terminal with 

TELNET is shown below: 

IP Address: 192.168.0.1 

Port: 23 

 

 

 

 

 

 

 

 

 

 

 

Fig-9. Putty configuration in PC for Telnet access  

 

Step 3: Click on ɈOpenɉ. You will get following window.  

Username: admin  

Password:  ********  

(Note : Password is mentioned on backside of device)  
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Fig-10. COMMANDO Series C2000 Switch CLI access via telnet  
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1. ADMINISTRATION  

General commands used in C2000 Series Switches are described in the 

Administration . The switch administration is to perform some basic switch 

administration tasks.  

 

1.1 CONFIGURE 

Use Ɉconfigure terminal ɉ command to enter global confi guration mode. In global 

configuration mode, the prompt will show as ɈSwitch(config)#ɉ. 

 

Switch# configure terminal  

Switch(config)#  

 

Syntax  configure  

Mode   Privileged EXEC 

Example  This example shows how to enter global con figuration mode.  

Switch#confi gure terminal  terminal  

Switch(config)#   
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1.2 CLEAR ARP 

Use Ɉclear arp-cacheɉ command to clear all or specific one arp entry.  

 

Switch# clear arp -cache  

 

Syntax clear arp -cache  

Mode  User EXEC Privileged EXEC 

Example This example shows how to clear all a rp entries.  

Switch# clear arp -cache  

 
 

Used to clear the non aged out unavailable ARP entries  
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1.3 CLEAR SERVICE 

 

Use Ɉclear serviceɉ command to kill all existing sessions for the select service.  

 

Switch# clear (authentication |gvrp|interfaces|ip|ipv6 

|lac p|line|lldp|logging|mac|mvr|port - security|rmon|spanning -tree)  

 

Syntax clear (authentication|gvrp|interfaces|ip|ipv6 

|lacp|line|lldp| logging|mac|mvr|port -

security|rmon|spanning -tree)  

Mode  Privileged EXEC 

Example This example shows how to clear interfaces , 

Switch# clear interfaces GigabitEthernet  1 counters  
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1.4 ENABLE 

In User EXEC mode, user only allows to do a few actions. Most of commands are 

only available in privileged EXEC mode. Use Ɉenableɉ command to enter the 

priv ileged mode to do more action s on switch. ϥn privileged EXEC mode, use Ɉexitɉ 

command is able to go back to user EXEC mode with original user privilege level. If 

you need to go back to user EXEC mode with different privilege level, use Ɉdisableɉ 

command to  specify the privilege level you need. In privileged EXEC mode, the 

prompt will show ɈSwitch#ɉ. 

 

Switch>enable [ <1-15>] 

Switch#disable [ <1-14>] 

 

Syntax  enable [ <1-15>] 

disable [ <1-14>] 

Parameter  <1-15> Specify privileged level to enable  

<1-14> Specify pri vileged level to disable  

Default  Default privilege level is 15 if no privilege level is specified on 

enable command.  

Default privilege level is 1 if no privilege  level is specified on 

disable command.  

Mode  User EXEC 

Example  This example shows how to en ter privileged EXEC mode and 

show current privilege level.  

Switch>enable  

Password:  

Switch# show privilege  

 
 

Switch# dis able  

Switch> 
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1.5 END 

Use Ɉendɉ comman d to return to privileged EXEC mode directly. Every mode except 

User EXEC mode has the Ɉendɉ command.  

 

Switch#configure ter minal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# end  

 

Syntax end  

Mode  Privileged EXEC Global Configuration  

Inte rface Configuration  

Line Configuration  

Example This example shows how to enter Interface Con figuration 

mode and use end c ommand to go back to privileged EXEC 

mode  

Switch#configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# end 

Switch#   

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 33 

 

1.6 EXIT 

In User EXEC mode, Ɉexitɉ command will close current CLI session. In  other modes, 

Ɉexitɉ command will go to the parent mode. And every mode has the Ɉexitɉ 

command.  

 

Switch# exit  

 

Syntax exit  

Mode  User EXEC Privileged EXEC Global Configuration Interface 

Configuration Line Configuration  

Example This example shows how to en ter privileged EXEC mode and 

use exit command to go back to user EXEC mode.  

Switch>enable  

Switch# exit  

Switch>  
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1.7 HISTORY 

Use Ɉhistoryɉ command to specify  the maximum commands history number for 

CLI running on console, telnet or ssh service. Every command input by user will 

record in history buffer. If all history commands exceed configured history number, 

older ones will be deleted from buffer. Use Ɉno historyɉ to disable the history 

feature. And use Ɉshow historyɉ to show all history commands. 

 

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# history 100  

Switch(config -line)# exit  

 

Syntax history <1-256> 

no history  

Parameter  <1-256>Specify maximum CLI history entry number.  

Default  Default maximum history entry number is  128. 

Mode  Line Configuratio n 

 This example shows how to change console history number to 

100, telnet history number to 150 and ssh history number to 

200. 

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# history 100  

Switch(con fig-line)# exit  

Switch(config )# line telnet  

Switch(config -line)# history 150  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# history 200  

Switch(config -line)# exit  

This example shows how show line information.  

Switch# show line  
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This example shows how show his tory commands.  

Switch# show history  
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1.8 HOSTNAME 

Use Ɉhostnameɉ command to modify hostname of the switch. The system name is 

also used to be CLI prompt.  

 

Switch# configure terminal  

Switch(config)# hostname {WORD} 

 

 

Syntax hostname {WORD} 

Parameter  WORD Specify the hostname of the switch.  

Default  Default name string is ɈSwitchɉ. 

Mode   Global Configuration  

Example  This example shows how to modify contact information  

Switch# configure terminal  

Switch(config)# hostname co mmando  

commando(config)#  
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1.9 INTERFACE 

Some configurations are port based. To configure these configurations, we need to 

enter Interface Configura tion mode to configure them. Use Ɉinterfaceɉ command 

to enter the Interface Configuration mode and sele ct the port to be co nfigured. In 

Interface Configuration mode, the prompt will show as ɈSwitch(config- if)#ɉ 

 

Switch# configure terminal  

Switch(config)# interface {IF_PORTS} 

Switch(config)# interface range {IF_PORT starting - IF_PORT ending } 

 

Syntax interf ace {IF_PORTS} 

inter face range {IF_PORTS} 

Parameter  IF_PORTSSpecify the port to select. This parameter allows partial 

port name and ignore case.  

For Example:  

GigabitEthernet 1 , Gigabit Ethernet 2, GigabitEthernet 3 and so on  

If port range is specified, the list format is also available.  

For Example: 

gi1,3,5 

gi2,gi1-3  

Mode  Global Configuration  

Usage Some configurations are port based. In order to configu re these 

configurations, we need to enter Interface Configuration mode to 

configure them. Use Ɉinterfaceɉ command to enter the Interface 

Configuration mode and select the port to be configured. In 

Interface Configuration mode, the prompt will show as 

ɈSwitch(config - if)#ɉ 

Example This example shows how to enter Interface Configuration mode  

Switch# configure  terminal  

Switch(con fig)# interface GigabitEthernet 1  

Switch(config -if)#   

 
 

Switch# configure terminal  
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Switch(config)# interface range GigabitEthernet 1 -3 

Switch(config -if -range)# 
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1.10 IP ADDRESS 

Use Ɉip addressɉ command to modify administration ipv4 address. This addres s is 

very important. When we try to use telnet, ssh, http, https, snmp to connect to the 

switch, we need to use this ip address to ac cess C2000 series switches . 

Note : By default,  Switch has 192.168.0.1 as access IP. 

 

Switch# configure te rminal  

Switch(config)# ip address {A.B.C.D} [mask {A.B.C.D}] 

 

Syntax ip address A.B.C.D [mask A.B.C.D]  

Parameter  address A.B.C.D Specify IPv4 address for switch  

mask A.B.C.D Specify net mask address for switch  

Default  Default IP address is 192.168. 0.1 and default net mask is 

255.255.255.0. 

Mode  Global Configuration  

Example This example shows how to modify the ipv4 address of the 

switch.  

Default s etting of C2000 series Switches  

 
Switch# configure terminal  

Switch(config)# ip address 192.168.1. 1 mask 255.2 55.255.0  

 
 After this configuration you can access Switch with 192.168.1.1 

IP address. 

 

Accessing New IP address with Telnet.  
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This way to access with newly set IP address.  
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1.11  DEFAULT-GATEWAY 

Use Ɉip default-gatewayɉ command to modify default ga teway address.  And use 

Ɉno ip default-gatewayɉ to restore default gateway address to factory default.  

 

Switch# configure terminal  

Switch(config)# ip  default -gateway {A.B.C.D} 

 

Switch(config)# no ip default -gateway  

 

Syntax ip default -gateway {A.B.C.D} 

no ip default -gatewa y 

Parameter  A.B.C.D Specify default gateway IPv4 address for switch  

Default  Default IP address of default gateway is 192.168. 0.254. 

Mode  Global Configuration  

Example  This example shows how to modify the ipv4 address of the 

switch.  

Switch#configure ter minal  

Switch(config)# ip default -gateway 192.168.1.10  

This example shows how to show current ipv4 default gateway 

of the switch.  
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1.12 IP DHCP 

 

Use Ɉip dhcpɉ command to enabled dhcp client to get IP address from remote 

DHCP server. 

Use Ɉno ip dhcpɉ command to disabled dhcp client and use static ip address.  

 

Switch# configure terminal  

Switch(config)# ip  dhcp  

 

Switch(config)# no ip dhcp  

 

Syntax ip  dhcp  

no ip dhcp  

Default  Default DHCP client is disabled.  

Mode  Global Configuration  

Example This example  shows how to enable dhcp client.  

Switch# configure terminal  

Switch(config)# ip dhcp  

This example shows how to show current dhcp clien t state of 

the switch.  

Switch# show ip dhcp  
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1.13 IPV6 AUTOCONFIG 

Use Ɉipv6 autoconfigɉ command to enabl ed IPv6 auto configuration feature. Use 

Ɉno ipv6 autoconfigɉcommand to disabled IPv6 auto configuration feature.  

 

Switch# configure terminal  

Switch(config)# ipv6  autoconfig  

 

Switch(config)# no ipv6 autoconfig  

 

Syntax ipv6  autoconfig  

no ipv6 autoconfig  

Default  Default IPv6 auto config is enabled.  

Mode  Global Configuration  

Example This example shows how to enable IPv6 auto config.  

Switch# configure terminal  

Switch(config)#  ipv6 autoconfig  

This example shows how to show current IPv6 auto config 

state.  

Switch# show ipv6  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 44 

 

1.14 IPV6 ADDRESS 

Use Ɉipv6 addressɉ command to specify static IPv6 address.  

 

Switch# configure terminal  

Switch(config)# ipv6 add ress {X:X::X:X} prefix <0-128> 

 

Syntax ipv6 address X:X::X:X prefix <0-128> 

Parameter  address X:X::X:X Specify IPv6 address for switch  

prefix <0-128> Specify IPv6 prefix length for switch  

Mode  Global Configuration  

Example

  

This example shows how to add st atic ipv6 address of the switch.  

Switch# configure terminal  

Switch(config)# ipv6 address fe80::20e:2eff:fef1: 4b3c prefix 12 8 

This example shows how to show current ipv6 address of the switch.  

Switch# show ipv6  
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1.15 IPV6 DEFAULT-GATEWAY 

Use Ɉipv6 default -gatewayɉ command to modify default gateway IPv6.  

 

Switch# configure terminal  

Switch(config)# ipv6 default -gateway {X:X::X:X} 

 

Syntax ipv6 default -gateway {X:X::X:X} 

Parameter  X:X::X:X Specify default gateway IPv6 address for switch  

Mode  Global Config uration  

Example

  

This example shows how to modify the ipv6 default gateway address 

of the switch.  

Switch# con figure termina l 

Switch(config)# ipv6 default -gateway fe80::dcad:beff:feef:103  

Switch# show ipv6  
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1.16 IPV6 DHCP 

Use Ɉipv6 dhcpɉ command to ena bled dhcpv6 client to get IP address from remote 

DHCPv6 server. Use Ɉno ipv6 dhcpɉ command to disabled dhcpv6  client and use  

static ipv6 address or ipv6 auto config address.  

 

Switch# configure terminal  

Switch(config)# ipv6 dhcp  

 

Switch(config)# no ipv6 dhcp  

 

Syntax ipv6 dhcp  

no ipv6 dhcp  

Default  Default DHCPv6 client is disabled.  

Mode  Global Configuration  

Example  This exampl e shows how to enable dhcp client.  

Switch# configure terminal  

Switch(config)# ipv6 dhcp  

This example shows how to show current dhcpv6 client state 

of the switch.  

Switch# show ipv6  
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1.17 IP SERVICE 

This is one of very important command t o enable/disabl e management access via 

CLI. Use Ɉip (telnet | ssh | http | https)ɉ command to enable all kinds of  

management services. Such as telne t, ssh, http and https  from CLI.  

 

Switch# configure terminal  

Switch(config)# ip (telnet | ssh | http | https)  

 

Switch(config )# no ip (telnet | ssh | http | https)  

 

Syntax ip (telnet | ssh | http | https)  

no ip (telnet | ssh | http | https)  

Parameter  telnet  Enable/Disable telnet service  

ssh Enable/Disable ssh service  

http Enable/Disable http service  

https Enable/ Disable https s ervice 

Default  Default telnet service is disabled.  

Default ssh service is disabled.  

Default http service is enabled.  

Default https s ervice is disabled.  

Mode  Global Configuration  

Example This example shows how to enable telnet service and show 

current te lnet service status.  

Switch# configure terminal  

Switch(config)# ip telnet  

Telnet daemon enabled.  

Switch(config)# exit  

Switch# show lin e telnet  
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This example shows how to enable https service and show 

current https service status.  

Switch# conf igure terminal  

Switch(config)# ip https   

Switch(config)# exit  

Switch# show ip https  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 49 

 

1.18 IP SESSION-TIMEOUT 

Use Ɉip session-timeoutɉ command to specify the session timeout value for http 

or https service. When user login into WEBGUI and do not do an y action after 

session timeout will be logged out.  

 

Switch# configure terminal  

Switch(config)# ip (http | https) session -timeout <0-86400> 

 

Syntax ip  (http | https) session -timeout <0-86400> 

Parameter  httpSpecify session timeout for http service.  

https Spe cify session ti meout for https service.  

<0-86400>Specify session timeout minutes. 0 means never 

timeout.   

Default  Default session timeout for http and https is 10 minutes.  

Mode  Global Configuration  

Example  

 

This example shows how to change http sessio n timeout to 

15min and https session timeout to 20min  

Switch# configure terminal  

Switch(config)# ip http session -timeout 15  

Switch(config)# ip https session -timeout 20  

This example shows how to enable https service and show 

current https service status.  

Switch# show ip ht tp  

Switch# show ip https  
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1.19 IP SSH 

 

Use Ɉip sshɉ command to generate the key files for ssh connection.  

 

Switch# configure te rminal  

Switch(config)# ip ssh (v1|v2|all)  

 

Switch(config)# no ip ssh (v1|v2|all ) 

 

Syntax ip ssh (v1|v2|all)  

no ip ssh (v1|v 2|all ) 

Parameter  v1 Generate/Delete version 1 key files  

v2 Generate/Delete version 2 key files  

all Generate/Delete version 1 and 2 k ey files 

Default  Version 2 key files will be generated by default  

Mode  Global Configuration  

Example  

 

This example shows  how to delete and re -generate ssh version 2 

key files.  

Switch# configure terminal  

Switch(config)# no ip ssh v2  

Switch(config)#  do sh ow flash  

Switch(config)# ip ssh v2  

Switch(config)# do show flash  
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1.20 LINE 

 

Some configurations are lin e based. To configure these configurations, we need to 

enter Line Configuration mode to configure them. Use Ɉlineɉ command to enter the 

Line Configuration mode and select the line to be configured.  In Line Configuration 

mode, the prompt will show as ɈSwitch(confi g-line)#ɉ 

 

Switch#configure terminal  

Switch(config)# line ( console | telnet | ssh )  

 

Syntax line ( console | telnet | ssh )  

Paramet er console  Select console line to configure.  

Telnet             Select telnet line to configure.  

Ssh                 Select ssh line to configure.  

Mode  Global Configuration  

Example This example shows how to enter Interface Configuration 

mode  

Switch# confi gure  

Switch(config)# line console  

Switch(config -line)#   
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1.21 REBOOT 

 

Use Ɉrebootɉ command to make system hot  restar t. Switch will be Power OFF and 

again ON ( Restart ) with this command.  

  

Switch# reboot  

 

Syntax reboot  

Mode  Privileged EXEC 

Example  This example shows how to restart the system  

 
Switch# reboot  
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1.22 ENABLE PASSWORD 

Use Ɉenable passwordɉ comman d to ed it password for each privilege level for 

enable authentication. Use Ɉno enableɉ command to restore enable password to 

default empty v alue. The only way to show this configuration is using  Ɉshow 

running -configɉ command.  

 

Switch# configure terminal  

Switch(con fig)# enable [privilege <1-15>] (password UNENCRYPY -

PASSWORD | secret UNENCRYPY -PASSWORD | secret encrypted 

ENCRYPT-PASSWORD) 

 

Switch(config)# no enable [privilege <0-15>] 

 

Syntax enable [privilege <1-15>] (password UNENCRYPT -

PASSWORD | secret  

UNENCRYPT-PASSWORD | secret encrypted ENCRYPT -

PASSWORD) 

no enable [privilege <0-15>] 

Parameter  privilege <0-15>Specify the privilege level to con figure. If no 

privilege level is specified, default is 15.  

password UNENCRYPT -Specify password string and make it 

not encry pted.  

secret UNENCRYPT - PASSWORDSpecify password string and 

make it encrypted.  

secret encrypted ENCRYPT - PASSWORD Enter an encrypted 

password. Use this keyword to enter a password that is 

already encrypted (for instance, a password that you copied 

from ano ther the configuration file of another device).   

Default  No default enable password for all privilege levels . 

  

Mode  Global Configu ration  

Example  

 

This example shows how to edit enable password for privilege 

level 15 

Switch#configure terminal  

Switch(config)# enable password  abc 
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Configuration of privileged level for enable passwords  

This example shows how to set privilege level f or  enable 

password . 

Switch#configure terminal  

Switch(config)# enable privilege 15 secret xyz  
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1.23 EXEC-TIMEOUT 

Use Ɉexec-timeoutɉ command to specify the session timeout value for CLI running 

on console, telnet or ssh service. When user login into  CLI and do not do any action 

after session timeout will be logged out from the CLI session.  

 

Switch# configure termi nal  

Switch(config)# line console  

Switch(config -line)# exec -timeout <0-65535> 

 

Syntax exec -timeout <0-65535> 

Parameter  <0-65535>Specify session timeout minutes. 0 means never 

timeout  

Default  Default session timeout for all lines are 10 minutes.  

Mode  Line Configuration  

Example  

 

This example shows how to change console session timeout to 

15min, telnet session timeout to 20min and ssh session  

timeout to 25min.  Timeout after specified minutes (0 means 

no timeout)  

Switch# configure terminal  

Switch(config)# li ne cons ole  

Switch(config -line)# exec -timeout 15  

Switch(config -line)# exit  

Switch(config)# line telnet  

Switch(config -line)# exec -timeout 20  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# exec -timeout 25  

Switch(config -line)#  exit  

This example shows how show line information.  

Switch# show line  
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1.24 PASSWORD-THRESH 

Use Ɉpassword-threshɉ command to specify the passw ord fail retry number for 

CLI running on console, telnet or ssh service. When user input password to login 

and authe nticate  failed, the fail retry number will increase one. After fail retry 

number exceed configured one, the CLI will block login for the per iod of silent time 

which configured by the command Ɉsilent-timeɉ. 

 

Switch# configure terminal  

Switch(config)# line co nsole  

Switch(config -line)# password -thresh 4  

 

Syntax password -thresh <0-120> 

Parameter  <0-120>Specify password fail retry number. 0 means  no limit.  

Default  Default password fail retry number is 3.  

Mode  Line Configuration  

Example  

 

This example shows how to change console fail retry number 

to 4, telnet fail retry number to 5 and ssh fail retry number to 

6. The number of allowed password a ttempts. (Range: 0 -120; 

0: no threshold)  

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# passw ord -thresh 4  

Switch(config -line)# exit  

Switch(config)# line telnet   

Switch(config -line)# password -thresh 5  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# password -thresh 6  

Switch(config -line)# exit  

This example shows how sh ow line  information.  

Switch# show line  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 58 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 59 

 

 

1.25 PING 

Ping (Packet Internet Groper) tests the connection between two network nodes by 

sending packets to a host and measure the round -trip time. Use Ɉpingɉ command 

to do network ping diagnostic.  

 

Switch# pin g HOSTNAME [count <1-999999999>] 

 

Syntax ping HOSTNAME [count <1-999999999>] 

Parameter  HOSTNAME Specify IPv4/IPv6 address or domain name to  ping.  

count <1-999999999> Specify how many times to ping.  

Mode  User EXEC 

Privileged EXEC 

Example 

 

This example sho ws how to ping remote host 192.168. 0.21 

Switch# ping 192.168.0. 21 
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1.26 TRACEROUTE 

Traceroute discovers the IP routes along which packe ts were forwarded by sending 

an IP packet to the target host and back to the device. The Trace route page shows 

each hop be tween the device and a target host, and the round -trip time to each 

such hop.  

Use Ɉtracerouteɉ command to do network trace route diag nostic.  

 

Switch# traceroute  {A.B.C.D} [max_hop <2-255>] 

 

Syntax Traceroute  {A.B.C.D} [max_hop <2-255>] 

Paramete

r 

A.B.C.D Specify IPv4 to trace.  

max_hop <2-255>Specify maximum hop to trace.   

Mode   User EXEC 

Privileged EXEC 

Example This example shows how to trace route host 192.168. 0.21. 

Switch# traceroute 192.168. 0.21 
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1.27 SHOW ARP 

Use Ɉshow arpɉ command to show a ll arp entries.  

 

Switch# show arp  

 

Syntax show arp  

Mode  User EXEC 

Privileged EXEC 

Example

  

This example shows how to show arp entries.  

Switch# show arp  
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1.28 SHOW CPU UTILIZATION  

Use Ɉshow cpu utilizationɉ command to show current CPU utilization.  

 

Switch# show cpu utilization  

 

Syntax show cpu utilization  

Mode  Privileged EXEC 

Example  This example shows how to show current CPU utilizat ion.  

Switch# show cpu utilization  
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1.29 SHOW HISTORY 

Use Ɉshow historyɉ to show commands we input before.  

 

Switch# show history  

 

Syntax show history  

Mode  User EXEC  

Privileged EXEC  

Global Configuration  

Example This example shows how show history commands.  

Switch# show history  
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1.30 SHOW INFO 

Use Ɉshow infoɉ command to show system summary information.  

 

Switch# sho w info  

 

Syntax show info  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show system version.  

Switch# show info  
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1.31 SHOW IP 

Use Ɉshow ipɉ command to show system IPv4 address, net mask and default 

gateway.  

 

Switch# show ip  

 

Syntax show ip  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current ipv4 address of the 

switch.  

Switch# show ip  
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1.32 SHOW IP DHCP 

Use Ɉshow ip dhcpɉ command to show IPv4 dhcp client enable state.  

  

Switch# show ip dhcp  

 

Syntax  show ip dhcp  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current dhcp client state of 

the switch.  

Switch# show ip dhcp  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 67 

 

1.33 SHOW IP HTTP 

Use Ɉshow ip httpɉ command to show HTTP/HTTPS information.  

 

Switch# show ip (ht tp|http s) 

 

Syntax show ip (http|https)  

Mode  Privileged EXEC 

Example  This example shows how to show current ipv4 address of the 

switch.  

Switch# show ip http  

Switch# show ip https  
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1.34 SHOW IPV6 

Use Ɉshow ipv6ɉ command to show system IPv6 address, net mas k, default 

gateway and auto config state.  

 

Switch# show ipv6  

 

Syntax show ipv6  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current ipv6 address of the 

switch.  

Switch# show ipv6  
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1.35 SHOW LINE 

Use Ɉshow lineɉ command  to sho w all line configurations including session 

timeout, history count, password retry number and silent time. For telnet and ssh, it 

also shows the service enable/disable state.  

Switch# show line [(console | telnet | ssh)]  

Syntax show line [(console | t elnet |  ssh)]  

Parameter  console  Select console line to show.   

telnet  Select telnet line to show.   

Ssh Select ssh line to show.  

Mode  Privileged EXEC 

Example  

 

This example shows how show all linesɅ information. 

Switch# show line  
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1.36 SHOW MEMORY STATISTICS 

Use Ɉshow memory statisticsɉ command to show current memory utilization.  

 

Switch# show memory statistics  

 

Syntax show memory statis tics  

Mode  Privileged EXEC 

Example  This example shows how to show current system memory 

statistics.  

Switch# show m emory s tatistics  
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1.37 SHOW PRIVILEGE 

Use Ɉshow privilegeɉ command to show the privilege level of the current user.  

 

Switch# show privileg e 

 

Syntax show privilege  

Mode  User EXEC 

Privileged EXEC 

Example This example shows how to show arp entries.  

Switch# show privilege  
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1.38 SHOW USERNAME 

Use Ɉshow usernameɉcommand shows all user accounts in local database.  

 

Switch# show username  

 

Syntax show username  

Mode  Privileged EXEC 

Exampl

e  

This example shows how to show existing user accounts.  

Switch# show u sername  
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1.39 SHOW USERS 

Use Ɉshow usersɉ command show information of all active users.  

 

Switch# show users  

 

Syntax show users  

Mode  Privileged EXEC 

Example  This example shows how to show existing user accounts.  

Switch# show users  
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1.40 SHOW VERSION 

Use Ɉshow versionɉ command to show loader and firmware version and build 

date.  

 

Switch# show version  

 

Syntax show version  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show system version.  

Switch# show version  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 75 

 

1.41 SILENT-TIME 

Use Ɉsilent timeɉ command to specify the silent time for CLI running on console, 

telnet or ssh service. When user input password to lo gin and authenticate failed, 

the fail retry number will increase one. After fail retry number exceed configured 

one, the CLI will block login for the period of silent time which configured by the 

command Ɉsilent-timeɉ. 

Switch# configure terminal  

Switch(conf ig)# line {console|telnet|ssh|http}  

Switch(config -line)# silent -time  <0-65535> 

 

Syntax silent -time <0-65535> 

Parameter  <0-65535>Specify silent time with unit seconds. 0 means do 

not salient.  

Default  Default silent time is 0.  

Mode  Line Configuration  

Example  This example shows how to change console silent time to 10, 

telnet silent time to 15 and ssh silent time to 20.  

Switch#configure terminal  

Switch(config)# line console  

Switch(config -line)# silent -time 10  

Switch(config -line)# exit  

Switch(config)# line  telnet  

Switch(config -line)# silent -time 15  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)#  silent -time 20  

Switch(config -line)# exit  

This example shows how show line information.  

Switch# show line  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 76 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 77 

 

1.42 SSL 

Use Ɉsslɉ command  to generate security certificate files such as RSA, DSA.  

 

Switch# ssl 

 

Syntax ssl 

Mode  Global Configuration  

Example

  

This example shows how to generate certificate files.  

Switch# ssl 

 
Switch# show flash  
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 1.43 SYSTEM NAME 

Use Ɉsystem nameɉ command  to modify system name information of the switch. 

The system name is also used to be CLI prompt.  

 

Switch# configure t erminal  

Switch(config)# system name {NAME} 

 

Syntax system name {NAME} 

Parameter NAME  NAME Specify system name string.  

Default  Default name string is ɈSwitchɉ. 

Mode  Global Configuration  

Example This example shows how to modify contact information  

Switch#config ure terminal  

Switch(config)# system name commando   

commando(config)#  

commando# show info  
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1.44 SYSTEM CONTACT 

Use Ɉsystem contactɉ command to modify contact information of the switch.  

 

Switch# configure terminal  

Switch(config)# system contact {CONTACT} 

 

Syntax system contact {CONTACT} 

Parameter  CONTACT Specify contact string.  

Default  Default contact string is ɈDefault Contactɉ. 

Mode  Global Configuration  

Example  This example shows how to modify contact information  

Switch# configure terminal  

Switch(c onfig)# system contact call commando  

Switch# show info  
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1.45 SYSTEM LOCATION 

Use Ɉsystem locationɉ command to modify location in formation of the switch.  

 

Switch# configure terminal  

Switch(config)# system location {LOCATION} 

 

Syntax system locati on {LOCATION} 

Parameter  LOCATION Specify location string.  

Default  Default location string is ɈDefault Locationɉ. 

Mode  Global Configurati on 

Example  This example shows how to modify contact information  

Switch# configure terminal   

Switch(config)# system locatio n home  

This example shows how to show system location information  

Switch# show info  
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1.46 TERMINAL LENGTH 

Use Ɉterminal lengthɉ command to specify the maximum line number the 

terminal is able to print.  

 

Switch# terminal length <0-24> 

 

Syntax ter minal l ength <0-24> 

Parameter  <0-24>Specify terminal length value. 0 means no limit.  

Default  Default terminal length is 24.  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to change terminal length.  

Switch# terminal length 3  

Switch# sho w runni ng-config  
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1.47 USERNAME 

Use Ɉusernameɉ command to add a new user account or edit an existing user 

account. And use Ɉno usernameɉ to delete an existing user account. The user 

account is a local database for login authentication.  

  

Switch# confi gure te rminal  

Switch(config)# username WORD<0-32>[privilege (admin|user|<0 -15>)] 

(nopassword | password UNENCRYPY -PASSWORD | secret UNENCRYPY -

PASSWORD | secret encrypted ENCRYPT -PASSWORD) 

Switch(config)# no username WORD<0-32> 

 

Syntax username WORD<0-32>[pr ivilege  (admin|user|<0 -15>)] 

(nopassword | password UNENCRYPY -PASSWORD | secret 

UNENCRYPY-PASSWORD | secret encrypted ENCRYPT -

PASSWORD) 

no u sername WORD<0-32> 

Parameter  Username WORD<0-32> Specify username to add/delete/edit.  

privilege  admin  Specify privil ege level to be admin (privilege 15)  

privilege  user  Specify privilege level to be user (privilege 1)  

privilege <0-15> Specify custom privile ge level password.  

UNENCRYPY- PASSWORD Specify password string and make it not 

encrypted.  

Secret UNENCRYPY- PASSWORD Specify password string and make 

it encrypted.  

secret encrypted ENCRYPT - PASSWORD Enter an encrypted 

password. Use this keyword to enter a password that is already 

encrypted (for instance, a password that you copied from another 

the configuration file of a nother  device). 

Default  Default username Ɉadminɉ has password Ɉcommandoɉ with 

privilege 15.  

Mode  Global Configuration  
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Example

  

This example shows how to add a new user account.  

Switch#configure terminal  

Switch(config)# username  test  secret passwd  

This example  shows how to show existing user accounts.  

Switch# show username  
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2. AAA (Authentication, Authorization, Accounting)  

 

The AAA feature allows you to verify the identity of  grant access to, and track the 

actions of users managing C2000 Series switc hes. The C2000 Series switches 

support Remote Access Dial -In User Service (RADIUS) or Terminal Access Controller 

Access Control device Plu s (TACACS+) protocols. 

 

Based on the user ID and password combination that you provide, the C2000 Series 

switches perf orm l ocal authentication or authorization using the local database or 

remote authentication or authorization using one or more AAA servers . A 

preshared secret key provides security for communication between the C2000  

Series switch es and AAA servers. You can configure a common secret key for all 

AAA servers or for only a specific AAA server.  

 

 

Fig 2.1.1 AAA C2000 Series Switches 
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AAA AUTHENTICATION  

 

AAA security provides the following services:  

1) Authentication - Identifies users, includi ng login and password dialog, challenge 

and response, messaging support, and  encryption depending on the security 

protoc ol that you select. Authentication is the process of verifying the identity of the 

person or device accessing the C2000 Series switches . This process is based on the 

user ID and password combination provided by the entity trying to access the 

C2000 switch.  The C2000 Series switches allow you to perform local authentication 

(using the local lookup database) or remote authentication (using one or more 

RADIUS or TACACS+ servers). 

 

2) Authorization - Authorization  Provides access controls.  

AAA authorization is th e process of assembling a set of attributes that describe 

what the user is authorized to perform. Authorization in C2000 Series switc hes is 

provided by attributes that are downloaded from AAA servers. Remote security 

servers, such as RADIUS and TACACS+, authorize users for specific rights by 

associating attribute -value (AV) pairs, which define those rights with the 

appropriate user.  

 

3) Accounting - Provides the method for collecting information, logging the 

information locally, and sending the informatio n to the AAA server for billing, 

auditing, and reporting.  

The accounting feature tracks and maintains a log of every management session  

used to access the C2000 Series switches. You can use this information to generate 

reports for troubleshooting and audit ing purposes. You can store accounting logs 

locally or send them to remote AAA servers.  

 

Login authentication is used when user try to login into the switch. Such as CLI login 

dialog and WEBUI login web page. Enable authentication is used only on CLI for 

user trying to switch from User EXEC mode to Privileged EXEC mode.  Both  support 

following authenticate methods.  TACACS+ provides more control over the 

authorization of commands while in RADIUS, no external authorization of 
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commands is supported. All th e AAA packets are encrypted in TACACS+ while only 

the passwords are encrypted in RADIUS is more secure.  

 

Each list allows you to comb ine these methods with different orders. For example, 

we want to authenticate login user with remote T ACACS+ server, but se rver may be 

crashed. Therefore, we need a backup plan, such as another Radius server. So we 

can configure the list with T ACACS+ server as first authentication method and 

Radius server as second one.  

 

Switch# configure terminal  

Switch(config)# aaa authentica tion (login | enable) (default | listname ) 

[methodlist ][methodlist] [methodlist] [methodlist]  

Switch(config)# no aaa authentication  (login | enable) {listname}  

 

Syntax aaa authentication (login | enable) (default | listname ) methodlist 

[methodlist] [met hodlist] [methodlist] 

no aaa authentication (login | enable) {listname}  

login  Add/Edit login authentication list  

enable  Add/Edit enable authentication list  

default  Edit default authentication list  

listname  Specify the list name for authen ticat ion type  

methodlist   Specify the authenticate method, including none, local 

enable, tacacs+, radius.  

Default  Default authenti cation list name for type login is Ɉdefaultɉ and 

default method is Ɉlocalɉ. 

Default authentication list name for type enabl e is Ɉdefaultɉ and 

default method is Ɉenableɉ 

Mode  Global Configuration  

Example This example shows how to add a login authenticatio n list to 

authenticate with order tacacs+, radius, local.  

Switch(config)# aaa authentication login test1 tacacs+ radius loc al  

This example shows how to show existing login authentication lists  

Switch# show aaa authentication login lists   
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Switch(config)#  aaa authentication enable test1 tacacs+ radius 

enable  

This example shows how to show existing enable authentication lists  

Switch# show aaa authentication login lists Enable  
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2.1 LOGIN AUTHENTICATION  

 

Different access methods are allowed to bind dif ferent login authentication lists. 

Use Ɉlogin authenticationɉ command to bind the list to specific line (console, 

telnet, s sh). 

 

Switch# configure terminal  

Switch(config -line)# login authentication {listname}  

Switch(config -line)# no login authentication  

 

Syntax  login authentication {listname}  

no login authentication  

Parameter  listname Specify the login authentication list name  to u se. 

Default  Default login authentication list for each line is Ɉdefaultɉ. 

Mode  Line Configuration  

Example This example shows how to create a new login authentication list 

and bind to telnet line.  

Switch(config)# aaa authentication login test1 (taca cs+| 

radius | local | none |enable)  

Switch(config)# line telnet  

Switch(config -line)# login authentication test1  

This example shows ho w to show line binding lists.  

Switch# show line lists  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 89 

 

2.2  IP HTTP LOGIN AUTHENTICATION  

 

Different access methods are  allowed to bind different login authentication lists. 

Use Ɉip (http | https) login authenticationɉ command to bind the list to WEBUI  

access from http or https.  

 

Switch# configure terminal  

Switch(config)# ip (http | https) login authentication {listname} 

Switch(config)# no ip (http | https) login authentication  

 

Syntax ip (http | https) login authentication {listname} 

no ip (http | https ) login authentication  

Parameter  http : Bind login authentication list to user access WEBUI with 

http protocol  

https : Bind login  authentication list to user access WEBUI with 

https protocol  

listname Specify the login authentication list name to use.  

Defau lt  Default login authentication list for each line is Ɉdefaultɉ. 

Mode  Global Configuration  

Example  

 

This example shows h ow to  create two new login authentication 

lists and bind to http and https.  

Switch# configure terminal  

Switch(config)# aaa authenticat ion login test1 tacacs+ radius 

local  

Switch(config)# aaa authentication login test2 radius local  

Switch(config)# ip http lo gin a uthentication test1  

Switch(config)# ip https login authentication test2  

This example shows how to show line binding lists.  

Switch# show line lists  
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2.3  ENABLE AUTHENTICATION 

 

Different access methods are allowed to bind different enable authent ication lists. 

Use Ɉenable authenticationɉ command to bind the list to specific line (console, 

telnet, ssh).  

 

Switch# configure termi nal  

Switch(config -line)# enable authentication {listname}  

Switch(config -line)# no enable authentication  

 

Syntax enable auth entic ation {listname}  

no enable authentication  

Parameter  listname Specify the enable authentication list name to 

use. 

Default  Defau lt enable authentication list for each line is 

Ɉdefaultɉ. 

Mode  Line Configuration  

Example This example shows how to creat e a new enable 

authentication list and bind to telnet line.  

Switch# configure terminal  

Switch(config)# aaa authentication enable test1  

tacacs+ radius enable  

Switch(config)# line telnet  

Switch(config -line)# enable authentication test1  
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2.4  SHOW AAA AUTHENTICATION 

 

Use Ɉshow aaa authenticationɉ command to show login authentication or Enable 

authentication method lists.  

 

Switch# show a aa authentication (login | enable) lists  

 

Syntax show aaa authentication (login | enable) lists  

Parameter  login  Show login  auth entication list.  

enable  Show enable authentication list.  

Mode  Privileged EXEC 

Example  This example shows how to show existing  login 

authentication lists.  

Switch# show aaa authentication login lists  

 
This example shows how to show existing enable 

authen tication lists  

Switch# show aaa authentication login lists  
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2.5  SHOW LINE LISTS 

 

Use Ɉshow line listsɉ command to show all lines binding list of all.  

 

Switch# show line lists  

 

Syntax show line lists  

Mode  Privileged EXEC 

Example  This example  show s how to show line binding lists.  

Switch# show line lists  
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2.6  TACACS DEFAULT-CONFIG 

 

Use Ɉtacacs default-configɉ command to modify default values of tacacs+ server. 

These default values will be used when user try to create a new tacacs+ server and 

not assigned these values.  

 

Switch# configure terminal  

Switch(config)# tacacs default -config [key TACACSKEY] [timeout <1-30>] 

 

Syntax tacacs default -config [key TACACSKEY] [timeout <1-30>] 

Parameter  key TACACSKEY Specify default tacacs+ server key strin g. 

ti meout <1-30> Specify default tacacs+ server timeout 

value. 

Default  Default tacacs+ key is Ɉ********ɉ. 

Default tacacs+ timeout is  5 seconds. 

Mode  Global Configuration  

Example  This example shows how modify default tacacs+ 

configuration  

Switch# config ure t erminal  

Switch(config)# tacacs default -config timeout 20  

Switch(config)# tacacs default -config key tackey  

This example shows how  to show default tacacs+ 

configurations.  

Switch# show tacacs default -config  
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2.7  TACACS HOST 

 

Use ɈTACACS+ hostɉ comm and t o add or edit tacacs+ server for Authentication, 

Authorization or accounting. Use Ɉnoɉ form to delete one or all TACACS+ servers  

from database.  

Switch# configure terminal  

Switch(config)# tacacs host {HOSTNAME }[port <0-65535>] [key TACPLUSKEY] 

[priorit y<0-65535>][timeout <1-30>] 

Switch(config)# no tacacs [host {HOSTNAME }] 

 

Syntax tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY] 

[priority <0-65535>] [timeout <1-30>] 

no tacacs [host {HOSTNAME }] 

Paramete

r 

HOSTNAME Specify tacacs+ server host name, b oth I P address and 

domain name are available.  

port <0-65535> Specify tacacs+ server udp port  

key TACPLUSKEY Specify tacacs+ server ke y string  

priority <0-65535>  Specify tacacs+ server priority  

timeout <1-30> Specify tacacs+ server timeout value  

Default  Defaul t tacacs+ key is Ɉ********ɉ. 

Default tacacs+ timeout is 5 seconds.  

Mode  Global Configuration  

Example This example shows comman d execution,  
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2.8 SHOW TACACS DEFAULT-CONFIG 

 

Use Ɉshow tacacs default-configɉ command to show tacacs+ default.  

 

Switch#show tacacs default -config  

 

Syntax show tacacs default -config  

Mode  Privileged EXEC 

Example  This example shows how to show defau lt tacacs+ 

configurations.  

Switch# show tacacs default -config  
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2.9 SHOW TACACS 

 

Use Ɉshow tacacsɉ command to show exist ing tacacs+ servers.  

 

Switch# show tacacs  

 

Syntax show tacacs  

Mode  Privileged EXEC 

Example This example shows how to show exist ing tacacs+ server.  

Switch# show tacacs  
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2.10  SHOW Default -config  

 

Use Ɉradius default-configɉ command to modify defa ult v alues of radius server. 

These default values will be used when user try to create a new radius server and 

not assigned these val ues. 

 

Switch# configure terminal  

Switch(config)# radius default -config [key RADIUSKEY] [retransmit <1-10>] 

[timeout <1-30>] 

 

Syntax radius default -config [key RADIUSKEY] [retransmit <1-10>] 

[timeout <1-30>] 

Parameter  key RADIUSKEY Specify default radius ser ver key string  

retransmit <1-10> Specify default radius server retransmit value  

timeout <1-30> Specify default radius serve r tim eout value  

Default  Default radius key is Ɉ********ɉ. 

Default radius retransmit is 3 times.  

Default radius timeout is 3 seconds  

Mode  Global Configuration  

Example This example shows how modify default radius configuration,  

Switch# configure terminal  

Switch (config)# radius default -config timeout 20  

Switch(config)# radius default -config key radiuskey  

Switch(config)# radius default -config retransmit 5  

This example shows how to show default radius configurations.  

Switch# show radius default -config  
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2.11 RADIUS HOST 

 

Use Ɉradius hostɉ command to add or edit an existing radius server. Use Ɉnoɉ form 

to delete one or all radius server s from database.  

 

Switch# configure terminal  

Switch(config)# radius host {HOSTNAME } [auth -port <0-65535>] [key 

RADIUSKEY][priori ty <0-65535>] [retransmit <1-10>] [timeout <1-30>] [type 

(login|802.1x|all)]  

Switch(config)# no radius [host {HOSTNAME }] 

 

Syntax radius host HOSTNAME [auth -port <0-65535>] [key 

RADIUSKEY][priority <0-65535>] [retransmit <1-10>] 

[timeout <1-30>] [type  (log in|802.1x|all)]  

no radius [host HOSTNAME] 

Parameter  HOSTNAMESpecify radius server host name, both IP address 

and domain name ar e available.  

auth -port <0-65535> Specify radius server udp port  

key RADIUSKEY Specify radius server key string  

priority <0-65535>Specify radius server priority  

retransmit <1-10> Specify radius server retransmit times  

timeout <1-30> Specify radius server ti meout value  

Default   Default radius timeout is 3 seconds.  

Mode  Global Configuration  

Example  This example shows how to c reate  a new radius server  

Switch(config)# radius host 192.168.1.111 auth -port 12345 

key radiuskey priority100 retransmit 5 timeout 1 0 type all  

This example shows how to show existing radius server.  

Switch# show radius  
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2.12 SHOW RADIUS Default -config  

 

Use Ɉshow radius default-configɉ command to show radius default 

configurations.  

 

Switch# show radius default -config  

 

Syntax show radi us default -config  

Mode  Privileged EXEC 

Example  This example shows how to show default radius 

configurations.  

Switch# show ra dius default -config  
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2.13 SHOW RADIUS 

 

Use Ɉshow radiusɉ command to show existing radius servers.  

 

Switch# show radius  

 

Syntax  show radius  

Mode  Privileged EXEC 

Example  This example shows how to show existing radius server.  

Switch# show radius  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 102 

3. ACL (ACCESS CONRTOL LIST) 
 

An ACL is a sequential collection of permits  and deny conditions that apply to 

packets. Packet filtering can help limit network traffic and restrict network use by 

certain users or devices. ACLs filter traff ic as it passes through a switch and permit 

or deny packets crossing specified interfaces.  When a packet is received on an 

interface , the switch compares the fields in the packet against any applied ACLs to 

verify that the packet has the required permissi ons to be forwarded, based on the 

criteria specified in the access lists. One by one, it tests packets against the 

conditions in an a ccess list. The first match decides whether the switch accepts or 

rejects the packets. Because the switch stops testing aft er the first match, the order 

of conditions in the list is critical. If no conditions match, the switch rejects the 

packet. If there are no restrictions, the switch forwards the packet; otherwise, the 

switch drops the packet. The switch can use ACLs on all  packets it forwards.  

 

You configure access lists on a switch to provide basic security for your network. If 

you do not configure ACL s, all packets passing through the switch could be allowed 

onto all parts of the network. You can use ACLs to control which  hosts can access 

different parts of a network or to decide which types of traffic are forwarded or 

blocked. For example, you can all ow e-mail traffic to be forwarded but not Telnet 

traffic.  

 

An ACL contains an ordered list of access control entries (ACEs) . Each ACE specifies 

permit or deny and a set of conditions the packet must satisfy to  match the ACE. 

The meaning of permit or deny depends on the context in which the ACL is used.  

The switch supports IP ACLs and Ethernet (MAC) ACLs:  

 

1) IP ACLs filter IPv4 tr affic, including TCP, User Datagram Protocol (UDP), Internet 

Group Management Protocol  (IGMP), and Internet Control Mes sage Protocol 

(ICMP). 

2) Ethernet ACLs filter non -IP traffic.  
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Fig 3.1.1 IP ACL C2000 series Switches  
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3.1 MAC ACL 

 

MAC ACLs are ACLs that filter traffic using information in the Layer 2 header of each 

packet. You can use ACLs to control which hosts c an access different parts of a 

network or to decide which types of traffic are forwarded or blocked at the router 

interface s. 

Use the mac  acl command to create a MAC access list and to enter mac -acl 

configuration mode. The name of ACL must be unique that c annot have same 

name with other ACL or QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of  the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to delete.  

 

 

Fig 3.2.1 MAC ACL C2000 series Switches  

 

Switch# configure terminal  

Switch(config)# mac acl {NAME } 

 

Switch(config)# no mac acl {NAME } 
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Syntax mac ac l {NAME } 

no mac acl {NAME } 

Parameter  NAME Specify the name of MAC ACL 

Mode  Global Configuration  

Example The examp le shows how to create a mac acl. You can 

verify settings by the following show acl command  

Switch# configure terminal   

Switch(config)# ma c acl test  

Switch(mac-acl)# show acl  
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3.2 PERMIT (MAC) 

 

Use the permit command to add permit condit ions for a mac ACE that bypass those 

packets hit the ACE.  

The Ɉsequenceɉ also represents hit priority when ACL bind to an interface. An ACE 

does not specif y Ɉsequenceɉ index would assign a sequence index which is the 

largest existed index plus 20. If packet content can match more than one ACE, the 

lowest sequence ACE is hit. An ACE cannot be added if has the same conditions as 

existed ACE. 

 Switch# configure terminal  

Switch(config)# mac acl {NAME } 

Switch(config -mac-acl)# [sequence <1-2147483647>] permit (A:B: C:D:E:F 

/A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-

7>][ethtype <0x0600-0xFFFF>] 

 

 Switch(config -mac-acl)#no sequence <1-2147483647> 

 

Syntax [sequence <1-2147483647>] permit (A:B:C:D:E:F/A:B:C:D:E:F|any) 

(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-

7>][ethtype <0x0600 -0xFFFF>] 

 

no sequence <1-2147483647> 

Parameter  <1-2147483647> b (Optional ) Specify sequence index of ACE, the 

sequence index represent the priority of an ACE in ACL.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and 

mask of packet or any MAC address.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the destination MAC address 

and mask of packet or any MAC address.  

[vlan <1-4094>] (Optional) Specify the vlan ID of packet.  

[cos<0-7><0-7>](Optional)  Specify the Class of Service value and mask 

of packet.  

[ethtype <0x0600-0xFFFF>] (Optional) Specify Ethernet protocol 

numbe r of packet . 

Mode  MAC ACL Configuration  

Example The example shows how to add an ACE that permit packets with 
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  source MAC address 22 :33:44:55:66:77. VLAN 3 and Ethernet type 

1999. You can verify settings by the following show acl command,  

Switch# configure  terminal   

Switch(config)# mac acl test  

Switch(mac-acl)# sequence 999 permit 22:33:44:55:66:77/  

FF:FF:FF:FF:FF:FF any vlan 3 ethtype 0x2800  

Switch(mac-al)# show acl  
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3.3 DENY (MAC) ACL 

 

Use the deny command to add deny conditions for a mac ACE that drop those 

packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL bind to 

an interface. An ACE does not specif y Ɉsequenceɉ index would assign a sequence 

index which is the largest existed index plus 20. If packet content can match more 

than  one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the 

same conditions as existed ACE. Use Ɉshutdownɉ to shutdow n interface while ACE 

hit.  

 

Switch# configure terminal  

Switch(config)# mac acl {NAME } 

Switch(config -mac-acl)# [sequence <1-2147483647>] deny (A:B:C:D:E:F/  

A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-7>] 

[ethtype <0x0600-0xFFFF>]   [shutdown]  

 

Switch(config -mac-acl)# no sequence <1-2147483647> 

 

Syntax [sequence <1-2147483647>] deny (A:B:C:D:E:F/A :B:C:D:E:F|any) 

(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-7>] 

[ethtype <0x0600-0xFFFF>] [shutdown]  

no sequence <1-2147483647> 

Parameter  <1-2147483647> (Optional) Specify sequence index of ACE, the 

sequence index represent the priority of  an ACE in ACL. 

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and 

mask of packet or any MAC address.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the destination MAC address 

and mask of packet or any MAC address.  

[vlan <1-4094>] (Optional) Specify the  vlan ID of packet.  

[cos<0-7><0-7>](Optional) Specify the Class of Service value and 

mask of packet.  

[ethtype <0x0600-0xFFFF>](Optiona l) Specify Ethernetprotocol 

number of packet  

[shutdown] (Optional) Shutdown interfaces while ACE hit.  
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Mode  MAC ACL Configuration  

Example  The example shows how to add an ACE that denies packets with 

destination MAC address aa:bb:cc:xx:xx:xx and VLAN 9. You  can 

verify settings by the following show acl command  

Switch# configure terminal   

Switch(config)# mac acl test  

Switch(mac-acl)# sequence 30 permit any any  

Switch(mac-acl)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00 vlan 9 

shutdown  

Switch(mac-acl)# show ac l 
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3.4 IP ACL 

Use the ip acl command to create an IPv4 access list and to enter ip -acl 

configuration mode. The name of  ACL must be unique that cannot have same 

name with other ACL or QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to dele te. 

 

 

Fig 3.4.1 IP ACL with permit and deny.  

 

Switch# configure terminal  

Switch(config)# ip acl  {NAME} 

 

Switch(config)#  no ip acl {NAME} 

 

Syntax ip acl {NAME} 

no ip acl {NAME} 

Parameter  NAME  Specify the name of IPv4 ACL 

Mode  Global Configuration  

Example  The example shows how to create an IP ACL. You can verify 

settings by the following show acl command  

Switch# configure terminal   

Switch(config)# ip acl iptest  

Switch(config -ip-acl)# do show acl  

Ʌ  
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3.5 PERMIT (IP) 

Use the permit command to add permit c ondition s for an IP ACE that bypasses 

those packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL 

bind to an inte rface. An ACE does not specif y Ɉsequenceɉ index would assign a 

sequence index which is the largest existed index plus 20. If p acket content can 

match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added 

if has the same conditions as exist ed ACE. 

Switch# configure terminal  

Switch(config)# ip acl  {NAME} 

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0  any perm it  icmp any 

any echo -request any  

              

 

Syntax [sequence <1-2147483647>] permit ( <0- 255>|ipinip|egp|igp  

|hmp|rdp|ipv 6| 

ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|l2tp|ip) 

(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any)[(dscp|precedence) 

VALUE]]  

 

[sequence <1-2147483647>]permit icmp(A.B.C.D/A.B.C.D|any) 

(A.B.C.D/A.B.C.D|any) ( <0-255>|echo -reply|destination -

unreachable|source -quench|echo - request|router -

advertisement|router -solicitation|time - 

exceeded|timestamp|timestamp -reply|traceroute|any) ( <0- 

255>|any) [(dscp|precedence) VALUE]  

 

[sequence <1-2147483647>] permit tcp (A.B.C.D/A.B.C.D|any) ( <0-

65535> |echo|discard|daytime|ftp -

data|ftp|telnet|smtp|time|hostname|whois|tacacs - 

ds|domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|

drip|PORT_RANG E |any)  (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|discard|daytime|ftp - 

data|ftp|telnet|smtp|time|hostname|whois| tacacs - 
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ds|domain|www|pop2 |pop3|syslog|talk|klogin|kshell|sunrpc|

drip|PORT_RANGE|any)[match -all TCP_FLAG][(dscp|precedence) 

VALUE] 

 

[sequence <1-2147483647>]permit udp (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|discard| time|nameserver|tacacs -

ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbi os-ns|snmp| 

snmptrap|who|syslog|talk|rip|PORT_RANGE|any) 

(A.B.C.D/A.B.C.D|any)  

<0-65535>|echo 

|discard|time|nameserver|tac acsds |domain|bootps|bootpc|tft

p|sunrpc|ntp|netbios -ns| 

snmp|snmptrap|who|syslog|PORT_RANGE|any) 

[(dscp|precedence) VALUE]  

 

no sequenc e<1-2147483647> 

Parameter  <1-2147483647> (Optional) Specify sequence index of ACE, the 

sequence index represent the priori ty of  an ACE in ACL. 

(A.B.C.D/A.B.C.D|any)  Specify the source IPv4 address and mask of 

packet or any IPv4 address.  

(A.B.C.D/A.B.C.D|a ny)  Specify the destination IPv4 address and mask 

of packet or any IPv4 address.  

[dscp  VALUE](Optional)  Specify the DSCP of packet. 

[precedence  VLAUE](Optional)  Specify the IP precedence of packet.  

icmp -type  Specify ICMP message type for filtering ICMP p acket. Enter 

a type name of list or a number of ICMP message type.  

icmp -code  Specify ICMP message code for filtering ICMP p acket. 

l4 -source -port Specify TCP/UDP source port of for filtering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP p ort.  

l4 -destination -port  Specify TCP/UDP destination port of for filtering 

TCP/UDP packet. Enter a port name of list or a n umber  of TCP/UDP 

port.  

match -all  Specify tcp flag for TCP packet. If a flag should be set it is 

prefixed by  

\"+\".If a flag should be  unset it is prefixed by \"-\". Available options  

are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -

fin.To define more than 1 flag - enter additional flags one after 

another without a space (example +syn -ack). 
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Mode  IP ACL Configuration  

 Example The example shows how to add a set of ACEs. You can verify settings 

by the following show acl command.  

This comman d shows how to permit a source IP address subnet.  

Switch# configure terminal  

Switch(config)# ip acl  {commando}  

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0  any  

This command shows how to permit ICMP echo -request packet with 

any IP address . 

Switch(config -ip-acl)#permit icmp any any echo-request  any  

This command shows how to permit any IP address HTTP packets 

with DSCP 5. 

Switch(config -ip-acl)#permit tcp any any any www dscp 5 

This command shows how to permit any source IP address SNMP 

packet con nect to destination IP address 192.168.1.1.  

Switch(config -ip-acl)#permit udp any any 

192.168.1.1/255.255.255.255  snmp  

Switch(con fig-ip-acl)#show acl  
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3.6 DENY (IP) 

Use the deny command to add deny conditions for an IP ACE that  drop  those 

packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL bind to 

an interface. An ACE does not specif y Ɉsequenceɉ index would assign a sequence 

index which is the largest existed index plus 20. If packet content can match more 

tha n one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the 

same conditions as existed ACE. Use Ɉshutdownɉ to shutdo wn interface while ACE 

hit.  

Switch# configure terminal  

Switch(config)# ip acl {iptest}  

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255  any  

 

Syntax [sequence <1-2147483647>] deny( <0- 

255>|ipinip|egp|igp|hmp|rdp|ipv6|ipv6:rout|ipv6:frag|rsvp|i

pv6:ic mp|ospf|pim|l2tp|ip) 

(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|any)[(dscp|precedence) 

VALUE]] [shutdown]  

 

[sequence <1-2147483647>] deny icmp 

(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|any)( <0-255>|echo -

reply|destination -unreachable|  

source -quench|echo -request|route r -advertisement|router - 

solicitation|  

time -exceeded|timestamp| timestamp -reply|traceroute|any) 

(<0-255>|any) [(dscp|precede nce) VALUE] [shutdown]  

 

[sequence <1-2147483647>]deny tcp (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|  

discard|daytime|ftp - 

data|ftp|telnet| smtp|time|hostname|whois|tacacs -ds| 

domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|dr

ip| PORT_RANGE|any)(<0 -65535>|e cho|discard|daytime|ftp - 

data|ftp|telnet|smtp|time|hostname|whois| 

(A.B.C.D/A.B.C.D|any) ( <0-65535>|echo|discard|daytime|ftp - 
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data|ft p|telnet|smtp|time|hostname|whois|tacacsds|domai

n|www|pop2|pop3|syslog|talk| 

klogin|kshell|sunrpc|drip|PORT_RANGE|any)  

[mat ch-all TCP_FLAG] [(dscp|precedence) VALUE] [shutdown]  

 

[sequence <1-2147483647>] deny udp (A.B.C.D/A.B.C.D|any)( <0-

65535>|echo|discard |time|nameserver|tacacs - 

ds|domain|bootps|  

bootpc|tftp|sunrpc|ntp|netbios -

ns|snmp|snmptrap|who|syslog| 

talk|rip|PORT_RANGE| an y)(A.B.C.D/A.B.C.D|any)( <0-

65535>|echo|discard|time|nameserver|tacacs -

ds|domain|bootps|bootpc|tftp| 

sunrpc|ntp|netbiosns|snmp|snmpt rap|who|syslog|PORT_RA

NGE|any) [(dscp|precedence) VALUE] [shutdown]  

 

no sequence <1-2147483647> 

Parameter  <1-2147483647> (Opt ional) Specify sequence index of ACE, the 

sequence index represent the priority of an ACE in ACL.  

(A.B.C.D/A.B.C.D|any) Specify the source IPv4 address and mask of 

packet or any IPv4 address.  

(A.B.C.D/A.B.C.D|any) Specify the destination IPv4 address and 

mask of packet or any IPv4 address.  

[dscp VALUE] (Optional) Specify the DSCP ofpacket.  

[precedence VLAUE] (Optional) Specify the IP prec edence of packet.  

icmp -type Specify ICMP message type for filtering ICMP packet. 

Enter a type name of list or a number of IC MP message type.  

icmp -code  Specify ICMP message code for filtering ICMP packet.  

l4-source -port Specify TCP/UDP source port of for filt ering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP port.  

l4-destination -port Specify TCP/UDP destination  port of for filtering 

TCP/UDP packet. Enter a port name of list or a number of TCP/UDP 

port.  

match -all Specify tcp flag for TCP packe t. If a flag should be set it is 

prefixed by \"+\".If a flag should be unset it is prefixed by \"-\". 

Available options are  +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -

psh, -rst, -syn and -fin.To define more than 1 flag - enter additional 

flags one aft er another without a space (example +syn -ack). 
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[shutdown] (Optional)  Shutdown interface while ACE hit.  

Mode  IP ACL Configuration  

Example

  

 

The example shows how to add an ACE that denies packets with 

source IP address 192.168.1.80. You can verify setting s by the 

following show acl command  

Switch# configure terminal  

Switch(config)# ip acl iptest  

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255  any   

Switch(config -ip-acl)#show acl  
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3.7 IPV6 ACL 

Use the ipv6 acl command to create an IPv6 access  list and to enter ipv6 -acl 

configuration mode. The name of ACL must be unique that cannot have same 

name with other ACL or  QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to delete.  

 

Switch# configure terminal  

Switch(config)# ipv6 acl {NAME} 

 

Switch(config)# no ipv6 acl {NAME} 

 

Syntax ipv6 acl {NAME} 

no ipv6 acl {NAME} 

Parameter  NAME Specify the name of IPv6 ACL 

Mode  Global Configuration  

Example  The example shows how to create an IPv6 ACL. You can verify 

settings by the following show acl c om mand  

Switch# configure terminal  

Switch(config)# ipv6 acl ipv6test  

Switch(config -ipv6-acl)# show acl  
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3.8 PERMIT (IPV6) 

Use the permit command to add permit conditions for an IPv6 ACE that bypasses 

those packets hit the ACE. The Ɉsequenceɉ also repre sents hit priority when ACL 

bind to an interface. An ACE does not specif y Ɉsequenceɉ index would assign a 

sequence index which is the la rgest existed index plus 20. If packet content can 

match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added 

if has the same conditions as existed ACE.  

 

Switch# configure terminal  

Switch(config)# ipv6 acl {ipv6test}  

Switch(config -ipv6-acl)#permit ipv6 fe80:1122:3344:5566::1/64  any  

 

Syntax [sequence <1-2147483647>] permit ( <0-255>|ipv6) (X:X::X:X/ <0-

128>|a ny) (X:X::X:X/ <0-128>|any)[(dscp|precedence) VALUE]  

 

[sequence <1 -2147483647>] permit icmp (X:X::X:X/ <0- 128>|any)  

(X:X::X:X/ <0-128>|a ny) ( <0-255>|destination - unreachable|packet -

too -big|  

time -exceeded|parameter -problem|echo -request|echo -reply| mld -

query|m ld-report|mldv2 -report|mld -done| router - 

solicitation|router -advertisement|nd -ns|nd -na|any) ( <0- 

255>|any)[(dscp|precedence) VALUE]  

 

[sequence <1-2147483647>] permit tcp (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|daytime|ftp -data|ftp|telnet|smtp| 

time | hostname|whois|tacacs - 

ds|domain|www|pop2|pop3|syslog|  

talk|klogin|kshell|sunrpc|drip|PORT_RANGE|any) (X:X::X:X/ <0-

128>|any)  

 (<0-65535>|echo|discard|daytime|ftp - data|ftp|  

telnet|smtp|time|hostname|whois|tacacs -

ds|domain|www|pop2| 

pop3|syslog|talk|klogin | kshell|sunrpc|drip|PORT_RANGE|any)[m

atch -all TCP_FLAG] [(dscp|precedence) VALUE]  
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[sequence <1-2147483647>] permit udp (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain| 

bootps|bootpc|tftp|sunrpc|ntp|netbios - 

ns|snmp|snmptrap | who|syslog|  

talk|rip|PORT_RANGE|any) (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain| 

bootps|bootpc| tftp|sunrpc|ntp|netbios -ns| 

snmp|snmptrap|who|syslog|PORT_RANGE|any) 

[(dscp|precedence) VALUE]  

 

no sequence <1-2147483647> 

Parame

ter  

<1-2147483647>(Optional) Specify sequence index of ACE, the sequence 

index represent the priority of an ACE in ACL.  

(X:X::X:X/<0 -128>|any) Specify the source IPv6 address and prefix of 

packet or any IPv6 address.  

(X:X::X:X/<0 -128>|any) Specify the destination IPv6 address and prefix 

of packet or any IPv6 address.  

[dscp VALUE] (Optional) Specify the DSCP of packet.  

[precedence VLAUE](Optional) Specify the IP precedence of packet.  

icmp -type  Specify ICMP message type for filtering ICMP packet. Enter  a 

type name of list or a number of ICMP message type.  

icmp -code  Specify ICMP message code for filtering ICMP packet.  

l4-source -port  Specify TCP/UDP source port of for filtering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP port.  

l4-dest ination -port  Specify TCP/UDP destination port of for filtering 

TCP/UDP packet. Enter a port name of list or a number of TCP/UDP port.

  

match -all  Specify tcp flag for TCP packet. If a flag should be set it is 

prefixed by \"+\".If a flag should be unset it i s prefixed by \"-\". Available 

options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn 

and -fin.To define more th an 1 flag - enter additional flags one after 

another without a space (example +syn -ack).  

Mode  IPv6 ACL Configuration  

Exampl

e  

The example shows how to add a set of ACEs. You can verify settings by 

the following show acl command.  

This command shows how to permit a source IP address subnet.  

Switch# configure terminal  

Switch(config)# ipv6 acl {commando}  
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Switch(ipv6 -acl)# per m it ipv6 fe80:1122:3344:5566::1/64 any  

Switch(ipv6 -acl)# show acl  

 
 


