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1.12 Radius HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ30 

1.13 Show Radius Default -ConfigɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.31 

1.14 Show RadiusɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.Ɏ.Ɏ31 
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4.11 Authentication OrderɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ.ɎɎɎ101 

4.12 Authentication Port -ControlɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ103 
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6.8 Show ϥp Dhcp Snooping ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ..Ɏ141 

6.9 Show ϥp Dhcp Snooping BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎ.ɎɎ142 

6.10 ϥp Dhcp Snooping OptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ142 

6.11 ϥp Dhcp Snooping Option ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ143 

6.12 Ip Dhcp Snooping Option Circuit -ϥdɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ144 

6.13 Ip Dhcp Snooping Option Remote -ϥdɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ144 

6.14 Show ϥp Dhcp Snooping OptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ145 

6.15 Ip Dhcp Snooping Databas eɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ145 

6.16 Ip Dhcp Snooping Database Write -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ147 
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6.17 Ip Dhcp Snooping Database Write -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ148 

6.18 Ip Dhcp Snooping Database TimeoutɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ149 

6.19 Clear ϥp Dhcp Snooping Database StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ150 

6.20 Renew ϥp Dhcp Snooping DatabaseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ151 

6.21 Show Ip Dhcp Snooping Da tabaseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎ152 

 

7. DOSɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ..154 

7.1 DosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎ154 

7.2 Dos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎ158 

7.3 Show DosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ158 

 

 

8. DYNAMIC ARP INSPECTIONɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ160 

8.1 ϥp Arp ϥnspectionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ161 

8.2 ϥp Arp ϥnspection VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎɎ162 

8.3 ϥp Arp ϥnspection TrustɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ163 

8.4 Ip Arp Inspection Validat eɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ164 

8.5 Ip Arp Inspection Rate -LimitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ165 

8.6 Clear ϥp Arp ϥnspection StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ166 

8.7 Show Ip Arp ϥnspectionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ166 

8.8 Show ϥp Arp ϥnspection ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ167 

 

9. GVRPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ168 

9.1 Gvrp (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ168 

9.2 Gvrp (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎ170 

9.3 Gvrp Registration -ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎ171 

9.4 Gvrp Vlan-Create-ForbidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎ172 

9.5 Clear Gvrp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ172 

9.6 Show Gvrp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ173 

9.7 Show GvrpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ.ɎɎ174 

9.8 Show Gvrp ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ175 

 

10. IGMP SNOOPINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ..Ɏ.ɎɎɎɎɎɎɎ176 

10.1 Ip Igmp SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎ.ɎɎ177 

10.2 Igmp Snooping Report -SuppressionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.180 

10.3 ϥp ϥgmp Snooping VersionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ181 

10.4 Ip Igmp Snooping Unknown -Multicast ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ182 

10.5 ϥp ϥgmp Snooping QuerierɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ183 

10.6 ϥp ϥgmp Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ184 

10.7 ϥp ϥgmp Snooping Vlan FastleaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ185 

10.8 Ip Igmp Snooping Vlan Last -Member -Query -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ186 

10.9 Ip Igmp Snooping Vlan Last -Member -Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ187 

10.10 Ip Igmp Snooping Vlan Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ188 

10.11 Ip Igmp Snooping Vlan Response -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ189 

10.12 Ip Igmp Snooping Vlan Robustness -VariableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ190 

10.13 ϥp ϥgmp Snooping Vlan RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎ191 

10.14 Ip Igmp Snooping Vlan Forbidden -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ192 

10.15 Ip Igmp Snoopi ng Vlan Static-PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ193 

10.16 Ip Igmp Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ194 

10.17 Ip Igmp Snooping Vlan Static -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ196 
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10.18 Ip Igmp Snooping Vlan Static -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ197 

10.19 ϥp ϥgmp Snooping Vlan GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ198 

10.20 Profile RangeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ199 

10.21 ϥp ϥgmp ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎ200 

10.22 ϥp ϥgmp FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎ201 

10.23 Ip Igmp Max -GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ202 

10.24 Ip Igmp Max -Groups ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ203 

10.25 Clear ϥp ϥgmp Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ203 

10.26 Clear Ip Igmp Snooping StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ204 

10.27 Show ϥp ϥgmp Snooping Groups CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ205 

10.28 Show ϥp ϥgmp Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ205 

10.29 Show ϥp ϥgmp Snooping RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ206 

10.30 Show ϥp ϥgmp Snooping QuerierɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ.ɎɎ207 

10.31 Show ϥp ϥgmp SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ207 

10.32 Show ϥp ϥgmp Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ.ɎɎ208 

10.33 Show Ip Igmp Snooping Forward -AllɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ209 

10.34 Show ϥp ϥgmp ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎɎ210 

10.35 Show Ip Igmp Filter ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ211 

10.36 Show Ip Igmp Max -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ.211 

10.37 Show Ip Igmp Max -Group ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ212 

 

11. IP SOURCE GUARDɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ214 

11.1 ϥp Source VerifyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎ215 

11.2 ϥp Source BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ..ɎɎɎɎ..216 

11.3 Show Ip Sourc e InterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ217 

11.4 Show ϥp Source BindingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ218 

 

12. LINK AGGREGATION 

12.1 LagɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ219 

12.2 Lag Load-BalanceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ220 

12.3 Lacp Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ221 

12.4 Lacp System-PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ222 

12.5 Lacp TimeoutɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ223 

12.6 Show LacpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ224 

12.7 Show LagɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ225 

 

13. LLDPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ228 

13.1 Clear Lldp StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ229 

13.2 LldpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ229 

13.3 Lldp RxɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ230 

13.4 Lldp Tx-ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ232 

13.5 Lldp Reinit -DelayɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ233 

13.6 Lldp Holdtime -Mult ipli erɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ235 

13.7 Lldp LldpduɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ236 

13.8 Lldp MedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ237 

13.9 Lldp Med Fast -Start -Repeat-CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ238 

13.10 Lldp Med LocationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ ɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ239 

13.11 Lldp Med Network -PolicyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ241 

13.12 Lldp Med Network -Policy (Interface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ243 

13.13 Lldp Med Tlv -Select ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ244 
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13.14 Lldp Tlv -Select ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ245 

13.15 Lldp Tlv -Select Pvid ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ246 

13.16 Lldp Tlv -Select Vlan-Name ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ248 

13.17 Lldp Tx ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ249 

13.18 Lldp Tx-Delay ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ251 

13.19 Show Lldp ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ252 

13.20 Show Lldp Local -DeviceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ253 

13.21 Show Lldp Med ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ254 

13.22 Show Lldp Neighbor ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ..ɎɎ255 

13.23 Show Lldp Statistics ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ255 

13.24 Show Lldp Tlv-OverloadingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.256 

 

14. LOGGINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎ..ɎɎɎɎɎɎɎ258 

14.1 Clear LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎɎɎɎ258 

14.2 LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ.ɎɎɎɎɎɎɎɎ259 

14.3 Logging HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ259 

14.4 Logging SeverityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ......ɎɎɎɎɎɎɎɎ260 

14.5 Show LoggingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ261 

 

 

15. MAC ADDRESS TABLEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ..ɎɎɎɎ263 

15.1 Clear Mac Address -TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎ264 

15.2 Mac Address -Table Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.Ɏ..ɎɎɎɎ265 

15.3 Mac Address -Table StaticɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ265 

15.4 Show Mac Address -TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ267 

15.5 Show Mac Address -Table CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ268 

15.6 Show Mac Address -Table Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ268 

 

16. MAC VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ270 

16.1 Vlan Mac-Vlan Group (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎ..ɎɎɎ270 

16.2 Vlan Mac-Vlan Group (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎ.ɎɎɎɎ271 

16.3 Show Vlan Mac-Vlan GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ271 

16.4 Show Vlan Mac-Vlan ϥnterfacesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ...ɎɎ272 

 

17. MANAGEMENT ACLɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.273 

17.1 Management Access -ListɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ275 

17.2 Mana gement Access-ClassɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ275 

17.3 DenyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ276 

17.4 PermitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ277 

17.5 No SequenceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ279 

17.6 Show Management Access -ClassɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ280 

17.7 Show Management Access -ListɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ280 

. 

18. MIRRORɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ282 

18.1 Mirror Session Destination ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ283 

18.2 Mirror Session Source ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ284 

18.3 Show MirrorɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ285 

 

19. MLD SNOOPINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.287 

19.1 ϥpv6 Mld SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ288 
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19.2 Ipv6 Mld Sn oopi ng Report -SuppressionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ289 

19.3 ϥpv6 Mld Snooping VersionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ290 

19.4 Ipv6 Mld Snooping Unknown -Multicast ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ290 

19.5 Ipv6 Mld Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ292 

19.6 ϥpv6 Mld Snooping Vlan ParametersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ292 

19.7 ϥpv6 Mld Snooping Vlan FastleaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ295 

19.8 Ipv6 Mld Snooping Vlan Last -Member -Query -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ296 

19.9 Ipv6 Mld Snooping Vlan Last -Member -Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ297 

19.10 Ipv6 Mld Snoop ing Vlan Query -ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ298 

19.11 Ipv6 Mld Snooping Vlan Response -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ298 

19.12 Ipv6 Mld Snooping Vlan Robustness -VariableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ299 

19.13 Ipv6 Mld Snooping Vlan Rou terɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ300 

19.14 Ipv6 Mld Snooping Vlan Static -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.301 

19.15 Ipv6 Mld Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ301 

19.16 Ipv6 Ml d Snooping Vlan Forbidden -Router -PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ302 

19.17 ϥpv6 Mld Snooping Vlan Static Router PortɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ303 

19.18 Ipv6 Mld Snooping Vlan Static -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ..ɎɎɎɎɎ304 

19.19 ϥpv6 Mld Snooping Vlan GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ305 

19.20 Profile RangeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ306 

19.21 ϥpv6 Mld ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ307 

19.22 ϥpv6 Mld FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ307 

19.23 Ipv6 Mld Max -GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ308 

19.24 Ip Igmp Max -Groups ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ309 

19.25 Clear ϥpv6 Mld Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ309 

19.26 Clear ϥpv6 Mld Snooping StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ310 

19.27 Show Ipv6 Mld Snooping Groups CountersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ310 

19.28 Show ϥpv6 Mld Snooping GroupsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ311 

19.29 Show ϥpv6 Mld Snooping RouterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ311 

19.30 Show ϥpv6 Mld SnoopingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ312 

19.31 Show ϥpv6 Mld Snooping VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ313 

19.32 Show Ipv6 Mld Snooping Forward -AllɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ314 

19.33 Show ϥpv6 Mld ProfileɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ315 

19.34 Show ϥpv6 Mld FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ316 

19.35 Show Ipv6 Mld Max -GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ316 

19.36 Show Ipv6 Mld Port Max -Group  ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ317 

 

20. MVRɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.319 

20.1 MvrɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ320 

20.2 Mvr VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.321 

20.3 Mvr GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ322 

20.4 Mvr ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ322 

20.5 Mvr Query -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ323 

20.6 Mvr Port TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ324 

20.7 Mvr Port ϥmmediateɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ326 

20.8 Mvr Static GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ327 

20.9 Clear Mvr MembersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ328 

20.10 Show Mvr MembersɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ329 

20.11 Show Mvr ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ329 

20.12 Show MvrɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ330 
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21. PORTɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ331 

21.1 Back-PressureɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ331 

21.2 Clear ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎ332 

21.3 DescriptionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ332 

21.4 DuplexɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ334 

21.5 EEEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ...ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ335 

21.6 FlowcontrolɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎ336 

21.7 Jumbo-FrameɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ337 

21.8 Medi a-TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ338 

21.9 ProtectedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ339 

21.10 Show ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ340 

21.11 SpeedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ341 

21.12 ShutdownɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ343 

 

22. PORT ERROR DISABLEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ345 

22.1 Errdisable Recovery CauseɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ.Ɏ345 

22.2 Errdisable Recovery ϥntervalɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ347 

22.3 Show Errdisable RecoveryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ347 

 

23. PORT SECURITYɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ349 

23.1 Port -Security (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ350 

23.2 Port -Security (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ350 

23.3 Port -Security Add ress-LimitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ351 

23.4 Show Port -SecurityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ352 

23.5 Show Port -Security ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ353 

 

24. PROTOCOL VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ354 

24.1 Vlan Protocol -Vlan Group (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ354 

24.2 Vlan Protocol -Vlan Group (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.Ɏ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ355 

24.3 Show Vlan Protocol -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ356 

24.4 Show Vlan Protocol -Vlan ϥnterfacesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎɎ357 

 

25. QOSɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ359 

25.1 QosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ360 

25.2 Qos CosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ361 

25.3 Qos MapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ362 

25.4 Qos QueueɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ366 

25.5 Qos RemarkɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ368 

25.6 Qos TrustɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ369 

25.7 Qos Trust (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ370 

25.8 Show QosɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ371 

25.9 Show Qos ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ371 

25.10 Show Qos MapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ372 

25.11 Show Qos QueueingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ373 

 

26. RATE LIMITɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎ375 

26.1 Rate Limit EgressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎ376 

26.2 Rate Limit Egress QueueɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ377 

26.3 Rate Limit ϥngressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ378 
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27. RMONɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ380 

27.1 RmonɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ381 

27.2 Rmon AlarmɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ383 

27.3 Rmon HistoryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ.ɎɎɎɎɎ385 

27.4 Clear Rmon ϥnterfaces StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ386 

27.5 Show Rmon ϥnterfaces StatisticsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ387 

27.6 Show Rmon EventɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ388 

27.7 Show Rmon Event LogɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ389 

27.8 Show Rmon AlarmɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ389 

27.9 Show Rmon HistoryɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ390 

27.10 Show Rmon History StatisticɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ391 

 

28. SNMPɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..392 

28.1 Show SnmpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ393 

28.2 Show Snmp CommunityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ394 

28.3 Show Snmp EngineidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ394 

28.4 Show Snmp GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ395 

28.5 Show Snmp HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ395 

28.6 Show Snmp TrapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ396 

28.7 Show Snmp ViewɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ396 

28.8 Show Snmp UserɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ397 

28.9 SnmpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ397 

28.10 Snmp CommunityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ397 

28.11 Snmp EngineidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ398 

28.12 Snmp Engineid RmoteɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ399 

28.13 Snmp GroupɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ400 

28.14 Snmp HostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ401 

28.15 Snmp TrapɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ403 

28.16 Snmp UserɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎ404 

28.17 Snmp ViewɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ...ɎɎɎ405 

 

29. SPANNING TREEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.407 

29.1 ϥnstance (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ410 

29.2 Name (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎ412 

29.3 Revision (Mst) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ413 

29.4 Show Spanning -TreeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ414 

29.5 Show Spanning -Tree Interface ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ414 

29.6 Show Spanning -Tree MstɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ415 

29.7 Show Spanning -Tree Mst ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ416 

29.8 Show Spanning -Tree Mst InterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ416 

29.9 Spanning -TreeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.417 

29.10 Spanning -Tree BpduɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ418 

29.11 Spanning -Tree Bpdu-FilterɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ419 

29.12 Spanning -Tree Bpdu -GuardɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ420 

29.13 Spanning -Tree CostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ420 

29.14 Spanning -Tree Forward -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ422 

29.15 Spanning -Tree Hello -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ423 

29.16 Spanning -Tree EdgeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ424 

29.17 SPANNING-TREE LINK-TYPEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ425 

29.18 Spanning -Tree Max-HopsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ426 
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29.19 Spanning -Tree Maximum -AgeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎ427 

29.20 Spanning-Tree McheckɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ428 

29.21 Spanning -Tree ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ429 

29.22 Spanning -Tree Mst ConfigurationɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ430 

29.23 Spann ing-Tree Mst CostɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ431 

29.24 Spanning -Tree Mst Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ432 

29.25 Spanning -Tree Mst PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎ434 

29.26 Spanning -Tree Pathcost MethodɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ435 

29.27 Spanning -Tree Port -PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎ436 

29.28 Spanning -Tree PriorityɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ437 

29.29 Spanning -Tree Tx-Hold -CountɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ438 

 

 

30. STORM CONTROLɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ440 

30.1 Show Storm -ControlɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ440 

30.2 Storm -ControlɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ441 

30.3 Storm -Control ActionɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ443 

30.4 Storm -Control ϥfgɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ444 

30.5 Storm -Control LevelɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ445 

30.6 Storm -Control UnitɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ446 

 

31. SYSTEM FILEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.448 

31.1 Boot SystemɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ448 

31.2 CopyɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ449 

31.3 DeleteɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ450 

31.4 Restore -Defau ltsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ451 

31.5 SaveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ451 

30.6 Show ConfigɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ452 

30.7 Show FlashɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ454 

 

32. SURVEILLANCE VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ455 

32.1 Surveillance -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ456 

32.2 Surveillance -Vlan (Interface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ457 

32.3 Surveillance -Vlan VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ458 

32.4 Surveillance -Vlan Oui-TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ459 

32.5 Surveillance -Vlan Cos (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ460 

32.6 Surveillance -Vlan Cos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎ461 

32.7 Surveillance -Vlan ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ462 

32.8 Survei llance-Vlan Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ463 

32.9 Show Surveillance -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ464 

 

33. TIMEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.465 

33.1 Clock SetɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ465 

33.2 Clock TimezoneɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ466 

33.3 Clock SourceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ467 

33.4 Clock Summer -TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ468 

33.5 Show ClockɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ470 

33.6 SntpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ471 

33.7 Show SntpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ472 
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34. UDLDɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ473 

34.1 Errdisable Recovery Cause UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ475 

34.2 UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ476 

34.3 Udld AggressiveɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ477 

34.4 Udld Message TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ478 

34.5 Udld ResetɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ478 

34.6 Show UdldɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ479 

 

35. VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..480 

35.1 VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ481 

35.2 Name (Vlan) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ482 

35.3 Switchport ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎ483 

35.4 Switchport Hybrid PvidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎ..ɎɎɎɎɎɎ484 

35.5 Switchport Hybrid Ingress -FilteringɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ.ɎɎɎɎɎɎɎɎɎɎɎ485 

35.6 Switchport Hybrid Acceptable -Frame-TypeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ486 

35.7 Switchport Hyb rid Allowed VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ487 

35.8 Switchport Access VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎ489 

35.9 Switchport Tunnel VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎ490 

35.10 Switchport Trunk Native VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎ491 

35.11 Switchport Trunk Allowed VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎ493 

35.12 Switchport Default -Vlan TaggedɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎ494 

35.13 Switchport Forbidden Defa ult -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ495 

35.14 Switchport Forbidden VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ496 

35.15 Switchport Vlan TpidɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎ498 

35.16 Management -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ498 

35.17 Show VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..Ɏ499 

35.18 Show Vlan ϥnterface MembershipɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ500 

35.19 Show Interface Switc hpor tɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ500 

35.20 Show Management -VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎ501 

 

36. VOICE VLANɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.502  

36.1 Voice-Vlan (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ504 

36.2 Voice-Vlan (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎ505 

36.3 Voice-Vlan VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎ506 

36.4 Voice-Vlan Oui-TableɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎ507 

36.5 Voice-Vlan Cos (Global) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ508 

36.6 Voice-Vlan Cos (ϥnterface) ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎ509 

36.7 Voice-Vlan ModeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎ511 

36.8 Voice-Vlan Aging-TimeɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ512 

36.9 Show Voice-VlanɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ513 

 

37. STATIC ROUTINGɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎ515 

37.1 ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎ516 

37.2 ϥpv4 RoutesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎ517 

37.3 ϥpv4 ArpɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ518 

37.4 ϥpv6 ϥnterfaceɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎɎ519 

37.5 ϥpv6 AddressɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ520 

37.6 ϥpv6 RoutesɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ..ɎɎɎɎɎɎɎɎɎɎɎ521 

37.7 ϥpv6 NeighborsɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ...ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ522 
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38. POEɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.523 

38.1 Poe Port SettingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ524 

38.2 Poe Port Schedule SettingɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎɎ.ɎɎɎɎɎɎɎɎɎɎɎɎɎ525 
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Introduction  

COMMANDO Soldier C2000 Layer  2 Managed Switch  Command Line Interface  

Guide  prov ides the basic concepts, configurat ion procedures, and configuration  

examples of the COMMANDO SoldierOS IP Base switches  which p rovides advanced 

L2+ switching and security features  along with  ACLs (MAC/IP/Port) based IPV4 and 

IPV6, L2/L3/L4 QoS , Static Routing  , Spanning Tree Protocol  (IEEE802.1D STP , 

IEEE802.1w RSTP, IEEE802.1s MSTP) SNMP v1/v2c/v3 , IGMP and MLD snooping, 

QinQ and selective QinQ, VLAN mapping, Voice VLAN,  Surveillance VLAN GVRP, 

Advanced multicast filtering , and IGMP snooping that optim ize voice and video 

applications , DHCP Client, DHCP Snooping,  DHCP Server, DHCP Snooping option82, 

DHCP Relay, RADIUS/TACACS+ authentication, SSH 2.0, Port isolation, Port security, 

MAC address learning limit, IP Source guard, Dynamic ARP inspection, Preventing 

man -in-the -middle attacks and  ARP DoS attacks, IP/Port/MAC binding . 

The COMMANDO SoldierOS IP Base switches  provides  CLI and WEBUI based 

PoE/PoE+ scheduling  Premium feature.  PoE/PoE+ Scheduling is a feature which 

allows you to specify the amount of t ime at scheduled time that power i s delivered  

to a PoE/PoE+ port  automatically making Switch intelligent . This not only can be 

used to save power when devices are not in use, but  as a security  feature to 

prevent wireless access from being available outside  of business hours . It is 

possible  to set a schedule  for PoE/PoE+, a start time, an end time and which ports 

the PoE/PoE+ schedule  applies to.  

 

Intended Audience:  

This document is intended for:  

Network Device configuration and Troubleshooting Engineers  

Internetworking Professionals and Experts  

System maintenance engineers  
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Command Symbols  

 The command symbols that may be found in this document are defined as follows.  

Table 1.  General command symbols  

Symbols  Description  

Boldface  

 

The keywords of a com mand line are in boldface . 

These Keywords are command syntax.  

Italic Command arguments are in italics.  

[ ]  Items (keywords or arguments) in brackets [ ] are 

optional.  

< > Compulsory input.  

{ } Optional items.  

|  Separated by vertical bars. One item i s selected.  

#  # sign is comment s. 
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Management Access Modes  

COMMANDO SoldierOS IP Base switches Management is made easy via a web -

based Graphical User Interface (WEBUI) access via HTTP/HTTPS or industry -

standard Command Line Interface (CLI) via Console /Telnet with administration 

traffi c protected via , SNMP v1/v2C/v3, SSH v1/v2, RMON v1/v2 which enables the 

switch to be polled for valuable status information and allows it to send traps when 

abnormal events occur.  

Simplified Configuration and Management  

Zero -Touch Provisioning (ZTP) sim plif ies installation of the switch.  

Easy to manage via Console/ web-Based Management (WEBUI)/Telnet/SSH/ 

HTTPS. 

Remote Manageability    

Remote management is the process that allows the administrators to take full 

control of al l operations using a remote. Thi s remote management via WEBUI / 

Telnet/ SSH/ HTTPS will reduce time and money spent on management and 

maintenance and physical presence of Network Engineer.  

Management by CLI - Console, Telnet (RFC854) up to 3 sessions 

Manage ment by Web  UI- HTTP, HTTPS for  management Based on Remote 

Configuration  and maintenance Using Telnet . 

In this CLI guide we will understand Management by Command Line Interface  (CLI) 

through  console port, telnet management mode . 
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Accessing the Switch v ia console port  

How to Login COMMAND O Series C2000 via console port ? 

The console interface is used by connecting the Switch to a n VT100ɀcompatible 

terminal or a computer running an ordinary  terminal emulator program (e.g., the 

HyperTerminal program include d with the Windows operating sys tem)  using an RSɀ

232C serial cable. Your terminal parameters will need to be set to:  

ɍ VTɀ100 compatible  

ɍ 115200 baud 

ɍ 8 data bits 

ɍ No parity 

ɍ One stop bit 

ɍ No flow control 

Users may also access the same functions over a Telnet interface. Once you hav e 

set an IP address for your Switch, you can use a  Telnet program (in VT ɀ100 

compatible terminal mode) to access and control the Switch. All the screens are 

identical, whether  accessed from the console port or from a Telnet interface.  

Step 1: Connect t he Switch console port with PC/Laptop via console cable.  
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Fig-1. Connection of console port with PC/Laptop via console cable.  

Step 2: The communication parameters configuration of the Putty Terminal with 

console is shown b elow Baud rate (Speed):  115200 
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Fig-2. Putty configuration in PC for console port access  

Step 3:    Click on ɈOpenɉ. You will get following window.  

 

With the console  port properly connected to a management computer, the 

following screen should be visible . 
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Fig-3. COMMANDO Series C2000 Switch CLI access via console port  

How to Login COMMANDO Series C2000 WEBUI and Enable Telnet?  

Before Accessing Command Li ne Interface via telnet you have to login to WEBUI of 

COMMANDO C2000 Switch.  Connect one Ethernet port to your system with  RJ45 

LAN cable.  

 

 

 

Fig-4. COMMANDO Series C2000 Switch port connected with PC via RJ45 LAN cable.  
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In PC following LAN setting requ ired.  

¶ Open Network and sharing center .  

¶ Click change Adapter  settings.  

¶ Double click on Local Area Connection . 

¶  Click Prope rties .  

¶ Double click on Internet Protocol Version 4  (TCP/IPv4)  option and set default 

IP as shown below . 

IP Address:  : 192.168.0.(2-254)  

Subnet Mask: 255.255.255.0  

Default Gateway: 192.168.0.1  

 

 

 

 

 

 

 

 

 

 

 

Fig-5. Local Area Connection  properties for Web In terface  
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Now Open any web browser type http://192.168.0.1  and hit ɈEnterɉ following 

window will app ear. 

 

Fig-6. COMMANDO C2000 Switch WEBUI Administrator Login Page  

Use following login d etails to enter in WEBUI mode,  

Username: admin  

Password: ********  

(Note:  Password is mentioned on backside of device)  

 

Enter the login button. COMMANDO C2000 series s witch starting Page appears .  

 

 

 

 

 

http://192.168.0.1/
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Fig-7. COMMANDO C2000 Switch WEBUI starting Page  

 

Following steps are required to ac cess CLI via telnet lines.  

Click on "Management"   

Click on "Management Access  

Click on "Management Services  

Telnet Click on     

 ɈApplyɉ and ɈSaveɉ the configuration.  

 

This is required stage before accessing COMMANDO C2000  Switch Command Line 

Interface (CLI) to enable ɈTelnetɉ. By default,  ɈTelnetɉ service is disabled so you 

have to enable it . 

To view and configure Telnet, SSH,  HTTP, HTTPS, SNMP along with, Session Timeout,  

Password Retry Count,  Silent Time click on Managem ent >>Management 

Access>>Management S ervice   

Note:  By default HTTP access is enabled.  

Now you will be able to login through Telnet by using any putty software . 
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Fig-8. COMMANDO C2000 Switch Management Access service.   

 

 

Users access CLI through TELNET  

Following are t he steps to access  CLI via telnet.  
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Step 1: Connect the LAN port of PC /Laptop  with any Ethernet port  of the switch by 

LAN cable. 

Step 2: The communicatio n parameters configuration of the Putty Terminal with 

TELNET is shown below: 

IP Address: 192.168.0.1 

Port: 23 

 

 

 

 

 

 

 

 

 

 

 

Fig-9. Putty configuration in PC for Telnet access  

 

Step 3: Click on ɈOpenɉ. You will get following window.  

Username: admin  

Password:  ********  

(Note : Password is mentioned on backside of device)  
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Fig-10. COMMANDO Series C2000 Switch CLI access via telnet  
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1. ADMINISTRATION  

General commands used in C2000 Series Switches are described in the 

Administration . The switch administration is to perform some basic switch 

administration tasks.  

 

1.1 CONFIGURE 

Use Ɉconfigure terminal ɉ command to enter global confi guration mode. In global 

configuration mode, the prompt will show as ɈSwitch(config)#ɉ. 

 

Switch# configure terminal  

Switch(config)#  

 

Syntax  configure  

Mode   Privileged EXEC 

Example  This example shows how to enter global con figuration mode.  

Switch#confi gure terminal  terminal  

Switch(config)#   
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1.2 CLEAR ARP 

Use Ɉclear arp-cacheɉ command to clear all or specific one arp entry.  

 

Switch# clear arp -cache  

 

Syntax clear arp -cache  

Mode  User EXEC Privileged EXEC 

Example This example shows how to clear all a rp entries.  

Switch# clear arp -cache  

 
 

Used to clear the non aged out unavailable ARP entries  
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1.3 CLEAR SERVICE 

 

Use Ɉclear serviceɉ command to kill all existing sessions for the select service.  

 

Switch# clear (authentication |gvrp|interfaces|ip|ipv6 

|lac p|line|lldp|logging|mac|mvr|port - security|rmon|spanning -tree)  

 

Syntax clear (authentication|gvrp|interfaces|ip|ipv6 

|lacp|line|lldp| logging|mac|mvr|port -

security|rmon|spanning -tree)  

Mode  Privileged EXEC 

Example This example shows how to clear interfaces , 

Switch# clear interfaces GigabitEthernet  1 counters  
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1.4 ENABLE 

In User EXEC mode, user only allows to do a few actions. Most of commands are 

only available in privileged EXEC mode. Use Ɉenableɉ command to enter the 

priv ileged mode to do more action s on switch. ϥn privileged EXEC mode, use Ɉexitɉ 

command is able to go back to user EXEC mode with original user privilege level. If 

you need to go back to user EXEC mode with different privilege level, use Ɉdisableɉ 

command to  specify the privilege level you need. In privileged EXEC mode, the 

prompt will show ɈSwitch#ɉ. 

 

Switch>enable [ <1-15>] 

Switch#disable [ <1-14>] 

 

Syntax  enable [ <1-15>] 

disable [ <1-14>] 

Parameter  <1-15> Specify privileged level to enable  

<1-14> Specify pri vileged level to disable  

Default  Default privilege level is 15 if no privilege level is specified on 

enable command.  

Default privilege level is 1 if no privilege  level is specified on 

disable command.  

Mode  User EXEC 

Example  This example shows how to en ter privileged EXEC mode and 

show current privilege level.  

Switch>enable  

Password:  

Switch# show privilege  

 
 

Switch# dis able  

Switch> 
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1.5 END 

Use Ɉendɉ comman d to return to privileged EXEC mode directly. Every mode except 

User EXEC mode has the Ɉendɉ command.  

 

Switch#configure ter minal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# end  

 

Syntax end  

Mode  Privileged EXEC Global Configuration  

Inte rface Configuration  

Line Configuration  

Example This example shows how to enter Interface Con figuration 

mode and use end c ommand to go back to privileged EXEC 

mode  

Switch#configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# end 

Switch#   
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1.6 EXIT 

In User EXEC mode, Ɉexitɉ command will close current CLI session. In  other modes, 

Ɉexitɉ command will go to the parent mode. And every mode has the Ɉexitɉ 

command.  

 

Switch# exit  

 

Syntax exit  

Mode  User EXEC Privileged EXEC Global Configuration Interface 

Configuration Line Configuration  

Example This example shows how to en ter privileged EXEC mode and 

use exit command to go back to user EXEC mode.  

Switch>enable  

Switch# exit  

Switch>  
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1.7 HISTORY 

Use Ɉhistoryɉ command to specify  the maximum commands history number for 

CLI running on console, telnet or ssh service. Every command input by user will 

record in history buffer. If all history commands exceed configured history number, 

older ones will be deleted from buffer. Use Ɉno historyɉ to disable the history 

feature. And use Ɉshow historyɉ to show all history commands. 

 

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# history 100  

Switch(config -line)# exit  

 

Syntax history <1-256> 

no history  

Parameter  <1-256>Specify maximum CLI history entry number.  

Default  Default maximum history entry number is  128. 

Mode  Line Configuratio n 

 This example shows how to change console history number to 

100, telnet history number to 150 and ssh history number to 

200. 

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# history 100  

Switch(con fig-line)# exit  

Switch(config )# line telnet  

Switch(config -line)# history 150  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# history 200  

Switch(config -line)# exit  

This example shows how show line information.  

Switch# show line  
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This example shows how show his tory commands.  

Switch# show history  
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1.8 HOSTNAME 

Use Ɉhostnameɉ command to modify hostname of the switch. The system name is 

also used to be CLI prompt.  

 

Switch# configure terminal  

Switch(config)# hostname {WORD} 

 

 

Syntax hostname {WORD} 

Parameter  WORD Specify the hostname of the switch.  

Default  Default name string is ɈSwitchɉ. 

Mode   Global Configuration  

Example  This example shows how to modify contact information  

Switch# configure terminal  

Switch(config)# hostname co mmando  

commando(config)#  
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1.9 INTERFACE 

Some configurations are port based. To configure these configurations, we need to 

enter Interface Configura tion mode to configure them. Use Ɉinterfaceɉ command 

to enter the Interface Configuration mode and sele ct the port to be co nfigured. In 

Interface Configuration mode, the prompt will show as ɈSwitch(config- if)#ɉ 

 

Switch# configure terminal  

Switch(config)# interface {IF_PORTS} 

Switch(config)# interface range {IF_PORT starting - IF_PORT ending } 

 

Syntax interf ace {IF_PORTS} 

inter face range {IF_PORTS} 

Parameter  IF_PORTSSpecify the port to select. This parameter allows partial 

port name and ignore case.  

For Example:  

GigabitEthernet 1 , Gigabit Ethernet 2, GigabitEthernet 3 and so on  

If port range is specified, the list format is also available.  

For Example: 

gi1,3,5 

gi2,gi1-3  

Mode  Global Configuration  

Usage Some configurations are port based. In order to configu re these 

configurations, we need to enter Interface Configuration mode to 

configure them. Use Ɉinterfaceɉ command to enter the Interface 

Configuration mode and select the port to be configured. In 

Interface Configuration mode, the prompt will show as 

ɈSwitch(config - if)#ɉ 

Example This example shows how to enter Interface Configuration mode  

Switch# configure  terminal  

Switch(con fig)# interface GigabitEthernet 1  

Switch(config -if)#   

 
 

Switch# configure terminal  
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Switch(config)# interface range GigabitEthernet 1 -3 

Switch(config -if -range)# 
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1.10 IP ADDRESS 

Use Ɉip addressɉ command to modify administration ipv4 address. This addres s is 

very important. When we try to use telnet, ssh, http, https, snmp to connect to the 

switch, we need to use this ip address to ac cess C2000 series switches . 

Note : By default,  Switch has 192.168.0.1 as access IP. 

 

Switch# configure te rminal  

Switch(config)# ip address {A.B.C.D} [mask {A.B.C.D}] 

 

Syntax ip address A.B.C.D [mask A.B.C.D]  

Parameter  address A.B.C.D Specify IPv4 address for switch  

mask A.B.C.D Specify net mask address for switch  

Default  Default IP address is 192.168. 0.1 and default net mask is 

255.255.255.0. 

Mode  Global Configuration  

Example This example shows how to modify the ipv4 address of the 

switch.  

Default s etting of C2000 series Switches  

 
Switch# configure terminal  

Switch(config)# ip address 192.168.1. 1 mask 255.2 55.255.0  

 
 After this configuration you can access Switch with 192.168.1.1 

IP address. 

 

Accessing New IP address with Telnet.  
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This way to access with newly set IP address.  
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1.11  DEFAULT-GATEWAY 

Use Ɉip default-gatewayɉ command to modify default ga teway address.  And use 

Ɉno ip default-gatewayɉ to restore default gateway address to factory default.  

 

Switch# configure terminal  

Switch(config)# ip  default -gateway {A.B.C.D} 

 

Switch(config)# no ip default -gateway  

 

Syntax ip default -gateway {A.B.C.D} 

no ip default -gatewa y 

Parameter  A.B.C.D Specify default gateway IPv4 address for switch  

Default  Default IP address of default gateway is 192.168. 0.254. 

Mode  Global Configuration  

Example  This example shows how to modify the ipv4 address of the 

switch.  

Switch#configure ter minal  

Switch(config)# ip default -gateway 192.168.1.10  

This example shows how to show current ipv4 default gateway 

of the switch.  
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1.12 IP DHCP 

 

Use Ɉip dhcpɉ command to enabled dhcp client to get IP address from remote 

DHCP server. 

Use Ɉno ip dhcpɉ command to disabled dhcp client and use static ip address.  

 

Switch# configure terminal  

Switch(config)# ip  dhcp  

 

Switch(config)# no ip dhcp  

 

Syntax ip  dhcp  

no ip dhcp  

Default  Default DHCP client is disabled.  

Mode  Global Configuration  

Example This example  shows how to enable dhcp client.  

Switch# configure terminal  

Switch(config)# ip dhcp  

This example shows how to show current dhcp clien t state of 

the switch.  

Switch# show ip dhcp  
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1.13 IPV6 AUTOCONFIG 

Use Ɉipv6 autoconfigɉ command to enabl ed IPv6 auto configuration feature. Use 

Ɉno ipv6 autoconfigɉcommand to disabled IPv6 auto configuration feature.  

 

Switch# configure terminal  

Switch(config)# ipv6  autoconfig  

 

Switch(config)# no ipv6 autoconfig  

 

Syntax ipv6  autoconfig  

no ipv6 autoconfig  

Default  Default IPv6 auto config is enabled.  

Mode  Global Configuration  

Example This example shows how to enable IPv6 auto config.  

Switch# configure terminal  

Switch(config)#  ipv6 autoconfig  

This example shows how to show current IPv6 auto config 

state.  

Switch# show ipv6  
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1.14 IPV6 ADDRESS 

Use Ɉipv6 addressɉ command to specify static IPv6 address.  

 

Switch# configure terminal  

Switch(config)# ipv6 add ress {X:X::X:X} prefix <0-128> 

 

Syntax ipv6 address X:X::X:X prefix <0-128> 

Parameter  address X:X::X:X Specify IPv6 address for switch  

prefix <0-128> Specify IPv6 prefix length for switch  

Mode  Global Configuration  

Example

  

This example shows how to add st atic ipv6 address of the switch.  

Switch# configure terminal  

Switch(config)# ipv6 address fe80::20e:2eff:fef1: 4b3c prefix 12 8 

This example shows how to show current ipv6 address of the switch.  

Switch# show ipv6  
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1.15 IPV6 DEFAULT-GATEWAY 

Use Ɉipv6 default -gatewayɉ command to modify default gateway IPv6.  

 

Switch# configure terminal  

Switch(config)# ipv6 default -gateway {X:X::X:X} 

 

Syntax ipv6 default -gateway {X:X::X:X} 

Parameter  X:X::X:X Specify default gateway IPv6 address for switch  

Mode  Global Config uration  

Example

  

This example shows how to modify the ipv6 default gateway address 

of the switch.  

Switch# con figure termina l 

Switch(config)# ipv6 default -gateway fe80::dcad:beff:feef:103  

Switch# show ipv6  
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1.16 IPV6 DHCP 

Use Ɉipv6 dhcpɉ command to ena bled dhcpv6 client to get IP address from remote 

DHCPv6 server. Use Ɉno ipv6 dhcpɉ command to disabled dhcpv6  client and use  

static ipv6 address or ipv6 auto config address.  

 

Switch# configure terminal  

Switch(config)# ipv6 dhcp  

 

Switch(config)# no ipv6 dhcp  

 

Syntax ipv6 dhcp  

no ipv6 dhcp  

Default  Default DHCPv6 client is disabled.  

Mode  Global Configuration  

Example  This exampl e shows how to enable dhcp client.  

Switch# configure terminal  

Switch(config)# ipv6 dhcp  

This example shows how to show current dhcpv6 client state 

of the switch.  

Switch# show ipv6  
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1.17 IP SERVICE 

This is one of very important command t o enable/disabl e management access via 

CLI. Use Ɉip (telnet | ssh | http | https)ɉ command to enable all kinds of  

management services. Such as telne t, ssh, http and https  from CLI.  

 

Switch# configure terminal  

Switch(config)# ip (telnet | ssh | http | https)  

 

Switch(config )# no ip (telnet | ssh | http | https)  

 

Syntax ip (telnet | ssh | http | https)  

no ip (telnet | ssh | http | https)  

Parameter  telnet  Enable/Disable telnet service  

ssh Enable/Disable ssh service  

http Enable/Disable http service  

https Enable/ Disable https s ervice 

Default  Default telnet service is disabled.  

Default ssh service is disabled.  

Default http service is enabled.  

Default https s ervice is disabled.  

Mode  Global Configuration  

Example This example shows how to enable telnet service and show 

current te lnet service status.  

Switch# configure terminal  

Switch(config)# ip telnet  

Telnet daemon enabled.  

Switch(config)# exit  

Switch# show lin e telnet  
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This example shows how to enable https service and show 

current https service status.  

Switch# conf igure terminal  

Switch(config)# ip https   

Switch(config)# exit  

Switch# show ip https  
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1.18 IP SESSION-TIMEOUT 

Use Ɉip session-timeoutɉ command to specify the session timeout value for http 

or https service. When user login into WEBGUI and do not do an y action after 

session timeout will be logged out.  

 

Switch# configure terminal  

Switch(config)# ip (http | https) session -timeout <0-86400> 

 

Syntax ip  (http | https) session -timeout <0-86400> 

Parameter  httpSpecify session timeout for http service.  

https Spe cify session ti meout for https service.  

<0-86400>Specify session timeout minutes. 0 means never 

timeout.   

Default  Default session timeout for http and https is 10 minutes.  

Mode  Global Configuration  

Example  

 

This example shows how to change http sessio n timeout to 

15min and https session timeout to 20min  

Switch# configure terminal  

Switch(config)# ip http session -timeout 15  

Switch(config)# ip https session -timeout 20  

This example shows how to enable https service and show 

current https service status.  

Switch# show ip ht tp  

Switch# show ip https  

 
  

 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 50 

 

1.19 IP SSH 

 

Use Ɉip sshɉ command to generate the key files for ssh connection.  

 

Switch# configure te rminal  

Switch(config)# ip ssh (v1|v2|all)  

 

Switch(config)# no ip ssh (v1|v2|all ) 

 

Syntax ip ssh (v1|v2|all)  

no ip ssh (v1|v 2|all ) 

Parameter  v1 Generate/Delete version 1 key files  

v2 Generate/Delete version 2 key files  

all Generate/Delete version 1 and 2 k ey files 

Default  Version 2 key files will be generated by default  

Mode  Global Configuration  

Example  

 

This example shows  how to delete and re -generate ssh version 2 

key files.  

Switch# configure terminal  

Switch(config)# no ip ssh v2  

Switch(config)#  do sh ow flash  

Switch(config)# ip ssh v2  

Switch(config)# do show flash  
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1.20 LINE 

 

Some configurations are lin e based. To configure these configurations, we need to 

enter Line Configuration mode to configure them. Use Ɉlineɉ command to enter the 

Line Configuration mode and select the line to be configured.  In Line Configuration 

mode, the prompt will show as ɈSwitch(confi g-line)#ɉ 

 

Switch#configure terminal  

Switch(config)# line ( console | telnet | ssh )  

 

Syntax line ( console | telnet | ssh )  

Paramet er console  Select console line to configure.  

Telnet             Select telnet line to configure.  

Ssh                 Select ssh line to configure.  

Mode  Global Configuration  

Example This example shows how to enter Interface Configuration 

mode  

Switch# confi gure  

Switch(config)# line console  

Switch(config -line)#   

 
 

 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 52 

 

1.21 REBOOT 

 

Use Ɉrebootɉ command to make system hot  restar t. Switch will be Power OFF and 

again ON ( Restart ) with this command.  

  

Switch# reboot  

 

Syntax reboot  

Mode  Privileged EXEC 

Example  This example shows how to restart the system  

 
Switch# reboot  
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1.22 ENABLE PASSWORD 

Use Ɉenable passwordɉ comman d to ed it password for each privilege level for 

enable authentication. Use Ɉno enableɉ command to restore enable password to 

default empty v alue. The only way to show this configuration is using  Ɉshow 

running -configɉ command.  

 

Switch# configure terminal  

Switch(con fig)# enable [privilege <1-15>] (password UNENCRYPY -

PASSWORD | secret UNENCRYPY -PASSWORD | secret encrypted 

ENCRYPT-PASSWORD) 

 

Switch(config)# no enable [privilege <0-15>] 

 

Syntax enable [privilege <1-15>] (password UNENCRYPT -

PASSWORD | secret  

UNENCRYPT-PASSWORD | secret encrypted ENCRYPT -

PASSWORD) 

no enable [privilege <0-15>] 

Parameter  privilege <0-15>Specify the privilege level to con figure. If no 

privilege level is specified, default is 15.  

password UNENCRYPT -Specify password string and make it 

not encry pted.  

secret UNENCRYPT - PASSWORDSpecify password string and 

make it encrypted.  

secret encrypted ENCRYPT - PASSWORD Enter an encrypted 

password. Use this keyword to enter a password that is 

already encrypted (for instance, a password that you copied 

from ano ther the configuration file of another device).   

Default  No default enable password for all privilege levels . 

  

Mode  Global Configu ration  

Example  

 

This example shows how to edit enable password for privilege 

level 15 

Switch#configure terminal  

Switch(config)# enable password  abc 
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Configuration of privileged level for enable passwords  

This example shows how to set privilege level f or  enable 

password . 

Switch#configure terminal  

Switch(config)# enable privilege 15 secret xyz  
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1.23 EXEC-TIMEOUT 

Use Ɉexec-timeoutɉ command to specify the session timeout value for CLI running 

on console, telnet or ssh service. When user login into  CLI and do not do any action 

after session timeout will be logged out from the CLI session.  

 

Switch# configure termi nal  

Switch(config)# line console  

Switch(config -line)# exec -timeout <0-65535> 

 

Syntax exec -timeout <0-65535> 

Parameter  <0-65535>Specify session timeout minutes. 0 means never 

timeout  

Default  Default session timeout for all lines are 10 minutes.  

Mode  Line Configuration  

Example  

 

This example shows how to change console session timeout to 

15min, telnet session timeout to 20min and ssh session  

timeout to 25min.  Timeout after specified minutes (0 means 

no timeout)  

Switch# configure terminal  

Switch(config)# li ne cons ole  

Switch(config -line)# exec -timeout 15  

Switch(config -line)# exit  

Switch(config)# line telnet  

Switch(config -line)# exec -timeout 20  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# exec -timeout 25  

Switch(config -line)#  exit  

This example shows how show line information.  

Switch# show line  
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1.24 PASSWORD-THRESH 

Use Ɉpassword-threshɉ command to specify the passw ord fail retry number for 

CLI running on console, telnet or ssh service. When user input password to login 

and authe nticate  failed, the fail retry number will increase one. After fail retry 

number exceed configured one, the CLI will block login for the per iod of silent time 

which configured by the command Ɉsilent-timeɉ. 

 

Switch# configure terminal  

Switch(config)# line co nsole  

Switch(config -line)# password -thresh 4  

 

Syntax password -thresh <0-120> 

Parameter  <0-120>Specify password fail retry number. 0 means  no limit.  

Default  Default password fail retry number is 3.  

Mode  Line Configuration  

Example  

 

This example shows how to change console fail retry number 

to 4, telnet fail retry number to 5 and ssh fail retry number to 

6. The number of allowed password a ttempts. (Range: 0 -120; 

0: no threshold)  

Switch# configure terminal  

Switch(config)# line console  

Switch(config -line)# passw ord -thresh 4  

Switch(config -line)# exit  

Switch(config)# line telnet   

Switch(config -line)# password -thresh 5  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)# password -thresh 6  

Switch(config -line)# exit  

This example shows how sh ow line  information.  

Switch# show line  
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1.25 PING 

Ping (Packet Internet Groper) tests the connection between two network nodes by 

sending packets to a host and measure the round -trip time. Use Ɉpingɉ command 

to do network ping diagnostic.  

 

Switch# pin g HOSTNAME [count <1-999999999>] 

 

Syntax ping HOSTNAME [count <1-999999999>] 

Parameter  HOSTNAME Specify IPv4/IPv6 address or domain name to  ping.  

count <1-999999999> Specify how many times to ping.  

Mode  User EXEC 

Privileged EXEC 

Example 

 

This example sho ws how to ping remote host 192.168. 0.21 

Switch# ping 192.168.0. 21 
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1.26 TRACEROUTE 

Traceroute discovers the IP routes along which packe ts were forwarded by sending 

an IP packet to the target host and back to the device. The Trace route page shows 

each hop be tween the device and a target host, and the round -trip time to each 

such hop.  

Use Ɉtracerouteɉ command to do network trace route diag nostic.  

 

Switch# traceroute  {A.B.C.D} [max_hop <2-255>] 

 

Syntax Traceroute  {A.B.C.D} [max_hop <2-255>] 

Paramete

r 

A.B.C.D Specify IPv4 to trace.  

max_hop <2-255>Specify maximum hop to trace.   

Mode   User EXEC 

Privileged EXEC 

Example This example shows how to trace route host 192.168. 0.21. 

Switch# traceroute 192.168. 0.21 
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1.27 SHOW ARP 

Use Ɉshow arpɉ command to show a ll arp entries.  

 

Switch# show arp  

 

Syntax show arp  

Mode  User EXEC 

Privileged EXEC 

Example

  

This example shows how to show arp entries.  

Switch# show arp  
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1.28 SHOW CPU UTILIZATION  

Use Ɉshow cpu utilizationɉ command to show current CPU utilization.  

 

Switch# show cpu utilization  

 

Syntax show cpu utilization  

Mode  Privileged EXEC 

Example  This example shows how to show current CPU utilizat ion.  

Switch# show cpu utilization  
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1.29 SHOW HISTORY 

Use Ɉshow historyɉ to show commands we input before.  

 

Switch# show history  

 

Syntax show history  

Mode  User EXEC  

Privileged EXEC  

Global Configuration  

Example This example shows how show history commands.  

Switch# show history  
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1.30 SHOW INFO 

Use Ɉshow infoɉ command to show system summary information.  

 

Switch# sho w info  

 

Syntax show info  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show system version.  

Switch# show info  
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1.31 SHOW IP 

Use Ɉshow ipɉ command to show system IPv4 address, net mask and default 

gateway.  

 

Switch# show ip  

 

Syntax show ip  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current ipv4 address of the 

switch.  

Switch# show ip  
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1.32 SHOW IP DHCP 

Use Ɉshow ip dhcpɉ command to show IPv4 dhcp client enable state.  

  

Switch# show ip dhcp  

 

Syntax  show ip dhcp  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current dhcp client state of 

the switch.  

Switch# show ip dhcp  
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1.33 SHOW IP HTTP 

Use Ɉshow ip httpɉ command to show HTTP/HTTPS information.  

 

Switch# show ip (ht tp|http s) 

 

Syntax show ip (http|https)  

Mode  Privileged EXEC 

Example  This example shows how to show current ipv4 address of the 

switch.  

Switch# show ip http  

Switch# show ip https  
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1.34 SHOW IPV6 

Use Ɉshow ipv6ɉ command to show system IPv6 address, net mas k, default 

gateway and auto config state.  

 

Switch# show ipv6  

 

Syntax show ipv6  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show current ipv6 address of the 

switch.  

Switch# show ipv6  
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1.35 SHOW LINE 

Use Ɉshow lineɉ command  to sho w all line configurations including session 

timeout, history count, password retry number and silent time. For telnet and ssh, it 

also shows the service enable/disable state.  

Switch# show line [(console | telnet | ssh)]  

Syntax show line [(console | t elnet |  ssh)]  

Parameter  console  Select console line to show.   

telnet  Select telnet line to show.   

Ssh Select ssh line to show.  

Mode  Privileged EXEC 

Example  

 

This example shows how show all linesɅ information. 

Switch# show line  
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1.36 SHOW MEMORY STATISTICS 

Use Ɉshow memory statisticsɉ command to show current memory utilization.  

 

Switch# show memory statistics  

 

Syntax show memory statis tics  

Mode  Privileged EXEC 

Example  This example shows how to show current system memory 

statistics.  

Switch# show m emory s tatistics  
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1.37 SHOW PRIVILEGE 

Use Ɉshow privilegeɉ command to show the privilege level of the current user.  

 

Switch# show privileg e 

 

Syntax show privilege  

Mode  User EXEC 

Privileged EXEC 

Example This example shows how to show arp entries.  

Switch# show privilege  
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1.38 SHOW USERNAME 

Use Ɉshow usernameɉcommand shows all user accounts in local database.  

 

Switch# show username  

 

Syntax show username  

Mode  Privileged EXEC 

Exampl

e  

This example shows how to show existing user accounts.  

Switch# show u sername  
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1.39 SHOW USERS 

Use Ɉshow usersɉ command show information of all active users.  

 

Switch# show users  

 

Syntax show users  

Mode  Privileged EXEC 

Example  This example shows how to show existing user accounts.  

Switch# show users  
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1.40 SHOW VERSION 

Use Ɉshow versionɉ command to show loader and firmware version and build 

date.  

 

Switch# show version  

 

Syntax show version  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to show system version.  

Switch# show version  
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1.41 SILENT-TIME 

Use Ɉsilent timeɉ command to specify the silent time for CLI running on console, 

telnet or ssh service. When user input password to lo gin and authenticate failed, 

the fail retry number will increase one. After fail retry number exceed configured 

one, the CLI will block login for the period of silent time which configured by the 

command Ɉsilent-timeɉ. 

Switch# configure terminal  

Switch(conf ig)# line {console|telnet|ssh|http}  

Switch(config -line)# silent -time  <0-65535> 

 

Syntax silent -time <0-65535> 

Parameter  <0-65535>Specify silent time with unit seconds. 0 means do 

not salient.  

Default  Default silent time is 0.  

Mode  Line Configuration  

Example  This example shows how to change console silent time to 10, 

telnet silent time to 15 and ssh silent time to 20.  

Switch#configure terminal  

Switch(config)# line console  

Switch(config -line)# silent -time 10  

Switch(config -line)# exit  

Switch(config)# line  telnet  

Switch(config -line)# silent -time 15  

Switch(config -line)# exit  

Switch(config)# line ssh  

Switch(config -line)#  silent -time 20  

Switch(config -line)# exit  

This example shows how show line information.  

Switch# show line  
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1.42 SSL 

Use Ɉsslɉ command  to generate security certificate files such as RSA, DSA.  

 

Switch# ssl 

 

Syntax ssl 

Mode  Global Configuration  

Example

  

This example shows how to generate certificate files.  

Switch# ssl 

 
Switch# show flash  
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 1.43 SYSTEM NAME 

Use Ɉsystem nameɉ command  to modify system name information of the switch. 

The system name is also used to be CLI prompt.  

 

Switch# configure t erminal  

Switch(config)# system name {NAME} 

 

Syntax system name {NAME} 

Parameter NAME  NAME Specify system name string.  

Default  Default name string is ɈSwitchɉ. 

Mode  Global Configuration  

Example This example shows how to modify contact information  

Switch#config ure terminal  

Switch(config)# system name commando   

commando(config)#  

commando# show info  
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1.44 SYSTEM CONTACT 

Use Ɉsystem contactɉ command to modify contact information of the switch.  

 

Switch# configure terminal  

Switch(config)# system contact {CONTACT} 

 

Syntax system contact {CONTACT} 

Parameter  CONTACT Specify contact string.  

Default  Default contact string is ɈDefault Contactɉ. 

Mode  Global Configuration  

Example  This example shows how to modify contact information  

Switch# configure terminal  

Switch(c onfig)# system contact call commando  

Switch# show info  
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1.45 SYSTEM LOCATION 

Use Ɉsystem locationɉ command to modify location in formation of the switch.  

 

Switch# configure terminal  

Switch(config)# system location {LOCATION} 

 

Syntax system locati on {LOCATION} 

Parameter  LOCATION Specify location string.  

Default  Default location string is ɈDefault Locationɉ. 

Mode  Global Configurati on 

Example  This example shows how to modify contact information  

Switch# configure terminal   

Switch(config)# system locatio n home  

This example shows how to show system location information  

Switch# show info  
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1.46 TERMINAL LENGTH 

Use Ɉterminal lengthɉ command to specify the maximum line number the 

terminal is able to print.  

 

Switch# terminal length <0-24> 

 

Syntax ter minal l ength <0-24> 

Parameter  <0-24>Specify terminal length value. 0 means no limit.  

Default  Default terminal length is 24.  

Mode  User EXEC 

Privileged EXEC 

Example  This example shows how to change terminal length.  

Switch# terminal length 3  

Switch# sho w runni ng-config  
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1.47 USERNAME 

Use Ɉusernameɉ command to add a new user account or edit an existing user 

account. And use Ɉno usernameɉ to delete an existing user account. The user 

account is a local database for login authentication.  

  

Switch# confi gure te rminal  

Switch(config)# username WORD<0-32>[privilege (admin|user|<0 -15>)] 

(nopassword | password UNENCRYPY -PASSWORD | secret UNENCRYPY -

PASSWORD | secret encrypted ENCRYPT -PASSWORD) 

Switch(config)# no username WORD<0-32> 

 

Syntax username WORD<0-32>[pr ivilege  (admin|user|<0 -15>)] 

(nopassword | password UNENCRYPY -PASSWORD | secret 

UNENCRYPY-PASSWORD | secret encrypted ENCRYPT -

PASSWORD) 

no u sername WORD<0-32> 

Parameter  Username WORD<0-32> Specify username to add/delete/edit.  

privilege  admin  Specify privil ege level to be admin (privilege 15)  

privilege  user  Specify privilege level to be user (privilege 1)  

privilege <0-15> Specify custom privile ge level password.  

UNENCRYPY- PASSWORD Specify password string and make it not 

encrypted.  

Secret UNENCRYPY- PASSWORD Specify password string and make 

it encrypted.  

secret encrypted ENCRYPT - PASSWORD Enter an encrypted 

password. Use this keyword to enter a password that is already 

encrypted (for instance, a password that you copied from another 

the configuration file of a nother  device). 

Default  Default username Ɉadminɉ has password Ɉcommandoɉ with 

privilege 15.  

Mode  Global Configuration  
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Example

  

This example shows how to add a new user account.  

Switch#configure terminal  

Switch(config)# username  test  secret passwd  

This example  shows how to show existing user accounts.  

Switch# show username  
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2. AAA (Authentication, Authorization, Accounting)  

 

The AAA feature allows you to verify the identity of  grant access to, and track the 

actions of users managing C2000 Series switc hes. The C2000 Series switches 

support Remote Access Dial -In User Service (RADIUS) or Terminal Access Controller 

Access Control device Plu s (TACACS+) protocols. 

 

Based on the user ID and password combination that you provide, the C2000 Series 

switches perf orm l ocal authentication or authorization using the local database or 

remote authentication or authorization using one or more AAA servers . A 

preshared secret key provides security for communication between the C2000  

Series switch es and AAA servers. You can configure a common secret key for all 

AAA servers or for only a specific AAA server.  

 

 

Fig 2.1.1 AAA C2000 Series Switches 
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AAA AUTHENTICATION  

 

AAA security provides the following services:  

1) Authentication - Identifies users, includi ng login and password dialog, challenge 

and response, messaging support, and  encryption depending on the security 

protoc ol that you select. Authentication is the process of verifying the identity of the 

person or device accessing the C2000 Series switches . This process is based on the 

user ID and password combination provided by the entity trying to access the 

C2000 switch.  The C2000 Series switches allow you to perform local authentication 

(using the local lookup database) or remote authentication (using one or more 

RADIUS or TACACS+ servers). 

 

2) Authorization - Authorization  Provides access controls.  

AAA authorization is th e process of assembling a set of attributes that describe 

what the user is authorized to perform. Authorization in C2000 Series switc hes is 

provided by attributes that are downloaded from AAA servers. Remote security 

servers, such as RADIUS and TACACS+, authorize users for specific rights by 

associating attribute -value (AV) pairs, which define those rights with the 

appropriate user.  

 

3) Accounting - Provides the method for collecting information, logging the 

information locally, and sending the informatio n to the AAA server for billing, 

auditing, and reporting.  

The accounting feature tracks and maintains a log of every management session  

used to access the C2000 Series switches. You can use this information to generate 

reports for troubleshooting and audit ing purposes. You can store accounting logs 

locally or send them to remote AAA servers.  

 

Login authentication is used when user try to login into the switch. Such as CLI login 

dialog and WEBUI login web page. Enable authentication is used only on CLI for 

user trying to switch from User EXEC mode to Privileged EXEC mode.  Both  support 

following authenticate methods.  TACACS+ provides more control over the 

authorization of commands while in RADIUS, no external authorization of 
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commands is supported. All th e AAA packets are encrypted in TACACS+ while only 

the passwords are encrypted in RADIUS is more secure.  

 

Each list allows you to comb ine these methods with different orders. For example, 

we want to authenticate login user with remote T ACACS+ server, but se rver may be 

crashed. Therefore, we need a backup plan, such as another Radius server. So we 

can configure the list with T ACACS+ server as first authentication method and 

Radius server as second one.  

 

Switch# configure terminal  

Switch(config)# aaa authentica tion (login | enable) (default | listname ) 

[methodlist ][methodlist] [methodlist] [methodlist]  

Switch(config)# no aaa authentication  (login | enable) {listname}  

 

Syntax aaa authentication (login | enable) (default | listname ) methodlist 

[methodlist] [met hodlist] [methodlist] 

no aaa authentication (login | enable) {listname}  

login  Add/Edit login authentication list  

enable  Add/Edit enable authentication list  

default  Edit default authentication list  

listname  Specify the list name for authen ticat ion type  

methodlist   Specify the authenticate method, including none, local 

enable, tacacs+, radius.  

Default  Default authenti cation list name for type login is Ɉdefaultɉ and 

default method is Ɉlocalɉ. 

Default authentication list name for type enabl e is Ɉdefaultɉ and 

default method is Ɉenableɉ 

Mode  Global Configuration  

Example This example shows how to add a login authenticatio n list to 

authenticate with order tacacs+, radius, local.  

Switch(config)# aaa authentication login test1 tacacs+ radius loc al  

This example shows how to show existing login authentication lists  

Switch# show aaa authentication login lists   
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Switch(config)#  aaa authentication enable test1 tacacs+ radius 

enable  

This example shows how to show existing enable authentication lists  

Switch# show aaa authentication login lists Enable  
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2.1 LOGIN AUTHENTICATION  

 

Different access methods are allowed to bind dif ferent login authentication lists. 

Use Ɉlogin authenticationɉ command to bind the list to specific line (console, 

telnet, s sh). 

 

Switch# configure terminal  

Switch(config -line)# login authentication {listname}  

Switch(config -line)# no login authentication  

 

Syntax  login authentication {listname}  

no login authentication  

Parameter  listname Specify the login authentication list name  to u se. 

Default  Default login authentication list for each line is Ɉdefaultɉ. 

Mode  Line Configuration  

Example This example shows how to create a new login authentication list 

and bind to telnet line.  

Switch(config)# aaa authentication login test1 (taca cs+| 

radius | local | none |enable)  

Switch(config)# line telnet  

Switch(config -line)# login authentication test1  

This example shows ho w to show line binding lists.  

Switch# show line lists  
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2.2  IP HTTP LOGIN AUTHENTICATION  

 

Different access methods are  allowed to bind different login authentication lists. 

Use Ɉip (http | https) login authenticationɉ command to bind the list to WEBUI  

access from http or https.  

 

Switch# configure terminal  

Switch(config)# ip (http | https) login authentication {listname} 

Switch(config)# no ip (http | https) login authentication  

 

Syntax ip (http | https) login authentication {listname} 

no ip (http | https ) login authentication  

Parameter  http : Bind login authentication list to user access WEBUI with 

http protocol  

https : Bind login  authentication list to user access WEBUI with 

https protocol  

listname Specify the login authentication list name to use.  

Defau lt  Default login authentication list for each line is Ɉdefaultɉ. 

Mode  Global Configuration  

Example  

 

This example shows h ow to  create two new login authentication 

lists and bind to http and https.  

Switch# configure terminal  

Switch(config)# aaa authenticat ion login test1 tacacs+ radius 

local  

Switch(config)# aaa authentication login test2 radius local  

Switch(config)# ip http lo gin a uthentication test1  

Switch(config)# ip https login authentication test2  

This example shows how to show line binding lists.  

Switch# show line lists  
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2.3  ENABLE AUTHENTICATION 

 

Different access methods are allowed to bind different enable authent ication lists. 

Use Ɉenable authenticationɉ command to bind the list to specific line (console, 

telnet, ssh).  

 

Switch# configure termi nal  

Switch(config -line)# enable authentication {listname}  

Switch(config -line)# no enable authentication  

 

Syntax enable auth entic ation {listname}  

no enable authentication  

Parameter  listname Specify the enable authentication list name to 

use. 

Default  Defau lt enable authentication list for each line is 

Ɉdefaultɉ. 

Mode  Line Configuration  

Example This example shows how to creat e a new enable 

authentication list and bind to telnet line.  

Switch# configure terminal  

Switch(config)# aaa authentication enable test1  

tacacs+ radius enable  

Switch(config)# line telnet  

Switch(config -line)# enable authentication test1  
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2.4  SHOW AAA AUTHENTICATION 

 

Use Ɉshow aaa authenticationɉ command to show login authentication or Enable 

authentication method lists.  

 

Switch# show a aa authentication (login | enable) lists  

 

Syntax show aaa authentication (login | enable) lists  

Parameter  login  Show login  auth entication list.  

enable  Show enable authentication list.  

Mode  Privileged EXEC 

Example  This example shows how to show existing  login 

authentication lists.  

Switch# show aaa authentication login lists  

 
This example shows how to show existing enable 

authen tication lists  

Switch# show aaa authentication login lists  
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2.5  SHOW LINE LISTS 

 

Use Ɉshow line listsɉ command to show all lines binding list of all.  

 

Switch# show line lists  

 

Syntax show line lists  

Mode  Privileged EXEC 

Example  This example  show s how to show line binding lists.  

Switch# show line lists  
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2.6  TACACS DEFAULT-CONFIG 

 

Use Ɉtacacs default-configɉ command to modify default values of tacacs+ server. 

These default values will be used when user try to create a new tacacs+ server and 

not assigned these values.  

 

Switch# configure terminal  

Switch(config)# tacacs default -config [key TACACSKEY] [timeout <1-30>] 

 

Syntax tacacs default -config [key TACACSKEY] [timeout <1-30>] 

Parameter  key TACACSKEY Specify default tacacs+ server key strin g. 

ti meout <1-30> Specify default tacacs+ server timeout 

value. 

Default  Default tacacs+ key is Ɉ********ɉ. 

Default tacacs+ timeout is  5 seconds. 

Mode  Global Configuration  

Example  This example shows how modify default tacacs+ 

configuration  

Switch# config ure t erminal  

Switch(config)# tacacs default -config timeout 20  

Switch(config)# tacacs default -config key tackey  

This example shows how  to show default tacacs+ 

configurations.  

Switch# show tacacs default -config  
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2.7  TACACS HOST 

 

Use ɈTACACS+ hostɉ comm and t o add or edit tacacs+ server for Authentication, 

Authorization or accounting. Use Ɉnoɉ form to delete one or all TACACS+ servers  

from database.  

Switch# configure terminal  

Switch(config)# tacacs host {HOSTNAME }[port <0-65535>] [key TACPLUSKEY] 

[priorit y<0-65535>][timeout <1-30>] 

Switch(config)# no tacacs [host {HOSTNAME }] 

 

Syntax tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY] 

[priority <0-65535>] [timeout <1-30>] 

no tacacs [host {HOSTNAME }] 

Paramete

r 

HOSTNAME Specify tacacs+ server host name, b oth I P address and 

domain name are available.  

port <0-65535> Specify tacacs+ server udp port  

key TACPLUSKEY Specify tacacs+ server ke y string  

priority <0-65535>  Specify tacacs+ server priority  

timeout <1-30> Specify tacacs+ server timeout value  

Default  Defaul t tacacs+ key is Ɉ********ɉ. 

Default tacacs+ timeout is 5 seconds.  

Mode  Global Configuration  

Example This example shows comman d execution,  
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2.8 SHOW TACACS DEFAULT-CONFIG 

 

Use Ɉshow tacacs default-configɉ command to show tacacs+ default.  

 

Switch#show tacacs default -config  

 

Syntax show tacacs default -config  

Mode  Privileged EXEC 

Example  This example shows how to show defau lt tacacs+ 

configurations.  

Switch# show tacacs default -config  
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2.9 SHOW TACACS 

 

Use Ɉshow tacacsɉ command to show exist ing tacacs+ servers.  

 

Switch# show tacacs  

 

Syntax show tacacs  

Mode  Privileged EXEC 

Example This example shows how to show exist ing tacacs+ server.  

Switch# show tacacs  
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2.10  SHOW Default -config  

 

Use Ɉradius default-configɉ command to modify defa ult v alues of radius server. 

These default values will be used when user try to create a new radius server and 

not assigned these val ues. 

 

Switch# configure terminal  

Switch(config)# radius default -config [key RADIUSKEY] [retransmit <1-10>] 

[timeout <1-30>] 

 

Syntax radius default -config [key RADIUSKEY] [retransmit <1-10>] 

[timeout <1-30>] 

Parameter  key RADIUSKEY Specify default radius ser ver key string  

retransmit <1-10> Specify default radius server retransmit value  

timeout <1-30> Specify default radius serve r tim eout value  

Default  Default radius key is Ɉ********ɉ. 

Default radius retransmit is 3 times.  

Default radius timeout is 3 seconds  

Mode  Global Configuration  

Example This example shows how modify default radius configuration,  

Switch# configure terminal  

Switch (config)# radius default -config timeout 20  

Switch(config)# radius default -config key radiuskey  

Switch(config)# radius default -config retransmit 5  

This example shows how to show default radius configurations.  

Switch# show radius default -config  
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2.11 RADIUS HOST 

 

Use Ɉradius hostɉ command to add or edit an existing radius server. Use Ɉnoɉ form 

to delete one or all radius server s from database.  

 

Switch# configure terminal  

Switch(config)# radius host {HOSTNAME } [auth -port <0-65535>] [key 

RADIUSKEY][priori ty <0-65535>] [retransmit <1-10>] [timeout <1-30>] [type 

(login|802.1x|all)]  

Switch(config)# no radius [host {HOSTNAME }] 

 

Syntax radius host HOSTNAME [auth -port <0-65535>] [key 

RADIUSKEY][priority <0-65535>] [retransmit <1-10>] 

[timeout <1-30>] [type  (log in|802.1x|all)]  

no radius [host HOSTNAME] 

Parameter  HOSTNAMESpecify radius server host name, both IP address 

and domain name ar e available.  

auth -port <0-65535> Specify radius server udp port  

key RADIUSKEY Specify radius server key string  

priority <0-65535>Specify radius server priority  

retransmit <1-10> Specify radius server retransmit times  

timeout <1-30> Specify radius server ti meout value  

Default   Default radius timeout is 3 seconds.  

Mode  Global Configuration  

Example  This example shows how to c reate  a new radius server  

Switch(config)# radius host 192.168.1.111 auth -port 12345 

key radiuskey priority100 retransmit 5 timeout 1 0 type all  

This example shows how to show existing radius server.  

Switch# show radius  
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2.12 SHOW RADIUS Default -config  

 

Use Ɉshow radius default-configɉ command to show radius default 

configurations.  

 

Switch# show radius default -config  

 

Syntax show radi us default -config  

Mode  Privileged EXEC 

Example  This example shows how to show default radius 

configurations.  

Switch# show ra dius default -config  
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2.13 SHOW RADIUS 

 

Use Ɉshow radiusɉ command to show existing radius servers.  

 

Switch# show radius  

 

Syntax  show radius  

Mode  Privileged EXEC 

Example  This example shows how to show existing radius server.  

Switch# show radius  
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3. ACL (ACCESS CONRTOL LIST) 
 

An ACL is a sequential collection of permits  and deny conditions that apply to 

packets. Packet filtering can help limit network traffic and restrict network use by 

certain users or devices. ACLs filter traff ic as it passes through a switch and permit 

or deny packets crossing specified interfaces.  When a packet is received on an 

interface , the switch compares the fields in the packet against any applied ACLs to 

verify that the packet has the required permissi ons to be forwarded, based on the 

criteria specified in the access lists. One by one, it tests packets against the 

conditions in an a ccess list. The first match decides whether the switch accepts or 

rejects the packets. Because the switch stops testing aft er the first match, the order 

of conditions in the list is critical. If no conditions match, the switch rejects the 

packet. If there are no restrictions, the switch forwards the packet; otherwise, the 

switch drops the packet. The switch can use ACLs on all  packets it forwards.  

 

You configure access lists on a switch to provide basic security for your network. If 

you do not configure ACL s, all packets passing through the switch could be allowed 

onto all parts of the network. You can use ACLs to control which  hosts can access 

different parts of a network or to decide which types of traffic are forwarded or 

blocked. For example, you can all ow e-mail traffic to be forwarded but not Telnet 

traffic.  

 

An ACL contains an ordered list of access control entries (ACEs) . Each ACE specifies 

permit or deny and a set of conditions the packet must satisfy to  match the ACE. 

The meaning of permit or deny depends on the context in which the ACL is used.  

The switch supports IP ACLs and Ethernet (MAC) ACLs:  

 

1) IP ACLs filter IPv4 tr affic, including TCP, User Datagram Protocol (UDP), Internet 

Group Management Protocol  (IGMP), and Internet Control Mes sage Protocol 

(ICMP). 

2) Ethernet ACLs filter non -IP traffic.  
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Fig 3.1.1 IP ACL C2000 series Switches  
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3.1 MAC ACL 

 

MAC ACLs are ACLs that filter traffic using information in the Layer 2 header of each 

packet. You can use ACLs to control which hosts c an access different parts of a 

network or to decide which types of traffic are forwarded or blocked at the router 

interface s. 

Use the mac  acl command to create a MAC access list and to enter mac -acl 

configuration mode. The name of ACL must be unique that c annot have same 

name with other ACL or QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of  the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to delete.  

 

 

Fig 3.2.1 MAC ACL C2000 series Switches  

 

Switch# configure terminal  

Switch(config)# mac acl {NAME } 

 

Switch(config)# no mac acl {NAME } 
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Syntax mac ac l {NAME } 

no mac acl {NAME } 

Parameter  NAME Specify the name of MAC ACL 

Mode  Global Configuration  

Example The examp le shows how to create a mac acl. You can 

verify settings by the following show acl command  

Switch# configure terminal   

Switch(config)# ma c acl test  

Switch(mac-acl)# show acl  
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3.2 PERMIT (MAC) 

 

Use the permit command to add permit condit ions for a mac ACE that bypass those 

packets hit the ACE.  

The Ɉsequenceɉ also represents hit priority when ACL bind to an interface. An ACE 

does not specif y Ɉsequenceɉ index would assign a sequence index which is the 

largest existed index plus 20. If packet content can match more than one ACE, the 

lowest sequence ACE is hit. An ACE cannot be added if has the same conditions as 

existed ACE. 

 Switch# configure terminal  

Switch(config)# mac acl {NAME } 

Switch(config -mac-acl)# [sequence <1-2147483647>] permit (A:B: C:D:E:F 

/A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-

7>][ethtype <0x0600-0xFFFF>] 

 

 Switch(config -mac-acl)#no sequence <1-2147483647> 

 

Syntax [sequence <1-2147483647>] permit (A:B:C:D:E:F/A:B:C:D:E:F|any) 

(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-

7>][ethtype <0x0600 -0xFFFF>] 

 

no sequence <1-2147483647> 

Parameter  <1-2147483647> b (Optional ) Specify sequence index of ACE, the 

sequence index represent the priority of an ACE in ACL.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and 

mask of packet or any MAC address.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the destination MAC address 

and mask of packet or any MAC address.  

[vlan <1-4094>] (Optional) Specify the vlan ID of packet.  

[cos<0-7><0-7>](Optional)  Specify the Class of Service value and mask 

of packet.  

[ethtype <0x0600-0xFFFF>] (Optional) Specify Ethernet protocol 

numbe r of packet . 

Mode  MAC ACL Configuration  

Example The example shows how to add an ACE that permit packets with 
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  source MAC address 22 :33:44:55:66:77. VLAN 3 and Ethernet type 

1999. You can verify settings by the following show acl command,  

Switch# configure  terminal   

Switch(config)# mac acl test  

Switch(mac-acl)# sequence 999 permit 22:33:44:55:66:77/  

FF:FF:FF:FF:FF:FF any vlan 3 ethtype 0x2800  

Switch(mac-al)# show acl  
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3.3 DENY (MAC) ACL 

 

Use the deny command to add deny conditions for a mac ACE that drop those 

packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL bind to 

an interface. An ACE does not specif y Ɉsequenceɉ index would assign a sequence 

index which is the largest existed index plus 20. If packet content can match more 

than  one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the 

same conditions as existed ACE. Use Ɉshutdownɉ to shutdow n interface while ACE 

hit.  

 

Switch# configure terminal  

Switch(config)# mac acl {NAME } 

Switch(config -mac-acl)# [sequence <1-2147483647>] deny (A:B:C:D:E:F/  

A:B:C:D:E:F|any) (A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-7>] 

[ethtype <0x0600-0xFFFF>]   [shutdown]  

 

Switch(config -mac-acl)# no sequence <1-2147483647> 

 

Syntax [sequence <1-2147483647>] deny (A:B:C:D:E:F/A :B:C:D:E:F|any) 

(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7><0-7>] 

[ethtype <0x0600-0xFFFF>] [shutdown]  

no sequence <1-2147483647> 

Parameter  <1-2147483647> (Optional) Specify sequence index of ACE, the 

sequence index represent the priority of  an ACE in ACL. 

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the source MAC address and 

mask of packet or any MAC address.  

(A:B:C:D:E:F/A:B:C:D:E:F|any) Specify the destination MAC address 

and mask of packet or any MAC address.  

[vlan <1-4094>] (Optional) Specify the  vlan ID of packet.  

[cos<0-7><0-7>](Optional) Specify the Class of Service value and 

mask of packet.  

[ethtype <0x0600-0xFFFF>](Optiona l) Specify Ethernetprotocol 

number of packet  

[shutdown] (Optional) Shutdown interfaces while ACE hit.  
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Mode  MAC ACL Configuration  

Example  The example shows how to add an ACE that denies packets with 

destination MAC address aa:bb:cc:xx:xx:xx and VLAN 9. You  can 

verify settings by the following show acl command  

Switch# configure terminal   

Switch(config)# mac acl test  

Switch(mac-acl)# sequence 30 permit any any  

Switch(mac-acl)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00 vlan 9 

shutdown  

Switch(mac-acl)# show ac l 
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3.4 IP ACL 

Use the ip acl command to create an IPv4 access list and to enter ip -acl 

configuration mode. The name of  ACL must be unique that cannot have same 

name with other ACL or QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to dele te. 

 

 

Fig 3.4.1 IP ACL with permit and deny.  

 

Switch# configure terminal  

Switch(config)# ip acl  {NAME} 

 

Switch(config)#  no ip acl {NAME} 

 

Syntax ip acl {NAME} 

no ip acl {NAME} 

Parameter  NAME  Specify the name of IPv4 ACL 

Mode  Global Configuration  

Example  The example shows how to create an IP ACL. You can verify 

settings by the following show acl command  

Switch# configure terminal   

Switch(config)# ip acl iptest  

Switch(config -ip-acl)# do show acl  

Ʌ  
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3.5 PERMIT (IP) 

Use the permit command to add permit c ondition s for an IP ACE that bypasses 

those packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL 

bind to an inte rface. An ACE does not specif y Ɉsequenceɉ index would assign a 

sequence index which is the largest existed index plus 20. If p acket content can 

match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added 

if has the same conditions as exist ed ACE. 

Switch# configure terminal  

Switch(config)# ip acl  {NAME} 

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0  any perm it  icmp any 

any echo -request any  

              

 

Syntax [sequence <1-2147483647>] permit ( <0- 255>|ipinip|egp|igp  

|hmp|rdp|ipv 6| 

ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|l2tp|ip) 

(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any)[(dscp|precedence) 

VALUE]]  

 

[sequence <1-2147483647>]permit icmp(A.B.C.D/A.B.C.D|any) 

(A.B.C.D/A.B.C.D|any) ( <0-255>|echo -reply|destination -

unreachable|source -quench|echo - request|router -

advertisement|router -solicitation|time - 

exceeded|timestamp|timestamp -reply|traceroute|any) ( <0- 

255>|any) [(dscp|precedence) VALUE]  

 

[sequence <1-2147483647>] permit tcp (A.B.C.D/A.B.C.D|any) ( <0-

65535> |echo|discard|daytime|ftp -

data|ftp|telnet|smtp|time|hostname|whois|tacacs - 

ds|domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|

drip|PORT_RANG E |any)  (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|discard|daytime|ftp - 

data|ftp|telnet|smtp|time|hostname|whois| tacacs - 
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ds|domain|www|pop2 |pop3|syslog|talk|klogin|kshell|sunrpc|

drip|PORT_RANGE|any)[match -all TCP_FLAG][(dscp|precedence) 

VALUE] 

 

[sequence <1-2147483647>]permit udp (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|discard| time|nameserver|tacacs -

ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbi os-ns|snmp| 

snmptrap|who|syslog|talk|rip|PORT_RANGE|any) 

(A.B.C.D/A.B.C.D|any)  

<0-65535>|echo 

|discard|time|nameserver|tac acsds |domain|bootps|bootpc|tft

p|sunrpc|ntp|netbios -ns| 

snmp|snmptrap|who|syslog|PORT_RANGE|any) 

[(dscp|precedence) VALUE]  

 

no sequenc e<1-2147483647> 

Parameter  <1-2147483647> (Optional) Specify sequence index of ACE, the 

sequence index represent the priori ty of  an ACE in ACL. 

(A.B.C.D/A.B.C.D|any)  Specify the source IPv4 address and mask of 

packet or any IPv4 address.  

(A.B.C.D/A.B.C.D|a ny)  Specify the destination IPv4 address and mask 

of packet or any IPv4 address.  

[dscp  VALUE](Optional)  Specify the DSCP of packet. 

[precedence  VLAUE](Optional)  Specify the IP precedence of packet.  

icmp -type  Specify ICMP message type for filtering ICMP p acket. Enter 

a type name of list or a number of ICMP message type.  

icmp -code  Specify ICMP message code for filtering ICMP p acket. 

l4 -source -port Specify TCP/UDP source port of for filtering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP p ort.  

l4 -destination -port  Specify TCP/UDP destination port of for filtering 

TCP/UDP packet. Enter a port name of list or a n umber  of TCP/UDP 

port.  

match -all  Specify tcp flag for TCP packet. If a flag should be set it is 

prefixed by  

\"+\".If a flag should be  unset it is prefixed by \"-\". Available options  

are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -

fin.To define more than 1 flag - enter additional flags one after 

another without a space (example +syn -ack). 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 113 

Mode  IP ACL Configuration  

 Example The example shows how to add a set of ACEs. You can verify settings 

by the following show acl command.  

This comman d shows how to permit a source IP address subnet.  

Switch# configure terminal  

Switch(config)# ip acl  {commando}  

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0  any  

This command shows how to permit ICMP echo -request packet with 

any IP address . 

Switch(config -ip-acl)#permit icmp any any echo-request  any  

This command shows how to permit any IP address HTTP packets 

with DSCP 5. 

Switch(config -ip-acl)#permit tcp any any any www dscp 5 

This command shows how to permit any source IP address SNMP 

packet con nect to destination IP address 192.168.1.1.  

Switch(config -ip-acl)#permit udp any any 

192.168.1.1/255.255.255.255  snmp  

Switch(con fig-ip-acl)#show acl  
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3.6 DENY (IP) 

Use the deny command to add deny conditions for an IP ACE that  drop  those 

packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL bind to 

an interface. An ACE does not specif y Ɉsequenceɉ index would assign a sequence 

index which is the largest existed index plus 20. If packet content can match more 

tha n one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the 

same conditions as existed ACE. Use Ɉshutdownɉ to shutdo wn interface while ACE 

hit.  

Switch# configure terminal  

Switch(config)# ip acl {iptest}  

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255  any  

 

Syntax [sequence <1-2147483647>] deny( <0- 

255>|ipinip|egp|igp|hmp|rdp|ipv6|ipv6:rout|ipv6:frag|rsvp|i

pv6:ic mp|ospf|pim|l2tp|ip) 

(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|any)[(dscp|precedence) 

VALUE]] [shutdown]  

 

[sequence <1-2147483647>] deny icmp 

(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|any)( <0-255>|echo -

reply|destination -unreachable|  

source -quench|echo -request|route r -advertisement|router - 

solicitation|  

time -exceeded|timestamp| timestamp -reply|traceroute|any) 

(<0-255>|any) [(dscp|precede nce) VALUE] [shutdown]  

 

[sequence <1-2147483647>]deny tcp (A.B.C.D/A.B.C.D|any) ( <0-

65535>|echo|  

discard|daytime|ftp - 

data|ftp|telnet| smtp|time|hostname|whois|tacacs -ds| 

domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|dr

ip| PORT_RANGE|any)(<0 -65535>|e cho|discard|daytime|ftp - 

data|ftp|telnet|smtp|time|hostname|whois| 

(A.B.C.D/A.B.C.D|any) ( <0-65535>|echo|discard|daytime|ftp - 
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data|ft p|telnet|smtp|time|hostname|whois|tacacsds|domai

n|www|pop2|pop3|syslog|talk| 

klogin|kshell|sunrpc|drip|PORT_RANGE|any)  

[mat ch-all TCP_FLAG] [(dscp|precedence) VALUE] [shutdown]  

 

[sequence <1-2147483647>] deny udp (A.B.C.D/A.B.C.D|any)( <0-

65535>|echo|discard |time|nameserver|tacacs - 

ds|domain|bootps|  

bootpc|tftp|sunrpc|ntp|netbios -

ns|snmp|snmptrap|who|syslog| 

talk|rip|PORT_RANGE| an y)(A.B.C.D/A.B.C.D|any)( <0-

65535>|echo|discard|time|nameserver|tacacs -

ds|domain|bootps|bootpc|tftp| 

sunrpc|ntp|netbiosns|snmp|snmpt rap|who|syslog|PORT_RA

NGE|any) [(dscp|precedence) VALUE] [shutdown]  

 

no sequence <1-2147483647> 

Parameter  <1-2147483647> (Opt ional) Specify sequence index of ACE, the 

sequence index represent the priority of an ACE in ACL.  

(A.B.C.D/A.B.C.D|any) Specify the source IPv4 address and mask of 

packet or any IPv4 address.  

(A.B.C.D/A.B.C.D|any) Specify the destination IPv4 address and 

mask of packet or any IPv4 address.  

[dscp VALUE] (Optional) Specify the DSCP ofpacket.  

[precedence VLAUE] (Optional) Specify the IP prec edence of packet.  

icmp -type Specify ICMP message type for filtering ICMP packet. 

Enter a type name of list or a number of IC MP message type.  

icmp -code  Specify ICMP message code for filtering ICMP packet.  

l4-source -port Specify TCP/UDP source port of for filt ering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP port.  

l4-destination -port Specify TCP/UDP destination  port of for filtering 

TCP/UDP packet. Enter a port name of list or a number of TCP/UDP 

port.  

match -all Specify tcp flag for TCP packe t. If a flag should be set it is 

prefixed by \"+\".If a flag should be unset it is prefixed by \"-\". 

Available options are  +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -

psh, -rst, -syn and -fin.To define more than 1 flag - enter additional 

flags one aft er another without a space (example +syn -ack). 
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[shutdown] (Optional)  Shutdown interface while ACE hit.  

Mode  IP ACL Configuration  

Example

  

 

The example shows how to add an ACE that denies packets with 

source IP address 192.168.1.80. You can verify setting s by the 

following show acl command  

Switch# configure terminal  

Switch(config)# ip acl iptest  

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255  any   

Switch(config -ip-acl)#show acl  
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3.7 IPV6 ACL 

Use the ipv6 acl command to create an IPv6 access  list and to enter ipv6 -acl 

configuration mode. The name of ACL must be unique that cannot have same 

name with other ACL or  QoS policy. Once an ACL is created, an implicit Ɉdeny anyɉ 

ACE created at the end of the ACL. That is, if there are no matches, the packets are 

denied. Use the no form of this command to delete.  

 

Switch# configure terminal  

Switch(config)# ipv6 acl {NAME} 

 

Switch(config)# no ipv6 acl {NAME} 

 

Syntax ipv6 acl {NAME} 

no ipv6 acl {NAME} 

Parameter  NAME Specify the name of IPv6 ACL 

Mode  Global Configuration  

Example  The example shows how to create an IPv6 ACL. You can verify 

settings by the following show acl c om mand  

Switch# configure terminal  

Switch(config)# ipv6 acl ipv6test  

Switch(config -ipv6-acl)# show acl  
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3.8 PERMIT (IPV6) 

Use the permit command to add permit conditions for an IPv6 ACE that bypasses 

those packets hit the ACE. The Ɉsequenceɉ also repre sents hit priority when ACL 

bind to an interface. An ACE does not specif y Ɉsequenceɉ index would assign a 

sequence index which is the la rgest existed index plus 20. If packet content can 

match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be added 

if has the same conditions as existed ACE.  

 

Switch# configure terminal  

Switch(config)# ipv6 acl {ipv6test}  

Switch(config -ipv6-acl)#permit ipv6 fe80:1122:3344:5566::1/64  any  

 

Syntax [sequence <1-2147483647>] permit ( <0-255>|ipv6) (X:X::X:X/ <0-

128>|a ny) (X:X::X:X/ <0-128>|any)[(dscp|precedence) VALUE]  

 

[sequence <1 -2147483647>] permit icmp (X:X::X:X/ <0- 128>|any)  

(X:X::X:X/ <0-128>|a ny) ( <0-255>|destination - unreachable|packet -

too -big|  

time -exceeded|parameter -problem|echo -request|echo -reply| mld -

query|m ld-report|mldv2 -report|mld -done| router - 

solicitation|router -advertisement|nd -ns|nd -na|any) ( <0- 

255>|any)[(dscp|precedence) VALUE]  

 

[sequence <1-2147483647>] permit tcp (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|daytime|ftp -data|ftp|telnet|smtp| 

time | hostname|whois|tacacs - 

ds|domain|www|pop2|pop3|syslog|  

talk|klogin|kshell|sunrpc|drip|PORT_RANGE|any) (X:X::X:X/ <0-

128>|any)  

 (<0-65535>|echo|discard|daytime|ftp - data|ftp|  

telnet|smtp|time|hostname|whois|tacacs -

ds|domain|www|pop2| 

pop3|syslog|talk|klogin | kshell|sunrpc|drip|PORT_RANGE|any)[m

atch -all TCP_FLAG] [(dscp|precedence) VALUE]  
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[sequence <1-2147483647>] permit udp (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain| 

bootps|bootpc|tftp|sunrpc|ntp|netbios - 

ns|snmp|snmptrap | who|syslog|  

talk|rip|PORT_RANGE|any) (X:X::X:X/ <0-128>|any)  

(<0-65535>|echo|discard|time|nameserver|tacacs -ds|domain| 

bootps|bootpc| tftp|sunrpc|ntp|netbios -ns| 

snmp|snmptrap|who|syslog|PORT_RANGE|any) 

[(dscp|precedence) VALUE]  

 

no sequence <1-2147483647> 

Parame

ter  

<1-2147483647>(Optional) Specify sequence index of ACE, the sequence 

index represent the priority of an ACE in ACL.  

(X:X::X:X/<0 -128>|any) Specify the source IPv6 address and prefix of 

packet or any IPv6 address.  

(X:X::X:X/<0 -128>|any) Specify the destination IPv6 address and prefix 

of packet or any IPv6 address.  

[dscp VALUE] (Optional) Specify the DSCP of packet.  

[precedence VLAUE](Optional) Specify the IP precedence of packet.  

icmp -type  Specify ICMP message type for filtering ICMP packet. Enter  a 

type name of list or a number of ICMP message type.  

icmp -code  Specify ICMP message code for filtering ICMP packet.  

l4-source -port  Specify TCP/UDP source port of for filtering TCP/UDP 

packet. Enter a port name of list or a number of TCP/UDP port.  

l4-dest ination -port  Specify TCP/UDP destination port of for filtering 

TCP/UDP packet. Enter a port name of list or a number of TCP/UDP port.

  

match -all  Specify tcp flag for TCP packet. If a flag should be set it is 

prefixed by \"+\".If a flag should be unset it i s prefixed by \"-\". Available 

options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn 

and -fin.To define more th an 1 flag - enter additional flags one after 

another without a space (example +syn -ack).  

Mode  IPv6 ACL Configuration  

Exampl

e  

The example shows how to add a set of ACEs. You can verify settings by 

the following show acl command.  

This command shows how to permit a source IP address subnet.  

Switch# configure terminal  

Switch(config)# ipv6 acl {commando}  
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Switch(ipv6 -acl)# per m it ipv6 fe80:1122:3344:5566::1/64 any  

Switch(ipv6 -acl)# show acl  
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3.9 DENY (IPV6) 

Use the deny command to add deny conditions fo r an IPv6 ACE that drop those 

packets hit the ACE. The Ɉsequenceɉ also represents hit priority when ACL bind to 

an interfa ce. An ACE does not specif y Ɉsequenceɉ index would assign a sequence 

index which is the largest existed index plus 20. If packet content can match more 

than one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the 

same conditions as exist ed ACE. Use Ɉshutdownɉ to shutdown interface while ACE 

hit.  

 

Switch# configure terminal  

Switch(config)# ipv6 acl {ipv6test}  

Switch(config -ipv6-acl)# permit ipv6 fe80:1122:3344:5566::1/64  any  

 

Syntax  [sequence <1-2147483647>] deny ( <0-255>|ipv6) 

(X:X::X:X/ <0-128>|any) (X:X::X:X/ <0-128>|any) 

[(dscp|precedence) VALUE] [shutdown]  

 

[sequence <1 -2147483647>] deny icmp (X:X::X:X/ <0-

128>|any) (X:X: :X:X/ <0-128>|any) ( <0-255>|destination - 

unreachable|packet -too -big|  

time -exceeded|parameter -problem|echo -request|echo -

reply | mld -query|mld -report|mldv2 -report|mld -done| 

router - solicitation|router -advertisement|nd -ns|nd -

na|any) ( <0- 255>|any)[(dscp|precede nce) VALUE] 

[shutdown]  

 

[sequence <1-2147483647>] deny tcp (X:X::X:X/< 0-128>|any) 

(<0-65535>|echo|discard|daytime|ftp -

data| ftp|telnet|smtp| time|hostname|whois|tacacs -

ds|domain|www|pop2|pop3|syslog| 

talk|klogin|kshell|sunrpc|drip|PORT_RANGE|any) 

(X:X::X:X/ <0-128>|any) ( <0-

65535>|echo|discard|daytime|ftp - data|ftp|  

telnet|smtp|time|hostname|whois|tacacs -



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 122 

ds|domain|www|pop2| 

pop3 |syslog|talk|klogin|kshell|sunrpc|drip|PORT_RANG

E|any) [match -all TCP_FLAG] [(dscp|precedence) VALUE] 

[shutdown]  

 

[sequence <1-2147483647>] deny udp (X:X::X:X/ <0-128>|any) 

(<0-65535>|echo|discard|time|nameserver|tacacs -

ds|domain| bootps|bootpc|tftp|sun rpc| ntp|netbios - 

ns|snmp|snmptrap|who|syslog|  

talk|rip|PORT_RANGE|any) (X:X::X:X/ <0-128>|any) ( <0-

65535>|echo|discard|time|nameserver|tac acs-

ds|domain| bootps|bootpc|tftp|sunrpc|ntp|netbios -ns| 

snmp|snmptrap|who|syslog|PORT_RANGE|any) 

[(dscp|precedence) VA LUE] [shutdown]  

 

no sequence <1-2147483647> 

Parameter  Parameter <1-2147483647>(Optional)  Specify sequence index 

of ACE, the sequence in dex represent the priority of an ACE in 

ACL. 

(A.B.C.D/A.B.C.D|any) Specify the source IPv4 address and 

mask of packet o r any IPv4 address. 

(A.B.C.D/A.B.C.D|any) Specify the destination IPv4 address 

and mask of packet or any IPv4 address.  

[dscp VALUE] (Optio nal) Specify the DSCP of packet. 

[precedence VLAUE]( Optional)  Specify the IP precedence of 

packet.  

icmp -type  Specify ICMP message type for filtering ICMP 

packet. Enter a type name of list or a number of ICMP 

message type.  

icmp -code  Specify ICMP message code for filtering ICMP 

packet.  

l4-source -port  Specify TCP/UDP source port of for filtering 

TCP/UDP packet. Enter a port name  of list or a number of 

TCP/UDP port. 

l4-destination -port  Specify TCP/UDP destination port of for 

filtering TCP/UDP packet. Enter a p ort name of list or a 

number of TCP/UDP port.  

match -all  Specify tcp flag for TCP packet. If a flag should be 
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set it is pref ixed by \"+\".If a flag should be unset it is prefixed 

by \"-\". Available options are +urg, +ack, +psh, +rst, +syn, +fin, 

-urg, -ack, -psh, -rst, -syn and -fin.To define more than 1 flag - 

enter additional flags one after another without a space 

(example +syn-ack). 

[shutdown] (Optional) Shutdown interface while ACE hit.  

Mode  IP ACL Configuration  

Example  The example shows how to add an ACE that denies packets 

with destination IP address fe80::abcd. You can verify settings 

by the following show acl co mman d 

Switch# configure terminal  

Switch(config)# ipv6 acl {ipv6test}  

Switch(config -ip-acl)#deny ipv6 any fe80::abcd/128  

Switch(config -ip-acl)#show acl  
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3.10 BIND ACL  

 

Use the (mac|ip|ipv6) acl {NAME} command to bind an ACL to interfaces. An 

interface c an bind only one ACL or QoS policy. Use the no form of this command to 

return to unbind an ACL from interface.  

 

 

Fig 3.10.1 C2000 Series Switches bind an ACL to interface  

 

Switch# configure terminal  

Switch(config)# (mac|ip|ipv6) acl {NAME } 

 

Switch(config) # [no] (mac|ip|ipv6) acl {NAME} 

 

Syntax (mac|ip|ipv6) acl  {NAME } 

[no] (mac|ip|ipv6) acl {NAME} 

Parameter  (mac|ip|ipv6) Specify a type  of ACL to binding to interface  

NAME  Specify the name of ACL  

Mode  Interface Configuration  
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Example The example shows h ow to bind an existed ACL to interface.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# ip acl iptest  

Switch(config -if)# do show running -config interfaces 

GigabitEthernet 1  
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3.11 SHOW ACL 

Use the show acl comm and to show created ACLs. You can specify macip or ipv6 to 

show specific type ACL or specify unique name string to show ACL with the nam e. 

 

Switch# show acl  

Switch# show (mac|ip|ipv6) acl  

Switch# show (mac|ip|ipv6) acl (NAME) 

 

Syntax show acl  

show (mac|ip|ipv 6) acl  

show (mac|ip|ipv6) acl NAME  

Parameter  (mac|ip|ipv6) Specify a type of ACL to show  

NAME  Specify the name of ACL  

Mode  Global Conf iguration Context Configuration  

Example The example shows how to show all IP ACL.  

Switch# show ip acl  
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3.12 SHOW ACL UTILIZATION  

Use the show acl utilization command to show the usage of PIE of ASIC. When an 

ACL bind to interface, it needs ASIC res ource to help to filter packet. An ASIC has 

limited resource. This command help user to know the PIE usage of AISC.  

 

Switch#show acl utilization  

 

Syntax show acl utilization  

Mode  Global Configuration  

Example The example shows how to show utilization  

Switch#  show acl utilization  
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4. AUTHENTICATION MANAGER  

You can control access to your network through Switch by using authentication 

methods such as 802.1X, MAC Based and Web Based. Authentication manager 

implementation that delegates responsibilit y for authentication to one or more 

authentication providers.  The authentication manager  port setting page control all 

the authentication methods, such as 802.1x, MAC authentication. It also handles 

network authentication requests and enforces authenticati on per port basis. The 

Auth Manager maintains operational data for all port -based network connection. 

Use MAC-based aut hent ication to authenticate devices based on their physical 

media access control (MAC) address. WEB-Based authentication enables you to 

authenticate users on switches by redirecting Web browser requests to a login page 

that requires users to input a valid username and password before they can access 

the network . WEB-Based Local Account can be defined as the process of verifying 

someone's id entity by using pre -required details (Commonly username and 

password).  

802.1X: 802.1X is an IEEE standard for port -based network access control (PNAC). It 

provides an authentication mechanism for devices seeking to access a LAN.  

During the authentication p rocess, the switch completes multiple message 

exchanges between the end device and the authentication server  While 802.1X 

authentications is in process, only 802.1X traffic and control traffic can transit the 

network.   

The 802.1X authentication method only  works if the end device is 802.1X -enabled, 

but many single -purpose network devices such as printers and IP phones do n ot 

support the 802.1X protocol. You can configure MAC RADIUS authentication on 

interfaces that are connected to network devices that do n ot support 802.1X and 

for which you want to allow to access the LAN. When an end device that is not 

802.1X-enabled is d etected on the interface, the switch transmits the MAC address 

of the device to the authentication server. The server then tries to match  the MAC 

address with a list of MAC addresses in its database. If the MAC address matches an 

address in the list, the e nd d evice is authenticated.   
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4.1 AUTHENTICATION  

 

Use Ɉauthenticationɉ command to enable the global setting of 802.1x/MAC/WEB 

authentica tion network access control. Use the Ɉnoɉ form of this command to 

disable 802.1x/MAC/WEB authentication.  

 

Switch# config ure terminal  

Switch(config)# authentication (dot1x|mac|web)  

 

Switch(config)# no authentication (dot1x|mac|web)  

 

Syntax authentication (dot1 x|mac|web)  

no authentication (dot1x|mac|web)  

Example  The following example shows how to enable 802.1x/MAC/WEB 

authent icat ion.  

Switch# configure terminal  

Switch(config)# authentication dot1x   

Switch(config)# authentication mac  

Switch(config)# authenticati on web  

Switch# show authentication  
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4.2 AUTHENTICATION (INTERFACE) 

 

Use Ɉauthenticationɉ interface command to enabl e the port setting of 

802.1x/MAC/WEB authentication network access control. Use the Ɉnoɉ form of this 

command to disable 802.1x/MAC/WEB a uthentication.  

 

Switch# configure terminal  

Switch(config)# authentication (dot1x|mac|web)  

 

Switch(config)# no authenticati on ( dot1x|mac|web)  

 

Syntax authentication (dot1x|mac|web)  

no authentication (dot1x|mac|web)  

Default  Default is disabled for all type  

Mode Interface Configuration  

Example The following example shows how to enable 802.1x/MAC/WEB 

authentication.  

Switch# con figu re terminal   

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# authentication dot1x  

Switch(config -if)# authentication m ac 

Switch(config -if)# authentication web  

Switch# show authentication interface GigabitEthernet 1  
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4.3 AUTHENTICATION MA C RADIUS 

 

Use Ɉauthentication mac radiusɉ command to configure the radius user id format 

used by MAC authentication Radius method.  

 

Switch# configure terminal   

Switch(config)# authentication mac radius [mac -case (lower|upper)] [mac 

delimiter(colon|dot|hy phen |none) [gap (2|4|6)]]  

 

Syntax authentication mac radius [mac -case (lower|upper)] [mac 

delimiter(colon|dot|hyphen|none) [gap (2|4|6)]]  

Parameter   mac -case (lower|upper)  Select radius user id to be upper 

case or lower case.mac -delimiter(colon|dot|hyphen |non e) 

 

Select radius user id delimiter colon: XX:XX:XX:XX:XX:XX dot: 

XX.XX.XX.XX.XX.XX hyphen: XX-XX-XX-XX-XX-XX 

none: XXXXXXXXXXXX 

gap (2|4|6)  Select delimiter gap  

2: XX-XX-XX-XX-XX-XX 

4: XXXX-XXXX-XXXX 

6: XXXXXX-XXXXXX  

Default  Default radius id format  is upper case with none delimiter.  

Mode  Global Configuration  

Example  The following example shows how to configure MAC 

authentication radius id format to be upper case with colon 

delimiter every 2 chars  

Switch# configure terminal   

Switch(config)# authent icat ion mac radius mac -case upper  

Switch(config)# authentication mac radius mac -delimiter 

colon gap 2  

Switch# show authentication  
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4.5 AUTHENTICATION MAC LOCAL  

 

Use Ɉauthentication mac localɉ command to add local MAC authentication hosts 

in database . This local host database is used when MAC authentication method is 

configured as Ɉlocalɉ. The MAC authentication module will find host in this local 

database and authenticated it. Use the no form of this command to delete local 

host from database.  

Switch#con figure terminal   

Switch(config)# authentication mac local mac -addr control auth [vlan <1-4094>] 

[reauth -period <300-4294967294>] [inac tive -timeout <60-65535>] 

Switch(config)# authentication mac local mac -addr control unauth  

 

Switch(config)# no authentica tion  mac local mac -addr  

 

Syntax

  

authentication mac local mac -addr control auth [vlan <1-4094>] 

[reauth -period <300-4294967294>] [inactiv e-timeout <60-65535>] 

authentication mac local mac -addr control unauth  

Switch(config)# no authentication mac local mac -addr  

Parameter

  

mac -addr  MAC Authentication local MAC address.  

control auth  Host with this MAC address will be authorized.   

control una uth  Host with this MAC address will be force -unauthorized  

vlan <1-4094>MAC Authentication host assigned VLAN.   

reauth -per iod <300-4294967294>MAC Authentication host 

reauthentication period  inactive -timeout.  

<60-65535>MAC authentication host inactive timeout.  

Default  Default is no local MAC Authentication entry.  

Mode  Global Configuration  

Example

  

 

The following example show s how to add a new local mac authentication 

host.  

Switch# configure terminal   

Switch(config)# authentication mac local 00:11:22:33:00:01 control 

auth vlan 3 reauth -period 500 inactive -timeout 300  

Switch# show authentication  
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4.6 AUTHENTICATION GUEST-VLAN 

 

Use Ɉauthentication guest-vlanɉ command to enable the global setting of guest 

VLAN and specify guest VLAN ID. Use the Ɉnoɉ form of th is command to disable 

guest VLAN. 

 

Switch# configure terminal   

Switch(config)# authentication guest -vlan <1-4094> 

Switch(conf ig)#no authentication guest -vlan  

 

Syntax authentication guest -vlan <1-4094> 

no authentication guest -vlan  

Parameter  <1-4094>Guest VLAN ID 

Default  Default guest VLAN is disabled  

Mode  Global Configuration  

Example  

 

The following example shows how to cr eate guest VLAN. 

Switch# configure terminal   

Switch(config)# vlan 3  

Switch(config -vlan)# exit  

Switch(config)# authentication guest -vlan 3  

Switch# show authentication  
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4.7 AUTHENTICATION GUEST-VLAN (INTERFACE) 

 

Use Ɉauthentication guest-vlanɉ command t o enable the port setting of guest 

VLAN. Use the Ɉnoɉ form of this command to disable guest VLAN.  

 

Switch# configure terminal  

Switch(conf ig)# interface {interface -name}  

Switch(config -if)# authentication guest -vlan  

Switch(config -if)# no authentication guest -vl an  

 

Syntax authentication guest -vlan  

no authentication guest -vlan  

Default  Default guest VLAN is disabled  

Mode  Interface Configuration  

Example The following example shows how to enable guest VLAN.  

Switch#configure terminal  

Switch(config)# interface GigabitEthernet1  

Switch(config -if)# authentication guest -vlan  
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4.8 AUTHENTICATION HOST-MODE 

 

Use Ɉauthentication host-modeɉ command to configure the port, Authentication 

host mode. Use the Ɉnoɉ form of this command to restore default value.  

 

Switch# config ure  terminal  

Switch(config)# interface {interface -name}  

Switch(config)# authentication host -mode (multi -auth|multi -host|single -host)  

 

Switch(config)# no authentication host -mode  

 

Syntax authentication host -mode (multi -auth|multi -host|single -

host)  

no authenti cat ion host -mode  

Parameter  multi -auth  Multiple Authentication Mode. In this mode, every 

client need to pass authenticate procedure indi vidually.  

multi -host  Multiple Host Mode. In this mode, only one client 

need to be authenticated and other clients will g et the same 

access accessibility. 

single -host  Single Host Mode. In this mode, only one host is 

allowed to be authenticated. It is the sa me as multi -auth mode 

with max hosts number configure to be 1.   

Default  Default is multi -auth mode.  

Mode  Interface Con figuration  

Example  The following example shows how to modify port host mode 

to multi -host.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication host -mode multi -host  

Switch# show authentication interface GigabitEthernet 2  
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4.9 AUTHENTICATION MAX -HOSTS 

 

Use Ɉauthentication max-hostsɉ command to configure the port max hosts 

number for  multi -auth mode. The host exceed the max host number is not allowed 

to create authentication session and do authenticat ing. Use Ɉnoɉ form of this 

command to restore default value.  

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication max -hosts <1-256> 

 

Switch(config -if)# no authentication max -hosts  

 

Syntax authentication max -host s <1-256> 

no authentication max -hosts  

Parameter  <1-256> Available max host number in multi -auth mode.   

Default  Default max host num ber is 256  

Mode  Interface Configuration  

Example The following example shows how to change port max hosts 

number.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication max -hosts 100  

Switch# show authentica tion interface GigabitEthernet 2  
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4.10 AUTHENTICATION METHOD  

 

Use Ɉauthentication methodɉ command to configure the  port authentication 

method order.  

 

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authenticati on method local radius  

 

Syntax authentication method (local [radius] | radius [local])  

no authentication order  

Paramete r Local Use local account to authenticate  

Radius Use remote RADIUS server to authenticate  

Default  Default is RADIUS method in first pla ce and no other method.  

Mode  Interface Configuration  

Example The following example shows how to modify port 

authentica tio n order to local and then RADIUS.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentica tion method local radius  

Switch# show authentication interface GigabitEthernet 2  
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4.11 AUTHENTICATION ORDER 

 

Use Ɉauthe ntication orderɉ command to configure the port authentication type 

order. Use the Ɉnoɉ form of this command to restore default value.  

 

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication order (dot1x [m ac]  [web] | mac [dot1x] [web] | 

web)  

Switch(config -if)# no authentication order  

 

Syntax authentication order (dot1x [mac] [web] | mac [d ot1x] 

[web] | web)  

no authentication order  

Parameter  dot1x  Authenticating user by IEEE 802.1X  

mac  Authenticating user b y mac based authentication  

web  Authenticating user by web based authentication   

Default  Default is dot1x type in first place and no oth er types.  

Mode  Interface Configuration  

Example The following example shows how to modify port 

authentication order to dot 1x, mac and web.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication order dot1x mac web  

Switch# show authentication interface GigabitEthernet 2  
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4.12 AUTHENTICATION PORT-CONTROL 

 

Use Ɉauthentication  port -controlɉ command to enable the port authentication 

control mode. Use the Ɉnoɉ form of this command to disable authentication po rt 

control  

 

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication port -con trol (auto|force -auth|force -unauth)  

 

Switch(config -if)# no authentication port -control  

 

Syntax authentication port -control (auto|forc e-auth|force -unauth)  

no authentication port -control  

Parameter  Auto  Need passing authentication procedure to get network  

accessibility  

force -auth  Port is force authorized and all clients have network 

accessibility.  

force -unauth  Port is force unauthorized a nd all clients have no 

network accessibility.   

Mode  Interface Configuration  

Example  

 

The following example shows how to configure port control to 

auto mode.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authent ication port -control auto  

Switch# show authentication interface GigabitEthernet 1  
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4.13 AUTHENTICATION RADIUS-ATTRIBUTES VLAN 

 

Use Ɉauthentication radius-attributes vlanɉ command to configure the port 

RADIUS VLAN assign mode. Use the Ɉnoɉ form of th is command to disable the port 

RADIUS VLAN assign. 

 

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication radius -attributes vlan (reject | static)  

 

Switch(config -if)# no authentication radius -attributes vlan  

 

 

Syntax

  

authentication radius -attributes vlan (reject | static)  

no authentication radius -attributes vlan  

Parameter  reje ct  If get VLAN authorized information, just use it. However, if 

there is no VLAN authorized information, reject the host and make it 

unauthorized.  

static  If get VLAN authorized information, just use it. If there is no 

VLAN authorized information, keep o riginal VLAN of host.   

Default  Default radius attributes VLAN assign mode is static.  

Mode  Interface Configuration  

Example

  

The follow ing example shows how to configure port VLAN assign to 

reject mode.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication radius -attributes vlan reject  

Switch# show authentication interface GigabitEthernet 2 
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4.14 AUTHENTICATION REAUTH 

 

Use Ɉauthentication reauthɉ command to enable the port reauthentication.  Use 

the Ɉnoɉ form of this command to disable reauthentication.  

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication reauth  

Switch(config -if)# no authentication reauth  

 

 

Syntax authentication reauth  

no authentication reau th  

Mode  Interface Configuration  

Example The following example shows how to enable port 

reauthentication.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication reauth  

Switch# show authentication interf ace GigabitEthernet 2  
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4.15 AUTHENTICATION TIMER INACTIVE 

 

Use Ɉauthentication timer inactiveɉ command to configure the port inactiv e 

timeout value.Sometimes, we may assign a long aging time for a host, but in fact, it 

is not active. This inactive tim eout  will detect the host is active or not. If the host is 

inactive exceed this timeout, it should be removed. Use Ɉnoɉ form of this comm and 

to restore default value.  

 

Switch# configure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# auth entication timer inactive <60-65535> 

 

Switch(config -if)# no authentication timer inactive  

 

Syntax authentication timer inactive <60-65535> 

no authentication timer inactive  

Parameter  <60-65535>Interval in seconds after which if there is no 

activity fro m th e client then it will beunauthorized   

Default  Default inactive timeout is 60 seconds.  

Mode  Interface Configuration  

Example The fol lowing example shows how to configure port inactive 

period.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication timer inactive 300 

Switch# show authentication interface GigabitEthernet 2  
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4.16 AUTHENTICATION TIMER QUIET 

 

Use Ɉauthentication timer quietɉ command to configure the port quiet period 

value. After authenti cating fail many times and the port is guest VLAN disabled, the 

port/host will enter lock state until quiet period expired. In lock state , the port/host 

is not allowed to do authenticating. Use Ɉnoɉ form of this command to restore 

default value.  

 

Switch# config ure terminal  

Switch(config)# interface {interface -name}  

Switch(config -if)# authentication timer quiet <0-65535> 

 

Switch(config -if)# no authentication timer quiet  

 

Syntax authentication timer quiet <0-65535> 

no authentication timer quiet  

Parameter  <0-65535>Interval in seconds to wait following a failed 

authentication exchange  

Default  Default quiet period is 60 seconds.  

Mode  Interface Configuration  

Example  

 

The following example shows how to configure port quiet 

period.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication timer quiet 300  

Switch# show authentication interface GigabitEthernet 2  
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4.17 AUTHENTICATION TIMER REAUTH 

 

Use Ɉauthentication timer reauthɉ command to configure the port 

reaut hent ication period value with unit second if the reauthentication time is not 

assigned by local database or remote authentication server.  On the other hand, if 

the reauthentication time is assigned by local database or remote server, this 

configured reauth enti cation time will be ignored. Use Ɉnoɉ form of this command 

to restore default value.  

 

Switch# configure terminal  

Switch(config)# inter face {interface -name}  

Switch(config -if)# authentication timer reauth <300-4294967294> 

 

Switch(config -if)# no authenticat ion timer reauth  

 

Syntax authentication timer reauth <300-4294967294> 

no authentication timer reauth  

Parameter  <300-4294967294>Time in seconds after which an automatic 

re-authentication should be initiated  

Default  Default reauthentication period is 3600 s econds. 

Mode  Interface Configuration  

Example The following example shows how to configure port 

reauthentication period.  

Switch# configur e terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication timer reauth 300 

Switch# show auth entication interface GigabitEthernet 2  
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4.18 AUTHENTICATION WEB LOCAL 

 

Use Ɉauthentication web localɉ command to add local accou nt in database. This 

local account database is used when web authentication method is configured as 

Ɉlocalɉ. The web au then tication module will find account in this local database and 

authenticated it. Use the Ɉnoɉ form of this command to delete local acco unt from 

database.  

 

Switch# configure terminal  

Switch(config)# authentication web local username USERNAME password 

(encr ypte dCRYPT-PASSWORD | PASSWORD) [vlan <1-4094>] [reauth -period 

<300-4294967294>] [inactive -timeout <60-65535>] 

 

Switch(config)# no authen tication web local username USERNAME  

 

Syntax authentication web local username USERNAME password 

(encrypted  CRYPT-PASSWORD | PASSWORD) [vlan <1-4094>] 

[reauth -period <300-4294967294>] [inactive -timeout <60-

65535>] 

 

no authentication web local username USER NAME 

Parameter  USERNAME Local account user name  

Encrypted CRYPT -PASSWORD Encrypted password.  

PASSWORD Un-encrypted pa ssword.  

vlan <1-4094> Assigned VLAN of this local account reauth -period  

Re-authentication period  <300-4294967294> of this local 

account i nactive -timeout.  

Inactive timeout  <60-65535> of this local account.  

Mode  Global Configuration  

Example  The following example shows how to add/delete a new local 

account.  

Switch# configure terminal  

Switch(config)# authentication web local username acct1 

password acct1 vlan 3reauth -period 301 inactive -timeout 61  

Switch# show authentication  
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4.19 AUTHENTICATION WEB MA X-LOGIN-ATTEMPTS 

 

Use Ɉauthentication web max-login -attemptsɉ command to configure the port 

WEB authentication max login attempt number. After login fail number exceed, the 

host will enter Lock state and is not able to authenticate until quiet period excee d. 

Use Ɉnoɉ form of this command to restore default value.  

Switch# configure terminal  

Switch(config)# interface  {interface -id}  

Switch(confi g-if)# authentication web max -login -attempts (infinite| <3-10>) 

 

Switch(config -if)# no authentication web max -login -att empts  

 

Syntax authentication web max -login -attempts (infinite| <3-10>) 

no authentication web max -login -attempts  

Parameter  infinite  Do not care user login fail number  

<3-10> Allow user login fail number  

Default  Default max login attempt number is 3.  

Mode  Inter face Configuration  

Example  

 

The following example shows how to configure port max login 

attempt number.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# authentication web max -login -attempts 5 

Switch# show aut henti cation interface GigabitEthernet 2  
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4.20 CLEAR AUTHENTICATION SESSIONS 

 

Use Ɉclear authentication sessionsɉ command to delete ex isting authentication 

sessions. If no parameter is specified, all sessions will be deleted.After 

authentication sessio n is deleted, host need to do authentication procedure again.  

Switch# clear authentication sessions  

Switch# clear authentication sessions interfaces {IF_PORTS} 

Switch# clear authentication sessions mac {mac-addr}  

Switch# clear authentication sessions sessi on -id  {WORD} 

Switch# clear authentication sessions type (dot1x|mac|web)  

 

Syntax clear authentication sessions  

clear authentication session s interfaces {IF_PORTS} 

clear authentication sessions mac {mac-addr}  

clear authentication sessions session -id {WORD} 

clear authentication sessions type (dot1x|mac|web)  

Parameter  interfaces IF_PORTS Clear sessions on specific interface  

mac mac-addr  Clear session with specific MAC address  

session -id WORD Clear session with specific session ID type  

(dot1x|mac|web)type   Clear session with specific 

authentication  

Mode  Privileged EXEC 

Example  

 

The following example shows how to clear all authentication 

sessions. 

Switch# clear authentication sessions  

Switch# show authentication sessions  
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4.21 DOT1X 

 

Use Ɉdot1xɉ command to en able the global setting of 802.1x. The Ɉauthentication 

dot1xɉ command has the same effect as this one. This command is a backward 

compatib le command. Use the Ɉnoɉ form of this command to disable 802.1 x 

authentications.  

 

Switch# configure terminal  

Switch(config)# dot1x  

 

Switch(config)# no dot1x  

 

Syntax dot1x  

no dot1x  

Default  Default 802.1x is disabled  

Mode  Global Configuration  

Example

  

The following example shows how to enable 802.1 x authentications.  

Switch# configure terminal  

Switch(config)# dot1x  

Switch# sho w authentication  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 164 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 165 

 

4.22 DOT1X GUEST-VLAN 

 

Use Ɉdot1x guest-vlanɉ command to enable the global setting of guest VLAN and 

specify  guest VLAN ID. Use the Ɉnoɉ form of this command to disable guest VLAN.  

Switch# configure terminal  

Switch(config)# dot 1x gu est -vlan <1-4094> 

 

Switch(config)# no dot1x guest -vlan  

 

Syntax dot1x guest -vlan <1-4094> 

no dot1x guest -vlan  

Parameter  <1-4094>Guest VLAN ID 

Default  Default guest VLAN is disabled  

Mode  Global Configuration  

Example  

 

The following example shows how  to create guest VLAN. 

Switch# configure terminal  

Switch(config)# vlan 3  

Switch(config -vlan)# exit  

Switch(config)# dot1x guest -vlan 3  

Switch# show authentication  
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4.23 DOT1X MAX -REQ 

 

Use Ɉdot1x max-reqɉ command to configure the port 802.1x max EAP r equest 

value. The max request is the maximum number of EAP requests that can be sent. 

If a response is not received after the defined peri od (supplicant timeout), the 

authentication process is restarted. Use Ɉnoɉ form of this command to restore 

default val ue. 

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x max -req <1-10> 

 

Switch(config -if)# no dot1x  max -req  

 

Syntax dot1x max -req <1-10> 

no dot1x max -req  

Parameter  <1-10> The maximum number of EAP requests that can 

be sent . If a response is not received after the defined period 

(supplicant timeout), the authentication process is restarted.

  

Default  Default EAP max request number is 2.  

Mode  Interface Configuration  

Example  

 

The following example shows how to configur e por t 802.1x 

EAP TX period. 

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dot1x max -req 1  

Switch# show authentication interface GigabitEthernet 2  
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4.24 DOT1X PORT-CONTROL 

 

Use Ɉdot1x port-controlɉ command to en able the port authentication control 

mode. The Ɉauthentication port-controlɉ command has the same effect. Use the 

Ɉnoɉ form of this c ommand to disable authentication port control.  

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x port -control (auto|force -auth|force -unauth)  

 

Switch(config -if)# no dot1x port -control  

 

Syntax dot1x port -control (aut o|force -auth|force -unauth)  

no dot1x port -control  

Parameter  Auto Need passing authentication procedure to get network 

accessibility  

force -auth  Port is force authorized and all clients have  

network accessibility.  

force -unauth  Port is force unauthorized and  all clients have 

no network accessibility.   

Mode  Interface Configuration  

Example  

 

The following example shows how to configure port control to 

auto mode.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dot1x por t -control auto  

Switch# show authentication interface GigabitEthernet 2  
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4.25 DOT1X REAUTH 

 

Use Ɉdot1x reauthɉ comma nd to enable the port reauthentication. The 

Ɉauthentication reauthɉ command has the same effect, it is a backward 

compatible command  

 

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x reauth  

 

Switch(config -if)# no dot1x reauth  

 

Syntax dot1x reauth  

no dot1x reauth  

Mode  Interface Configuration  

Example  The following example shows how to enable p ort 

reauthentication.  

 

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# interface  GigabitEthernet 2  

Switch(config -if)# dot1x reauth  

Switch# show authentication interface GigabitEthernet 2  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 172 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 173 

 

4.26 DOT1X TIMEOUT REAUTH-PERIOD 

 

Use Ɉdot1x timout reauthɉ command to configure the port reauthentication 

period value with unit second if th e reauthentication time is not assigned by local 

database or remote authentication server. On the other hand, if the 

reauthentication time  is assigned by local database or remote server, this 

configured reauthentication time will be ignored. The Ɉauthentication  timer 

reauthɉ command has the same effect,  and it is a backward compatible command. 

Use Ɉnoɉ form of this command to restore default value. 

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x timeout reauth -per iod <300-4294967294> 

Switch(config -if)# no dot1x timeout reauth -period  

 

Syntax  dot1x timeout reauth -period < 300-4294967294 > 

no dot1x timeo ut reauth -period  

Parameter  <300-4294967294>Time in seconds after which an automatic 

re-authentication should be init iated  

Default  Default reauthentication period is 3600 seconds.  

Mode Interface Configuration  

Mode  Interface Configuration  

Example  

 

The following example shows how to configure port 802.1x 

reauthentication period.  

Switch# configure terminal  

Switch(config) # inte rface GigabitEthernet 2  

Switch(config -if)# dot1x timeout reauth -period 300  

Switch# show authentication interface GigabitEthernet 2  
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4.27 DOT1X TIMEOUT QUIET-PERIOD 

 

Use Ɉdot1x timeout quiet-periodɉ command to configure the port quiet period 

value. The Ɉauthentication timer quietɉ command has the same effect,  and it is 

backward compatible command.  After authenticating fail many time s and the port 

is guest VLAN disabled, the port/host will enter lock state until quiet period expired. 

In lock stat e, the p ort/host is not allowed to do authenticating. Use Ɉnoɉ form of 

this command to restore default value.  

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x timeout quiet -period <0-65535> 

 

Switch(config -if)# no dot1x ti meout quiet -period  

 

Syntax dot1x timeout quiet -period <0-65535> 

no dot1x timeout quiet -period  

Parameter  <0-65535>Interval in seconds  to wait following a failed 

authentication exchange  

Default  Default quiet period is 60 seconds.  

Mode  Interface Co nfigurat ion  

Example  

 

The following example shows how to configure port 802.1x 

quiet period.  

Switch# configure terminal  

Switch(config)# inter face GigabitEthernet 2  

Switch(config -if)# dot1x timeout quiet -period 300 

Switch# show authentication interface GigabitEther net 2  
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4.28 DOT1X TIMEOUT SERVER-TIMEOUT 

 

Use Ɉdot1x timeout server-timeoutɉ command to configure the port 802.1x 

server timeout  value. The server timeout is the number of seconds that lapses 

before the device resends a request to the authenti cation s erver.  

 

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x timeout server -timeout <1-65535> 

 

Switch(config -if)# no dot1x timeout server -timeout  

 

Syntax dot1x timeout server -timeout <1-65535> 

no dot1x timeout  server -timeout  

Parameter  <1-65535> Number of seconds that lapse before the device 

resends a request to the authentication server.   

Default  Default server timeout is 30 seconds.  

Mode  Interface Configuration  

Example  The following example shows how to c onfigure  port 802.1x 

server timeout.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dot1x timeout s upp -timeout 150  

Switch# show authentication interface GigabitEthernet 2  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 178 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 179 

 

4.29 DOT1X TIMEOUT SUPP-TIMEOUT 

 

Use Ɉdot1x  timeout supp -timeoutɉ command to configure the port supplicant 

timeout value. The supplicant timeout is the number of seconds that l apses before 

EAP requests are resent to the supplicant.  Use Ɉnoɉ form of this command to 

restore default value.  

Switch# confi gure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x timeout supp -timeout <1-65535> 

 

Switch(config -if)# no  dot1x timeout supp -timeout  

 

Syntax dot1x timeout supp -timeout <1-65535> 

no dot1x timeout supp -timeout  

Parameter  <1-65535> Number of seconds that lapses before EAP 

requests are resent to the supplicant  

Default  Default supplicant timeout is 30 seconds.  

Mode  Interface Configuration  

Example 

 

The following example shows how to configure port 802.1x 

supplicant timeout . 

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dot1x timeout supp -timeout 120 

Switch# show authent ication interface GigabitEthernet 2  
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4.30 DOT1X TIMEOUT TX-PERIOD 

 

Use Ɉdot1x timeout tx-periodɉ command to c onfigure the port 802.1x EAP TX 

period value. The TX period is the number of seconds that the device waits for a 

response to an Extensible Aut hentication Protocol (EAP) request/identity frame 

from the supplicant (client) before resending the request. Use Ɉnoɉ form of this 

command to restore default value.  

Switch# configure terminal  

Switch(config)#  interface  {interface -id}  

Switch(config -if)# dot1x  timeout tx -period <1-65535> 

 

Switch(config -if)# no dot1x timeout tx -period  

 

Syntax dot1x timeout tx -period <1-65535> 

no do t1x timeout tx -period  

Parameter  <1-65535> Number of seconds that the device waits for a 

response to an Extensible Authentication Pro tocol (EAP) 

request/identity frame from the supplicant (client) before 

resending the request.  

Default  Default EAP TX period is 30 seconds.  

Mode  Interface Configuration  

Example 

 

The following example shows how to configure port 802.1x 

EAP TX period. 

Switch#configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dot1x timeout tx -period 10 

Switch#  sho w authentication interface GigabitEthernet 2  
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4.31 SHOW AUTHENTICATION 

 

Use Ɉshow authenticationɉ command to show all authentic ation manager 

configurations. Use  Ɉshow authentication interfaceɉ command to show 

authentication manager configura tion of s pecific port.  

Switch# show authentication   

Switch# show authentication interfaces {IF_PORTS} 

 

Syntax 

 

show authentication  

show authen tication interfaces {IF_PORTS} 

Parameter  Interfaces  IF_PORTS Specify port list to show port configurations  

Mode  Privileged EXEC 

Example 

 

This example shows how to show the mac authentication 

configurations of port GigabitEthernet 1.  

Switch# show authent ication  
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Switch# show authentication interface GigabitEthernet 2  
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4.32 SHOW AUTHENTICATION SESSIONS 

 

Use Ɉshow authentication sessionsɉ command to show authentication detail 

session information.  

Switch# show authentication sessions [detail]  

Switch# show authentication sessions interface {IF_PORTS} 

Switch# show authentication sessions session -id {WORD} 

Switch# show au thentication session type (dot1x|mac|web)  

 

Syntax 

 

show authentication sessions [detail]  

show authentication sessions interface {IF_PORTS} 

show authentication sessions session -id {WORD} 

show authentication session type (dot1x|mac|web)  

Parameter  detail  Show session detail information.  

Interface IF_PORTS  Show session detail information of specific 

port  

session -id  WORD  Show session det ail information of specific 

session id  

Type  (dot1x|mac|web)  Show session detail information of 

specific authentica tion type  

Mode  Privileged EXEC 

Example 

 

This example shows how to show current authentication 

session brief and detail information.  

Switch#  show authentication sessions  

Switch# show authentication sessions detail  
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5. DIAGNOSTIC 

 

C2000 Series Switches Diagnost ics offer proactive diagnostics and real -time alerts 

and  provides higher network availability and increased operational efficiency. Log 

files of a switch are classified into: user log files and diagnostic log files.  A diagnostic 

log file records t he servi ce processing flow and fault information.  These logs sent to 

the log buffer, console, or terminal monitors. You can set up a switch to  

automatically transfer diagnostic information to a remote server. If a fault occurs, 

you can provide troubleshoot ing and s upport.  

 
Fig 5.1.1 Network Troubleshooting Flowchart
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5.1 SHOW CABLE-DIAG 

 

To show the estimated copper c able leng th attached to a specific interface, use the 

command show cable -diag in the Privileged EXEC mode. For the proper information 

of the c able length, the interface must be active and linked up.  

Switch# show cable -diag interfaces {IF_NMLPORTS} 

Syntax show cable -diag interfaces {IF_NMLPORTS} 

Paramete

r 

Interfaces {IF_NMLPORTS} Display the cable diagnostic information of 

the copper media for an  interface ID or a list of interfaces IDs.  

Mode  Privileged EXEC 

Example 

 

The following example shows the result  of cable  diagnostic for the 

interface GigabitEthernet 23 

Switch# show cable -diag interfaces GigabitEthernet 23 
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5.2 SHOW FIBER-TRANSCEIVER 

To show the diagnostic information of the fiber transceivers use the command. 

show fiber -transceiver in the Pr ivilege EXEC mode. 

Switch# show fiber -transceiver interfaces {IF_NMLPORTS} 

Syntax show fiber -transceiver interfaces {IF_NMLPORTS} 

Parameter  in terfaces {IF_NMLPORTS} Display the o diagnostic information 

of the fiber transceiver for an interface ID or a list of interf ace 

IDs 

Mode  Privileged EXEC 

Example 

 

The following example shows the diagnostic information for 

the interface g  25 and 26 , if, no  SFP inserted. 

Switch# show fiber -transceiver interfaces g 25-26 
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6. DHCP (Dynamic Host Configuration Protocol)  

 
DHCP (Dynamic Host Configuration Protocol) is widely used to automatically assign 

IP addresses and other network configuration parameters to n etwork devices, 

enhancing the utilization of IP address.  

 

DHCP Server  

DHCP Server is used to dynamically assign IP  addresse s, default gateway and other 

parameters to DHCP clients. DHCP (dynamic host configuration protocol) allows a 

server to assign an IP a ddress to a computer from a preselected range of numbers 

configured for a particular network. Dynamic Host Configu ration Pr otocol (DHCP) is 

a network management protocol used to automate the process of configuring IP  

address, gateways, and other IP related  things automatically to connected hosts. 

You can customize the DHCP pool subnet and address range to provide 

simu ltaneous access to more number of clients.  

 

 

 

Fig 6.1  C2000 Series Switches DHCP server  

  

DHCP Relay 

DHCP Relay is used to process and forward DHCP packets between different 

subnets or VLANs. DHCP clients broadcast DHCP req uest packets to require for IP 

addresses. Without this function, clients cannot obtain IP addresses from a DHCP 

server in t he different LAN because the broadcast packets can be transmitted only 
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in the same LAN. DHCP Relay includes three features: Option 82 , DHCP Interface 

Relay and DHCP VLAN Relay. 

 

DHCP Option 82: Option 82 is called the DHCP Relay Agent Information Option.  

When enabled, the DHCP relay agent can inform the DHCP server of some specified 

information of clients by inserting an Option 82 payl oad to DHCP request packets 

before forwarding them to the DHCP server, so that the DHCP server can distribute 

the IP addresses or other parameters to clients based on the payload. In this way, 

Option 82 prevents DHCP client requests from untrusted sources.  Besides, it allows 

the DHCP server to assign IP addresses of different address pools to clients in 

different grou ps. 

 

DHCP SNOOPING 

 

DHCP Snooping is a layer 2 security technology incorporated into the operating 

system of a capable network switch that dro ps DHCP traffic determined to be 

unacceptable. DHCP Snooping prevents unauthorized (rogue) DHCP servers 

offering I P addresses to DHCP clients. This page allow user to configure global and 

per interface settings of DHCP Snooping.   

 

Fig 6.2 C2000 Series Switches DHCP Snooping 
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DHCP snooping causes a switch to examine DHCP messages and filter those 

considered to be inappropriate. DHCP snooping also builds a table of IP address 

and port mappings, ba sed on le gitimate DHCP messages, called the DHCP snooping 

binding table . The DHCP snooping binding table can then be used by DAI and by the 

IP Source Guard feature. Use DHCP snooping and IP Source Guard to prevent DHCP 

DoS and man -in-the -middle attacks.  DHCP snooping listens to DHCP message 

exchanges and builds a bindings database of valid tuples (MAC address, IP address, 

VLAN interface). When D AI is enabled, the switch drops ARP packet if the sender 

MAC address and sender IP address do not match an entry i n the DHCP snooping 

bindings database.  DHCP snooping is a series of techniques applied to improve the 

security of a DHCP infrastructure. When DHCP servers are allocating IP addresses 

to the clients on the LAN, DHCP snooping can be configured on LAN switche s to 

prevent malicious or malformed DHCP traffic, or rogue DHCP servers.  DHCP 

snooping is a security feature which acts as a firewall between untrusted hosts and 

trusted DHCP servers. Snooping prevents false DHCP responses and monitor 

clients.  

 

 
 

Fig 6.3 DHCP Messages  
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DHCP snooping defeats attacks for ports it considers to be untrusted. DHCP 

snooping allows all DHCP messages on trusted ports , but it filters DHCP messages 

on untrusted ports. It operates based on the premise that only DHCP clients should 

exist on untrusted ports; as a result, the switch filters incoming DHCP messages 

those are only sent by servers. So, from a design perspective , unused and 

unsecured user ports would be configured as untrusted to DHCP snooping. DHCP 

snooping also needs to e xamine th e DHCP client messages on untrusted ports, 

because other attacks can be made using DHCP client messages. DHCP servers 

identify client s based on their stated client hardware address as listed in the   DHCP 

request. A single device could pose as mul tiple dev ices by sending repeated DHCP 

requests, each with a different DHCP client hardware address. The legitimate DHCP 

server, thinking the requests are from different hosts, assigns an IP address for 

each request. The DHCP server will soon assign all IP  addresse s available for the 

subnet, preventing legitimate users from being assigned an address. For untrusted 

ports, DHCP snooping uses the f ollowing general logic for filtering the packets:  

 

1. It filters all messages sent exclusively by DHCP servers.  

2. The swit ch checks DHCP release and decline messages against the DHCP snooping 

binding table; if the IP address in those messages is not liste d with the port in the 

DHCP snooping binding table, the messages are filtered.  

 

3. Optionally, it compares a DHCP requestɅs client hardware address value with the 

source MAC address inside the Ethernet frame.  
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6.1 DHCP Server  

Use the dhcp -server    command to enable DHCP S erver  function. Use the Ɉnoɉ form 

of this command to disable.  

Switch# configure ter minal  

Switch(config)# dhcp -server  

 

Switch(config)# no  dhcp -server  

 

Syntax dhcp -server   

no dhcp -server  

Default  DHCP server is disabled  

Mode  Global Configuration  

Example 

 

The example shows how to enable DHCP S erver.  

You can verify settings by the following  show  dhc p-server  

command.  

Switch#configure terminal  

Switch(config)# dhcp -server  

 Switch# show dhcp -server   
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6.2 DHCP Port setting   

 

Use the dhcp -relay command to enable DHCP relay on Switch port . Enabling port to 

carry DHCP information. Use the Ɉnoɉ form of this command to disable.  

Switch# configure terminal  

Switch(config)# interface {Interface -Id} 

Switch(config -if )#dhcp -relay  

 

Switch(confi g-if )# no  dhcp -relay  

 

Syntax dhcp -relay  

no dhcp -relay  

Default  DHCP relay on port is disabled  

Mode  Interface  Configuratio n 

Example 

 

The example shows how to port to carry DHCP information.  

You can verify settings by the following show  run command.  

Switch# configure terminal  

Switch(config)# interface  range g1-24 

Switch(config -if -range)#dhcp -relay  

 
Switch# show  run  
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6.3 DHCP IP Pool Setting  

  

Use the  ip pool  command to create DHCP Pool. Use the Ɉnoɉ form of this 

command to disable.  

Switch# configure ter minal  

Switch(config)# ip pool  {Pool-Name} 

Switch(config -ip-pool -Pool-Name)# gateway  {Gateway-IP-address} 

Switch(con fig-ip-pool -Pool-Name)# dns primary -ip {Primary DNS-IP-address} 

Switch(config -ip-pool -Pool-Name)# dns second -ip  {Secondary DNS-IP-address} 

Switch(config -ip-pool -Pool-Name)# lease {Lease time} 

Switch(config -ip-pool -Pool-Name)# section {Section-Number} {Pool Starting-IP-

address} {Pool End-IP-address} 

 

Switch(config)# no  ip pool  {Pool-Name} 

Syntax  ip pool   

no ip pool  

Default  DHCP pool is disabled  

Mode  Global Configuration  

Example 

 

The example shows how to create  DHCP Pool. 

You can verify settings by the fol lowing show  run  command.  

Switch# configure terminal  

Switch(config)# ip pool  COMMANDO 

Switch(config -ip-pool -COMMANDO)# gateway  192.168.0.1/24  

Switch(config -ip-pool -COMMANDO)# dns primary -ip 8.8.8.8 

Switch(config -ip-pool -COMMANDO)# dns second -ip  8.8.4.4 

Switch(config -ip-pool -COMMANDO)# lease 2:0:0 

Switch(config -ip-pool -COMMANDO)# section 1  192.168.0.101 

192.168.0.200 
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6.4 DHCP VLAN Interface Group setting.  

 

Use the dhcp -server  group command to enable  VLAN Interface Group setting . 

Enabling Vlan carry DHCP informat ion. Use the Ɉnoɉ form of this command to 

disable.  Following commands are for Management Vlan. By default,  VLAN 1 is a 

Management Vlan  in C2000 Series Switches. 

Switch# configure terminal  

Switch(config)# dhcp -server group  {Group-ID} 

Switch(config)# dh cp-server  group  {Group-ID} ip  {Gateway-IP Address} 

 

Switch(config)# no  dhcp -server group  {Group-ID} 

 

Following commands are for Non  Management  VLAN 

Switch# configure terminal  

Switch(config)# interface vlan{Vlan -ID}  

Switch(config -if )#dhcp -server group  {Group-ID} 

Switch(config)# dhcp -server group  {Group-ID} ip  {Gateway-IP Address} 

 

Switch(config -if )#no  dhcp -server group  {Group-ID} 

 

 

Syntax dhcp -serv er group  

no dhcp -server group  

Default  DHCP VLAN Interface Group setting  is disabled  

Mode  In Global configuration for Mana gement VLAN. VLAN Interface  

Configuration  for other than management VLAN.  

Example 

 

The example shows how to set DHCP VLAN Interface Group 

setting for Management VLAN . 

You can verify settings by the following show  run command.  

Switch# configure term inal  
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 Switch(config)#  dhcp -server group  1 

Switch(config)# dhcp -server group  1 ip  192.168.0.1 

 
 

The example shows how to set DHCP VLAN Interface Group 

setting for other than management VLAN . 

Switch# configure terminal  

Switch(config)# interface vlan2  

Switch(config -if )# dhcp -server group  1 

Switch(config)# dhcp -server group  1 ip  192.168.0.1 

 

 
 

Verifying the DHCP Server  

Switch# sh dhcp -server  

 

 
 

Verifying the DHCP Client  
 

Switch# sh dhcp -client  

Note : Only Static binded clients are shown.  
 

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 198 

 

6.5 IP DHCP SNOOPING 

 

Use the ip dhcp snooping command to enable DHCP Snooping function. Use the 

Ɉnoɉ form of this command to disable.  

Switch# configure t erminal  

Switch(config)# ip dhcp snooping  

 

Switch(config)# no ip dhcp snooping  

 

Syntax ip dhcp snooping  

no ip dhcp snoo ping  

Default  DHCP snooping is disabled  

Mode  Global Configuration  

Example 

 

The example shows how to enable DHCP Snooping on VLAN 1. 

You can verify settings by the following show ip dhcp snooping 

command.  

Switch# configure terminal  

Switch(config)# ip dhcp snoop ing  

Switch(config)# ip dhcp snooping vlan 1  

Switch# show ip dhcp snooping  
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6.6 IP DHCP SNOOPING VLAN 

 

Use the ip dhcp snooping  vlan command to enable VLANs on DHCP Snooping 

function. Use the Ɉnoɉ form of this command to disable VLANs on DHCP Sn oopin g 

function.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping vlan {VLAN-LIST} 

 

Syntax ip dhcp snooping vlan {VLAN-LIST} 

Parameter  VLAN-LIST Specify VLAN ID or a range of VLANs to enable or 

disable dynamic Arp inspection  

Default  Default is disab led on all VLANs 

Mode  Global Configuration  

Example 

 

The example shows how to enable VLAN 1 -100 on DHCP 

Snooping, and then disable V LAN 30-40 on DHCP Snooping. 

You can verify settings by the following show ip dhcp snooping 

command.  

Example 1 :  

Switch#con figure terminal  

Switch(config)# vlan 1-100  

Switch(config)# exit  

Switch(config)# ip dhcp snooping  

Switch(config)# ip dhcp snooping v lan  1-100 

Switch# show ip dhcp snooping  

 
 

Example 2 :  

Switch# configure terminal  

Switch(config)# no ip dhcp snooping v lan  30-40 

Switch(config)# show ip dhcp snooping  
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6.7 IP DHCP SNOOPING TRUST 

 

Use the ip dhcp snooping trust  command to set trusted  interface. The switch does 

not check DHCP packets that are received on the trusted interface; it simply 

forwards it. Us e the Ɉnoɉ form of this command to set untrusted interface.  

 

Switch# configure terminal  

Switch(config)# ip dhcp snooping trust  

 

Switch(config)# no ip dhcp snooping trust  

 

Syntax ip dhcp snooping trust  

no ip dhcp snooping trust  

Default  DHCP snooping trust  is disabled  

Mode  Interface Configuration  

Example 

 

The example shows how to set interface gi1 to trust. You can 

verify settings by the  following show ip dhcp snooping 

interface command.  

Switch# configure terminal  

Switch(config)# interface gi2 

Switch(confi g-if)# ip dhcp snooping trust  

Switch(config -if)# do show ip dhcp snooping interface gi1 

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 202 

 

6.8 IP DHCP SNOOPING VERIFY 

 

Use the  ip dh cp snooping verify  command to verify MAC address function on 

interface.The Ɉmac-addressɉ drop DHCP packets that chaddr a nd ethernet -source -

mac is not match.  

 

Switch# configure terminal  

Switch(config)# interface {Interface-ID} 

Switch(config -if)# ip dhcp snoop ing verify mac -address  

Switch(config -if)# no ip dhcp snooping verify mac -address  

 

Syntax ip dhcp snooping verify mac -add res s 

no ip dhcp snooping verify mac -address  

Default  DHCP snooping verify mac -address is disabled  

Mode  Interface Configuration  

Example 

 

The example shows how to set interface gi1 to validate Ɉmac- 

addressɉ. You can verify settings by the following show i p 

dhcp snooping interface command.  

Switch# configure terminal  

Switch(config)# interface gi2 

Switch(config -if)# ip dhcp snooping verify ma c-address  

Switch(config -if)# do show ip dhcp snooping interface gi2 
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6.9 IP DHCP SNOOPING RATE-LIMIT  

 

Use the ip dhc p snooping rate -limit  command to set rate limitation on interface. 

The switch drop DHCP packets after receives more than configured r ate of packets 

per second. Use the Ɉnoɉ form of this command to return to default settings.  

 

Switch# configure terminal  

Swit ch(config)# interface  {Interface-ID} 

Switch(config -if)# ip dhcp snooping rate -limit <1-300> 

 

Switch(config -if)# no ip dhcp snooping ra te -limit  

 

Syntax ip dhcp snooping rate -limit <1-300> 

no ip dhcp snooping rate -limit  

Parameter  <1-300> Set 1 to 300 PPS of DHCP packet rate limitation  

Default  Default is un -limited of DHCP packet  

Mode  Interface Configuration  

Example 

 

The example shows h ow to set rate limit to 30 pps on 

interface gi1. You can verify settings by the following show ip 

dhcp snooping interfac e command.  

Switch#configure terminal  

Switch(config)# interface gi2 

Switch(config -if)# ip dhcp snooping rate -limit 30 

Switch(config -if)# do show ip dhcp snooping interfaces gi2 
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6.10 CLEAR IP DHCP SNOOPING STATISTICS 

 

Use the clear ip dhcp snooping int erf aces statistics command to clear statistics 

that are recorded on interface.  

Switch# clear ip dhcp snooping interfaces {IF_PORTS} stat istics  

Syntax clear ip dhcp snooping interfaces {IF_PORTS}statistics  

Parameter  IF_PORTS specifies ports to clear statis tics 

Mode  Privileged EXEC 

Example 

 

The example shows how to clear statistics on interface gi1. 

You can verify settings by the followin g show ip dhcp snooping 

interface statistics command.  

Switch# clear ip dhcp snooping interfaces gi1 statistics  

Switch# show  ip dhcp snooping interfaces gi1 statistics  
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6.11 SHOW IP DHCP SNOOPING 

 

Use the show ip dhcp snooping command to show settings of DHCP Snooping.  

 

Switch# show ip dhcp snooping  

 

Syntax show ip dhcp snooping  

Mode  Privileged EXEC 

Example 

 

The exampl e shows how to show settings of DHCP Snooping  

Switch# show ip dhcp snooping  
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6.12 SHOW IP DHCP SNOOPING INTERFACE 

 

Use the show ip  dhcp snooping interfaces command to show settings or statistics 

of interface.  

Switch# show ip dhcp snooping interfaces {IF_PORTS} 

Switch# show ip dhcp snooping interfaces {IF_PORTS} statistics  

 

Syntax 

 

show ip dhcp snooping interfaces {IF_PORTS} 

show ip d hcp snooping interfaces {IF_PORTS} statistics  

Parameter  IF_PORTS specifies ports to show statistics  

Mode  Privileged EXEC 

Example 

 

The example shows how to show settings of interface gi1.  

Switch# show ip dhcp snooping interface gi2  
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6.13 SHOW IP DHCP SNOOPING BINDING  

 

Use the  show ip dhcp snooping binding  command to show binding entries that 

learned by DHCP Snooping.  

Switch# show ip dhcp snooping binding  

Syntax show ip dhcp snooping binding  

Mode  Privileged EXEC 

Example 

 

The example shows how to sho w binding entries that learned 

by DHCP Snooping. 

Switch# show ip dhcp snooping binding  
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6.14 IP DHCP SNOOPING OPTION 

 

Use the ip dhcp snooping option  command to enable that insert option82 content 

into packet. Use the Ɉnoɉ form of this command to dis able. 

Switch# configure terminal  

Switch(config)# interface  {Interface-ID} 

Switch(config -if)# ip dhcp snooping option  

 

Switch(config -if)# no ip dhcp snooping option  

 

Syntax 

 

ip dhcp snooping option  

no ip dhcp snooping option  

Default  DHCP snooping option82 is  disabled  

Mode  Interface Configuration  

Example 

 

The example shows how to enable option82 insertion. You can 

verify set tin gs by the following show ip dhcp snooping 

interface command.  

Switch# configure terminal  

Switch(config)# interface gi2 

Switch(config -if )# ip dhcp snooping option  

Switch(config -if)# do show ip dhcp snooping interfaces gi2  
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6.15 IP DHCP SNOOPING OPTION ACTION  

 

Use the  ip dhcp snooping option action  command to set the action when receive 

packets that with option82 content. Use the Ɉnoɉ form of this command to default 

setting.  

 

Switch# configure terminal  

Switch(config)# interface {Interface-ID} 

Switch(config -if )#ip dhcp snooping option action (drop|keep|replace)  

 

Switch(config -if)# no ip dhcp snooping option action  

 

Syntax 

 

ip dhcp snooping o ption action (drop|keep|replace)  

no ip dhcp snooping option action  

Parameter  

 

Drop Drop packets with option82 that are received from 

un trusted port.  

Keep Keep original option82 content in packet.  

Replace Replace option82 content by switch setting.  

Defau lt  DHCP snooping option82 is drop  

Mode  Interface Configuration  

Example 

 

The example shows how to set action to replace option82 

content. You can verify settings by the following show running -

config command.  

Switch# configure terminal  

switch(config)# inter face gi2  

switch(config -if)#  ip dhcp snooping option action replace  
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6.16 IP DHCP SNOOPING OPTION CIRCUIT-ID 

 

Use the ip dhcp snooping option circuit -id command to set user -defined circuit -id 

string. Circuit -id is per port per VLAN setting. If a VLAN i s not found user -defined 

circuit -id then use per port circuit -id string. Use the Ɉnoɉ form of this command to 

default set ting. 

 

Switch# configure terminal  

Switch(config -if)# ip dhcp snooping [vlan <1-4094>] option circuit -id {STRING} 

Switch(config -if)# no i p dhcp snooping [vlan <1-4094>] option circuit -id  

 

Syntax 

 

ip dhcp snooping [vlan <1-4094>] option circuit -id STRING 

no i p dhcp snooping [vlan <1-4094>] option circuit -id  

Parameter   Vlan <1-4094>VLAN ID to set user defined circuit -id string 

STRING Circuit -id string, 1 to 63 ASCII characters, no spaces.  

Default  Default circuit -id is port id + vlan id in byte format.  

Mode  Interface Configuration  

Example 

 

The example shows how to set a user -defined circuit -id string 

on interface gi1 and VLAN 1. You can veri fy settings by the 

following show running -config command.  

Switch# configure terminal  

switch(config)# interface  gi2 

switch( config -if)# ip dhcp snooping vlan  1 option circuit -id 

test  
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6.17 IP DHCP SNOOPING OPTION REMOTE-ID 

 

Use the  ip dhcp snooping opti on remote -id command to set user -defined 

remote -id string. Remote -id is a global and unique string. Use the Ɉnoɉ form of th is 

command to default setting.  

 

Switch# configure terminal  

Switch(config)# ip dhcp snooping option remote -id {STRING} 

 

Switch(config)#  no ip dhcp snooping option remote -id  

 

Syntax ip dhcp snooping option remote -id {STRING} 

no ip dhcp snooping option remot e-id  

Parameter  STRING Remote -id string, 1 to 63 ASCII characters, no spaces.  

Default  Default remote -id is the switch MAC address in b yte order  

Mode  Global Configuration  

Example 

 

The example shows how to set a user -defined remote -id string 

on switch. Yo u can verify settings by the following show ip 

dhcp snooping option remote - id. 

Switch# configure terminal  

Switch(config)# ip dhcp snoop ing option remote -id 

test_remote  

switch(config)# do show ip dhcp snooping option remote -id  
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6.18 SHOW IP DHCP SNOOPIN G OPTION 

 

Use the show ip dhcp snooping option  remote -id command to show remote -id 

string.  

Switch# show ip dhcp snooping option remote -id  

Syntax show ip dhcp snooping option remote -id  

Mode  Privileged EXEC 

Example 

 

The example shows how to show remote -id string  

Switch#  show ip dhcp snooping option remote -id  
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6.19 IP DHCP SNOOPING DATABASE 

 

Use the ip dhcp snooping database  command to enable DHCP Snooping database 

agent. The Ɉflashɉ means that write backup file to switch local drive. The Ɉtftpɉ 

means th at write backup file to remote TFTP server. Use the Ɉnoɉ form of this 

command to disable.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database flash  

Switch(config)# ip dhcp snooping database tftp ( A.B.C.D|HOSTNAME) {NAME} 

 

Switch(config)# no  ip dhcp snooping database  

 

Syntax 

 

ip dhcp snooping database flash  

ip dhcp snooping database tftp (A.B.C.D|HOSTNAME) 

{NAME} 

no ip dh cp snooping database  

Parameter  (A.B.C.D|HOSTNAME)Specify the IP address or hostname of 

remote TFTP server  

NAME Input na me of backup file  

Default  DHCP snooping database is disabled  

Mode  Global Configuration  

Example The example shows how to enable DHCP Snooping database 

agent and write backup file to remote TFTP server with file 

name Ɉbackup_fileɉ. You can verify settings by the following 

show ip dhcp snooping database command.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database tftp 192.168.1.50 

backup_file  

Switch(config)# do show ip dhcp snooping database  
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6.20 IP DHCP SNOOPING DATABASE WRITE-DELAY 

 

Use the ip dhcp snooping database write -delay  command to modify the write -

delay timer. Use the Ɉnoɉ form of this command to default set ting.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database write -delay <15-86400> 

 

Switch(config)# no ip dh cp snooping database write -delay  

 

Syntax ip dhcp snooping database write -delay <15-86400> 

no ip dhcp snooping database write -delay  

Parameter  <15-86400>Specifies the seconds of timeout. Specify the 

duration for which the transfer should be delayed after the  

binding database changes  

Default  DHCP snooping database write -delay is 300 seconds  

Mode  Global Configuration  

Example 

 

The example s hows how to set write -delay timer to 60 

seconds. You can verify settings by the following show ip dhcp 

snooping database command.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database write -delay 60 

Switch(config)# do show ip dhcp snooping da tabase  
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6.21 IP DHCP SNOOPING DATABASE TIMEOUT 

 

Use the ip dhcp snooping database timeout  command to modify the time out 

timer. Use the Ɉnoɉ form of this command to default setting.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database ti meout <0-86400> 

 

Switch(config)# no ip dhcp snooping database timeout  

 

Syntax ip dhcp snooping database timeout <0-86400> 

no ip dhcp snooping database timeout  

Parameter  

 

<15-86400>Specifies the seconds of timeout .Specify (in 

seconds)how long to wait for the  database transfer process to 

finish before stopping the process. Use 0 to define an infinite 

duration, which means to co nt inue trying the transfer 

indefinitely  

Default  DHCP snooping database timeout is 300 seconds  

Mode  Global Configuration  

Example 

 

The example shows how to set timeout timer to 60 seconds. 

You can verify settings by the following show ip dhcp snooping 

dat abase command.  

Switch# configure terminal  

Switch(config)# ip dhcp snooping database timeout 60  

Switch(config)# do show ip dhcp snooping 
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6.22 CLEAR IP DHCP SNOOPING DATABASE STATISTICS 

 

Use the clear ip dhcp snooping database statistics  command to cle ar statistics of 

DHCP Snooping database.  

Switch# clear ip dhcp snooping database statistics  

Syntax clear ip dhcp snooping database stat istics  

Mode  Privileged EXEC 

Example 

 

The example shows how to clear statistics of DHCP Snooping 

agent. You can verify s ettings by the following show ip dhcp 

snooping database command.  

switch# clear ip dhcp snooping database statistics  

switch# show ip dhc p snooping database  
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6.23 RENEW IP DHCP SNOOPING DATABASE 

 

Use the renew ip dhcp snooping database  command to renew  DHCP Snooping 

database from backup file.  

Switch# renew ip dhcp snooping database  

Syntax renew ip dhcp snooping database  

Mode  Privileged EXEC 

Example The example shows how to renew DHCP Snooping database. 

You can verify settings by the following show ip dhcp snooping 

database and show ip dhcp snooping binding command.  

Switch# renew ip dhcp snooping database  

Switch# show ip dhcp snooping  database  
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6.24 SHOW IP DHCP SNOOPING DATABASE 

 

Use the show ip dhcp snooping database  command to show settings of DHCP 

Snooping agent.  

 

Switch# show ip dhcp snooping database  

 

Syntax show ip dhcp snooping database  

Mode  Privileged EXEC 

Example 

 

The example shows how to show settings of DHCP Snooping 

agent.  

Switch # show ip dhcp snooping database  
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7. DOS Denia l-of -Service (DoS)  
 

7.1 DOS 

 

A Denial -of -Service (DoS) attack  is an attack meant to shut down a machine or 

network, making it inaccessi ble to its intended users. DoS attacks accomplish this 

by flooding the target with traffic or  sending it information that  triggers a crash. 

In both instances, the DoS attack deprives legitimate users ( i.e., employees, 

members, or account holders) of the se rvice or resource they expected.  

 

Victims of DoS attacks often target web servers of high -profile organizations such 

as banking, commerce, and media companies, or government and trade 

organizations. Though DoS attacks do not typically result in the theft o r loss of 

significant information or other assets, they can cost the victim a great deal of 

time and money to handle.  

 

There are two general methods of DoS attacks: flooding services or crashing 

services. Flood attacks occur when the system receives too mu ch traffic for the 

server to buffer, causing them to slow down and eventually stop. Popular flood 

attacks include:  

¶ Buffer  overflow attacks  ɀ the most common DoS attack. The concept is to 

send more traffic to a network address than the programmers have buil t the 

system to handle. It includes the attacks listed below, in addition to others that 

are designed to exploit bugs spe cific to certain applications or networks.  

¶ ICMP flood  ɀ leverages misconfigured network devices by sending spoofed 

packets that ping ev ery computer on the targeted network, instead of just one 

specific machine. The network is then triggered to amplify the tr affic. This attack 

is also known as the smurf attack or ping of death.  

¶ SYN flood  ɀ sends a request to connect to a server, but never complete. 

Continues until all open ports are saturated with requests and none are 

available for legitimate users to conne ct to. 

Other DoS attacks simply exploit vulnerabilities that cause the target  networks  or 

service to crash. In these attacks, input is sent that takes advantage of bugs in the 
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target that subsequently crash or severely destabilize the network , so that it c anɅt 

be accessed or used.  

To enable the specific Denial  of Service (DoS) protection, use the command  dos  in 

the Global Configuration mo de. Otherwise, use the no form of the command to 

disable the specific DoS protection.  

Switch# configure terminal  

Switch(conf ig)# dos ipv6 -min -frag -size-length 1024  

Switch(config)# dos ipv6 -min -frag -size-check  

 

Syntax dos (daeqsa -deny|icmp -frag -pkts -deny|icm pv4 -ping -max - 

check|icmpv6 -ping -max -check|ipv6 -min -frag -size-

check|land - deny|nullscan -deny|pod -deny|smurf -

deny|syn -sport l1024- 

deny|synfin -deny|synrst -deny|tcp -frag -off -min -

check|tcpblat - deny|tcphdr -min -check|udpblat -

deny|xmas -deny)  

 

dos icmp -ping -max -length MAX_LEN  

 

dos ipv6 -min -frag -size-length MIN_LEN  

 

dos smurf -netmask MASK  

 

dos tcphdr -min -length HDR_MIN_LEN  

 

no dos (t cp-frag -off -min -check|synrst -deny|synfin -

deny|xma - deny|nullscan -deny|syn -sportl1024 -

deny|tcphdr -min -check|smurf - deny|icmpv6 -ping -max -

check|icmpv4 -ping -max -check|icmp -frag - pkts -deny|ipv6 -

min -frag -size-check|pod -deny|tcpblat - deny|udpblat -

deny|land -deny|d aeqsa-deny)  

Parameter  

 

daeqsa -deny  Drops the packets if the destination MAC 

address is equal to the source MAC address.  

icmp -frag -pkts -deny  Drops the fragmented ICMP packets.  

icmpv4 -ping -max - check Checks the maximum size of ICMP 
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ping packets, and drops t he packets larger than the maximum 

packet size defined by the command dos icmp -ping -max-

length MAX_LEN 

icmpv6 -ping -max - check Checks the maximum size of ICMPv6 

ping packets and  drops the packets larger than the maximum 

packet size defined by the command do s icmp -ping -max- 

length MAX_LEN. 

ipv6 -min -frag - size-check Checks the minimum size of IPv6 

fragments and  drops the packets smaller th an the minimum 

size defined by the command dos ipv6 -min -frag-size-length 

MIN_LEN. 

land -deny  Drops the packets if the source  IP address is equal 

to the destination IP address.  

nullscan -deny  Drops the packets with NULL scan.  

pod -deny  Avoids ping of death att ack. 

smurf -deny  Avoids smurf attack.  

syn -sportl1024 -deny  Drops SYN packets with sport less than 

1024. 

synfin -deny  Drops the  packets with SYN and FIN bits set.  

synrst -deny  Drops the packets with SYN and RST bits set.  

tcp -frag -off -min - check Drops the TCP fr agment packets with 

offset equals to one.  

tcpblat -deny  Drops the packages if the TCP source port is 

equal to the TCP destin ation port.  

tcphdr -min -check  Checks the minimum TCP header and 

drops the TCP packets with the header smaller than the 

minimum size de fined by the command dos tcphdr -min -

length HDR_MIN_LEN. 

udpblat -deny  Drops the packets if the UDP source port 

equals to the  UDP destination port.  

xmas -deny  Drops the packets if the sequence number is zero, 

and the FIN, URG and PSH bits are set. 

icmp -ping -m ax- length MAX_LEN Specify the maximum size of 

the ICMPv4/ICMPv6 ping packets. The valid range is from 0 to 

65535 bytes, an d the default value is 512 bytes.  

ipv6 -min -frag - size-length MIN_LEN Specify the minimum size 

of IPv6 fragments. The valid range is f rom 0 to 65535 bytes, 

and default value is 1240 bytes.  
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smurf -netmask  MASK Specify the netmask of smurf attack. 

The length r ange is from 0 to 323 bytes, and default length is 0 

bytes.  

tcphdr -min -length  HDR_MIN_LEN Specify the minimum TCP 

header length. The length range is from 0 to 31 bytes, and 

default length is 20 bytes.  

Default  

 

All of DoS protections are enabled by default . The default 

parameter are:  

- The maximum size of ICMP ping packages is 512 bytes  

- The minimum size of IPv6 fragments is 1240 bytes . 

- The Smurf netmask length is 0 bytes.  

- The minimum TCP header length is 20 bytes  

Mode  Global Configuration  

Example 

 

The following example sets the minimum fragment size to 

1024 bytes, and enables the minimum size of IPv6 fragments 

validation.  

Switch# configure terminal  

Switch(config)# dos ipv6 -min -frag -size-length 1024 

Switch(config)# dos ipv6 -min -frag -size-check  
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7.2 DOS (INTERFACE) 

 

To enable the DoS on the specific interface, use the command dos  in the Interface 

Configuration mode. Otherwise, use the Ɉnoɉ form of the command to disable the 

DoS on the interface.  

 

Switch# configure terminal  

Switch(config)# interface  {interface-ID} 

Switch(config -if)# dos  

 

Switch(config -if)# no dos  

 

Syntax dos  

no dos  

Default  DoS protection is disabled on each inter face. 

Mode  Interface Configuration  

Example 

 

The following example enables the DoS on the interface 

GigabitEthernet 2.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 2  

Switch(config -if)# dos  
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7.3 SHOW DOS 

 

To show the DoS protect ion configuration, use the command show dos  in the 

Privileged EXEC mode. For the status of DoS protection on each interface , use the 

command show dos interface in the Privileged EXEC mode.  

Switch# show dos  

Switch# show dos interface {IF_PORTS} 

 

Syntax show  dos  

show dos interface {IF_PORTS} 

Parameter  interface {IF_PORTS} An interface ID or the list of interface IDs  

Mode  Privileged EXEC 

Example 

 

The following example shows the global DoS protection 

configuration.  

Switch# show dos  
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8. DYNAMIC ARP INSPECTION  

A switch can use DAI (Dynamic ARP Inspection) to prevent certain types of attacks 

that leverage the use of IP ARP messa ges. DAI is a security feature that validates 

ARP packets in a network. DAI intercepts, logs, and discards ARP packets with 

invalid I P-to -MAC address bindings. This capability protects the network from some 

man -in-the -middle attacks.  

 

Fig 8.1 Dynamic ARP Inspection Setup  

 

DAI ensures that only valid ARP requests and responses are relayed.  

The switch performs these activities:  

ɍ Intercepts all ARP requests and responses on untrusted ports  

ɍ Verifies tha t each of these intercepted packets has a valid IP -to -MAC address 

binding before updating the local ARP cache or before forwarding th e packet to the 

appropriate destination  

ɍ Drops invalid ARP packets  

 

DAI determines the validity  of an ARP packet based on valid IP -to -MAC address 

bindings stored in a trusted database, the DHCP snooping binding database. This 

database is built by DHCP snooping if DHCP snooping is enabled on the VLANs and 

on the switch. If the ARP packet is received on a trusted interface, the switch 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 228 

forwards the packet without any checks. On untrusted interfaces, the switch 

forwards the packet on ly if it is valid.   

DAI can validate ARP packets against user -configured ARP access control lists (ACLs) 

for hosts with sta tically configured IP addresses . 
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8.1 IP ARP INSPECTION 

 

Use the ip arp inspection  command to enable Dynamic Arp Inspection function . 

Use the Ɉnoɉ form of this command to disable.  

 

Switch# configure terminal  

Switch(config)# ip arp inspection  

 

Switch(config) #no ip arp inspection  

 

Syntax ip arp inspection  

no ip arp inspection  

Default  Dynamic Arp inspection is disabled  

Mode  Global Configu ration  

Example 

 

The example shows how to enable Dynamic Arp Inspection on 

VLAN 2. You can verify settings by the following  show ip arp 

inspection command.  

Switch# configure terminal  

Switch(config)# ip arp inspection  

Switch(config)# ip arp inspection vlan 2 

switch# show ip arp inspection  
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8.2 IP ARP INSPECTION VLAN 

 

Use the  ip arp inspection vlan  command to enable VLANs o n Dynamic Arp 

Inspection function. Use the Ɉnoɉ form of this command to disable VLANs on 

Dynamic Arp Inspection function.  

 

Switch# con figure terminal  

Switch(config)# ip arp inspection vlan {VLAN-LIST} 

 

Switch(config)# no ip arp inspection vlan {VLAN-LIST} 

 

Syntax ip arp inspection vlan {VLAN-LIST} 

no ip arp inspection vlan {VLAN-LIST} 

Parameter  VLAN-LISTSpecify VLAN ID or a range of VLANs to enable or 

disable dynamic Arp inspection  

Default  Default is disabled on all VLANs  

Mode  Global Configuration  

Example 

 

The example shows how to enable VLAN 1 -100 on Dynamic 

Arp Inspection, and then disable VLAN 30 -40 on Dynamic Arp 

Inspection. You c an verify settings by the following show ip arp 

inspection command.  

Switch# configure terminal   

Switch(config)# vlan 1-100 

Switch(config)# ip arp inspection  

Switch(config)# ip arp inspection vlan 1-100 

Switch# show ip arp inspection  
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8.3 IP ARP INSPECTION TRUST 

 

Use the ip arp inspection trust  command to set trusted interface. The switch does 

not check ARP packets that ar e received on the trusted interface; it simply forwards 

it. Use the Ɉnoɉ form of this command to set untrusted interface.  

 

Switch# con figure terminal   

Switch(config)# Ip arp inspection trust  

 

Switch(config)# no ip arp inspection trust  

 

Syntax ip arp inspect ion trust  

no ip arp inspection trust  

Default  Dynamic Arp inspection trust is disabled  

Mode  Interface Configuration  

Example 

 

The example shows how to set interface gi1 to trust. You can 

verify settings by the following show ip arp inspection 

interface co mmand.  

Switch# configure terminal   

Switch(config)# interface gi2  

Switch(config)# ip arp inspection trust  

 

Switch# show ip arp inspectio n interface  gi2 
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8.4 IP ARP INSPECTION VALIDATE 

 

Use the  ip arp inspection validate  command to enable validate functio n on 

interface. The Ɉsrc-macɉ drop ARP requests and reply packets that arp -sender -mac 

and ethernet - source -mac is not match. The Ɉdst-macɉ drops ARP reply packets 

that arp -target -mac and ethernet -dst -mac is not match. The Ɉipɉ drop ARP request 

and reply pa ckets that sender -ip is invalid such as broadcast multicast   all zero IP 

address and drop ARP reply packets that target -ip is invali d. The Ɉallow-zerosɉ 

means wonɅt drop all zero ϥP address. Use the Ɉnoɉ form of this command to 

disable validation.  

Switch# configure terminal   

Switch(config)# ip arp inspection validate src -mac  

Switch(config)# ip  arp inspection validate dst -mac  

Switch(con fig)# ip  arp inspection validate ip [allow -zeros]  

 

Switch(config)# no ip arp inspection validate src -mac  

Switch(config)# no ip arp inspection validate dst -mac  

Switch(config)# no ip arp inspection validate ip [allow -zeros]  

 

Syntax ip arp inspection validat e src -mac  

ip arp inspection validate dst -mac  

ip arp inspection validate ip [allow -zeros]  

no ip arp inspection validate sr c-mac  

no ip arp inspection validate dst -mac  

no ip arp inspection validate ip [allow -zeros]  

Default  Default is disabled of all valida tion  

Mode  Interface Configuration  

Example 

 

The example shows how to set interface gi1 to validate Ɉsrc-

macɉ,Ɉdst-macɉ and  Ɉipɉ,Ɉallow zerosɉ. You can verify 

settings by the following show ip arp inspection  interface 

command.  

Switch# configure terminal   
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Switch(config)# interface gi2 

Switch(config -if)# ip arp inspection validate src -mac  

Switch(config -if)# ip arp inspection vali date dst -ma  

Switch(config -if)# ip arp inspection validate ip allow -zeros  

 

Switch(config)# do show ip arp inspection interface gi2 
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8.5 IP ARP INSPECTION RATE-LIMIT  

 

Use the ip arp inspection rate -limit command to set rate limitation on interface. 

The switch drop ARP packets after receives more than configured rate of packets 

per second. Use the Ɉnoɉ form of this command to return  to default settings.  

Switch# configure terminal   

Switch(config)# ip arp inspection rate -limit <1-50> 

 

Switch(config)# no ip  arp inspection rate -limit  

 

Syntax ip arp inspection rate -limit <1-50> 

no ip arp inspection rate -limit  

Parameter  <1-50>Set 1 to 50 PPS of DHCP packet rate limitation  

Default  Default is un -limited of ARP packet  

Mode  Interface Configuration  

Example 

 

The example shows how to set rate limit to 30 pps on 

interface gi 2. You can verify settings by the following show ip 

arp inspection inter face command.  

Switch# configure terminal   

Switch(config)# interface gi2 

Switch(config)# ip arp inspection rate -limit 30 

Switch(config)# do show ip arp inspection interface gi2 
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8.6 CLEAR IP ARP INSPECTION STATISTICS 

 

Use the clear ip arp inspection in terfaces  statistics  command to clear statistics 

that are recorded on interface.  

 

Switch# clear ip arp inspection interfaces {IF_PORTS} statistics  

 

Syntax clear ip arp inspection interfaces {IF_PORTS} statistics  

Parameter  IF_PORTS specifies ports to clear s tatistics  

Mode  Privileged EXEC 

Example 

 

The example shows how to clear statistics on interface gi1. 

You can verify settin gs by the following show ip arp inspection 

interface statistics command.  

switch# clear ip arp inspection interfaces gi2 statistics  

switch# show ip arp inspection interfaces gi2  
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8.7 SHOW IP ARP INSPECTION 

 

Use the  show ip arp inspection command to sh ow settings of Dynamic Arp 

Inspection.  

 

Switch# show ip arp inspection  

Syntax show ip dhcp snooping  

Mode  Privileged EXEC 

Example 

 

The example shows how to show settings of Dynamic Arp 

Inspection  

Switch# show ip arp inspection  
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8.8 SHOW IP ARP INSPECITON INTERFACE 

 

Use the show ip arp inspection interfaces command to show settings or statistics 

of interface.  

 

Switch# show ip arp in spection interfaces {IF_PORTS} 

Switch# show ip arp inspection interfaces {IF_PORTS} statistics  

 

Syntax 

 

show ip arp inspecti on interfaces {IF_PORTS} 

show ip arp inspection interfaces {IF_PORTS}statistics  

Parameter  IF_PORTS specifies ports to show statistic s 

Mode  Privileged EXEC 

Example 

 

switch# show ip arp inspection  
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9. GVRP (GARP VLAN Registration Protocol ) 

 

9.1 GVRP (GLOBAL) 

 

GARP VLAN Registration Protocol (GVRP) is a Generic Attribute Registration Protocol 

(GARP) application that provides 802.1 Q-compliant VLAN pruning and dynamic 

VLAN creation on 802.1Q trunk ports.  

 

Fig 9.1 GVRP Participant List 

With GVRP, the switch can exchange VLAN configuration information with other 

GVRP switches, prune unnecessary broadcast and unknown unicast traffic, and 

dynamically create and manage VLANs on switches connected through 802.1Q 

trunk ports.  You must enable GVRP globally bef ore any GVRP processing occurs on 

the switch. Enabling GVRP globally enables GVRP to perform VLAN pruning on IEEE 

802.1Q trunk links.  Pruning occurs only on GVRP -enabled trunks.   

 

Fig 9.2 GVRP VLAN sharing  
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Disable gvrp will clear all learned dynamic vlan  entry and do not learn dynamic vlan 

anymore. Use Ʉshow gvrpɅ to show configuration.  

 

Switch# configure terminal  

Switch(config)# gvrp  

 

Switch(config)# no gvrp  

 

Syntax 

 

gvrp  

no gvrp  

Default  GVRP is disabled 

Mode  Global Configuration  

Example 

 

The following  example specifies that set global gvrp test. 

Switch# configure terminal  

Switch(config)# gvrp  

Switch# show gvrp  
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9.2 GVRP (INTERFACE) 

 

Ʉno gvrpɅ will remove dynamic port from vlan . ɄgvrpɅ must work at port mode is 

trunk.  

 

Switch# configure terminal  

Switch(config)# gvrp  

 

Switch(config)# no gvrp  

Switch# show gvrp configuration interfaces gi2 

Syntax 

 

gvrp  

no gvrp  

Default  GVRP is disabled on interface  

Mode  Interface mode  

Example 

 

The following example specifies that set port gvrp test. The 

port gvrp enab le must set port mode is trunk firstly.  

 

Switch# configure terminal  

Switch(config)# interface  gi2 

Switch(config -if)# switchport mode t runk  

Switch(config)# gvrp  

 

Switch# show gvrp configuration interfaces gi2 
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9.3 GVRP REGISTRATION-MODE 

 

When set regist ration -mode is fixed or forbidden, will remove the port from vlan 

which is dynamic port and not learning vlan.  

Switch# configure termi nal  

Switch(config# interface {interface-ID} 

Switch(config -if)# gvrp registration -mode (normal | fixed | forbidden)  

 

Syntax gvrp registration -mode (normal | fixed | forbidden)  

Parameter  (normal | fixed | forbidden)  normal: register dynamic vlan, 

and transmi t all vlan attribute. fixed: do not register dynamic 

vlan, and only transmit static vlan attribute. forbidden: do not 

register dynamic vlan, and only transmit default vlan attribute.  

Mode  Interface mode  

Example 

 

The following example specifies that set g vrp registration 

mode test.  

Switch# configure terminal  

Switch(config)# interface  gi2 

Switch(config -if)# gvrp registration -m ode fixed  

  

Switch# show gvrp configuration interfaces gi2 
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9.4 GVRP VLAN-CREATE-FORBID 

 

Ʉgvrp vlan-creation -forbidɅ will not r emove dynamic port from vlan immediate.  

Switch# configure terminal  

Switch(config# interface {interface-ID} 

Switch(config -if)#  gvrp vlan -creation -forbid  

 

Switch(config -if)# no gvrp vlan -creation -forbid  

 

Syntax 

 

gvrp vlan -creation -forbid  

no gvrp vlan -creation -forbid  

Mode  Interface mode  

Example 

 

The following example specifies that set port gvrp vlan -

creation -forbid test.  

Switch#configure terminal  

Switch(config)# interface gi2 

Switch(config -if)# gvrp vlan -creation -forbid  

Switch(config -if)# exit  

 

Switch# show gv rp configuration interfaces gi2 
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9.5 CLEAR GVRP STATISTICS 

 

This command will clear the ports error statistics or stat istics info.  

 

Switch# clear gvrp (error -statistics | statistics) [interfaces {IF_PORTS}] 

 

Syntax clear gvrp (error -statistics | stati stics) [interfaces 

{IF_PORTS}] 

Parameter  (error -statistics | statistics) [interfaces IF_PORTS] Error -

statistics: error gvr p packet statistics Statistics: gvrp event 

message statistics Specifies posts to clear statistics  

Mode  Privileged EXEC 

Example 

 

The following example specifies that clear gvrp error statistics 

and statistics test.  

Switch# clear gvrp statistics  

Switch# clear gvrp error -statistics  
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9.6 SHOW GVRP STATISTICS 

 

This command will display the ports error statistics or statistics info.  

 

Switch# show gvrp (statistics | error -statistics) [interfaces {IF_PORTS}] 

 

Syntax show gvrp (statistics | error -statistics)  [interfaces 

{IF_PORTS}] 

Parameter  none Display all ports (statistics| error - statistics) [interfaces 

IF_PORTS] 

statistics  ɀ GVRP statistics error -statistics GVRP error statistics 

Specifies posts  

Default  Display all ports statistics info  

Mode  Privileged  EXEC 

Example The following example specifies that display gvrp error 

statistics and statistics test.  

Switch# show gvrp statistics  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 245 

 

9.7 SHOW GVRP 

 

This command will display the gvrp global info.  

 

Switch# show gvrp  

 

Syntax show gvrp  

Mode  Privileged EXEC 

Example 

 

The following example specifies that display gvrp test.  

Switch# show gvrp  
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9.8 SHOW GVRP CONFIGURATION 

 

This command will display the ports configuration info.  

 

Switch# show gvrp configuration  

 

Syntax show gvrp configuration [interfa ce {IF_PORTS}] 

Parameter  none  [interfaces  IF_PORTS] Display all ports configuration 

Display Specifies posts configuration  

Mode  Privileged EXEC 

Example The following example specifies that display gvrp port 

configuration test.  

Switch# show gvrp configur ation  
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10. IGMP SNOOPING  

 

Internet Group Management Protocol (IGMP) snooping constrains the flooding of 

IPv4 multicast traffic on  VLANs on a device. With IGMP snooping enabled, the 

device monitors IGMP traffic on the network and uses what it learns to forward 

multicast traffic to only the downstream interfaces that are connected to interested 

receivers. The device conserves bandwidt h by sending multicast traffic only to 

interfaces connected to devices that want to receive the traffic, instead of floodin g 

the traffic to all the downstream interfaces in a VLAN.  

Benefits of IGMP Snooping  

¶ Optimized bandwidth utilization ɁϥGMP snoopingɅs main benefit is to reduce 

flooding of packets. The device selectively forwards IPv4 multicast data to a list 

of ports that w ant to receive the data instead of flooding it to all ports in a VLAN.  

¶ Improved security ɁPrevents denial of service attacks from unkn own sources.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 10.1  IGMP Snooping Optimized bandwidth utilization  
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10.1 IP IGMP SNOOPING  

How IGMP Sn ooping Works?  

Devices usually learn unicast MAC addresses by checking the source address field 

of the frames they receive and then se nd any traffic for that unicast address only to 

the appropriate interfaces. However, a multicast MAC address can never be t he 

source address for a packet. As a result, when a device receives traffic for a 

multicast destination address, it floods the traffi c on the relevant VLAN, sending a 

significant amount of traffic for which there might not necessarily be interested 

receivers. 

IGMP snooping prevents this flooding. When you enable IGMP snooping, the device 

monitors IGMP packets between receivers and multi cast routers and uses the 

content of the packets to build a multicast forwarding table Ɂa database of 

multicast groups and t he interfaces that are connected to members of the groups. 

When the device receives multicast packets, it uses the multicast forwardi ng table 

to selectively forward the traffic to only the interfaces that are connected to 

members of the appropriate multica st groups.  

IGMP Message Types  

Multicast routers use IGMP to learn which groups have interested listeners for each 

of their attached p hysical networks. In any given subnet, one multicast router acts 

as an IGMP querier. The IGMP querier sends out the followi ng types of queries to 

hosts:  

¶ General query ɁAsks whether any host is listening to any group.  

¶ Group -specific query Ɂ(IGMPv2 and IGMPv3 only) Asks whether any host is 

listening to a specific multicast group. This query is sent in response to a host 

leaving th e multicast group and allows the router to quickly determine if any 

remaining hosts are interested in the group.  

¶ Group -and-source -specific query Ɂ(IGMPv3 only) Asks whether any host is 

listening to group multicast traffic from a specific multicast source. T his query is 

sent in response to a host indicating that it is no longer  interested in receiving 

group multicast traffic from the mul ticast source and allows the router to quickly 
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determine any remaining hosts are interested in receiving group multicast tr affic 

from that source.  

 

Hosts that are multicast listeners send the following kinds of messages:  

¶ Membership report ɁIndicates that th e host wants to join a particular 

multicast group.  

¶ Leave report Ɂ(IGMPv2 and IGMPv3 only) Indicates that the host wants to 

leave a particular multicast group.  

 

 

 

 

 

 

 

 

 

 

Fig 10.2 IGMP Messages 

How Hosts Join and Leave Multicast Groups?  

Hosts can join multic ast groups in two ways:  

¶ By sending an unsolicited IGMP join message to a multicast router that specifies 

the IP multicast g roup the host wants to join.  

¶ By sending an IGMP join message in response to a general query from a 

multicast router.  
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A multicast rou ter continues to forward multicast traffic to a VLAN provided that at 

least one host on that VLAN responds to th e periodi c general IGMP queries. For a 

host to remain a member of a multicast group, it must continue to respond to the 

periodic general IGMP qu eries. 

 

Hosts can leave a multicast group in either of two ways:  

¶ By not responding to periodic queries within a particular interval of time, which 

is considered a Ɉsilent leave.ɉ This is the only leave method for ϥGMPv1 hosts. 

¶ By sending a leave report. Th is method can be used by IGMPv2 and IGMPv3 

hosts.  

 

Use the ip igmp snooping command to enable IGMP snooping function.  Use the no 

form of this command to disable. You can verify settings by the show ip igmp 

snooping command.  

Switch# configure  terminal  

Switch(config)# ip igmp snooping  

 

Switch(config)# no ip igmp snooping  

Syntax ip igmp snooping  

no ip igmp snooping  

Mode  Global Configuration  

Example 

 

The following example specifies that set ip igmp snooping test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping  

Switch(config)# no ip igmp snooping  

Switch # show ip igmp snooping  
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10.2 IGMP SNOOPING REPORT-SUPPRESSION 

 

Use the ip  igmp snooping report -suppression  command to enable IGMP 

snooping report -suppression function. Use Ɉnoɉ form of this co mmand to disable. 

Disable report -suppression will forward all received reports to the vlan router 

ports. You can verify set tings by the Ɉshow ip igmp snoopingɉ snooping command.  

 

Switch# configure terminal  

Switch(config)# ip igmp snooping report -suppression  

 

Switch(config)# no ip igmp snooping report -suppression  

 

Syntax ip igmp snooping report -suppression  

no ip igmp snooping re po rt -suppression  

Default  Default is enabled  

Mode  Global Configuration  

Example 

 

The following example specifies that disable ip igm p snooping 

report - suppression test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping report -suppression  

Switch # show ip igmp snooping  
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10.3 IP IGMP SNOOPING VERSION 

 

Use the ip igmp snooping version  command to change IGMP support version. 

Only basic mode is supported in v3. When change version from v3 to v2, all querier 

version will update to version 2.  You can verify settings by the show ip igmp 

snooping command.  

 

Switch# configure terminal  

Switch(config)# ip igmp snooping version ( 2|3 ) 

 

Syntax ip igmp snooping version (2|3)  

Parameter  (2|3)  IGMP version 2 or IGMP version 3 basic mode  

Default  Default is version 2 

Mode  Global Configuration  

Example 

 

The following example specifies that set ip igmp snooping 

version 3.  

Switch# configure termina l 

Switch(config)# ip igmp snooping version 3  
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10.4 IP IGMP SNOOPING UNKNOWN -MULTICAST ACTION 

 

When igmp and mld snoop ing disabled, it canɅt set action router-port.  When disable 

igmp snooping &  mld snooping, it set unknown multicast action flood. When a ction 

is router -port to flood or drop, it will delete the unknown multicast group entry.  Use 

the ip igmp snooping unknown -mu lticast action command to change action. Use 

the Ɉnoɉ form of this command to restore to default.  You can verify settings by the 

show ip igmp snooping command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping unknown -multicast action (drop | f lood  

|router -port)  

 

Switch(config)# no ip igmp snooping unknown -multicast action  

 

Syntax ip igmp snooping unknown -multicast action (drop | flood 

|router -port)  

no ip igmp snooping unknown -multicast action  

Parameter  (drop | flood | router - port)  Drop , flood  in vlan or forward to 

router port of unknown multicast packet  

Default  Default is flood.  

Mode  Global Configuration  

Example 

 

The follow ing example specifies that set ip igmp unknown 

multicast action router -port test.  

Switch# configure terminal  

Switch(conf ig)# ip igmp snooping  

Switch(config)# ip igmp snooping unknown -multicast 

action router -port  

Switch# show ip igmp snooping  
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10.5 IP IGMP SNOOPING QUERIER 

 

When enable  ip igmp vlan querier , there will process router select, the select 

successful will se nd general and specific query. Use the ip igmp snooping querier 

command to add querier. Use the Ɉnoɉ form of this command to delete queri er. 

You can verify settings by the show ip igmp snooping querier command.  

 

Switch# configure terminal  

Switch(config)# ip igmp  snooping vlan {VLAN-LIST}querier [version (2|3)]  

 

Switch(config)# no ip igmp snooping [vlan <VLAN-LIST>] querier  

 

Syntax 

 

ip igmp sno oping vlan {VLAN-LIST}querier [version (2|3)]  

no ip igmp snooping [vlan <VLAN-LIST>] querier  

Parameter  VLAN-LIST specifies VLAN ID list to set(2|3)Query version 2 or 3  

Mode  Global Configuration  

Example 

 

The following example specifies that set ip igmp s nooping 

querier test.  

Switch# configure terminal  

Switch(config)#  ip igmp snooping vlan  2 querier version 3 
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10.6 IP IGMP SNOOPING VLAN  

 

Disable will clear all ip igmp snooping dynamic group and dynamic router port and 

make all static ip igmp group in valid of this vlan. It will not learn dynamic group and 

router port by igmp message anymore . Use the ip igmp snooping v lan command to 

enable IGMP on VLAN. Use the Ɉnoɉ form of this command to disable.  You can 

verify settings by the show ip igmp snooping vl an command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} 

 

Switch(config)# no ip igmp sno opin g vlan {VLAN-LIST} 

 

Syntax ip igmp snooping vlan {VLAN-LIST} 

no ip igmp snooping vlan {VLAN-LIST} 

Parameter  VLAN-LIST specifies VLAN ID list to set  

Default  Default is disabled for all VLANs  

Mode  Global Configuration  

Example 

 

The following example s pecifies that set ip igmp snooping vlan 

test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping  

Switch(config)# ip igmp snooping  vlan 2  
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10.7 IP IGMP SNOOPING VLAN FASTLEAVE 

 

Use the ip igmp snooping vlan fastleave  command to enable fastleave  fun ction. 

Group will remove port immediately when receive leave packet. Use the Ɉnoɉ form 

of this command to disable.  You can verify sett ings by the show ip igmp snooping 

vlan command.  

 

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} fastleave  

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST} fastleave  

 

Syntax ip igmp snooping vlan {VLAN-LIST}fastleave  

no ip igmp snooping vlan {VLAN-LIST} fastleave  

Parameter  VLAN-LIST specifies VLAN ID list to set  

Mode  Global Configuration  

Example  

 

The following example specifies that set ip igmp snooping vlan 

fastleave test.  

Switch# configure terminal  

Switch(config)# ip ig mp snooping vlan 1 fastleave  

Switch# show  ip igmp snooping  
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10.8 IP IGMP SNOOPING VLAN LAST-MEMBER-QUERY-COUNT 

 

Use the ip igmp snooping vlan last -member -query -count  command to change 

how many query packets will send. Use the Ɉnoɉ form of this comman d to restore 

to default.  You can verify settings by the show ip igmp snooping vlan command.  

 

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} last -member -query -count <1-

7> 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST} last -member -query -count  

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST} last -member -query -

count <1-7> 

no ip igmp snooping vlan {VLAN-LIST}last -member -query -

count  

Parameter  VLAN-LIST  last-member -query -count  

<1-7>specifies VLAN ID list to set specifies  

Default  Default is 2  

Mode  Global Configuration  

Example 

 

The following example specifies that set ip igmp snooping vlan 

last- member -query -count test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 last -member -

query -count 5  
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10.9 IP IGMP SNOOPING VLAN LAST-MEMBER-QUERY-INTERVAL 

 

Use the ip igmp snooping vlan last -member -query -interval  command to set 

interval  betwe en each query packet. Use the Ɉnoɉ form of this command to restore 

to default. You can verify settings by the  show ip igmp snooping v lan  command.  

 

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST}last -member -query -interval 

<1- 60> 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST}  last -member -query -

interval  

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}  last -me mber -query -

interval <1- 60> 

no ip igmp snooping vlan {VLAN-LIST}  last -member -query -

interval  

Parameter  VLAN-LIST last-memb er-query -interval  

<1-60> specifies VLAN ID list to set specifies last member 

query interval to set  

Default  Default   is 1 

Mode  Global Configuration  

Example 

 

The following example specifies that set ip igmp snooping vlan 

last- member -query -interval  test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 last -member -

query -interval 3  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 264 

 

10.10 IP IGMP SNOOPING VLAN QUERY-INTERVAL 

 

Use the  ip igmp snooping vlan query -interval  command to set interval between 

each query. Use the Ɉnoɉ for m of t his command to restore to default. You can 

verify settings by the show ip igmp snooping vlan  command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} query -interval <30-18000> 

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST}query -interval  

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}query -interval <30-18000> 

no ip igmp snooping vlan {VLAN-LIST}query -interva l 

Parameter  VLAN-LIST query -interval specifies VLAN ID list to set  

<30-18000> specifies query interval to set  

Defau lt  Default is 125  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping vlan 

query - interval test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan  1 query -interval 100 
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10.11 IP IGMP SNOOPING VL AN RESPONSE-TIME 

 

Use the ip igmp snooping vlan response -time  command to set response time. 

Use the Ɉnoɉ form of this command to restore to  default. You can verify settings by 

the show ip igmp snooping vlan  command.  

Switch# configure terminal  

Switch(config) # ip i gmp snooping vlan {VLAN-LIST}> response -time <5-20> 

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST}response -time  

 

Syntax 

 

ip ig mp snooping vlan {VLAN-LIST}response -time <5-20> 

no ip igmp snooping vlan {VLAN-LIST} response -time  

Parameter  VLAN-LISTspecifies VLAN ID list to set.  

response -time <5-20>specifies a response time to set  

Default  Default is 10  

Mode  Global Configuration  

Example  

 

The following example specifies that set ip igmp snooping vlan 

response - time test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 response -time 12 

Switch# show ip igmp snooping vlan 1 
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10.12 IP IGMP SNOOPING VLAN ROBUSTNESS-VARIABLE 

 

Use the  ip igmp snooping vlan robustness -variable  command to times to retry. 

Use the Ɉnoɉ form of this comman d to r estore to default. You can verify settings by 

the show ip igmp snooping vlan  command  

Switch# configure terminal  

Switch(config)# ip igm p snooping vlan {VLAN-LIST} robustness -variable <1-7> 

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST} robustnes s-vari able  

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST} robustness -variable <1-7> 

no ip igmp snooping vlan {VLAN-LIST}robustness -variable  

Parameter  VLAN-LISTspecifies VLAN ID list to set.  

robustness -variable <1-7>specifies a robustness value to set  

Default  Defau lt is 2 

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping vlan 

parameters test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 robustness -

variable 2  
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10.13 IP IGMP SNOOPING VLAN ROUTER 

 

Use the  ip igmp snooping vlan router command to enable learning router port by 

routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF.  Use the Ɉnoɉ form of 

this command to disable. You can verify settings by the show ip igmp snooping 

vlan command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} router learn pim -dvmrp  

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST} router learn pim -dvmrp  

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}router learn pim -dvmrp  

no ip igmp snoopin g vlan  {VLAN-LIST}router learn pim -

dvmrp  

Parameter  VLAN-LIST specifies VLAN ID list to set  

Default  Default is enabled  

Mode  Global Config uration  

Example The following example specifies that set ip igmp snooping vlan 

router test.  

Switch# configure termin al  

Switch(config)# ip igmp snooping vlan 1 router learn pim -

dvmrp  

Switch# show ip igmp snooping router  
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10.14 IP IGMP SNOOPING VLAN FORBIDDEN-PORT 

 

Use the ip igmp snooping vlan forbidden -port  command to add static non - 

forwarding port, all known vl an 1 ipv4 group will remove the forbidden ports. Use 

the Ɉnoɉ form of this command to delete forbidden port.  You can verify settings by 

the show ip igmp snooping forward -all  command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} forb idden -port IF_PORTS 

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST}forbidden -port IF_PORTS 

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}forbidden -port IF_PORTS 

no ip igmp snooping vlan {VLAN-LIST}forbidden -port 

IF_PORTS 

Parameter  VLAN-LIST specifies VLAN ID list to set  

IF_PORTS specifies a port list to set or remove  

Mode  Global Configuration  

Example The following example specifies  that set ip igmp snooping 

static/forbidden port test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping  vl an 1 fo rbidden -port gi3-

4 

Switch# show ip igmp snooping forward -all  
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10.15 IP IGMP SNOOPING VLAN STATIC-PORT 

 

Use the ip igmp snooping v lan static -port command to add static forwarding 

port, all known vlan 1 ipv4 group will add the static ports. Use th e Ɉnoɉ form of this 

command to delete static port. You can verify settings by the show ip igmp 

snooping forward -all command.  

Switch# configur e terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST} static -port {IF_PORTS} 

 

Switch(config)# no ip igmp snoo ping vl an {VLAN-LIST} static -port {IF_PORTS} 

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}static -port {IF_PORTS} 

no ip igmp snooping vlan {VLAN-LIST} static -port {IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set  

IF_PORTS specifies a port list to s et or r emove  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping 

static port test.  

Switch# configu re terminal  

Switch(config)# ip igmp snooping vlan 1 static -port gi1 -2 

Switch# show ip igmp snooping forward -all  
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10.16 IP IGMP SNOOPING VLAN FORBIDDEN -ROUTER-PORT 

 

Use the ip igmp snooping vlan forbidden -router -port  command to add static 

forbidden rou ter port. This will also remove port from static router port. The 

forbidden router port will not forward receive que ry packet. Use the Ɉnoɉ form of 

this command to delete forbidden router port.  You can verify settings by the show 

ip igmp snooping router com mand.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST}forbidden -router -port 

{IF_PORTS} 

 

Switch(config)# no ip igmp snooping vlan {VLAN-LIST}forbidden -router -port 

{IF_PORTS} 

 

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}forbidden -rou ter -port 

{IF_PORTS} 

no ip igmp snooping vlan {VLAN-LIST}forbidden -router -port  

{IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set  

IF_PORTS specifies a port list to set or remove  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping 

forbidden test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 forbid den -rout er -

port gi2  

Switch# show ip igmp snooping router  
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10.17 IP IGMP SNOOPING VLAN STATIC-ROUTER-PORT 

 

Use the ip igmp snooping vlan  static -router -port  command to add static router 

port. All query packets will forward to this port. Use the Ɉnoɉ form of th is command 

to delete static router port. You can verify settings by the show ip igmp snooping 

router command.  

Switch# configure termin al  

Switch(config)# ip igmp snooping vlan {VLAN-LIST}static -router -port {IF_PORTS} 

 

Switch(config)# no ip igmp snoop ing vlan  {VLAN-LIST}static -router -port {IF_PORTS} 

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}static -router -port 

{IF_PORTS} 

no ip igmp snooping  vlan {VLAN-LIST}static -router -port 

{IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set  

IF_PORTS specifie s a port  list to set or remove  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping 

static test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 static -router -port 

gi1-2 
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10.18 IP IGMP SNOOPING VLAN  STATIC-GROUP 

 

Use the ip igmp snooping vlan static -group  command to add a static group. The 

static group will not learn other dynami c ports. If the dynamic group exists, then 

the static group will overlap the dynamic group. The static group set to  valid u nless 

igmp snooping global and vlan enable. Use the Ɉnoɉ form of this command to 

delete a port in static group. If remove the last me mber of static group, the static 

group will be delete.  You can verify settings by the  show ip igmp snooping  group 

command.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan {VLAN-LIST}static -group [ <ip-addr> ] 

interfaces {IF_PORTS} 

 

Switch(conf ig)# no ip igmp snooping vlan {VLAN-LIST}static -group [ <ip-addr>]  

interfaces {IF_PORTS} 

 

Syntax 

 

ip igmp snooping vlan {VLAN-LIST}static -group [ <ip-addr> ] 

interfaces {IF_PORTS} 

no ip igmp snooping vlan {VLAN-LIST}static -group [ <ip-

addr>]  interfaces {IF_PORTS} 

Parameter  VLAN-LIST  specifies VLAN ID list to set  

ip-addr   specifies multicast group ipv4 address  

IF_PORTS  specifies  port list to set or remove  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping 

static grou p test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 static -group 

224.1.1.9 interfaces gi1-2 

Switch# show ip igmp snooping  groups  
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10.19 IP IGMP SNOOPING VLAN GROUP  

 

Use the Ɉno ip igmp snooping vlan groupɉ command to delete a group which 

could be static or dynamic.  You can verify settings by the show ip igmp snooping 

group  command.  

 

Switch# configur e terminal  

Switch(config)# ip igmp snooping vlan {VLAN -LIST}static -group <ip -addr> 

interfaces GigabitEthernet {IF_PORTS} 

 

Switch(conf ig)# no  ip igmp snooping vlan {VLAN -LIST}static -group <ip -addr> 

interfaces GigabitEthernet { IF_PORTS} 

 

Syntax ip  igmp snoo ping vlan {VLAN -LIST}static -group <ip -addr> 

interfaces GigabitEthernet { IF_PORTS} 

no ip igmp snooping vlan {VLAN -LIST}static -group < ip -

addr> interfaces GigabitEthernet { IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set 

ip-addr specif ies multic ast group ipv4 address  

Mode  Global Configuration  

Example The following example specifies that set ip igmp snooping 

static group tes t.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 static -group 

224.1.1.9 interfaces GigabitEt hernet  1 

Switch# show ip igmp snooping groups  
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10.20 PROFILE RANGE 

 

Use the profile command to generate IGMP profile. You can verify settin gs by the 

show ip igmp profile command  

Switch# configure terminal  

Switch(config)# ip igmp profile  {Profile-No} 

Switch(config -igmp -profile)# profile range ip <ip-addr>  [ip -addr] action (permit | 

deny)  

 

Syntax profile range ip <ip-addr>  [ip -addr] action (permi t | deny)  

Parameter  <ip -addr>[ip -addr](permit | deny)  Start ipv4 multicast 

address  

End ipv4 multicast address  

Permit:  allow Multicast address range ip address learning  

deny:  do not allow Multicast address range ip address 

learning  

Mode  igmp profile conf iguration mode  

Example The following example specifies that set ip igmp profile test.  

Switch# configure terminal  

Switch(config)# ip igmp profile 1  

Switch(config -igmp -profile)# profile range ip 224.1.1.1 

224.1.1.8 action permit  
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10.21 IP IGMP PROFILE 

Use the ip igmp profile  command to enter profile configuration. Use the Ɉnoɉ form 

of this command to delete profi le. You can verify settings by the show ip igmp 

profile command.  

Switch# configure terminal  

Switch(config)# ip igmp profile <1-128>  

 

Switch(conf ig)# no ip igmp profile <1-128> 

 

Syntax ip igmp profile <1-128> 

no ip igmp profile <1-128> 

Parameter  <1-128>specifies prof ile ID 

Mode  Global Configuration  

Example The following example specifies that set ip igmp profile test.  

Switch# configure terminal  

Switch(config)# ip igmp profile 1  
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10.22 IP IGMP FILTER 

 

Use the ip igmp filter  command to bind a profile for port. W hen the port binds  a 

profile, then the port learning group will update, if the group is not match the 

profile rule it will remove the port from the group. Static group is excluded. Use the 

Ɉnoɉ form of this command to delete profile. You can ver ify settings  by the  show ip 

igmp filter  command.  

Switch# configure terminal  

Switch(config)# interface {Interface-ID} 

Switch(config -if)# ip igmp fil ter <1-128> 

 

Switch(config -if)# no ip igmp filter  

 

Syntax ip igmp filter <1-128> 

no ip igmp filter  

Parameter  <1-128>specifi es profile ID  

Mode  Port Configuration  

Example The following example specifies that set ip igmp filter test.  

Switch# configure termin al  

Switch(config)# interface gi2 

Switch(config -if)# ip igmp filter 1 
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10.23 IP IGMP MAX -GROUPS 

 

Use the ip igmp max -groups command to limit port learning max group number. 

When the port has reach limitation, new group will not add this port. Static gro up is 

excluded. Use the Ɉnoɉ form of this command to restore to default. You can verify 

settings by the show ip  igmp max -groups command.  

Switch# configure terminal  

Switch(config)# interface {Interface-ID} 

Switch(config -if)# ip igmp max -groups <0-1024> 

 

Switch(config -if)# no ip igmp max -groups  

 

Syntax ip igmp max -groups <0-1024> 

no ip igmp max -groups  

Parameter  <0-1024> The maximu m number of IGMP groups that an 

interface can join.  

Default  Default is 1024  

Mode  Port Configuration  

Example The following example specifies that set ip igmp max -groups 

test.  

Switch# configure terminal  

Switch(config)# interface  g2 

Switch(conf ig-if)# ip ig mp max -groups 10  
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10.24 IP IGMP MAX -GROUPS ACTION 

 

Use the ip igmp max -groups action command to set the action when the numbers 

of groups reach the limitation. Use the Ɉnoɉ form of this command to restore to 

default. You can verify setting s by the sho w ip igmp max -groups command.  

 

Switch# configure terminal  

Switch(config)# interface {Interface-ID} 

Switch(config -if)# ip igmp max -group s action (deny | replace)  

 

Syntax ip igmp max -groups action (deny | replace)  

Parameter  (deny | replace) Deny: current port  igmp group arrived max -

groups, donɅt add group.  

Replace:  current port igmp group arrived max -groups, 

remove port for rand group, an d add port to new group.  

Default  Default action is deny  

Mode  Port Configuration  

Example The following exampl e specifies that set action replace test.  

Switch# configure terminal  

Switch(config)# interface  g2 

Switch(config -if)# ip igmp max -groups action repl ace 

 

Switch#  show ip igmp max -group action interfaces 

GigabitEthernet 2  
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10.25 CLEAR IP IGMP SNOOPING GROUPS 

 

This command will clear the ip igmp groups for dynamic or static or all of type. You 

can verify settings by the show ip igmp snooping groups command.  

Switch# clear ip igmp snooping groups [(dynamic | static)]  

Syntax clear ip igmp snooping groups [(dyna mic | static )] 

Parameter  none Clear ip igmp groups include dynamic and static  

(dynamic | static) Ip igmp group type is dynamic or static  

Mode  Privileged EXEC 

Example The following example specifies that clear ip igmp snooping 

groups test.  

Switch# clear ip igmp snoo ping groups  

 

Switch# show ip igmp snooping groups  
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10.26 CLEAR IP IGMP SNOOPING STATISTICS 

 

This command will clear the igmp st atistics. You can verify settings by the show ip 

igmp snooping command.  

Switch# clear ip igmp snooping statisti cs 

 

Syntax clear ip igmp snooping statistics  

Mode  Privileged EXEC 

Example The following example specifies that clear ip igmp snooping 

statistic s test.  

Switch# clear ip igmp snooping statistics  

 

Switch# show ip igmp snooping  
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10.27 SHOW IP IGMP SNOOPING GROUPS COUNTERS 

 

This command will display the  ip igmp snooping  group  counter s include static 

group.  

 

Switch# show ip igmp snooping group  counter s 

 

Syntax show ip igmp snooping group  counter s 

Mode  Privileged EXEC 

Example The following example speci fies that di splay ip igmp snooping 

group counter test.  

Switch# show ip igmp snooping group counters  
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10.28 SHOW IP IGMP SNOOPING GROUPS 

 

This command will display the ip igmp groups for dynamic or static or all of type.  

 

Switch# show ip igmp snooping  groups [(dy namic | static)]  

 

Syntax show ip igmp snooping groups [(dynamic | static)]  

Parameter  none  Show ip igmp groups include dynamic and st atic 

(dynamic | static) Display Ip igmp group type is dynamic or 

static  

Mode  Privileged EXEC 

Example The foll owing exampl e specifies that show ip igmp snooping 

groups.  

Switch# show ip igmp snooping groups  
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10.29 SHOW IP IGMP SNOOPING ROUTER 

 

This command will display the ip igmp router info.  

 

Switch# show ip igmp snooping router [(dynamic | forbidden |stati c )] 

 

Syntax show ip igmp snooping router [(dynamic | forbidden 

|static )]  

Parameter  none  Show ip igmp router include dynamic and static and 

for bidden  

(dynamic | forbidden | static)  Display Ip igmp router info for 

different type  

Mode  Privileged EXEC 

Example  The fol lowing example specifies that show ip igmp snooping 

router.  

Switch# show ip igmp snooping router  
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10.30 SHOW IP IGMP SNOOPING QUERIER 

 

This command will display all the static vlan ip igmp,  querier info.  

 

Switch# show ip igmp snooping que rier  

 

Syntax show ip igmp snooping querier  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp snooping 

querier te st.  

Switch# show ip igmp snooping querier  
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10.31 SHOW IP IGMP SNOOPING 

 

This command will display ip igmp s nooping gl obal info.  

 

Switch# show ip igmp snooping  

 

Syntax show ip igmp snooping  

Mode  Privileged EXEC 

Example The following example specifie s that show ip igmp snooping 

test.  

Switch# show ip igmp snooping  
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10.32 SHOW IP IGMP SNOOPING VLAN  

 

This command wil l display ip igmp snooping vlan info.  

 

Switch# show ip igmp snooping vlan [VLAN-LIST] 

 

Syntax show ip igmp snooping vlan [ VLAN-LIST] 

Parameter  none  Show all ip igmp snooping vlan info  

[VLAN-LIST] Show specifies vlan ip igmp snooping info  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp snooping 

vlan test.  

Switch# show ip igmp snooping vlan 1 
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10.33 SHOW IP IGMP SNOOPING FORWARD-ALL 

 

This command will display ip igmp snooping forward all info.   

 

Switch# show i p igmp sno oping forward -all [vlan VLAN-LIST] 

 

Syntax show ip igmp snooping forward -all [vlan VLAN-LIST] 

Parameter  none  Show all ip igmp snoopi ng vlan forward -all info  

[vlan VLAN-LIST] Show specifies vlan of ip igmp forward info.  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp snooping 

forward -all test.  

Switch#  show ip igmp snooping forward -all vlan 2  
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10.34 SHOW IP IGMP PROFILE 

 

This command will display ip igmp profile info.  

  

Switch# show ip igmp profile [<1-128>] 

 

Syntax sho w ip igmp profile [ <1-128>] 

Parameter  none  Show all ip igmp snooping profile info  

[<1-128>] Show specifies index profile info  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp profile test.  

Switch# show ip igmp pr ofile  
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10.35 SHOW IP IGMP FILTER 

 

This command will display ip igmp port filter info.  

 

Switch# show ip igmp filter  [interfaces IF_PORTS] 

 

Syntax show ip igmp filter [interfaces IF_PORTS] 

Parameter  none  Show all port filter  

[interfaces IF_PORTS] Show specifies  ports filter  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp filter test. 

Switch# show ip igmp filt er  
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10.36 SHOW IP IGMP MAX -GROUP 

 

This command will display ip igmp port max -group.  

 

Switch# show ip igmp max -group [interfaces IF_PORTS] 

 

Syntax show ip igmp max -group [interfaces IF_PORTS] 

Parameter  none  Show all port max -group  

[interfaces  IF_PORTS] Show interfaces  

Mode  Privileged EXEC 

Example The following example specifies that show ip igmp max -group 

test. 

Switch#configure terminal  

Switch(config)# interface  {Interface-ID} 

Switch(config -if)# ip igmp max -groups 50 

 

Switch# show ip igmp max -group  
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10.37 SHOW IP IGMP MAX -GROUP ACTION 

 

This command will display ip igmp port max -group action.  

 

Switch# show ip igmp ma x-group action [interfaces IF_PORTS] 

 

Syntax show ip igmp max -group action [interfaces IF_PORTS] 

Parameter  none  Show all port max -group action  

[interfaces IF_PORTS] Show specifies ports max -group action  

Mode  Privileged EXEC 

Example The followin g example specifies that show ip igmp max -group 

action test.  

Switch# configure terminal  

Switch(config)# interface gi2 

Switch(config -if)# ip igmp m ax-groups action replace  

Switch# show ip igmp max -group action  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 298 

11. IP SOURCE GUARD 

 

IP SOURCE GUARD 

 

IP Source Guard i s a security feature that restricts IP traffic on untrusted Layer 2 

ports by filtering traffic based on the DHCP snooping binding dat abase or manually 

configured IP source bindings. This feature helps prevent IP spoofing attacks when 

a host tries  to spoof and use the IP address of another host. Any IP traffic coming 

into the interface with a source IP address other than that assigned (v ia DHCP or 

static configuration) will be filtered out on the untrusted Layer 2 ports.  

 

 

Fig 11.1  IP Source Guard Concept  

The IP Source Guard feature is enabled in combination with the DHCP snooping 

feature on untrusted Layer 2 interfaces. It builds and m aintains an IP source 

binding table that is learned by DHCP snooping or manually configured (static IP 

source bin dings). An entry in the IP source binding table contains the IP address 

and the associated MAC and VLAN numbers. The IP Source Guard is support ed on 

Layer 2 ports only, including access and trunk ports.  
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IP Source Guard prevents IP and/or MAC address spoofi ng attacks  on untrusted 

layer two interfaces. When IP source guard is enabled, all traffic is blocked except 

for DHCP packets. Once the host ge ts an IP address through DHCP, only the DHCP -

assigned source IP address is permitted. You can also configure a st atic bindi ng 

instead of using DHCP.  

 

Comparison between DAI and IP Source  Guard:  

 

Fig 11.2  Comparison between DAI  and  IP Source Guard 
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11.1 IP SOURCE VERIFY 

Uses the ip source verify command to enable IP Source Guard function. Default IP 

Source Guard f ilter sour ce IP address. The Ɉmac-and -ipɉ filters not only source IP 

address but also source MAC address. Use the no form of this command to di sable. 

You can verify settings by the show ip source interfaces command.  

 

Switch# configure terminal   

Switch(confi g)# interf ace {Interface-ID} 

Switch(config -if)# ip source verify [mac -and-ip]  

 

Switch(config -if)# no ip source verify  

Syntax ip source verify  [mac -and -ip]  

no ip source verify  

Parameter  mac -and -ip  Verify by mac and ip address bundle  

Default  IP Source Guard is dis abled on interface. Default is that 

verifying ip address only.  

Mode  Port Configuration  

Example The example shows how to enable IP S ource Guard with 

source IP address filtering on interface gi1.  

Switch#configure terminal   

Switch(config)# interfa ce gi2 

Switch(config -if)# ip source verify  

Switch(config -if)# ip source verify mac -and -ip  

 

Switch(config -if)# do show ip source interfaces gi1 -2 
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11.2 IP SOURCE BINDING 

 

Use the ip source binding command to create a static IP source binding entry ha s 

an IP address, its associated MAC address , VLAN ID interface.  Use the Ɉnoɉ form of 

this command to delete static entry.  You can verify setting s by the Ɉshow ip source 

bindingɉcommand.  

Switch# configure terminal   

Switch(config)# ip source binding {A:B:C:D:E:F}  vlan <1-4094> (A.B.C.D) interface 

{IF_PORT} 

 

Switch(config)# no ip source binding {A:B:C:D:E:F} vlan <1-4094> (A.B.C.D) 

interface {IF_PORT} 

 

Syntax ip source binding {A:B:C:D:E:F} vlan <1-4094> (A.B.C.D) 

interface {IF_PORT} 

no ip source binding {A:B:C:D:E:F} vl an <1-4094> (A.B.C.D) 

interface {IF_PORT} 

Parameter  A:B:C:D:E:F Specify a MAC address of a binding entry  

VLAN <1-4094>Specify a VLAN ID of a binding entry  

A.B.C.D Specify IP address and MASK of a binding entry.  

IF_PORT Specify interface of a bi nding entry . 

Mode  Global Configuration  

Example The example shows how to add a static IP source binding 

entry.  

Switch# configure terminal   

Switch(config)# ip source binding 00:11:22:33:44:55  vlan 1 

192.168.1.55  interface GigabitEthernet 1  

Switch(config)# do show ip source binding  
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11.3 SHOW IP SOURCE INTERFACE 

 

Use the show ip source interface command to show settings of IP Source  Guard of 

interface.  

Switch# show ip source interfaces {IF_PORTS} 

Syntax show ip source interfaces IF_PORTS 

Parameter  IF_PORTS specifi es ports to show  

Mode  Privileged EXEC 

Example The example shows how to show settings of IP Source Guard 

of interface gi1  

Switch# show ip source interfaces gi2  
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11.4 SHOW IP SOURCE BINDING 

 

Use the show ip source binding command to show b inding entr ies of IP Source 

Guard.  

Switch# show ip source binding [(dynamic|static)]  

Syntax show ip source binding [(dynamic|static)]  

Parameter  dynamic Show entries that added by DHCP snooping learn  

static Show entries that added by user  

Mode  Privileged EXEC 

Example The example shows how to show static binding entries of IP 

Source Guard.  

Switch# show ip source binding  
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12. LINK AGGREGATION 
 

LACP, a subcomponent  of IEEE 802.3ad, provides additional functionality for link 

aggregation groups (L AGs). Use the link aggregation feature to aggregate one or 

more Ethernet interfaces to form a logical point -to -point link, known as a LAG, 

virt ual link, or bundle. The MAC client can treat this virtual link like a single link.  

 

Link aggregation increases b andwidth, provides graceful degradation as failure 

occurs, and increases availability. It provides network redundancy by load -balancing 

traffic  across all available links. If one of the links fails, the system automatically 

load -balances traffic across all  remaining  links.  

 

When LACP is not enabled, a local LAG might attempt to transmit packets to a 

remote single interface, which causes the commu nication to fail. When LACP is 

enabled, a local LAG cannot transmit packets unless a LAG with LACP is also 

config ured on th e remote end of the link.  

 

A typical LAG deployment includes aggregate trunk links between an access switch 

and a distribution switch  or customer edge (CE) device.  

 

  
 

Fig 12.1 Link aggregation  Concept  
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12.1 LAG 

 

Link aggregation group functi on allows you to aggregate multiple physical  ports 

into one logic port to increase bandwidth. This command makes normal port join 

into the spec ific LAG logic port with static or dynamic mode. Use Ɉno lagɉ to leave 

the LAG logic port.  

Switch# configure termi nal  

Switch(config)#  lag load -balance (src -dst -mac | src -dst -mac -ip)  

Switch(config)#  interface {Inteface-ID} 

Switch(config -if)# lag <1-8> mode ( static | active | passive)  

 

Switch(config -if)# no lag  

Note :Use static mode  to enable LAG on Ports.  

Syntax lag <1-8> mode (static | active | passive)  

no lag  

Parameter  <1-8> Specify the LAG id for the interface  

static  Specify the LAG to be static mode and  join the interface 

into this LAG.  

active  Specify the LAG to be dynamic mode and join the 

interface into this LAG with LACP active port.  

passive  Specify the LAG to be dynamic mode and join the  

interface into this LAG with LACP passive port  

Mode  Interface Configuration  

Example This example shows how to create a dynamic LAG and join 

fa1-fa3 to this LAG.  

Switch# configu re termin al  

Switch(config)#  lag load -balance  src -dst -mac -ip   

Switch(config)# interface   GigabitEthernet 1  

Switch(config -if)# lag 1 mode stati c 

Switch(config)# interface   GigabitEthernet 3 

Switch(config -if)# lag 1 mode static  

 

To show current LAG status.  Use comman d show lag  
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Switch# show lag  
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12.2 LAG LOAD-BALANCE 

 

Link aggregation group  port should transmit packets spread to all ports to balance 

traffic loading. There are two algorithms supported and this command allows you 

to select the algorithm.  

 

Switch# configure terminal  

Switch(config)# lag load -balance (src -dst -mac | src -dst -mac -ip)  

 

Switch(config)# no lag load -balance   

 

Syntax lag l oad -balance (src -dst -mac | src -dst -mac -ip)  

no lag load -balance  

Parameter  src -dst -mac  Specify algorithm to balance  traffic by using 

source and destination MAC address for all packets.  

src -dst -mac -ip  Specify algorithm to balance traffic by using 

source and destination IP address for IP packets and using 

source and destination MAC address for non -IP packets. 

Default  Default loa d balance algorithm is src -dst -mac 

Mode  Global Configuration  

Example This example shows how to change load balance algorithm to 

src-dst -mac-ip. 

Switch# configure terminal  

Switch(config)# lag load -balance src -dst -mac -ip  

To show current load balanc e algorit hm  use show lag . 

Switch# show lag  
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12.3 LACP 

 

Link Aggregation Control Protocol (LACP) is part of the IEEE specification (802.3a z)  

that enables you to bundle several physical ports together to form a single logical  

channel (LAG). The Link Aggregatio n Control Protocol (LACP) provides a method to 

control the bundling of several physical ports together to form a single logical 

chann el. LAGs multiply the bandwidth, increase port flexibility, and provide  

link redundancy between two devices.  

 

Two types of LAGs are supported:  

 

Static  LAG:  A LAG is static if the LACP is disabled on it. The group of ports  

assigned to a static LAG are alw ays active members.  

Dynamic  LAG: In Dynamic LAG LACP is enabled on it. The group of ports  

assigned to dynamic L AG deter mines which ports are active member ports. The 

non -active ports are standby ports ready to replace any failing active member 

ports.  

Load Balancing  Traffic forwarded to a LAG is load -balanced across the active 

member ports, thus achieving an effecti ve band width close to the aggregate 

bandwidth of all the  active member ports of the LAG.  Traffic load balancing over the 

active member ports  of a LAG is managed by a hash-based distribution function 

that distributes Unicast and Multicast traffic  based on L ayer 2 or Layer 3 packet 

header information.  

 

The device supports two modes of load balancing:  

MAC Addresses : Based on the Destination and Source MAC addresses of all 

packets. 

IP and MAC Addresses : Based on the Destination and Source IP addresses for IP 

packets, and Destination and Source MAC addresses for non -IP packets. 

Timeout : The Timeout controls the period between BPDU transmissions. Lo ng will 

transmit LACP packets each second, while Short will wait for 30 seconds before 

sending a LACP packet. 
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Port P riorit y: It controls the priority of the ports. If the LACP partner wants to form 

a larger group than is supported by this device, then this  parameter will control 

which ports will be active & which ports will in backup role. Lower the number 

means greater  the pr iority.  By default,  system priority for LACP is 32768.  

 

LAG is treated by the system as a single logical port. In particular, the LAG  has port 

attributes similar to a regular port, such as state and speed.  

The device supports 8  LAGs with up to 8 por ts in a LAG group. Link Aggregation 

Control Protocol (LACP) provides a standardized means for exchanging information 

between  Switches conne cted by multiple links  that require high -speed redundant 

links . 

Switch# configure terminal  

Switch(config)#  lag load -ba lance (src -dst -mac | src -dst -mac -ip)  

Switch(config)#  interface {Inteface-ID} 

Switch(config -if)# lag <1-8> mode (static | active | passive)  

 

Switch(config -if)# no lag  

Note :Use active and passive mode  to enable LACP on Ports.  

 

Syntax lag <1-8> mode (static | act ive | passive)  

no lag  

Parameter  <1-8> Specify the LAG id for the interface  

static  Specify the LAG to be static mode and join the int erface 

into this LAG.  

active  Specify the LAG to be dynamic mode and join the 

interface into this LAG with LACP active port.  

passive  Specify the LAG to be dynamic mode and join the  

interface into this LAG with LACP passive port  

Mode  Interface Configuration  

Example This example shows how to create a dynamic LAG and join 

fa1-fa3 to this LAG.  

Switch# configure terminal  

Switch(config)#  lag load -balance  src -dst -mac -ip   

Switch(config)# interface   GigabitEthernet 1  
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Switch(config -if)# lag 1 mode active  

Switch(conf ig)# interface   GigabitEthernet 3 

Switch(config -if)# lag 1 mode active  

 

This example shows how to show current LAG sta tus. 

 

Switch# show lag  

 
 

Switch# show la cp neighbor  
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12.3 LACP PORT-PRIORITY 

LACP port priority is used for two connected DUT to s elect aggregation ports. Lower 

port priority value has higher priority. And the port with higher priority will be 

selected into LAG first.  

Switch# configure terminal  

Switch(config)#  interface { Inteface -ID} 

Switch(config -if)# lacp port -priority <1-65535> 

 

Switch(config -if)# no lacp port -priority  

Syntax lacp port -priority <1-65535> 

no lacp port -priority  

Parameter  <1-65535>Specify port priority value  

Default  Default port priority is 1.  

Mode  Interface Configuration  

Example This example shows how to configure interface 

GigabitEthernet 3 with lacp port priority to 1. 

Switch# configure terminal  

Switch(config)#  interface GigabitEthern et 3 

Switch(config -if)# lacp port -priority 1 

Switch# show   lacp neighbor detail  
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12.4 LACP SYSTEM-PRIORITY 

LACP system priority is used for two connected DUT to select master switch. Lower 

system priority value has higher priority. And the DUT wi th hi gher priority can 

decide which ports are able to join the LAG. Use Ɉno lacp system-priorityɉ to 

restore to the default priority value .  

Switch# configure terminal  

Switch(config)# lacp system -priority <1-65535> 

 

Switch(config)# no lacp system -priority  

Syntax  lacp system -priority <1-65535> 

no lacp system -priority  

Parameter  <1-65535>Specify system priority value  

Default  Default system pri ority is 32768.  

Mode  Global Configuration  

Example This example shows how to configure lacp system priority to 

32768. 

Switch#configure terminal  

Switch(config)# lacp system -priority 32768 

Switch# show   lacp neighbor detail  
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12.5 LACP TIMEOUT 

 

LACP need to send LACP packet to partner switch to check the link status. This 

command configure s the interval of sending LACP  packets.  

 

Switch# configure terminal  

Switch(config)#  interface {Inteface-ID} 

Switch(config -if)# lacp timeout (long | short)  

 

Switch(config -if)# no lacp timeout  

 

Syntax lacp timeout (long | short)  

no lacp timeout  

Parameter  long  Send LACP packet every 30 seconds . 

short Send LACP packet every 1 second 

Default  Default LACP timeout is long.  

Mode  Interface Configuration  

Example This example sh ows how to configure interface 

GigabitEthernet 3 lacp timeout to long . 

Switch# configure terminal  

Switch(config)# inte rface GigabitEthernet 3 

Switch(config -if)# lacp timeout long  

Switch#  show  lacp internal detail  
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12.6 SHOW LACP 

 

Use Ɉshow lacp sys-idɉ command to displays the system identifier that is being 

used by LACP. The system identifier is made up of the LAPC s ystem priority and the 

switch MAC address.  

Use Ɉshow lacp counterɉ command to display LACP statistic information. Use 

Ɉshow lacp internalɉ command to display local information.  

Use Ɉshow lacp neighborɉ command to display remote Information State of the 

specific port. These are the allowed values:  

bndl Port is attached to an aggregator and bundled with other ports.  

Susp Port is in a suspended state; it is not attached to any aggregator.  

hot -sby  Port is in a hot -standby state.  

1indiv   Port is incapable of bun dling with any other port.  

1indep   Port is in an independent state (not bundled but able to switch data traffic. 

In this case, LACP is not running on the partner port).  

Down -Port is down.  

State variables for the port, encoded as individual bits within a si ngle octet with 

these meanings:  

Á bit0 LACP_Activity 

Á bit1 LACP_Timeout 

Á bit2 Aggregation  

Á bit3 Synchronization  

Á bit4 Collecting  

Á bit5 Distributin g 

Á bit6 Defaulted  

Á bit7 Expired  

 

Switch# show lacp sys -id  

Switch# show lacp [ <1-8>] counters  

Switch# show lacp [ <1-8>] (inter nal | neighbor) [detail]  

 

Syntax show lacp sys -id  

show lacp [ <1-8>] counters  
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show lacp [ <1-8>] (internal | neighbor) [detail]  

Mode  Privileged EXEC 

Example This example shows how to show LACP statistics.  

Switch# show lacp counters  

 
Switch# show lac p inte rnal  

 
This example shows how to show LACP remote information.  

Switch# show lacp neighbor  
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12.7 SHOW LAG 

 

Use Ɉshow lagɉ command  to show current LAG load balance algorithm and 

members active/inactive status.  

 

Switch# show lag  

 

Syntax show lag  

Mode Privileged EXEC 

Example This example shows how to show current LAG status.  

Switch# show lag  
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13. LLDP 
 

LLDP (Link Layer Discovery Protocol) is an IEEE (Institute of Electrical and Electronics 

Engineers) standard protocol (IEEE 802.1AB) that  defin es messages, encapsulated in 

Ethernet frames for the purpose of giving devices a means of announcing basic 

device information to othe r devices on the LAN (Local Area Network) through 

periodic retransmissions out each port every 30 seconds by default.  

 

 
Fig 13.1 Link Layer Discovery Protocol  Concept  

 

What is the need for LLDP?  

 

With all kinds of devices connecting to the network these d ays, installing, tracking 

and managing each of them can be quite difficult in large networks.  

 

There are many applica tions for LLDP. Some of them are,  

 

¶ To automate the deployment of access devices like IP Phones, Wireless Access 

Points, etc.  

¶ To help troubl eshoot network attached devices . 

¶ To automate firmware management  

¶ To discover the type and location (switch port) of a  netwo rk device, connected 

anywhere on the network . 
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¶ To build a complete network topology (which is also automatically updated after 

adds/mo ves/changes) . 

¶ To identify and place a device (like IP phone) on the correct VLAN meant for it, 

automatically . 

¶ To iden tify h ow a device can be powered up (from the main line, from an 

external source, etc) and how much power it needs . 

¶ To get information like  hardware revision, firmware version, serial no, 

manufacturer/model name, etc from LLDP supported devices connected t o the 

network . 
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13.1 LLDP 

 

Use Ɉlldpɉ command to enable LLDP RX/TX ability. The LLDP enable status  is 

displayed by Ɉshow lldpɉ command. U se the Ɉnoɉ form of this command to disable 

the LLDP. When LLDP is disabled, the behavior of receiving LLDP PDU would  be 

decided by Ɉlldpɉ command.  

Switch# configure  terminal  

Switch (config)# lldp  

 

Switch (config)# no lldp  

Syntax lldp  

no lldp  

Mode  Global Configuration  

Example The following example sets LLDP enable/disable.  

Switch# configure  terminal  

Switch (config)# lldp  

 

Switch# show lldp  
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13.2 LLDP RX 

 

Use Ɉlldprxɉ command to enable the LLDP PDU RX ability. The configuration could 

be shown by Ɉshow lldpɉ command. Use the Ɉnoɉ form of this command to disable 

the RX ability.  

Switch# configure  terminal  

Switch(config)# interf ace  {Interface-ID} 

Switch(config -if)# lldprx  

 

Switch(config -if)# no lldprx  

 

Syntax lldprx  

no lldprx  

Mode  Port Configuration  

Example This example sets port gi1 to enable LLDP TX, port gi2 to 

disable RX but enable TX, port gi3 to enable RX but disabl e TX, 

port gi4 to disable RX and TX.  

Switch#  configure terminal  

Switch(config)#  interface range g1 -10 

Switch(config -if -range)#  lldp rx  

Switch(config -if -range)#   lldp tx  

 

Switch# show lldp interfaces  g1-10 
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13.3 LLDP TX-INTERVAL 

 

Use Ɉlldptx-interv alɉ command to configure the LLDP TX interval. It should be 

noticed that both Ɉlldptx-intervalɉ and Ɉlldptx-delayɉ affects the LLDP PDU TX 

time. The larger value of the two configurations decides the TX interval. The 

configuration could be shown by Ɉshow lldpɉ command. Use the Ɉnoɉ form of this 

command to restore the interval to default value.  

Switch# configure  terminal  

Switch(config)# lldp  t x-interval <5-32768> 

 

Switch(config)# no lldp  tx -interval  

Syntax lldptx -interval <5-32768> 

no lldptx -interval  

Parameter  <5-32768>Specify the LLDP PDU TX interval in unit of second  

Default  Default TX interval is 30 seconds  

Mode  Global Configuration  

Example This example sets LLDP TX interval to 10 0 seconds. 

Switch# configure  terminal  

Switch(config)# lldp  tx -interval 10 0 

Switch# show lldp  
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13.4 LLDP REINIT-DELAY 

 

Use Ɉlldpreinit-delayɉ to configure the LLDP re -initials delay. This delay avoids 

LLDP generate too many PDU if the port is up and down frequently. The delay 

starts to count when the port links down. The p ort wo uld not generate LLDP PDU 

until the delay counts to zero. The configuration could be shown by Ɉshow lldpɉ 

command. Use the Ɉnoɉ form of this command to restore the delay to default 

value. 

Switch# configure  terminal  

Switch(config)# lldp  reinit -delay <1-10> 

 

Switch(config)# no lldp  reinit -delay  

Syntax Lldp  reinit -delay <1-10> 

no lldp  reinit -delay  

Parameter  <1-10>Specify the LLDP re-initi al delay time in unit of second.  

Default  Default reinital delay is 2 seconds  

Mode  Global Configuration  

Example This example sets LLDP re-initial delay to 5 seconds.  

Switch# configure  terminal  

Switch(config)# lldp  reinit -delay 5 

Switch# show lldp  
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13.5 LLDP HOLDTIME-MULTIPLIER 

 

Use Ɉlldp holdtime -multiplierɉ command to configure the LLDP PDU hold 

multiplier that  decides time -to -live (TTL) value sent in LLDP advertisements: TTL = 

(tx-interval * holdtime -multiplier). The configuration could be shown by Ɉshow lldpɉ 

command. Use the Ɉnoɉ form of this command to restore the multiplier to default 

value. 

Switch# configu re  ter minal  

Switch(config)# lldp  holdtime -multiplier <2-10> 

 

Switch(config)# no holdtime -multiplier  

Syntax l ldp  holdtime -multiplier <2-10> 

no holdtime -multiplier  

Parameter  <2-10>Specify the LLDP hold time multiplier  

Default  lldpholdtime -multiplier 4  

Mod e Global Configuration  

Example This example sets LLDP hold time multiplier to 3.  

Switch# configure  terminal  

Switch(config)# lldp  holdtime -multiplier 3  

Switch# show lldp  
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13.6 LLDP LLDPDU 

 

Use Ɉlldp lldpduɉ command to configure the LLDP PDU handling behavi or when 

LLDP is globally disabled. It should be noticed that if LLDP is globally enabled and 

per port LLDP RX status is configured to  disabled, the received LLDP PDU would be 

dropped instead of taking the global disable behavior. The configuration co uld be  

shown by Ɉshow lldpɉ command. Use the Ɉnoɉ form of this command to restore 

the behavior to default.  

 

Switch# configure  terminal  

Switch(config)# lldp  lldpdu (filtering|flooding|bridging)  

 

Syntax l ldp  lldpdu (filtering|flooding|bridging)  

Parameter  br idging  When LLDP is globally disabled, LLDP packets are 

bridging (bridging LLDP PDU to VLAN member ports).  

filtering  When LLDP is globally disabled, LLDP packets are 

filtered (deleted).  

flooding  When LLDP is globally disabled, LLDP packets are 

flooded (for warded  to all interfaces).  

Default  Default LLDP PDU handling behavior when LLDP disabled is 

flooding  

Mode  Global Configuration  

Example This example sets LLDP disable action to bridging.  

Switch# configure  terminal  

Switch(config)# lldp  lldpdu bridging  

Switch# show lldp  
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13.7 LLDP MED 

 

Use Ɉlldp medɉ to configure the LLDP MED enable status. If LLDP MED is enabled, 

LLDP MED capability TLV and other selected MED TLV would be attached. The 

configuration could be shown by Ɉshow lldp medɉ command. Use the Ɉnoɉ form of 

this command to disable the LLDP MED status.  

Switch# configure  terminal  

Switch(config )# interface  {Interfac-ID} 

Switch(config -if)# lldp med  

 

Switch(config -if)# no lldp med  

Syntax lldp med  

no lldp med  

Default  lldp med  

Mode  Port Configuration  

Example This example sets port gi1 to enable LLDP MED, port gi2 to 

disable LLDP MED. 

Switch# configure  terminal  

Switch(config)# interface  range  g1-10 

Switch(config -if -range)# lldp med  

 Switch# show lldp interfaces g 1-10 med  

 

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 328 

 

13.8 LLDP MED FAST-START-REPEAT-COUNT 

 

Use Ɉlldp med fast-start -repeat -countɉ command to configure the LLDP PDU fast 

start TX repeat count. When port links up, i t will send LLDP PDU immediately to 

notify link partner. The number of LLDP PDU sends when it links up depends on 

fast-star t-repeat -count configuration. The LLDP PDU fast -start transmits in interval 

of one second. The fast start behavior works no matter LL DP MED is enabled or 

not. The configuration could be shown by Ɉshow lldp medɉ command. Use the 

Ɉnoɉ form of this comm and to  restore count to default.  

Switch# configure  terminal  

Switch(config)# lldp med fast -start -repeat -count <1-10> 

 

Switch(config)# no lld p med fast -start -repeat -count  

Syntax lldp med fast -start -repeat -count <1-10> 

no lldp med fast -start -repeat -count  

Parameter  <1-10> LLDP PDU fast start TX repeat counts.  

Default  Default fast start TX repeat count is 3  

Mode  Global Configuration  

Example This example sets fast start repeat count to 10.  

Switch# configure  terminal  

Switch(config)# lldp med fast -start -repeat -count 10 

Switch# show lldp med  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 329 

 

13.9 LLDP MED LOCATION 

 

Use Ɉlldp med locationɉ command to configure the LLDP MED location data. The 

Ɉcoordinateɉ, Ɉcivic-addressɉ, Ɉecs-elinɉ locations are independent, so at most 

three location TLVs could be sent if th eir da ta are not empty. The configuration of 

location could be shown by Ɉshow lldp interface PORT medɉ command. Use the 

Ɉnoɉ form of this c ommand to clear location data.  

Switch# configure  terminal  

Switch(config)# interface  {Interface-ID} 

Switch(config -if)# lldp m ed location (coordination|civic -address|ecs -elin) ADDR  

 

Switch(config -if)# no lldp med location (coordination|civic -address|ecs -elin)  

Syntax lldp med location (coordination|civic -address|ecs -elin) 

ADDR 

no lldp med location (coordination|civic -address |ecs -elin)  

Parameter  Co-ordination civic -address ecs-elin ADDR Location type to be 

configured. Ɉecs-elinɉ is abbreviation of emergency call service 

ɀ emergency location identifier number  

Specify the location data. Input format is hexadecimal values 

withou t colo n (for example: 1234AB). For coordination location 

type, the length of ADDR is 16 bytes. For civic -address, the 

length is 6 to 160 by tes. 

For ecs-elin, the length is 10 to 25 bytes.  

Default  Default  Deafult is no location data.  

Mode  Mode Port Config uratio n 

Example This example sets location data for interface gi1.  

Switch# configure  terminal  

Switch(config)# interface  gi1 

Switch(config -if)# lldp med location coordinate 

112233445566778899AABBCCDDEEFF00 

 

Switch(config -if)# lldp med location civic -addres s 

112233445566 

Switch(config -if)# lldp med location ecs -elin 
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112233445566778899AA  

Switch# show lldp interfaces gi1 med  
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13.10 LLDP MED NETWORK-POLICY 

 

Use Ɉlldp med network-policyɉ command to configure the LLDP MED  network 

policy table and add a netw ork pol icy entry that can be bind to ports. If LLDP MED 

network policy voice auto mode is enabled, Ɉvoiceɉ type network policy cannot be 

created since it is in auto mode. The network policy table configuration could be 

shown by Ɉshow lldp medɉ command.  

Use the Ɉnoɉ form of this command to remove network policy entry of specific 

index. A network policy can be removed only when it is not bind to  any port.  

Switch# configure  terminal  

Switch(config)# lldp med network -policy <1-32> app (voice|voice -

signaling|gues t - voic e|guest -voice -signaling|softphone -voice  |video -

conferencing|streaming - video|video -signaling) vlan <1-4094> vlan -type 

(tag|untag) pri ority <0- 7> dscp <0-63> 

 

Switch(config)# no lldp med network -policy <1-32> 

Syntax lldp med network -policy <1-32> app (voic e|voice -

signaling|guest - voice|guest -voice -signaling|softphone -

voice|video -conferencing|streaming - video|video -

signaling) vlan <1-4094> vlan -type (tag|untag) priority <0- 

7> dscp <0-63> 

no lldp med network -policy <1-32> 

Parameter  <1-32>Specify the network  policy index.  

voice -signaling  Specify the network policy application type.  

<1-4094>Specify the VLAN IDtag untag Specify the VLAN tag  

status  

<0-7>Specify the L2 priority  

<0-63>Specify the DSCP value 

Mode  Global Configuration  

Example This example c reate 2  network policies.  

Switch# configure  terminal  

Switch(config)# lldp med network -policy 1 app voice -

signaling vlan  2 vlan -type tag prio rity 3 dscp 4 
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Switch(config)# lldp med network -policy 32 app video - 

conferencing vlan  5 vlan -type tag priority 1 dscp 63  

 

Switch# show lldp med  
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13.11 LLDP MED NETWORK-POLICY (INTERFACE) 

 

Use Ɉlldp med network-policyɉ command to bind the network po licy to port 

interface. The bonded network policy of one port should be with different types. If 

network policy TLV is selected over a port, the bonded network policies would be 

attached in LLDP MED PDU. The configuration of network policy binding could be  

shown by Ɉshow lldp medɉ command. 

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID ranges} 

Switch(config -if -range)# lldp med network -policy (add|remove) <1-32> 

Syntax lldp med network -policy (add|remove) <1-32> 

Parameter  add Add network p olicy binding for ports.  

remove Remove network policy binding for ports.  

<1-32> Specify the network policy index  

Mod e Port Configuration  

Example This example binds network policy for interface gi1 and gi2.  

Switch# show lldp med  

Switch# configure  terminal  

Switch(config)# interface range g1-10 

Switch(config -if -range)# lldp med network -policy add 1  

Switch# show lldp inter faces g1-10 med  
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13.12 LLDP MED TLV-SELECT 

 

Use Ɉlldp med tlv-selectɉ command to configure the LLDP MED TLV selection. It 

should be not iced that even no MED TLV is selected, MED capability TLV would be 

attached if LLDP MED is enable. The configuration  could be shown by Ɉshow lldp 

medɉ command. Use the Ɉnoɉ form of this command to remove all selected MED 

TLV over the dedicated ports.  

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID} 

Switch(config -if)# lldp med tlv -select MEDTLV [MEDTLV ] [MEDTLV] [MEDTLV]  

 

Switch(config -if)# no lldp med tlv -select  

Syntax lldp med tlv -select MEDTLV [MEDTLV] [MEDTLV] [MEDTLV]  

no lldp med tlv -select  

Parameter  MEDTLV MED optional TLV. Available optional TLVs are : 

network -policy, location, poe -pse, inventor y. 

Default  network -policy TLV 

Mode  Port Configuration  

Example This example sets port gi1 -2 to select LLDP MED network 

policy, location, P OE-PSE, inventory TLVs, and it sets port gi3 -4 

to un -select all LLDP MED TLVs. 

Switch# configure  terminal  

Switch(con fig)# interface g1 

Switch(config -if)# lldp med tlv -select network -policy 

location inventory  

Switch(config)# interface g2  

Switch(config -if)#  no lldp med tlv -select  

Switch# show lldp interfaces g1-2 med  
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13.13 LLDP TLV-SELECT 

 

Use Ɉlldptlv-selectɉ command to  attach selected TLV in PDU. The configuration 

could be shown by Ɉshow lldpɉ command. Use the Ɉnoɉ form of this command to 

remove all  selected TLV. 

 

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID ranges} 

Switch(config -if -range)# lldp  tl v-select TLV [TLV] [TLV] [TLV] [TLV] [TLV] [TLV] [TLV] 

 

Switch(config -if -range)# no lldp  tlv -select  

 

Syntax Lldp  tlv -select TLV [TLV]  [TLV] [TLV] [TLV] [TLV] [TLV] [TLV]  

no lldp  tlv -select  

Parameter  TLV Specify the selected optional TLV. Available optiona l TLVs 

are : sys-name (system name), sys -desc (system description), 

sys-cap (system capability), mac -phy (802.3 MAC-PHY), lag 

(802.3 link aggregation), max - frame -size (802.3 max frame 

size), and management - addr (management address).  

Mode  Port Con figurat ion  

Example This example selects system name, system description, system 

capability,  

802.3 MAC-PHY, 802.3 link aggregation, 802.3 ma x frame size, 

and management address TLVs for interface gi1 and gi3.  

Switch# configure  terminal  

Switch(config)# inte rface r ange g 1,3 

Switch(config -if -range)# lldp  tlv -select port -desc sys -name 

sys-desc sys -cap mac -phy lag max -frame -size   

Switch(config -if -range)# end  

Switch# show lldp interfaces g 1,3 
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13.14 LLDP TLV-SELECT PVID 

 

Use Ɉlldptlv-select pvidɉ comman d to co nfigure the 802.1 PVID TLV attachenable 

status. The configuration could be shown by Ɉshow lldpɉ command. Use the Ɉnoɉ 

form of this co mmand to restore the pvid to default value.  

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID} 

Switch(conf ig-if)# lldp  tlv -select pvid (disable|enable)  

Switch(config -if)# no lldp  tlv -select pvid  

Syntax Lldp  tlv -select pvid (disable|enable)  

no lldp  tlv -select pvid  

Parameter  Disable  Disable LLDP 802.1 PVID TLV attach state 

Enable  Enable LLDP 802.1 PVID TLV attach state  

Mode  Port Configuration  

Example This example sets port gi1 PVID TLV attaches status to disable 

and port gi2 to enable.  

Switch# configure  terminal  

Switch(config)# interface gi1 

Switch(config -if)# lldp  tlv -select pvid disable  

Switch(config -if)# in terface gi2 

Switch(config -if)# lldp  tlv -select pvid enable  

 

Switch# show lldp interfaces gi1,gi2 
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13.15 LLDP TLV-SELECT VLAN-NAME 

 

Use Ɉlldp tlv -select vlan -nameɉ command to add or remove VLAN list for 802.1 

VLAN-NAME TLV. The configuration c ould be  shown by Ɉshow lldpɉ command.  

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID} 

Switch(config -if)# lldp  tlv -select  vlan -name (add|remove) {VLAN-LIST} 

Syntax l ldp  tlv -select vlan -name (add|remove) {VLAN-LIST} 

Parameter  add VLAN-LIST Add VLAN list for LLDP 802.1 VLAN-NAME TLV on 

the specific interface. The configured ports should be member 

of all the specified VLANs or the VLAN- LIST is not valid. 

remove VLAN-LIST Remove VLAN list of LLDP 802.1 VLAN-

NAME TLV from interface  

Mode  Port  Configuration  

Example This example add VLAN 100 to VLAN -NAME TLV for port gi10.  

Switch# configure  terminal  

Switch(config)# vlan 100 

Switch(config -vlan)# exit  

Switch(config)# interface g2 

Switch(config -if)# switchport trunk allowed vlan  add 1,100  

Switch(confi g-if)# lldp  tlv -select vlan -name add 100  

Switch(config -if)# end  

 

Switch# show lldp interfaces g i1 

Switch# show lldp interfaces g 2 
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13.16 LLDP TX 

 

Use Ɉlldp txɉ command to enable the LLDP PDU TX ability. The configuration could 

be shown by Ɉshow lldp ɉ command. Use the Ɉnoɉ form of this command to disable 

the TX ability.  

Switch# configure  terminal  

Switch(config)#  interface  {Interface-ID} 

Switch(config -if)# lldp  tx  

Switch(config -if)# no lldp  tx  

Syntax l ldp  tx  

no lldp  tx  

Mode  Port Configuration  

Example This example sets port gi1 to enable LLDP TX, port gi2 to 

disable RX but enable TX, port gi3 to enable RX but disable TX, 

port gi4 t o disable RX and TX. 

Switch# configure  terminal  

Switch(config)# interface g1 

Switch(config -if)# lldp  rx  

Switch(confi g-if)# lldp  tx  

Switch(config -if )# interface  g2  

Switch(config -if)# no lldp  rx  

Switch(config -if)# lldp  tx  

Switch(config -if )# interface  g3  

Switch(config -if)# lldp  rx  

Switch(config -if)# no lldp  tx  

Switch(config -if )# interface g4  

Switch(config -if)# no lldp  rx 

Switch(config -if)# no lldp  tx  

Switch(config -if)# end  

 

Switch# show lldp interfaces g 1-4 
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13.17 LLDP TX-DELAY 

 

Use Ɉlldp tx -delayɉ command to configure the delay in seconds between 

successive LLDP frame transmissions. The delay starts to count in a ny case LLDP 

PDU is sent such as by LLDP PDU advertise routine, LLDP PDU content change, port 

link up, etc. The configuration could be shown  by Ɉshow lldpɉ command. Use the 

Ɉnoɉ form of this command to restore the delay to default value.  

Switch# configure  termina l 

Switch(config)# lldp  tx -delay <1-8192> 

 

Switch(config)# no lldp  tx -delay  

Syntax l ldp  tx -delay <1-8192> 

no lldp  tx -delay  

Parameter  <1-8192>Specify the LLDP tx delay in unit of seconds.  

Default  Default TX delay is 2 seconds  

Mode  Global Configurat ion  

Example  This example sets LLDP PDU TX delay to 10 seconds.  

Switch# configure  terminal  

Switch(config)# lldp  tx -delay 1  

Switch# show lldp  
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13.18 SHOW LLDP 

 

Use Ɉshow lldpɉ and Ɉshow lldp interfaceɉ commands to display LLDP global 

information inclu ding LLDP enable status, LLDP PDU TX interval, hold time 

multiplier, re -initial delay, TX delay, and LLDP packet handling when LLDP is 

disab led. Single port information displayed includes port LLDP RX/TX enable status, 

selected TLV to TX and IP address. The abbre viations in optional TLVs are: port 

description (PD), system name (SN), system description (SD), and system capability 

(SC). 

Switch# show lldp  

Switch# show lldp interface {IF_NMLPORTS} 

Syntax show lldp  

show lldp interface {IF_NMLPORTS} 

Parameter  IF_NMLPORTS Specify the ports to display information  

Mode  Privileged EXEC 

Example This example displays lldp information of port gi1 and gi2  

Switch# show lldp interfaces gi1,gi2  
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13.19 SHOW LLDP LOCAL-DEVICE 

 

Use Ɉshow lldp local-deviceɉ command to sho w the l ocal configuration of LLDP 

PDU. By the commands, a user can view the contents of LLDP/ LLDP -MED TLVs that 

would be attached in LLDP P DU. 

Switch# show lldp local -device  

Switch# show lldp interfaces {IF_NMLPORTS}local -device  

Syntax show lldp local -devi ce 

show  lldp interfaces {IF_NMLPORTS}local -device  

Parameter  IF_NMLPORTS Specify the ports to display information  

Mode  Privileged EXEC 

Example This example displays the local device information.  

Switch# show lldp local -device  
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13.20 SHOW LLDP MED 

 

Use Ɉshow lldp medɉ command to display the LLDP MED configuration 

information.  

 

Switch# show lldp med  

Switch# show lldp interfaces {IF_NMLPORTS}med  

 

Syntax show lldp med  

show lldp interfaces {IF_NMLPORTS}med  

Parameter  IF_NMLPORTS Specify the ports to display  inform ation  

Mode  Privileged EXEC 

Example This example displays the LLDP MED information.  

Switch# show lldp med  
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13.21 SHOW LLDP NEIGHBOR 

 

Use Ɉshow lldp neighborɉ command to display the received neighbor LLDP PDU 

information. When LLDP PDU is recei ved on LLDP RX enable ports, system would 

store the PDU information in database until time to live of the PDU counts down to 

zero.  

Switch# show lldp neighbor  

Switch# show lldp interfaces {IF_NMLPORTS}neighbor  

Syntax show lldp neighbor  

show lldp interfaces {IF_NMLPORTS}neighbor  

Parameter  IF_NMLPORTS Specify the ports to display information  

Mode  Privileged EXEC 

Example This example displays the  neighbor information.  

Switch# show lldp neighbor  
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13.23 SHOW LLDP STATISTICS 

 

Use Ɉshow lldp statisticsɉ comm and to display the LLDP RX/TX statistics. 

 

Switch# show lldp statistics  

Switch# show lldp interfaces {IF_NMLPORTS}statistics  

 

Syntax show lld p statistics  

show lldp interfaces {IF_NMLPORTS}statistics  

Parameter  IF_NMLPORTS Specify the ports to display informa tion  

Mode Privileged EXEC 

Example This example display the LLDP statistics.  

Switch# show lldp statistics  

    

Switch(config)# show lldp in terfaces gi1 statistics  
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13.24 CLEAR LLDP STATISTICS 

 

Use Ɉclear lldp globle statisticsɉ command to clear the L LDP RX/TX statistics. 

 

Switch# clear lldp  globle  statistics  

 

Syntax clear lldp  globle  statistics  

Mode  Privileged EXEC 

Example This example  shows how to clear LLDP statistics.  

Switch# clear lldp statistics  
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13.25 SHOW LLDP TLV-OVERLOADING 

 

The LLDP PDU is composed by TLVs and selected number TLVs may compose a 

large PDU that the system cannot handle. The maximum PDU length is to take the 

smaller number of jumbo frame size minus 30 bytes (30 bytes kept for header) or 

1488 bytes. Use Ɉshow lldptlv-overloa dingɉ command to display the length of 

LLDP TLVs and if the TLVs overload the PDU length. The TLVs with status marked 

Ɉoverloadɉ would not b e transmitted.  

Switch# show lldp interfaces {IF_NMLPORTS}tlvs -overloading  

Syntax show lldp interfaces {IF_NMLPORTS}tlv s-overl oading  

Parameter  IF_NMLPORTS Specify the ports to display information  

Mode  Privileged EXEC 

Example This example display the LLDP T LVs overloading status of port 

gi1. 

Switch# show lldp interfaces gi1 tlvs -overloading  
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14. LOGGING 

 

Almost all informa tion technology systems generate a log, which serves as a record 

of all the activity that the system conducted in its operation. Such  logs are 

generated by network infrastructure devices (firewalls, switches, domain name 

service devices, routers, lo ad balancers), computer platforms (servers, appliances, 

and smartphones), operating systems (Windows, Linux, iOS) and applications 

(client/s erver, web applications, cloud -based utilities).  

 

In an application, a network log is typically a file that contains  a record of events 

that occurred in the application. It contains the record of user and process access 

calls to objects, attempts at authen tication, and other activity. Generally, an event is 

categorized as an error, a warning, or an informational activit y. The specific format 

and data that are in a log are typically determined by the application designer, to 

meet various application requirem ents, and then implemented by the application 

developer.  
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14.1 CLEAR LOGGING 

 

To clear the log messages from the in ternal logging buffer and flash, use command 

Ɉclear loggingɉ in the Privileged EXEC mode.  

Switch# clear logging  

Syntax clear logging  

Parameter  buffered  Clear the log messages stored in the RAM.  

file  Clear the log messages stored in the Flash.  

Mode  Privileged EXEC 

Example The following example clear the log messages stored in RAM 

and Flash. 

Switch# clear logging buffered  

Switch# clear loggin g file  
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14.2 LOGGING 

 

To enable logging service on the switch, use the command logging in the Global 

Configurat ion mod e. Otherwise, use the no form of the command to disable the 

logging service on the switch. The status of global logging server is ava ilable from 

the command show logging in the Privileged EXEC mode. When the logging service 

is enabled, logging on an d off a t each destination rule can be individually 

configured by the command logging console, logging buffered, logging file, and 

logging ho st in the Global Configuration mode. If the logging service is disabled, no 

messages will be sent to these destinati ons. 

 

Switch #configure terminal  

Switch(config)# logging  

 

Switch(config)# no logging  

 

Syntax logging  

no logging  

Default  Logging service is enabled  

Mode  Global Configuration  

Example The following example disables and enables the logging 

service on the swi tch. 

Switch #configure terminal  

Switch(config)# no logging  

Switch(config)# logging  
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14.3 LOGGING HOST 

 

To define the logging server, use  the command logging host to add the remote 

logging server in the Global Configuration mode. Otherwise, use the comm and no 

logging host to remove the remote logging rules. For the host name configuration, 

logging service would try translating the host name  to IP address directly. Add the 

logging host would be failed on the failure of host name translating.  

Switch# confi gure te rminal  

Switch(config)# logging host (ip -addr|hostname) [facility facility] [port port] 

[severity sev]  

Switch(config)# no logging host  (ip -addr|hostname)  

Syntax logging host (ip -addr|hostname) [facility facility] [port 

port] [severity sev]  

no logging  host ( ip -addr|hostname)  

Parameter  ipv4 -addr  IPv4 address of the remote logging server.  

 

hostname Hostname of the remote logging server.  

 

fa cility facility Specify the facility of the logging messages. It 

can be on of the following value: local0, local1, lo cal2, local3, 

local4, local5, local6, and local7. The default value of facility is 

local7. 

port port Specify the port number of the remote lo gging 

server.  

The valid range is from 0 to 65535, and the default value is 

512. 

severity sev Specify the minimum seve rity of  the logging 

messages. The valid range is from 0 to 7, and the number 0 to 

7 represents emerg, alert, critical, error, warning, notic e, info, 

and debug individually. The default value of minimum severity 

level is 5 (emerg, alert, crit, error,warning , notic e) 

Mode  Global Configuration  

Example The following example adds the remote logging rules by IP 

and Hostname.  
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Switch# configure term inal  

Switch(config)# logging host 1 92.168.0.20 
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14.4 LOGGING SEVERITY 

 

To set the minimum severity for the messa ges that are logged to RAM, console, or 

Flash, use the command logging severity in the Global Configuration mode. Use the 

Ɉnoɉ form of the c ommand to remove the mechanism of logging to RAM, console, 

or Flash individually.  

 

Switch# configure terminal  

Switch(config )# logging (buffered|console|file) [severity sev]  

 

Switch(config)# no logging (buffered|console|file)  

 

Syntax logging (buffered|conso le|file) [severity sev]  

no logging (buffered|console|file)  

Parameter  buffered  Log messages to RAM. 

console  Log messages to console buffer.  

file  Log messages to Flash. 

severity  sev Specify the minimum severity of the logging 

messages. 

The valid range is fr om 0 to 7, and the number 0 to 7 

represents emerg ency, alert, critical, error, warning, notice, 

info, and debug indi viduall y. The default minimum severity of 

the logging severity configuration is 5  

(emerg, alert, crit, error, warning, notice).  

Default  Logging to buffered and console is enabled, and the default 

minimum severity level is 5 (emerg, alert, crit, error, war ning, 

notice). 

Mode  Global Configuration  

Example The following example sets the minimum severity level of 

logging to RAM and Flash as debu gging. 

Switch# configure terminal  

Switch(config)# logging buffered severity 2  
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14.5 SHOW LOGGING 

 

To display t he glob al logging configuration, and the logging messages stored in the 

RAM and Flash, use the command show logging in the Privileged EXEC m ode. 

 

Switch# show logging [buffered|file]  

 

Syntax show logging [buffered|file]  

Parameter  Buffered Display the log messages stored in the RAM.  

File Display the log messages stored in the Flash.  

Mode  Privileged  EXEC 

Example The following example shows th e global logging configuration.  

 

Switch# show logging  

 
Switch# show logging buffered  
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© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 362 

15. MAC ADDRESS TABLE 

 

A MAC address table, sometimes called a Content Addressable Memory (CAM) 

table, is used on Ethernet switches to determine where to forward t raffic on a LAN. 

Now let's break this down a little bit to understand how the MAC address table is 

built and used by  an Ethernet switch to help traffic move along the path to its 

destination.  

 

 
 

Fig 15.1 MAC Address Table  

 

Normally your switch will autom atically learn MAC addresses and fill its MAC 

address table (CAM table) by looking at the source MAC address of inco ming fr ames 

and flooding frames if it doesnɅt know where to forward the frame. 
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15.1 CLEAR MAC ADDRESS-TABLE 

 

To clear the dynamic (lear ned) MAC entries from the MAC address table, the 

specific interface, or the specific VLAN, use the command clear mac  addres s-table 

in the Privileged EXEC mode. 

 

Switch# clear mac address -table dynamic [interfaces IF_PORTS| vlan vlan -id]  

 

Syntax clear mac a ddress -table dynamic [interfaces IF_PORTS|vlan 

vlan -id]  

Parameter  Interfaces  IF_PORTS Delete all dynamic addresses learned  on 

the specific interface.  

vlan  vlan-id Delete all source addresses learned on the 

specific VLAN 

Mode  Privileged EXEC 

Example The following example clears the learned MAC addresses on 

the interface gi1.  

Switch# clear mac address -table dynamic int erfaces  gi1 
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15.2 MAC ADDRESS-TABLE AGING-TIME 

 

To set the aging time of the MAC address table, use the command macAddress -

table aging -time in the Global Configuration mode.  

Switch#  configure terminal  

Switch(config)# mac accress -table aging -time {seconds} 

Syntax mac accress -table aging -time seconds  

Parameter  Seconds The time in seconds that an entry remains in the MAC 

address table. Its v alid range is from 10 to 630 seconds, and 

the default value is 300 seconds.  

Default  The default aging time is 300 s econds. 

Mode  Global Configuration  

Example The following example set the agimg time to 500 seconds.  

Switch#  configure terminal  

Switch(confi g)# mac address -table aging -time 500 

Switch# show mac address -table aging -time  
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15.3 MAC ADDRESS-TABLE STATIC 

 

To add a static address to the MAC address table, use the command mac address -

table static in the Global Configuration mode. For the unicast  MAC address filtering, 

use the command mac address -table static with parameter drop to drop the 

packets with the sp ecified  source or destination unicast MAC address. To delete the 

static entry from the MAC address table, use the Ɉnoɉ form of the command.  

 

Switch#  configure terminal  

Switch(config)# mac address -table static mac -addr vlan vlan -id interfaces 

{IF_PORTS} 

Switch(con fig)# mac address -table static mac -addr vlan vlan -id drop  

 

Switch(config)# no mac address -table static mac -addr vlan vlan -id  

 

Syntax mac address -table static mac -addr vlan {vlan -id} interfaces 

{IF_PORTS} 

mac address -table static mac -addr vlan {vlan -id} dro p 

 

no mac address -table static mac -addr vlan vlan -id  

Parameter  mac -addr  MAC address. 

vlan  vlan-id Specify the VLAN ID for the interf ace. 

Interface  IF_PORTS Specify the interface ID or a list of 

interface IDs.  

drop Drop the packets with the specified  source  or destination 

unicast MAC address.  

Mode  Global Configuration  

Example The following example adds a static address into MAC address  

table.  

Switch# configure terminal  

Switch(config)# mac address -table static 00:11:22:33:44:55  

vlan 1 interfaces gi5 

Switch(c onfig)# mac address -table static 00:11:22:33:44:55  

vlan 1 drop  
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15.4 SHOW MAC ADDRESS-TABLE 

 

To show the entry in the MAC addr ess table, use the command show macaddress -

table in the Privileged EXEC mode.  

 

Switch# show mac address -table [dynam ic|stat ic] [interface IF_PORTS] [vlan 

vlan - id]  

Switch# show mac address -table [ mac-addr ] [vlan vlan -id] 

 

Syntax show mac address -table [dyn amic|static] [interface 

IF_PORTS] [vlan vlan - id]  

show mac address -table [mac -addr] [vlan vlan -id]  

Parameter  dynami c Display only dynamic MAC addresses  

static  Display only static MAC addresses  

Interface IF_PORTS Display the MAC addresses entries for a 

specifc interface.  

vlan  vlan-id Display the MAC address entries for a specific 

VLAN. 

mac -addr  Display entries for a spe cific MAC address 

Mode  Privileged EXEC 

Example The following example displays the entire MAC address table.  

Switch# show mac address -table  
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Switch# show mac address -table static interfaces gi1  

 
 

Switch# show mac address -table 00:11:22:33:44:55 vlan 100  
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15.5 SHOW MAC ADDRESS-TABLE COUNTERS 

 

To display the total entries in the MAC address table, use the command show mac 

address -table co unters in the Privileged EXEC mode.  

Switch# show mac address -table counters  

Syntax show mac address -table counters  

Mode  Privileged EXEC 

Example The following example display numbers of addresses in the 

address table.  

Switch# show mac address -table counte rs  
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15.6 SHOW MAC ADDRESS-TABLE AGING-TIME 

 

To show MAC address aging time, use the command show mac address -table 

aging-time in the Privileged EXEC mode.  

Switch# show mac address -table aging -time  

Syntax show mac address -table aging -time  

Mode  Privileged EXEC 

Example The following example displays aging time for the MAC 

address table.  

Switch# show mac address -tabl e aging -time  
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16. MAC VLAN  

 

MAC VLAN : The MAC-based VLAN  feature allows incoming untagged packets to be 

assigned to a  VLAN  and thus classify traffic based on the source  MAC address of 

the packet. You define a  MAC to  VLAN  mapping by configuring  an entry in 

the  MAC to  VLAN  table  

 

16.1 VLAN MAC -VLAN GROUP (GLOBAL) 

 

Use the vlan mac -vlan group command to create MAC address group. Use  the Ɉnoɉ 

form of this command to delete specify group.  

Switch# configure terminal  

Switch(config)# vlan mac -vlan group  <1- 2147483647> mac -address mask <9-48> 

Switch(config)# no vlan mac -vlan group mac -address mask <9-48> 

Syntax vlan mac -vlan group <1- 2147483647> mac -address mask 

<9-48> 

no vlan mac -vlan group mac -address mask <9-48> 

Parameter  <1-2147483647>Specify the group I D 

mac -address Specify the MAC address to be mapped.  

<9-48>Specify the mask length of MAC address.  

Mode  Global Configuration  

Example The following example shows how to create a MAC group with 

group ID 3.  

Switch# configure terminal  

Switch(config)# vlan  mac -vlan group 333 22:33:44:55:66:77 

mask 48  

 

Switch# show vlan mac -vlan groups  
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16.2 VLAN MAC -VLAN GROUP (INTERFACE) 

 

Use the Ɉvlan mac -vlan groupɉ to create mapping of group and VLAN ID of an 

interface. Use the Ɉnoɉ form of this command to delete mappin g. 

Switch# configure terminal  

Switch(config)# interface  {Interface -ID} 

Switch(config -if)# vlan mac -vlan group <1- 2147483647> vlan <1-4094> 

 

Switch(config -if)# no vlan mac -vlan [group <1- 2147483647>] 

Syntax vlan mac -vlan group <1- 2147483647> vlan <1 -4094> 

no vlan mac -vlan [group <1- 2147483647>] 

Parameter  <1-2147483647> Specify the group ID. (optional in no form) 

Delete all mapping gr oup if not specify.  

<1-4094> Specify the VLAN ID to give to match packet  

Mode  Interface Configuration  

Example The followi ng example shows how to mapping group id 333 to 

VLAN 100 on interface GigabitEthernet 1.  

Switch#  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet  3 

Switch(config -if)# switchport mode hybrid  

Switch(config -if)# vlan mac -vlan group  333 vla n  2 

Switch(config -if)#  

Switch#  show vlan mac -vlan groups  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 374 

 

16.3 SHOW VLAN MAC-VLAN GROUPS 

 

Use the show vlan mac -vlan groups command to display mac groups configuration.  

 

Switch# show vlan mac -vlan groups  

 

Syntax show vlan mac -vlan group s 

Mod e Privileged EXEC 

Example This following example shows how to display mac group.  

 

Switch# show vlan mac -vlan groups  
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16.4 SHOW VLAN MAC -VLAN INTERFACES 

 

Use the show vlan mac -vlan interface command in EXEC mode to display the mac -

vlan interface s sett ing. 

 

Switch# show vlan mac -vlan [interfaces IF_PORTS] 

 

Syntax show vlan mac -vlan [interfaces IF_PORTS] 

Parameter  IF_PORTS (Optional ) Specify interfaces mac vlan to display. 

Display all ports if not specif.  

Mode  Privileged EXEC 

Example The followi ng example shows how to display the MAC -Based 

VLAN interfaces setting  

Switch# show vlan mac -vlan interfaces GigabitEthernet 1  
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17. MANAGEMENT ACL 

 

An Access Control List (ACL) is a set of rules that is usually used to filter network 

traffic. ACLs can be configured on network devices with packet filtering 

compatibilities, such as routers and firewalls.  

 

ACLs contain a list of conditions  that categorize packets and help you determine 

when to allow or deny network traffic. They are applied on the interf ace basis to 

packets leaving or entering an interface  

 

Access-list (ACL) is a set of rules defined for controlling the network traffic and 

reducing network attack. ACLs are used to filter traffic based on the set of rules 

defined for the incoming or outgoi ng of the network.  

ACL features ɀ 

1. The set of rules defined are matched serial wise i.e ., matching starts with the 

first line, then 2nd, then 3rd and so on.  

2. The packets are matched only until it matches the rule. Once a rule is 

matched then no further compa rison ta kes place, and that rule will be 

performed.  

3. There is an implicit deny at the end of every ACL, i.e., if no condition or rule 

matches t hen the packet will be discarded.  

Once the access-list is built, then it should be applied to inbound or outbound of 

the in terface:  

 

 

 

 

 

 

 

 

 

 

Fig 17.1 ACL Feature  
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Also there are two categories of access list,  

1. Numbered access list ɀ These are the access list which cannot be deleted 

specifically once created i.e., if we want to remove any rule from an Access -list 

th en this is  not permitted in the case of numbered access list. If we try to 

delete a rule from access list, then the whole access list will be de leted. The 

numbered access list can be used with both standard and extended access list.  

 

2. Named access list ɀ In this type of access list, a name is assigned to identify 

an access list. It is allowed to delete a named access list unlike numbered 

access list. Like numbered access list, these can be used with both standard 

and extended access list.  

 

Rules for ACL ɀ 

 

1. The standard  Access-list is generally applied close to the destination (but not 

always). 

2. The extended Access -list is generally applied close to t he source (but not 

always). 

3. We can assign only one ACL per interface per protocol per direction, i.e., only 

one inbound and  outbound ACL is permitted per interface.  

4. We canɅt remove a rule from an Access-list if we are using numbered Access -

list. If we try to remove a rule,  then whole ACL will be removed. If we are using 

named access lists, then we can delete a speci fic rule.  

5. Every new rule which is added into the access list will be placed at the 

bottom of the access list therefore before implementing the acc ess lists, 

analyses the whole scenario carefully.  

6. As there is an implicit deny at the end of every access list , we should h ave at 

least a permit statement in our Access -list otherwise all traffic will be denied.  

7. Standard access lists and extended access li sts cannot have the same name.  

 

Advantages of ACL ɀ 

 

¶ Improve network performance.  

¶ Provides security as adminis trator can co nfigure the access list according to 

the needs and deny the unwanted packets from entering the network.  

¶ Provides control over the tra ffic as it can permit or deny according to the 

need of network.  
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17.1 MANAGEMENT ACCESS-LIST 

 

Use the managem ent access-list command to create a management access list and 

to enter management access -list configuration mode. The name of ACL must be 

unique that cannot have same name with other management ACL. Use the Ɉnoɉ 

form of this command to delete.  

 

Switch# con figure termin al  

Switch(config)#  management access -list [NAME] 

 

Switch(config)# no management access -list [NAME] 

 

 

Syntax management access -list NAM E 

no management access -list NAME  

Parameter  NAME The name of management ACL  

Mode  Global Configuration  

Example The followi ng example shows how to add a management ACL 

with name Ɉtestɉ 

Switch# configure terminal  

Switch(config)#  management access -list test  
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17.2 MANAGEMENT ACCESS-CLASS 

 

Use the management access -class command to activate a management ACL. Use 

the Ɉnoɉ form of this command to delete.  

 

Switch# configure terminal  

Switch(config)# management access -class [NAME] 

 

Switch(config)# no management a ccess-class  

 

Syntax management access -class [NAME] 

no management access -class  

Parameter  NAME The name of mana gement ACL to  be used  

Mode  Global Configuration  

Example The following example shows how to add a management ACL 

with name Ɉtestɉ 

Switch# configur e terminal  

Switch(config)# management access -class test  
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17.3 DENY 

 

Use the deny command to add deny rule s that drop t hose packets hit the rule.  

 

Switch# configure terminal  

Switch(config)# management access -list [NAME] 

Switch(config -macl)# sequence <1-65535>] deny interfaces {IF_PORTS}service 

(all|http|https|snmp|ssh|telnet)  

 

Switch(config -macl)# [sequence <1-65535>] deny ip A.B.C.D/A.B.C.D interfaces 

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

 

Switch(config -macl)# [sequence <1-65535>] deny ipv6  X:X::X:X/<0-128> interfaces 

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

 

Syntax [sequence <1-65535>] deny interface s {IF_PORTS}service 

(all|http|https|snmp|ssh|telnet)  

[sequence <1-65535>] deny ip A.B.C.D/A.B.C.D interfaces 

{IF_PORTS} 

service (all| http|https|snmp|ssh|telnet)  

[sequence <1-65535>] deny ipv6 X:X::X:X/<0-128> interfaces 

{IF_PORTS} 

service (all |http|https|s nmp|ssh|telnet)  

Parameter  <1-65535> (Optional) Specify sequence index of ACL entry, the 

sequence index represent the priority of an entry in ACL. If not 

specified, the switch assigns a number from 1 in ascending 

order.  

interfaces  IF_PORTS Specify the inte rface ID or a list of 

interface IDs.  

ip A.B.C.D/A.B.C.DSpecify the source IP address and mask of 

packet.  

ipv6  X:X::X:X/<0-128> Specify the source IPv6 address and 

prefix length of packet.  

(all|http|https|snmp|ssh|telnet)  Specify the type of 

services 

Mode  Management Access -List Configuration  
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Example The following example shows how to add a deny rule to drop 

all types of services packets  that source ip is 1.1.1.1 from 

interface gi2.  

Switch# configure terminal  

Switch(config)# management access -lis t commando  

Switch(config -macl)# sequence 1 deny ip  

10.10.10.10/255.255.255.255 interfaces gi2 service all  

 
Switch#  sh management access -list comma ndo  
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17.4 PERMIT 

 

Use the permit command to add permit rules that bypass those packets hit the 

rule.  

 

Switch# configure  terminal  

Switch(config)# management access -list [NAME] 

Switch(config -macl)# sequence <1-65535>] permit interfaces {IF_PORTS} 

service (all|http|https|snmp|ssh|telnet)  

 

Switch(config -macl)# [sequence <1-65535>] permit ip A.B.C.D/A.B.C.D interfac es 

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

 

Switch(config -macl)# [sequence <1-65535>] permit ipv6 X:X::X:X/<0-128> interfaces 

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

 

Syntax [sequence <1-65535>] permit interfaces {IF_PORTS} service  

(all|http|https |snmp|ssh|telnet)  

[sequence <1-65535>] permit ip A.B.C.D/A.B.C.D interfaces 

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

[seque nce <1-65535>] permit ipv6 X:X::X:X/<0-128> interfaces  

{IF_PORTS}service (all|http|https|snmp|ssh|telnet)  

Parameter  <1-65535> (Optional) Specify sequence index of ACL entry, the 

sequence index represent the priority of an entry in ACL. If not 

specified, t he switch assigns a number from 1 in ascending 

order.  

interfaces IF_PORTS Specify the interface ID or a list of  

interface ID s. 

ip  A.B.C.D/A.B.C.D Specify the source IP address and mask of 

packet.  

ipv6 X:X::X:X/<0-128>Specify the source IPv6 address and prefi x 

length of packet.  

(all|http|https|snmp|ssh|telnet)  Specify the type of 

services 

Mode  Management Access -List Configuratio n 

Example The following example shows how to add a permit rule to 

bypass http service packets that source ip is 2.2.2.2 from 

interfa ce gi2. 
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Switch# configure terminal  

Switch(config)# management access -list test  

Switch(config -macl)# sequence 2 permit ip  

2.2.2.2/255.255.255.255 interfaces gi2 service http  

 

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 384 

17.5 NO SEQUENCE 

 

Use the Ɉnoɉ sequence command to delete an entry in managem ent ACL. 

 

Switch# configure terminal  

Switch(config)# management access -list [NAME] 

 

Switch(config -macl)# no seq uence <1-65535> 

 

Syntax no sequence <1-65535> 

Parameter  <1-65535>Specify sequence index of ACL entry to delete.  

Mode  Management Access -List Conf iguration  

Example The following example shows how to delete an entry.  

Switch# configure terminal   

Switch(confi g)# managemen t access -list test  

Switch(config -macl)# sequence 10 deny interfaces gi1 

service all  
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17.6 SHOW MANAGEMENT ACCESS-CLASS 

 

Use the show management access -class command to show the active management 

access-list. 

 

Switch# show management acces s-class  

 

Syntax show management access -class  

Mode  Privileged EXEC 

Example The example shows how to show management access -class 

Switch# show man agement access -class  

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 386 

 

17.7 SHOW MANAGEMENT ACCESS-LIST 

 

Use the show management access -list command to s how managemen t ACL. 

 

Switch# show management access -list [NAME] 

 

Syntax show management access -list [NAME] 

Parameter  NAME Specify the name of man agement ACL to displayed  

Mode  Privileged EXEC 

Example The example shows how to show management access -list  

Switch# show m anagement access -list 1  
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18. MIRROR 

 

You can analyze network traffic passing through ports by using Switched Port 

Analyzer (SPAN). This sends a copy of the traffic to another port on the switch that 

has been connected to a Switch  Probe device, anothe r Remote Monitoring (RMON) 

probe or security device. SPAN mirrors receive or transmit (or both) traffic on one 

or more source ports t o a destination port for analysis.  

Remote SPAN (RSPAN) extends SPAN by enabling RMON of multiple switches acr oss 

your netwo rk. The traffic for each RSPAN session is carried over a user specified  

RSPAN VLAN that is dedicated for that RSPAN session in all pa rticipating switches. 

The SPAN traffic from the sources is copied onto the RSPAN VLAN through a 

reflector por t and then for warded over trunk ports carrying the RSPAN VLAN to any 

RSPAN destination session monitoring the RSPAN VLAN.  

SPAN and RSPAN do not affect the switching of network traffic on source ports. A 

copy of the packets received or sent by the source in terfaces are s ent to the 

destination interface. Except for traffic that is required for the SPAN or RSPAN 

session, reflector ports and destination ports do not receive or forward traffic.  

 

 
 

Fig 18.1 Mirror and Analyzer Port  
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18.1 MIRROR SESSION DESTINATION INTERFACE 

 

Use the Ɉmirror session destination interfaceɉ command to start a destination 

interface of a port mirror session. Use the Ɉnoɉ form o f this command to stop a 

destination interface of a port mirroring session. Use the Ɉno mirror sessionɉ 

comma nd to disable all mirror sessions or specific mirror session.  

 

Switch# configure terminal  

Switch(config)# mirror session <1-4> destination interface  IF_NMLPORT [allow -

ingress]  

Switch(config)# no mirror session <1-4>destination interface IF_NMLPORT  

Switch(config)# no mirr or session ( <1-4>| all)  

 

Syntax mirror session <1-4> destination interface IF_NMLPORT 

[allow -ingress]  

no mirror session <1-4>destinat ion interface IF_NMLPORT  

no mirror session ( <1-4>| all)  

Parameter  <1-4> Specify the mirror session to config ure  

IF_NMLPORT Specify the SPAN destination. A destination 

must be aphysical port allow -ingress Enable ingress traffic 

forwarding.  

Default  No moni tor sessions are configured.  

Mode  Global Configuration  

Example The following example shows how to create a local session 1 

to monitor both sent and received traffic on source port 

GigabitEthernet2.  

 

Switch# configure terminal  

Switch(config)# mirror session  1 destination interface 

GigabitEthernet 11 allow -ingress  
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To disable Mirror session  

Switch# configure te rminal  

Switch(config)# no  mirror  session  1 destination  interface  

GigabitEthernet  11 

Switch(config)# no mirror session all  
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18.2 MIRROR SESSION SOURCE INTERFACE 

 

Use the Ɉmirror session source interfaceɉ command to start a port mirror 

session. Use the Ɉnoɉ form of thi s command to stop a port mirroring session. Use 

the Ɉno mirror sessionɉ command to disable all mirror sessions or specific mirror 

session. 

Switch# configure terminal  

Switch(config)# mirror session <1-4> source interfaces IF_PORTS (both | rx | tx)  

Switch(con fig)# no mirror session <1-4>source interfaces IF_PORTS (both | rx | 

tx)  

Switch(config)# no mirror session ( <1-4>| all)  

Syntax mirror  session <1-4> source interfaces IF_PORTS (both | rx 

| tx)  

no mirror session <1-4>source interfaces IF_PORTS (both | 

rx | t x) 

no mirror session ( <1-4>| all)  

Parameter  <1-4> Specify the mirror session to configure  

IF_PORTS Specify the source interface, Val id interfaces include  

physical ports and port channels.  

both Mirror tx and rx direction  

rx Mirror rx directio n only  

tx Mirr or tx direction only  

Mode  Global Configuration  
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Example The following example shows how to create a local SPAN 

session 1 to monitor both sent and received rate on source 

port gi3 -5. 

 

Switch# configure terminal  

Switch(config)# mirrorsession  1 sourceinterfac es 

GigabitEthernet  3-5 both  

Switch(config)# mirror session 1 destination interface 

GigabitEthernet 2  

Switch# show mirror session 1 
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18.3 SHOW MIRROR 

 

Use the show mirror command to display mirror session configuration.  

 

Switch# show mirro r [session <1-4>] 

 

Syntax show mirror [session <1-4>] 

Parameter  <1-4>Specify the mirror session to display  

Mode  Privileged EXEC 

Example This fol lowing example shows how to display mirror session 

configuration  

 

Switch# show mirror  

 
 

 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 393 

 

19. MLD SNOOPING  
 

In IPv4, Layer 2 switches can use IGMP snooping to limit the flooding of multicast 

traffic by dynamically configuring Layer 2 interfaces so that multicast traffic is 

forwarded to only those interfaces associated with IP multicast address. In IPv6, 

MLD snooping perform s a similar function. With MLD snooping, IPv6 multicast data 

is selectively forwarded to a list of ports that want to receive the dat a, instead of 

being flooded to all ports in a VLAN. This list is constructed by snooping IPv6 

multicast contr ol packets.  

MLD is a protocol used by IPv6 multicast routers to discover the presence of 

multicast listeners (nodes configured to receive IPv6 mult icast packets) on its 

directly attached links and to discover which multicast packets are of interest to 

neighboring nodes.  MLD is derived from IGMP; MLD version 1 (MLDv1) is equivalent 

to IGMPv2, and MLD version 2 (MLDv2) is equivalent to IGMPv3. MLD is a  sub 

protocol of Internet Control Message Protocol version 6 (ICMPv6), and MLD 

messages are a subset of ICMPv 6 messages, identified in IPv6 packets by a 

preceding Next Header value of 58.  

The switch can snoop on both MLDv1 and MLDv2 protocol packets and br idge IPv6 

multicast data based on destination IPv6 multicast MAC addresses. The switch can 

be configured to p erform MLD sno oping and IGMP snooping simultaneously.  

 

 
Fig 19.1 MLD snooping concept  
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19.1 IPV6 MLD SNOOPING  

 

Use the ipv6 mld snooping command t o enable MLD snooping function. Use the no 

form of this command to disable. Disable will clear all ipv6 mld s nooping dynami c 

group and dynamic router port and  make the static ipv6 mld group invalid. No 

more dynamic group and router port by mld message wil l be learned. You can 

verify settings by the show ipv6 mld snooping command.  

 

Fig 19.2 ipv6 ml d snooping  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping  

 

Switch(config)# no ipv6 mld snooping  
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Syntax ipv6 mld snoopin g  

no ipv6 mld snooping  

Default  Default is disabled  

Mode  Global Configuration  

Example The following example  specifies th at set ipv6 mld snooping 

test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping  

 
Switch(config)# no ipv6 mld snooping  
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19.2 IPV6 MLD SNOOPING REPORT-SUPPRESSION 

 

Use the ipv6 mld snooping report -suppression command to enable MLD  snooping 

rep ort -suppression function. Use the Ɉnoɉ form of this command to disable. 

Disable report -suppression will forward all received reports to the vlan router 

ports. You can verify settings by the show ipv6 mld snooping command.  

Switch# configure term inal  

Switch(config)# ipv6 mld snooping report -suppression  

 

Switch(config)# no ipv6 mld snooping report -suppression  

 

Syntax ipv6 mld snooping repor t -suppression  

no ipv6 mld snooping report -suppression  

Parameter  None  

Default  Default is enabled  

Mode  Global  Configuratio n 

Example The following example specifies that disable ipv6 mld 

snooping report - suppression test.  

 

Switch# configure terminal  

Switch(config)# ipv6 mld snooping report -suppression  

 

 
Switch(config)# no ipv6 mld snooping report -suppression  
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19.3 IPV6 ML D SNOOPING VERSION 

 

Use the ipv6 mld snooping version command to change MLD support version. 

Version 2 packet wonɅt be processed if choose version 1.  You can verify settings by 

the show ip igmp snooping command.  

Switch# configure terminal  

Switch(config)# ipv6  mld snooping version (1|2)  

Syntax ipv6 mld snooping version (1|2)  

Parameter  (1|2)  Ipv6 mld snooping running version 1 or 2  

Default  Default is version 1  

Mode  Global Configuration  

Example The following example specifies that set ipv6 mld s nooping 

version 2.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping version 2  
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19.4 IPV6 MLD SNOOPING UNKNOWN -MULTICAST ACTION 

 

When igmp and mld snooping disabled, it canɅt set action router-port. When disable 

igmp snooping & mld snooping , it set unkno wn multicast action flood. When action 

is router -port to flood or drop, it will delete the unknown multicast group entry. Use 

the ipv 6 mld snooping unknown -multicast action command to change action. Use 

the Ɉnoɉ form of this command to restor e to default. You can verify settings by the 

show ipv6 mld snooping command.  

 

Fig 19.3  MLD SNOOPING action  

 

Switch# configure terminal  

Switch(conf ig)# ipv6 mld snooping unknown -multicast action (drop | flood 

|router -port)  

 

Switch(config)#  no ipv6 mld sno oping unknown -multicast action  

 

 

Syntax ipv6 mld snooping unknown -multicast action (drop | flood 

|router -port)  

no ipv6 mld snooping unknown -multic ast action  

Parameter  (drop | flood | router - port) Dropflood in vlan or forward to 

router port of unknown mul ticast packet  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 399 

Default  Default is flood  

Mode  Global Configuration  

Example The following example specifies that set ipv6 mld unknown 

multicast act ion router -port test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping unknown -multicast 

action ro uter -port  
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19.5 IPV6 MLD SNOOPING VLAN  

 

Disable will clear all ipv6 mld snooping dynamic group and dynamic router port and 

make all static ip  igmp group invalid of this vlan. Will not learn dynamic group and 

router port by igmp message anymore . Use the ipv6 mld s nooping vlan command 

to enable MLD on VLAN. Use the Ɉnoɉ form of this command to disable. You can 

verify settings by the show ipv6 ml d snooping vlan command.  

Switch# configure terminal  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST> 

 

Switch(config)#  no i pv6 mld snooping vlan <VLAN-LIST> 

 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> 

no ipv6 mld snooping vlan <VLAN-LIST> 

Parameter  VLAN-LIST specifies VLAN ID list to set  

Mode  Global Configuration  

Example The following example specifies that set  ipv6 mld sno oping 

vlan test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan 2 
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19.6 IPV6 MLD SNOOPING VLAN PARAMETERS 

 

No ipv6 mld snooping vlan 1 (last -member -query -count | last -member -query - 

interval | query -interval | response -time | robustn ess-variable)Ʌ will set the vlan 

parameters to default. The cli setting will change the ipv6 mld vlan parameters 

admin settings.  

 

Switch# configure terminal  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>last -member -query -count 

<1-7> 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST>last -member -query -count  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>last -member -query -interva l 

<1- 60> 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST>last -member -query -

interval[no]  

Switch(config)#  ipv6 mld sno oping vlan <VLAN-LIST>router learn pim -dvmrp[no]  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>fastleave  

Switch(config)#  ipv6 ml d snooping vlan <VLAN-LIST>query -interval <30-18000> 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST>quer y-interval  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>response -time <5-20> 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST>response -ti me  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>robustness -variable <1-7> 

Switch(config)#  no ipv6 mld sno oping vlan <VLAN-LIST>robustness -variable  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST>last -member -query -

count <1-7> 

no ipv6 mld snooping vlan <VLAN-LIST>last -member -query -

count  

ipv6 mld snooping vlan <VLAN-LIST>last -member -query -

interval <1- 60> 

no ipv6 mld snooping vlan  <VLAN-LIST>last -member -query -

interval[no]  

ipv6 mld snooping vlan <VLAN-LIST>router learn pim -

dvmrp[no]  

ipv6 mld snooping vlan <VLAN-LIST>fastleave  
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ipv6 mld snooping vlan <VLAN-LIST>query -interval <30-

18000> 

no ipv6 mld snooping vlan <VLAN-LIST>query -int erval  

ipv6 mld snooping vlan <VLAN-LIST>response -time <5-20> 

no ipv6 mld snooping vlan <VLAN-LIST>response -time  

ipv6 mld snooping vla n <VLAN-LIST>robustness -variable <1-

7> 

no ipv6 mld snooping vlan <VLAN-LIST>robustness -variable  

 

Parameter  VLAN-LIST specifies VLAN ID list to set  

last -member -query -count <1-7> 

last -member -query -interval <1-60> 

query -interval <30-18000> 

response -time <5-20> 

robustness -variable  specifies a robustness value to set, 

default is 2 <1-7> 

Default  no ipv6 mld snooping vlan 1-4094 last -member -query -count 

no ipv6 mld snooping vlan 1 -4094 last -member -query -interval 

ipv6 mld snooping vlan 1 -4094 router learn pim -dvmrp  

no ipv6 mld snooping vlan 1 -4094 fastleave  

no ipv6 mld snooping vlan 1 -4094 query -interval no ipv6 mld 

snooping vlan 1-4094 response -time  

no ipv6 mld snooping vlan 1 -4094 robustness -variable  

Mode  Global Configuration  

Example The following example specifies  that set ipv6 mld snooping 

vlan parameters test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan  1 fastle ave  

 

Switch(config)# ipv6 mld snooping vlan  1 last -member -

query -count  5  

 

 

Switch(config)# ipv6 mld snooping vlan  1 last -member -

query -interval  3  

 

 

Switch(config )# ipv6 mld snooping vlan  1 query -interval  100  
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Switch(config)# ipv6 mld snoopin g vlan  1 resp onse -time  12  

 

 

Switch(config )# ipv6 mld snooping vlan  1 robustness -

variable  4  

 

Switch# show ipv6 mld snooping vlan  1 

MLD Snooping i s globaly enabled  

MLD Snooping VLAN 1 admin : disabled MLD Snooping oper 

mode : disabled  

MLD Snooping robustne ss: admin 4 o per 2  

MLD Snooping query interval: admin 100 sec oper 125 sec 

MLD Snooping query max response : admin 12 sec oper 10 sec 

MLD Snooping  last member query counter: admin 5 oper 2  

MLD Snooping last member query interval: admin 3 sec oper 1 

sec MLD Snooping las t immediate leave: enabled  

MLD Snooping automatic learning of multicast router ports: 

enabled  
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19.7 IPV6 MLD SNOOPING VLAN FASTLEAVE 

Use the ipv6 mld snooping vlan fastleave command to enable fastleave function. 

Group will remove port im mediately whe n receive leave packet. Use the Ɉnoɉ form 

of this command to disable.  You can verify settings by the show ipv6 mld snooping 

vlan comma nd. 

Switch# configure terminal  

Switch(config)#  ipv6 mld snooping vlan <VLAN-LIST>fastleave  

 

Switch(config)#  no ipv6 mld snoop ing vlan <VLAN-LIST>fastleave  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST>fastleave  

no ipv6 mld snooping vlan <VLAN-LIST>fastleave  

Parameter  VLAN-LIST specifies VLAN ID list to set  

Default  Default is disabled  

Mode  Global Configuration  

Example The following example specifies that set ipv6 mld snooping 

vlan fastleave test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan  1 fastleave  

 
 

Switch(config)# no ipv6 mld snoopingvlan  1 fastleave  
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19.8 IPV6 MLD SNOOPING VLAN LAST -MEMBER-QUERY-COUNT 

 

Use the ipv6 mld snooping vlan last -member -query -count command to change how 

many query packets will send. Use the Ɉnoɉ form of th is command to restore to 

default. You can verify settings by the show ipv6 mld snooping vlan command  

Switch# configure termi nal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> last -member -query -count 

<1-7> 

Switch(config)# no ipv6 mld snooping vlan <VLAN-LIST> last -member -query -count  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> last -member -query -

count <1-7> 

no ipv6 mld snooping v lan <VLAN-LIST> last -member -query -

count  

Parameter  VLAN-LIST last-member -query -count <1-7> specifies VLAN ID 

list to set. Specifies l ast member query count to set  

Default  Default is 2  

Mode  Global Configuration  

Example The following example  specifies tha t set ipv6 mld snooping 

vlan last - member -query -count test.  

Switch# configure terminal  

Switch(config )# ipv6 mld snooping vlan 1 last -m ember -

query -count 5 

 
Switch(config)# no ipv6 mld snooping vlan 1 last -member -

query -count 5 
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19.9 IPV6 MLD  SNOOPING VLAN  LAST-MEMBER-QUERY-INTERVAL 

 

Use the ipv6 mld snooping vlan last -member -query -interval command to set 

interval between each query pac ket. Use the Ɉnoɉ form of this command to restore 

to default. You can verify settings by the show ipv6 mld sn ooping vlan co mmand.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> last -member -query -interval 

<1- 60> 

 

Switch(config) #  no ipv6 mld snooping vlan <VLAN-LIST> last -member -query -

interval  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> last -member -query -

interval <1- 60> 

no ipv6 mld snooping vlan <VLAN-LIST> last -member -query -

interval  

Parameter  VLAN-LIST last-member -query -interva l <1-60> specifies VLAN 

ID list to set.specifies last member query interval to set  

Default  Default is 1  

Mod e Global Confi guration  

Example The following example specifies that set ipv6 mld snooping 

vlan last - member -query -interval test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan 1 last -member -

query -interval 3 

 
 

Switch(config)# no ipv6 mld snooping vlan 1 last -member -

query -interval 3 
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19.10 IPV6 MLD SNOOPING VLAN QUERY -INTERVAL 

 

Use the ipv6 mld snooping vlan query -interval command  to set interval between 

each query. Use the Ɉnoɉ form of this command to restore to default. You can 

verify settings by th e show ipv6 mld snooping vlan command.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> query -interval <30-18000> 

 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST> query -interval  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> qu ery -interval <30-

18000> 

no ipv6 mld snooping vlan <VLAN-LIST> query -interval  

Parameter  VLAN-LIST query-interval <30-18000> specifies  VLAN ID list to 

set specifies query interval to set  

Default  Default is 125  

Mode  Global Configuration  

Example The follow ing example specifies that set ipv6 mld snooping 

vlan query - interval test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snoopi ng vlan 1 query -interval 100 
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19.11 IPV6 MLD SNOOPING VLAN RESPONSE-TIME 

 

Use the ipv6 mld snooping vlan response -time command to set response time. Use 

the Ɉnoɉ form of this command to restore to default. You can verify settings by the 

show ipv6 mld s nooping vlan command.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> response -ti me <5-20> 

 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST> response -time  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> response -time <5-20> 

no i pv6 mld snooping vlan <VLAN-LIST> response -time  

Parameter  VLAN-LIST specifies VLAN ID list to set 

response -time <5-20> specifies VLAN ID list to set  

Default  Default is 10  

Mode  Global Configuration  

Example The following example specifies that set ipv6 m ld snooping 

vlan response - time test.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan 1 resp onse -time 12 
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19.12 IPV6 MLD SNOOPING VLAN ROBUSTNESS-VARIABLE 

 

Use the ipv6 mld snooping vlan robustness -variable command to times to retry.  

Use the Ɉnoɉ form of this command to restore to default. You can verify settings by 

the show ipv6 mld snoopi ng vlan comman d. 

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> robustness -variable <1-7> 

 

Switch(config)#  no ipv6 mld  snooping vlan <VLAN-LIST> robustness -variable  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> robustness -variable  <1-

7> 

no ipv6  mld snooping vlan <VLAN-LIST> robustness -variable  

Parameter  VLAN-LIST robustness-variable <1-7>specifies VLAN ID list to 

set.specifi es a robustness value to set  

Default  Default is 2  

Mode  Global Configuration  

Example The following example specifies that  set ipv6 mld snooping 

vlan parameters test.  

Switch# configure terminal  

Switch(config)# ip igmp snooping vlan 1 robustness -

variable  5 

 
Switch(config)# no ip igmp snooping vlan 1 robustness -

variable  
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19.13 IPV6 MLD SNOOPING VLAN ROUTER 

 

Use the ipv6 mld  snooping vlan router command to enable learning router port by 

routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF. Use the Ɉnoɉ form of 

this command to disable. You can verify settings by the show ipv6 mld snooping 

vlan command.  

Switch#configure ter minal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> router learn pim -dvmrp  

 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST> router learn pim -dvmrp  

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> router learn pim -

dvmrp  

no ipv6 mld snoopin g vlan <VLAN-LIST> router learn pim -

dvmrp  

Parameter  VLAN-LIST specifies VLAN ID list to set 

Mode  Global Configuration  

Example The following exa mple specifies that set ipv6 mld snooping 

vlan router test.  

Switch# configure terminal  

Switch(config)# ipv6 m ld snooping vl an 99 router learn pim -

dvmrp  

 
 

Switch(config)# no ipv6 mld snooping vlan 99 router learn 

pim -dvmrp  
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19.14 IPV6 MLD SNOOPING VLAN STATIC-PORT 

 

Use the ipv6 mld snooping vlan static -port command to add static forwarding port, 

all known vlan  1 ipv6 group will add the static ports. Use the Ɉnoɉ form of this 

command to delete static port. You can verify settings by the show ipv6 mld 

snooping forward -all command.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> static -port {IF_PORTS} 

 

Switch(config)#  no ipv6 mld snooping vlan <VLAN-LIST> static -port {IF_PORTS} 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> static -por t {IF_PORTS} 

no ipv6 mld snooping vlan <VLAN-LIST> static -port {IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to se t 

{IF_PORTS} specifies a port list to set or remove  

Default  No static port by default  

Mode  Global Configuration  

Example The follow ing example specifies that set ipv6 mld snooping 

static port test.  

Switch# configure terminal  

Switch(config)#  ipv6 mld snoo ping vlan 1 static -port gi3-5 

 
Switch(config)# no ipv6 mld snooping vlan 1 static -port  gi3-

5 
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19.15 IPV6 MLD SNOOPING VLAN FORB IDDEN-ROUTER-PORT 

 

Use the ipv6 mld snooping vlan forbidden -router -port command to add static 

forbidden route r port. This w ill also remove port from static router port. The 

forbidden router port will not forward received query packet . Use the Ɉnoɉ form of 

this command to delete forbidden router port. You can verify settings by the show 

ipv6 mld snooping router co mmand.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> forbidden -router -port 

{IF_PORTS} 

 

Switch(config)# no ipv6 mld sno oping vlan <VLAN-LIST> forbidden -router -port  

{IF_PORTS} 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> forbidden -router -port 

{IF_PORTS} 

no ipv6 mld snooping vlan <VLAN-LIST> forbidden -router -

port  

{IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set 

{IF_PORTS} specifies a port list to set or remove  

Default  No forbidden router ports by default  

Mode  Global Configuration  

Example  The following example specifies that set ipv6 mld snooping 

forbidden test.  

Switch# configure terminal  

Switch(config )# ipv6 mld  snooping vlan 1 forbidden -router -

port gi2 

 
Switch(config)# no ipv6 mld snooping vlan 1 forbidden -

router -por t gi2 
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19.16 IPV6 MLD SNOOPING VLAN FORBIDDEN -ROUTER-PORT 

 

Use the ipv6 mld snooping vlan forbidden -router -port command to add static 

forbidden  router port. This will also remove port from static router port. The 

forbidden router port will not forward received query  packet . Use the Ɉnoɉ form of 

this command to delete forbidden router port. You can verify settings by the show 

ipv6 mld snooping rou ter command.  

Switch# configure terminal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> forbidden -router -por t 

{IF_PORTS} 

Switch(config)# no ipv6 mld snooping vlan <VLAN-LIST>forbidden -router -port  

{IF_PORTS} 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> forbid den -router -port 

{IF_PORTS} 

no ipv6 mld snooping vlan <VLAN-LIST>forbidden -router -

port  

{IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set  

{IF_PORTS} specifies a port list to set or remove  

Default  No forbidden router ports by default  

Mode  Global  Configuration  

Example The following example specifies that set ipv6 mld snooping 

forbidden test.  

Switch# configure termin al  

Switch(config )# ipv6 mld snooping vlan 1 forbidden -router -

port gi2 

 
 

Switch(config)# no ipv6 mld snooping vlan 1 forbidden -

router -port gi2 
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19.17 IPV6 MLD SNOOPING VLAN STATIC ROUTER PORT 

 

Use the ipv6 mld snooping vlan static -router -port command t o add static router 

port. All query packets will forward to this port. Use the Ɉnoɉ form of this command 

to delete static router port . You can verify settings by the show ipv6 mld snooping 

router command.  

Switch# configure terminal  

Switch(conf ig)# ipv6 mld s nooping vlan <VLAN-LIST> static -router -port {IF_PORTS} 

 

Switch(config)# no ipv6 mld snooping vlan <VLAN-LIST> static -router -port 

{IF_PORTS} 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> static -router -port 

{IF_PORTS} 

no ipv6 mld snooping vlan <VLAN-LIST> static -router -port 

{IF_PORTS} 

Parameter  VLAN-LIST specifies VLAN ID list to set 

{IF_PORTS} specifies a port list to set or remove  

Default  None static router ports by default  

Mode  Global Configuration  

Example The following example specifies that  set ipv6 mld snooping 

static test.  

Switch# configure terminal  

Switch(config)#  ipv6 mld snooping vlan 1 static -router -port 

gi1-2 

 
Switch(config)# no ipv6 mld snooping vlan 1 static -router -

port gi1-2 
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19.18 IPV6 MLD SNOOPING VLAN STATIC-GROUP 

 

Use the ipv6 mld snoop ing vlan static -group command to add a static group.  

The static group will not learn other dynamic ports. If the dynamic group exists , 

then the static group will overlap the dynamic group. The static group set to valid 

unless igmp snooping gl obal and vlan enable. Use the Ɉnoɉ form of this command 

to delete a port in static group. If remove the last member of static group, the static 

group will be delete d. You can verify settings by the show ipv6 mld snooping group 

command.  

Switch# configure ter minal  

Switch(config)# ipv6 mld snooping vlan <VLAN-LIST> static -group [<ipv6-addr>] 

interfaces {IF_PORTS} 

 

Switch(config)# no ipv6 mld snooping vlan <VLAN-LIST> static -group <ipv6-addr> 

interfaces {IF_PORTS} 

 

Syntax ipv6 mld snooping vlan <VLAN-LIST> static -group [<ipv6-

addr>] interfaces {IF_PORTS} 

no ipv6 mld snooping vlan <VLAN-LIST> static -group <ipv6-

addr>  interfaces {IF_PORTS} 

Parameter  <VLAN-LIST> specifies VLAN ID list to set  

<Ipv6-addr>  specifies multicast group ipv4 address  

{IF_PORTS} specifies port  list to set or  remove  

Default  No static group by default  

Mode  Global Configuration  

Example The following example specifies that set ipv6 mld sno oping 

static group test.  

 

Switch# configure terminal  

Switch(config )#ipv6 mld snooping vlan 1 static -group ff13::1 

interface s gi1-2 
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Switch(config)# no ipv6 mld snooping vlan 1 static -group 

ff13::1  interfaces gi1-2 
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19.19 IPV6 MLD SNOOPING VLAN GROUP  

 

Use the no ipv6 mld snooping vlan group command to delete a group which could 

be static or dynamic. You ca n verify settin gs by the show ipv6 mld snooping group 

command.  

Switch# configure terminal  

Switch(config)# no ipv6 mld snooping vlan <VLAN-LIST> group <ipv6-addr> 

 

Syntax no ipv6 mld snooping vlan <VLAN-LIST>group <ipv6-addr> 

Parameter  VLAN-LIST specifies VLAN ID list to s et 

ipv6-addr specifies multicast group ipv6 address  

Mode  Global Configuration  

Example The following example specifies that set ipig mp snooping 

static group test.  

Switch# configure terminal  

Switch(config )# no ipigmp snooping vlan 1 group ff13::1 
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19.20 PROFILE RANGE 

 

Use the profile command to generate MLD profile. You can verify settings by the 

show ipv6 mld profile command.  

Switch# configure terminal  

Switch(config)#  ipv6 mld profile {Profile -No}  

Switch(config -mld -profile)# profile range ip v6 <ipv6-addr>  [ipv6 -addr] action 

(permit | deny)  

Syntax profile range ipv6 <ipv6-addr> [ipv6 -addr] action (permit | 

deny)  

Parameter  <ipv6-addr>  Start ipv6 multicast address  

[ipv6 -addr] End ipv6 multicast address  

(permit | deny) Permit: allow Multicast ad dress range ip 

address learning  

deny: do not allow Multicast address range ip address learning  

Mode  mld profile configuration mode  

Example The fol lowing example specifies that set ipv6 mld profile test.  

Switch# configure terminal  

Switch(config)# ipv6 mld  profile  1  

Switch(config -mld -profile)# profile range ipv6  ff13::1 ff13::10 

action permit  
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19.21 IPV6 MLD PROFILE 

 

Use the ipv6 mld profile c ommand to enter profile configuration Use the Ɉnoɉ form 

of this command to delete profile. You can verify se ttings by the s how ipv6 mld 

profile command.  

Switch# configure terminal  

Switch(config)# ipv6 mld profile <1-128> 

 

Switch(config)#  no ipv6 mld profile <1-128> 

 

Syntax ipv6 mld profile <1-128> 

no ipv6 mld profile <1-128> 

Parameter  <1-128>specifies profile ID  

Mod e Global Config uration  

Example The following example specifies that set ipv6 mld profile test.  

Switch# configure terminal  

Switch(config)# ipv6 mld profile  1 

 
Switch(config)# no ipv6 mld profile  1 
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19.22 IPV6 MLD FILTER 

 

Use the ipv6 mld filter command  to bind a prof ile for port. When the port bind a 

profile. Then the port learning group will update, if the group is not match the 

profile rule it w ill remove the port from the group. Static group is excluded. Use the 

Ɉnoɉ form of this command to delete pr ofile. You can verify settings by the show 

ipv6 mld filter command.  

Switch# configure terminal  

Switch(config)# ipv6 mld filter <1-128> 

 

Switch(config) #  no ipv6 mld filter  

 

 

Syntax ipv6 mld filter <1-128> 

no ipv6 mld filter  

Parameter  <1-128> specifies profil e ID 

[interface s IF_PORTS] Specifies interfaces to display 

Mode  Port Configuration  

Example The following example specifies that set ipv6 mld filte r test.  

Switch# configure terminal  

Switch(config)# interface  gi1  

Switch(config -if)# ipv6 mld filter  1 
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19.23 IPV6 ML D MAX-GROUPS 

 

Use the ipv6 mld max -groups command to limit port learning max group number. 

When the port has reach limitation, new gr oup will not add this port. Static group is 

excluded. Use the Ɉnoɉ form of this command to restore to defaul t. You can veri fy 

settings by the show ipv6 mld max -groups command.  

Switch# configure terminal  

Switch(config)# ipv6 mld max -groups <0-1024> 

 

Switch(config)#  no ipv6 mld max -groups  

 

Syntax ipv6 mld max -groups <0-1024> 

no ipv6 mld max -groups  

Parameter  <0-1024>specifies prof ile ID 

Default  Default is 1024  

Mode  Port Configuration  

Example The following example specifies that set ipv6 mld max -groups 

test.   

Switch# configure terminal  

Switch(config)# interface  gi1 

Switch(config -if)# ipv6 mld max -groups 10 
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19.24 IP IGMP MA X-GROUPS ACTION 

 

Use the ipv6 mld max -groups action command to set the action when the numbers 

of groups reach the limitation. Use th e Ɉnoɉ form of this command to restore to 

default. You can verify settings by the show ipv6 mld max -groups c ommand.  

Switch# configure terminal  

Switch(config)# interface  {INTERFCE-ID} 

Switch(config -if)# ipv6 mld max -groups action (deny | replace)  

 

Syntax ipv6  mld max -groups action (deny | replace)  

Parameter  (deny | replace) Deny: current port igmp group arrived ma x-

groups, donɅt add group. Replace: current port igmp group 

arrived max -groups, remove port for rand group, and add port 

to new group.  

Default  Default action is deny  

Mode  Interface mode  

Example The following example specifies that set action replace tes t.  

Switch# conf igure terminal  

Switch(config)# interface  gi1 

Switch(config -if)# ipv6 mld max -groups action replace  
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19.25 CLEAR IPV6 MLD SNOOPING GROUPS 

 

This command will clear the ipv6 mld groups for dynamic or static or all of type. You 

can verify se ttings by the s how ipv6 mld snooping groups command.  

Switch# clear ipv6 mld snooping groups [(dynamic | static)]  

 

Syntax clear ipv6 mld snooping grou ps [(dynamic | static)]  

Parameter  None  Clear ipv6 mld groups include dynamic and static  

(dynamic | static) ipv6 mld group type is dynamic or static  

Mode  Privileged EXEC 

Example The following example specifies that clear ipv6 mld snooping 

groups test.  

Switch# clear ipv6 mld snooping groups static  
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19.26 CLEAR IPV6 MLD SNOOPING STATISTICS 

 

This command will  clear the igmp  statistics. You can verify settings by the show ipv6 

mld snooping command.  

Switch# clear ipv6 mld snooping statistics  

Syntax clear ip v6 mld snooping statistics  

Mode  Privileged EXEC 

Example The following example specifies that clear ipv6 ml d snooping 

stat istics test.  

Switch# clear ipv6 mld snooping statistics  
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19.27 SHOW IPV6 MLD SNOOPING GROUPS COUNTERS 

 

This command will display  the ipv6 mld group counter include static group.  

 

Switch# show ipv6 mld snooping groups counters  

 

Syntax sho w ipv6 mld snoo ping groups counters  

Mode  Privileged EXEC 

Example The following example specifies that display ipv6 mld 

snooping group counter test .  

Switch# show ipv6 mld snooping group counters  

Total ipv6 mld snooping group number: 1  
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19.28 SHOW IPV6 MLD SNOOPI NG GROUPS 

 

This command will display the ipv6 mld groups for dynamic or static or all of type.  

Switch# show ipv6 mld snooping groups [ (dynamic | static)]  

Syntax show ipv6 mld snooping groups [(dynamic | static)]  

Parameter  none  Show ipv6 mld groups include dynamic and static  

(dynamic | static) Display ipv6 mld group type is dynamic or 

static  

Default  display all ipv6 mld groups  

Mode  Privileged EXEC 

Example The following example specifies that show ipv6 mld snooping 

groups test.  

Switch# show  ipv6 mld snoop ing groups  
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19.29 SHOW IPV6 MLD SNOOPING ROUTER 

 

This command will display the ipv6 mld router info.  

 

Switch# show ipv6 mld snoop ing router [(dynamic | forbidden |static )]  

 

Syntax show ipv6 mld snooping router [(dynamic | forbidden 

|sta tic )]  

Paramet er none Show ipv6 mld router include dynamic and static and 

forbidden  

(dynamic |forbidden | static)Display ipv6 mld router info for 

different type  

Mode  Privileged EXEC 

Example The following example specifies that show ipv6 mld snooping 

rou ter test.  

Switch# show ipv6 mld snooping router  
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19.30 SHOW IPV6 MLD SNOOPING  

 

This command will display ipv6 mld snooping global info.  

 

Switch# show ipv6 mld snooping  

 

Syntax show ipv6 mld snooping  

Mode  Privileged EXEC 

Example The following example  specifies that  show ipv6 mld snooping 

test.  

Switch# show ipv6 mld snooping  
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19.31 SHOW IPV6 MLD SNOOPING VLAN  

 

This command will display ipv 6 mld snooping vlan info.  

 

Switch# show ipv6 mld snooping vlan <VLAN-LIST> 

 

Syntax show ipv6 mld snooping vlan <VLAN-LIST> 

Parameter  none  Show all ipv6 mld snooping vlan info  

<VLAN-LIST>Show specifies vlan ipv6 mld snooping info  

Default  Show all ipv6 mld sn ooping vlan info  

Mode  Privileged EXEC 

Example The following example specifies that show ipv6 mld snooping 

vlan test.  

Switch# show ipv6 mld snooping vlan  1 
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19.32 SHOW IPV6 MLD SNOOPING FORWARD-ALL 

 

This command will display ipv6 mld snooping forwar d all info.  

 

Switch# show ipv6 mld snooping forward -all [vlan <VLAN-LIST>] 

 

Syntax show ipv6 mld snooping forw ard -all [vlan <VLAN-LIST>] 

Parameter  none  Show all ipv6 mld snooping vlan forward -all info  

[vlan <VLAN-LIST>] Show specifies vlan of ipv6 mld forwar d info  

Default  Show all vlan ipv6 mld forward all info  

Mode  Privileged EXEC 

Example The following example  specifies that  show ipv6 mld snooping 

forward -all test.  

Switch# show ipv6 mld snooping forward -all  
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19.33 SHOW IPV6 MLD PROFILE 

 

This command will display ipv6 mld profile info.  

 

Switch# show ipv6 mld profile[ <1-128>] 

 

Syntax show ipv6 mld profile[ <1-128>] 

Paramete r none  Show all ipv6 mld snooping profile info  

[<1-128>] Show specifies index profile info  

Default  Show all ipv6 mld profile info  

Mode Privileged EXEC 

Example The following example specifies that show ipv6 mld profile 

test. Switch# show i pv6 mld profile  
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19.34 SHOW IPV6 MLD FILTER 

 

This command will display ipv6 mld port filter info.  

 

Switch# show ipv6 mld filter [interfaces {IF_PORTS}] 

 

 

Syntax show ipv6 mld filter [interfaces {IF_PORTS}] 

Parameter  none  Show all port filter  

[interface s {IF_PORTS}] Show specifies ports filter  

Mode  Privileged EXEC 

Example The following example specifies that show ipv6 mld filter test. 

Switch# sho w ipv6 mld filter  
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19.35 SHOW IPV6 MLD MAX -GROUP 

 

This command will display ipv6 mld port max -group.  

 

Switch# show ipv6 mld max -group [interfaces {IF_PORTS}] 

 

Syntax show ipv6 mld max -group [interfaces {IF_PORTS}] 

Parameter  none  Show all port max -group  

[interfaces {IF_PORTS}] Show specifies ports max -group  

Mode  Privileged EXEC 

Example The following example s pecifies that s how ipv6 mld max -

group test.  

Switch# show ipv6 mld max -group  
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19.36 SHOW IPV6 MLD PORT MAX-GROUP ACTION 

 

This command will displ ay ipv6 mld port max -group action.  

 

Switch# show ipv6 mld max -group action [interfaces {IF_PORT}] 

 

Syntax show  ipv6 mld max -group action [interfaces {IF_PORT}] 

Parameter  none  Show all port max -group action  

[interfaces {IF_PORTS}]Show specifies ports max -grou p action  

Default  Show all ports ipv6 mld max -group action  

Mode  Privileged EXEC 

Example The following exam ple specifies t hat show ipv6 mld max -

group action test.  

Switch# show ipv6 mld max -group action  
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20. Multicast VLAN Registration  (MVR) 
 

In multic ast VLAN networks, subscribers to a multicast group can exist in more than 

one VLAN. If the VLAN boundary re strictions in a  network consist of Layer 2 

switches, it might be necessary to replicate the multicast stream to the same group 

in different subnets,  even if they are on the same physical network. Multicast VLAN 

Registration (MVR) routes packets received in  a multicast so urce VLAN to one or 

more receive VLANs. Clients are in the receive VLANs and the multicast server is in 

the source VLAN. Multicast ro uting has to be disabled when MVR is enabled.  

 

 
 

Fig 20.1 MVR concept  
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20.1 MVR 

 

Use the mvr comman d to enable MVR  function. The command will clear all mvr 

VLAN ID multicast snooping group. Use the Ɉnoɉ form of this command to disable. 

Disable wil l clear all mvr group. You can verify settings by the show mvr command.  

Switch# configure terminal  

Switch(con fig)# mvr  

 

Switch(config)# no mvr  

 

Syntax mvr  

no mvr  

Mode  Global Configuration  

Example The following example specifies that set mvr test. 

Switch# configure terminal  

Switch(config)# mvr  

Switch(config)# no mvr  

The operation will make mvr setting is default.  Continue? 

[yes/no]:y  

Switch(config)#  

Switch# show mvr  
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20.2 MVR VLAN  

 

Use the mvr vlan command to modify mvr vlan id when the mvr status is enabled. 

Change mvr vlan id will delete the old mvr vlan and new mvr vlan group. If there 

have configure sou rce or receiver  port, there will check the source must only in the 

mvr vlan, and receiver port must not in the mvr vlan member. You can verify 

setti ngs by the show mvr command.  

Switch# configure terminal  

Switch(config)# mvr vlan <VLAN-ID> 

 

Syntax mvr vlan <VLAN-ID> 

Paramete r <VLAN-ID>The exist static vlan id  

Default  Default mvr vlan id is 1  

Mode  Global Configuration  

Example The following example speci fies that configure mvr vlan 2 test.  

Switch# configure terminal  

Switch(config)# vlan  2  

Switch(config -vlan)#  exit  

Switch(config)# mvr  

The operation will delete groups of VLAN ID is MVR VLAN 

include static groups. Continue? [yes/no]:y  

Switch(config)# mvr v lan  2  

The operation will delete the old and new MVR VLAN groups 

include  

static MVR groups.Continue? [yes/n o]:y  

Switch# show mvr  
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20.3 MVR GROUP 

 

Use the mvr group command to configure mvr group address range when mvr is 

enabled. The command will del ete all mvr vlan ipv4 group entry. You can verify 

settings by the show mvr command.  

 

Switch# configure termin al  

Switch(confi g)#mvr group  <ip-address> [<1-128>] 

 

 

Syntax mvr group <ip-address>[<1-128>] 

Parameter  <ip-address>Start MVR IP multicast address  

[<1-128>]Contiguous series of IP addresses.  

Mode  Global Configuration  

Example The following example specifies  that set mvr g roup range is 

224.1.1.1 ~ 

224.1.1.8 test.  

Switch# configure terminal  

Switch(config)# mvr  

Switch(config)# mvr group  224.1.1.1 8 

The operation will delete the MVR VLAN groups include static 

MVR groups.Continue? [yes/no]:y  

Switch# show mvr  
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20.4 MVR MODE 

 

Use the mvr mode command to change mvr mode when mvr is enabled. You can 

verify settings by the show mvr command.  

Switch# configure terminal  

Switch(config)# mvr mode (dynamic | compatible)  

 

Syntax mvr mode (dynamic | compatible)  

Parameter  (dynamic|compati ble)  

dynamic  Allows dynamic MVR membership on source ports  

compatible  does not support IGMP dynamic joins on source 

ports.  

Default  Default is compatible  

Mode  Global Configuration  

Example The following example specifies that set mvr mode d ynamic 

test. Switch(config)# mvr  

Switch(config)# mvr mode dynamic  

Switch# show mvr  
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20.5 MVR QUERY-TIME 

 

Use the mvr query -time command to confi gure when mvr is enabled. Use the Ɉnoɉ 

form of this command to set query -time default value. You can verify settings by 

the  show mvr command.  

Switch# configure terminal  

Switch(config)# mvr query -time <1-10> 

Switch(config)#  no mvr query -time  

 

Syntax mvr query -time <1-10> 

no mvr query -time  

Parameter  <1-10>specifies query response time is 1~10 sec.  

Default  Default is  1 sec 

Mode  Global Configuration  

Example The following example specifies that set mvr query -time 10 

sec test.  

Switch# configure terminal  

Switch(config)# mvr  

Switch(config)# mvr query -time  10 

Switch# show mvr  
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20.6 MVR PORT TYPE 

 

Use the mvr type comm and to configur e mvr port type when mvr is enabled. The 

source port must only belong to mvr vlan. The receiver port must not belong to mvr 

vlan, and  port mode must be access mode. Use the Ɉnoɉ form of this command to 

set mvr type none. You can verify setti ngs by the show  mvr interface command.  

Switch# configure terminal  

Switch(config)# mvr type (source | receiver)  

Switch(config)# no mvr type  

 

Syntax mvr type (source | receiver)  

no mvr type  

Parameter  (source | receiver)  

Source  Configure uplink ports that recei ve and send mul ticast 

data as source ports.Subscribers cannot be directly connected 

to source ports. All source ports on a switch belong to the 

single multicast VLAN.  

Receiver  Configure a port as a receiver port if it is a 

subscriber port and should only receive multica st data. It does 

not receive data unless it becomes a member of the multicast 

group, either statically or by using IGMP leave and joi n 

messages.Receiver ports cannot belong to the multicast VLAN.  

Mode  Port Configuration  
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Example The followi ng example spec ifies that set gi1 is source port ,gi2 

is receiver port test.  

Switch# configure terminal  

Switch(config)# vlan  2  

Switch(config -vlan)#exit  

Switch(config)# mvr  

Switch(config)# mvr vlan  2 

Switch(config)# mvr group  224.1.1.1 8 

Switch(config)# inter face  gi1 

Switch(config -if)# switchport trunk allowed vlan add  2  

Switch(config -if)# mvr type source  

Switch(config -if)# exit  

Switch(config)# interfac e gi2 

Switch(config -if)# switchport mode access  

Switch(config -if)# mvr type receiver  

Switch# show mvr interfa ce 
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20.7 MVR PORT IMMEDIATE 

Use the mvr immediate command to configure mvr support immediate leave when 

mvr is enabled. Note This command applie s to only receiver ports and should only 

be enabled on receiver ports to which a single receiver device is c onnected. Use t he 

Ɉnoɉ form of this command to disable immediate leave. You can verify settings by 

the show mvr interface command.  

Switch# configure terminal  

Switch(config)# mvr immediate  

 

Switch(config)#  no mvr immediate  

 

Syntax mvr immediate  

no mvr immedia te  

Mode  Port Configuration  

Example The following example specifies that set gi2 immediate enable 

test. The configure should configure mvr receiver  port 

firstly.(eg. mvr port type)  

Switch# configure terminal  

Switch(config)# interface  gi2 

Switch(config -if)#mvr immediate  

Switch(config -if)# exit  

Switch(config)# exit  

Switch# show mvr interface  
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20.8 MVR STATIC GROUP 

 

Use the mvr vlan group command to add a static group or configure static group 

member ports when mvr is enabled. This command applies to only receiver ports.  

In compatible mode, this command applies to only receiver ports. In dynamic 

mode, it applies to receiver ports and source ports. Whe n remove static mvr group 

all ports, the static group will be delete d. Or can use Ɉnoɉ ip igmp vlan VLAN -ID 

group to delete the mvr static group. Static group canɅt learn dynamic port by igmp 

message. Use the Ɉnoɉ form of this command to delete a port in st atic group. If 

remove the last member of static group, the static group will be delete d. You can 

verify set tings by the show  mvr members command.  

Switch# configure terminal  

Switch(config)# mvr vlan <VLAN-ID>group <ip-addr> interfaces {IF_PORTS} 

 

Switch(config)# no  mvr vlan < VLAN-ID>group <ip-addr> interfaces {IF_PORTS} 

 

 

Syntax mvr vlan <VLAN-ID>group <ip-addr> interfaces {IF_PORTS} 

no mvr v lan < VLAN-ID>group <ip-addr> interfaces {IF_PORTS} 

Parameter  VLAN-ID specifies MVR VLAN ID for static group  

ip-addr   Specifies multicas t MVR group address  

IF_PORT S specifies port list to set or remove  

Mode  Global Configuration  

Example The following exampl e specifies that set mvr static group test.  

The configure must configure mvr receiver port firstly.(eg. mvr 

port type) Switch(config) # mvr vlan  2 group  224.1.1.1 

interfaces  gi2 

Switch# show mvr members  

 
 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 446 

 

20.9 CLEAR MVR MEMBERS 

 

This command will clear t he mvr groups for selected type.  

  

Switch# clear mvr members [dynamic|static]  

 

Syntax clear mvr members [dynamic|static]  

Parameter  dynamic  specifies MVR dynamic group  

static  specifies MVR static group  

Default  Clear all of mvr group  

Mode  Privileged EXEC 

Example The following example specifies that clear all mvr groups test.  

Switch# clear mvr members  
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20.10 SHOW MVR MEMBERS 

 

This command will display the mvr groups for all of type.  

 

Switch# show mvr members  

 

Syntax show mvr members  

Mode  Privileged EXEC 

Example The following example specifies that show mvr groups test.  

Switch# show mvr members  
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20.11 SHOW MVR INTERFACE 

 

This command will display mvr port type and port immediate status.  

 

Switch# show mvr interface {IF_PORTS} 

 

Syntax show mvr i nterface {IF_PORTS} 

Parameter  IF_PORTS  Show specifies port list configuration  

Mode  Privileged EXEC 

Example The following example specifies that show mvr interface test.  

Switch# show mvr interface  
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20.12 SHOW MVR 

 

This command will  display mvr glob al information.  

 

Switch# show mvr  

 

Syntax show mvr  

Mode  Privileged EXEC 

Example The following example specifies that show mvr test.  

Switch# show mvr  
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21. PORT 
 

The switch comes with default port settings that should allow you to conn ect to the 

Ethern et Ports without any necessary configuration. Should there be a need to 

change the name of the ports, Port State, negotiation setting s or flow control 

settings etc., you can do this in the Port settings by below commands  

 

21.1 BACK-PRESSURE 

 

Use Ɉback -pres sureɉ command to make port to enable back pressure feature. Use 

Ɉnoɉ form of this command to disable back pressure feature. The only way to show 

this configuration is using Ɉshow running -config ɉ command. 

Switch# configure terminal  

Switch(config -if)#  back -pr essure  

 

Switch(config -if)#  no back -pressure  

 

Syntax back -pressure  

no back -pressure  

Default  Default back pressure state is enabled.  

Mode  Interface Configuration  

Example This example shows how to configure port gi1 and gi2 to be 

protected  port.  

Switch# con figure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)#  back -pressure  

 
Switch(config -if)# no back -pressure  
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21.2 CLEAR INTERFACE 

 

Use Ɉclear interface ɉ command to clear statistic counters on specific ports. 

 

Switch# configure te rminal  

Switch(config)#  clear interfaces {IF_PORTS} counters  

Syntax clear interfaces {IF_PORTS}counters  

Parameter   IF_PORTS Specify port to clear counters  

Default  No default value for this command.  

Mode  Privileged EXEC 

Example This examp le shows how to c lear counters on port gi1.  

Switch# clear interfaces  gi1 counters  

 

This example shows how to show current counters  

 

Switch# show inter faces  gi1 
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21.3 DESCRIPTION 

 

Use Ɉdescription ɉ command to give the port a name to identify it easily. If 

description includes space character, please use double quoted to wrap it. Use Ɉnoɉ 

form to restore description to empty string.  

Switch# configure  terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# description  WORD<1-32> 

 

Switch(config -if)# no descriptio n  

 

Syntax description  WORD<1-32> 

no description  

Parameter  WORD<1-32> Specify port description string.  

Mode  Interface Configuration  

Example This example shows how to modify port descriptions.  

Switch# configure terminal  

Switch(config)# in terface GigabitEthernet 1  

Switch(config -if)# description userport  
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21.4 DUPLEX 

 

Use Ɉduplex ɉ command to change port duplex configuration. 

 

Switch#configure terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# duplex (auto | full | half ) 

 

Syntax duplex (auto | full | half)  

Parameter  auto  Specify port duplex to auto negotiation.  

full  Specify port duplex to force full duplex.  

half  Specify port duplex to force half duplex.  

Default  Default port duplex is auto  

Mode  Interface Configuration  

Example This example shows how to modify port duplex configuration.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(con fig-if)# duplex full  

Switch(config -if)# exit  

This example shows how to show current interface link speed  

Switch# show inte rfaces status  
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21.5 EEE 

 

Use Ɉeeeɉ command to make port to enable the energy efficient Ethernet Feature. 

Use Ɉnoɉ form of this command to disable eee.  IEEE 802.3az Energy Efficient 

Ethernet (EEE) is a standard that allows physical la yer transmitters to consume less 

power during periods of low data activity.  The only way  to show this configuration is 

using Ɉshow running -config ɉ command.  

Switch# configure terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# eee 

 

Switch(con fig-if)# no eee  

 

Syntax  eee 

no eee  

Parameter  None  

Default  Default eee state is disabled  

Mode  Interface Configuration  

Example This example shows how  to configure port gi1 and gi2 to be 

protected port.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# eee 

 

This example shows how to show current jumbo -frmae size  

Switch# show running -config  interface gi1  
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21.6 FLOWCONTROL 

 

Use Ɉflowcontrol ɉ command to change port flow control configuration. Use Ɉnoɉ 

form to rest ore flow control to default (off) configuration.  

Switch# configure terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# flowcontrol (auto  | off | on)  

 

Switch(config -if)# no flowcontrol  

 

Syntax flowcontrol (auto | off | on)  

no flowcontrol  

Parameter  auto  Automat ically enables or disables flow control on the 

interface.  

off  Disable port flow control.  

on  Enable port flow control.  

Default  Defaul t port flow control is off  

Mode  Interface Configuration  

Example This example shows how to modify port du plex configuratio n. 

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# flowcontrol on  

 

This example shows how to show current flow control  

configuration  

Switch# show interfaces GigabitEthernet 1  
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21.7 JUMBO-FRAME 

 

A jumbo frame  is an Ethern et frame  with a p ayload greater than the standard 

maximum transmission unit (MTU) of 1,500 bytes.  Jumbo frames  are used on local 

area networks that su pport at least 1 Gbps and can be as large as 10,000 bytes.  Use 

Ɉjumbo -frame ɉ command to modify maximum frame size. The only  way to show 

this configuration is using Ɉshow running-configɉ command.  

Switch# configure terminal  

Switch(config)# jumbo -frame <1518-10000> 

Syntax jumbo -frame <1518-10000> 

Parameter  <1518-10000>Specify the maximum frame size.  

Default  Default  maximum frame si ze is 1522. 

Mode  Global Configuration  

Example This example shows how to modify maximum frame size on 

gi1 to 10000 bytes. 

Switch# con figure terminal  

Switch(config)# jumbo -frame  9216 

 
This example shows how to show current jumbo -frame size  

Switch# show run ning -config jumbo -frame  9216 
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21.8 MEDIA-TYPE 

 

Use Ɉmedia -type ɉ command to change combo port media type. Use Ɉnoɉ form of 

this  command to restore media type to default.  

Switch# configure terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# media -type (auto -select | rj45 | sfp)  

Switch(config -if)# no media -type  

 

Syntax media -type (auto -select | rj45 | sfp)  

no media -type  

Parameter  auto -select  Select media automatically.  

rj45  Select copper media.  

sfp Select fiber media.  

Default  Default medi a type is auto.  

Mode  Interface Configuration  

Example This example shows how to modify combo port media 

type to copper.  

Switch# confi gure terminal  

Switch(config)# interface gi 25 

Switch(config -if)# media -type rj45  
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21.9 PROTECTED 

 

Use Ɉprotected ɉ command to make port to be protected. Protected port is only 

allowed to communicate with unprotected port. In other words, protected port  is 

not allowed to communicate with another protected port. Use Ɉnoɉ form to make 

port unprotected.  

Switch#configure termin al  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# protected  

 

Switch(config -if)# no protected  

 

Syntax protected  

no protecte d 

Default  Default protected state is no protected.  

Mode  Interface Configuration  

Example This example sh ows how to config ure port gi1 and gi2 to be 

protected port.  

Switch# configure terminal  

Switch(config)# interface range  gi11-12 

Switch(config -if -range)#  protected  

This example shows how to show current protected port state.  

Switch# show interfaces  GigabitEth ernet 11-12 prote cted  
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21.10 SHOW INTERFACE 

 

Use Ɉshow interface ɉ command to show detail port counters, parameters and 

status. Use Ɉshow inter face status ɉ command to show brief port status. Use 

Ɉshow interface protected ɉ command to show protected status.  

Switch# show interfaces {IF_PORTS} 

Switch# show interfaces {IF_PORTS} status  

Switch# show interfaces {IF_PORTS} protected  

 

Syntax show interfac es{IF_PORTS} 

show interfaces {IF_PORTS} status  

show interfaces {IF_PORTS} protected  

Parameter  {IF_PORTS}Specify port to show . 

Mode  Privileged EXEC 

Example This example shows how to show current counters  

Switch# show interfaces GigabitEthernet 1  

 
 

This example shows how to show current protected port state.  

 

Switch# show interfaces GigabitEthernet 1 -2 protec ted  
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This examp le shows how to show current port status  

 

Switch# show interfaces GigabitEthernet 1 -2 status  
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21.11 SPEED 

 

Use Ɉspeedɉ command to change port speed configuration. The speed is only able 

to configure to the physical maximum speed. For  example, in fast  Ethernet port, 

speed 1000 is not available. You cannot configure the speed on the SFP module 

ports, but you can configure the speed to not negotiate (nonegotiate) if it is 

connected to a device that does not support autonegotiation.  

Switch# configure termi nal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)#  speed (10 | 100 | 1000)  

Switch(config -if)#  speed auto [(10 | 100 | 100 0 | 10/100)]  

Switch(config -if)# speed nonegtiate  

Switch(config -if)# no speed nonegtiate  

 

Syntax speed (10 | 100 | 1000)  

speed  auto [(10 | 100 | 1000 | 10/100)]  

speed nonegtiate  

no speed nonegtiate  

Parameter  10 Specify port speed to force 10Mbits/s or auto w ith 

10Mbits/s ability.  

100 Specify port speed to force 100Mbits/s or auto with 

100Mbits/s ability.  

1000 Specify port speed to force 1000Mbits/s or auto with 

1000Mbits/s ability.  

10/100  Specify port speed to auto with 10Mbits/s and  

100Mbits/s  

Default  Defau lt port speed is auto with all available abilities.  

Mode  Interface Configuration  

Example This example sh ows how to modify  port speed configuration.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# speed 100  

Switch# show running -config interfaces GigabitEthernet 1  
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21.12 SHUTDOWN 

 

Use Ɉshutdown ɉ command to disable port and use  Ɉno shutdown ɉ to enable port. 

ϥf port is error disabled by some reason, use Ɉno shutdown ɉ command can also 

recovery the port manuall y. 

Switch# configure terminal  

Switch(config)# interface {Interface -ID} 

Switch(config -if)# shutdown  

 

Switch(config -if)# no shut down  

 

Syntax shutdown  

no shutdown  

Default  Default port admin state is no shutdown.  

Mode  Interface Configuration  

Example This examp le shows how to modify port duplex configuration.  

Switch# configure terminal  

Switch(config)# interface  gi1  

Switch(config -if)# shutdown  

This example shows how to show current admin state 

configuration  

Switch# show running -config interfaces  gi1  
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22. PORT ERROR DISABLE 
 

When a port  is in error -disabled  state, it is effectively shut down and no traffic is 

sent or received on  that  port . The ErrDisable feature is implemented to handle 

critical situations where the switch detected excessive or late collision s on a port, 

port duplex misconfiguration, Ether Channel misconfiguration, Bridge Protocol Data 

Unit (BPDU) port -guard viol ation, UniDirectional Link Detection (UDLD), and other 

causes. 

 

The error -disable function let the switch to shut down a port when it  encounters 

physical, driver or configuration problems. A port being error -disabled is not by 

itself a cau se for alarm, but  for a reason of a problem that must be resolved.  

 

When a port is in error -disabled state, it will shut down and no traffic is sent o r 

received on that port.  

 

 

22.1 ERRDISABLE RECOVERY CAUSE 

 

Ports would be disabled because of the invalid actions detected by protocols. To 

enable the port error disable recovery from the specific cause, use the command 

errdisable recovery cause in the Glo bal Configuration mode.  

 

Switch# configure terminal  

Switch(config)# errdisable  recovery cause(all|acl|arp -in spection  |bpdugua rd|  

broadcast -flood|dhcp -rate -limit|psecure -violation|selfloop|unicast -

flood|unknown -multicastflood)  

 

Switch(config)# no errdisable re covery cause(all| acl| arpinspection  

|bpduguard|broadcast -flood|dhcp -rate -limit|psecure -violation|  selfloo p|  

unicast -flood| unknown - multicastflood)  

 

 

Syntax errdisable recovery cause(all| acl| arp -inspection| 

bpduguard| broadcast - flood| dhcp -rate -limit| p secure -

violation| selfloop| unicast -flood| unknown -

multicastflood)  
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no errdisable recovery cause(all| acl|  arp inspection| 

bpduguard| broadcast - flood| dhcp -rate -limit| psecure -

violation| selfloop| unicast -flood| unknown - 

multicastflood)  

Parameter  all  Enable the auto recovery for port error disabled from all 

causes. 

 

acl  Enable the auto recovery for port erro r disabled from 

the ACL cause. 

 

arp -inspection  Enable the auto recovery for port error 

disabled from the ARP inspection cause.  

 

bpduguard  Enable the a uto recovery for port error disabled 

from the STP BPDU Guard cause.  

 

broadcast -flood  Enable the auto recov ery for port erro r 

disabled from the broadcast flooding cause.  

 

dhcp -rate -limit  Enable the auto recovery for port error 

disabled from the DHCP rate li mit cause.  

 

psecure -violation  Enable the auto recovery for port error 

disabled from the port security caus e. 

 

selfloop  Enable the auto recovery for port error disabled from 

the STP self-loop cause.  

 

unicast -flood  Enable the auto recovery for port error 

disabled from the unicast flooding cause.  

 

unknown -multicastflood  Enable the auto recovery for 

port error dis abled from the un known multicast flooding 

cause. 

Default  Error disable recovery is disabled for all cause  

Mode  Global Configuration  

Example The fol lowing example enables the port error disable recovery 
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for the STP BPDU Guard and self -loog cause.  

Switch# configure termina l 

Switch(config)# errdisable recovery cause bpduguard  

Switch(config)# errdisable recovery cause selfloop  

 
The following example To r emove the port error disable 

recovery from the specific cause.  

Switch# configure terminal  

Switch(config)# no errdisable reco very cause bpduguard  

Switch(config)# no  errdisable recovery cause selfloop  
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22.2 ERRDISABLE RECOVERY INTERVAL 

 

To set the recov ery time of the error disabled ports, use the command errdisable 

recovery interval in the Global Configura tion mode.  

 

Switch# configure terminal  

Switch(config)# errdisable recovery interval  (seconds) 

 

Syntax errdisable recovery interval  seconds 

Parameter  seconds  The time in seconds to recover from a specific error - 

disable state. The valid range is 0 to 86400 seconds, and the 

default value is 300 seconds.  

Default  The default recovery time is 300 seconds  

Mode  Global Configuration  

Example The following exa mple set the agimg time to 500 seconds.  

Switch# configure terminal  

Switch(config)# errdisable recovery inte rval  60 
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22.3 SHOW ERRDISABLE RECOVERY 

 

To show the error disable configuration and the interfaces in the error disabled 

state, use the command sho w errdisable recovery in the Privileged EXEC mode.  

 

Switch# show errdisable recovery  

Syntax show errdisabl e recovery  

Mode  Privileged EXEC 

Example The following example shows the error disable configuration, 

and the interfaces in the error disabled state.  

Switch# show errdisable recovery  
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23. PORT SECURITY 

 

Port Security helps secure the network by p reventing unknown  devices from 

forwarding packets. When a link goes down, all dynamically locked addresses are 

freed. The port security feature offers  the following benefits:  

You can limit the number of MAC addresses on a given port. Packets that have a 

matching MAC addres s (secure packets) are forwarded; all other packets 

(unsecure packets) are restricted.  

You can enable port security on a per port bas is. Port security implements two 

traffic filtering methods, dynamic locking,  and static locking. These met hods can 

be used concurrently.  

 

Dynamic locking   

you can specify the maximum number of MAC addresses that can be learned on a 

port. The maximum number of MAC addresses is platform dependent and is given 

in the software Release Notes. After the limit is rea ched, additional M AC 

addresses are not learned. Only frames with allowable source MAC addresses are 

forwarded.  

 

Dynamically locked addresses can be converted to statically locked addresses. 

Dynamically locked MAC addresses are aged out if another packet wi th that 

address  is not seen within the age -out time. You can set the time out value. 

Dynamically locked MAC addresses are eligible to be learned by another port. 

Static MAC addresses are not eligible for aging.  

 

Static locking  

you can manually specify a l ist of static M AC addresses for a port. Dynamically 

locked addresses can be converted to statically locked addresses.  

By using port security, a netw ork administrator can associate specific MAC 

addresses with the interface, which can prevent an attacker to connect his dev ice. 

This way you can restrict access to an interface so that only the authorized devices 

can use it. If an unauthorized device is co nnected, you can decide what action the 

switch will take, for example discarding the traffic and shutting do wn the port.  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 471 

 

23.1 PORT-SECURITY (GLOBAL) 

 

The Ɉport -security ɉ command enables the port security functionality globally. Use 

the Ɉnoɉ form of this c ommand to disable. You can verify settings by the show port -

security command.  

 

Switch# configure terminal  

Switch(config)# po rt -security  

 

Switch(config)# no port -security  

 

Syntax port -security  

no port -security  

Default  Default is disabled  

Mode  Global Config uration  

Example The following example shows how to enable port security  

Switch# configure terminal  

Switch(config)# port -security  

Switch# show port -security  
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23.2 PORT-SECURITY (INTERFACE) 

 

The Ɉport -security ɉ command enables the port security functionality on this port. 

Use the Ɉnoɉ form of this command to disable. You can verify settings by the show 

port -security inter face command.  

 

Switch# configure terminal  

Switch(config)# port -security  

 

Switch(config)# no port -security  

 

Syntax port -security  

no por t -security  

Mode  Port Configuration  

Example The following example shows how to enable port security on 

inte rface GigabitEt hernet 1  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# port -security  

Switch# show port -security interfaces GigabitEthernet 1  
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23.3 PORT-SECURITY ADDRESS-LIMIT  

 

Use the Ɉport -security address -limit ɉ command to set the learning -limit number 

and the violation action. Use the Ɉnoɉ form of this command to restore the default 

settings. You can  verify settings by the show port -security interface command.  

Switch# configure terminal  

Switch(config)# port -security addres s-limit  <1-256> action (forward  |discard  

|shutdown)  

 

Switch(config)# no port -security address -limit  

 

Syntax port -security address -limi t <1-256>action (forward| 

discard| shutdown)  

no port -security address -limit  

Parameter  <1-256>The learning -limit number. It specifies how many MAC 

addresses this port can learn.  

 

forward Forward this packet whose SMAC is new to system 

and exceed the learnin g-limit number.  

 

discard Discard this packet whose SMAC is new to system and 

exceed the learning -limit numbe r. 

shutdown Shutdown this port when receives a packet whose 

SMAC is new to system and exceed the learning limit number.  

Default  The address -limit d efault is 1 and action is Ɉdropɉ. 

Mode  Port Configuration  

Example The following example shows how to enabl e port security  on 

port 1 and set the learning limit number to 10.  

Switch# configure terminal  

Switch(config)# interface  GigabitEthernet 1  

Switch(conf ig-if)# port -security address -limit  1 

Switch(config -if)# port -security violation protect  

 

Switch# show port -security interf aces GigabitEthernet 1  
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23.4 SHOW PORT-SECURITY 

 

Use Ɉshow port -security ɉ command to show port-security global information.  

 

Switch# show port -security  

Syntax show port -security  

Mode  Privileged EXEC 

Example This example shows how t o show port -security configurations.  

Switch# show port -security  
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23.5 SHOW PORT-SECURITY INTERFACE 

 

Use Ɉshow port -security interfaces ɉ command to show port -security information 

of the specified port.  

Switch# show port -security interface  {IF_PORTS} 

 

Syntax  show port -security interface {IF_PORTS} 

Parameter  {IF_PORTS} Select port to show port -security configurations  

Default  No default value for thi s command.  

Mode  Privileged EXEC 

Example This example shows how to show port -security configurations 

on int erface GigabitE thernet 1.  

 

Switch# show port -security interfaces  GigabitEthernet 1  
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24. PROTOCOL VLAN 

 

Protocol -based VLAN processes traffic based on protocol. You can use a protocol 

based VLAN to define filtering criteria for untagged packets. If y ou do not chang e 

the port configuration or configure a protocol based  VLAN, switch assigns untagged 

packets to VLAN 1. You can override this default  behavior by defining port -based 

VLANs, protocol -based VLANs, or both. Switch always processes tagged packet s 

according to the 802.1q standard and does not forward them to protocol based  

VLANs. 

If you assign a port to a protocol -based VLAN for a specific p rotocol, switch assigns 

the protocol -based VLAN ID to untagged frames that it receives on the port for that 

protocol. For o ther protocols, switch assigns the port VLAN ID to untagged frames 

that it receives on the port, either the default PVID1 or a PVID t hat you assigned to 

the port.  

You define a protocol based VLAN by creating a group. Each group has a one -to -one 

relationshi p with a VLAN ID, can include one to three protocol definitions, and can 

include multiple ports. When you create a group, you must sp ecify a name. The 

smart switch assigns a group ID automatically.  

 

24.1 VLAN PROTOCOL-VLAN GROUP (GLOBAL) 

 

Use the vlan prot ocol -vlan group Global Configuration mode command to add 

protocol vlan group with specific prototype  and value. Use the Ɉnoɉ form of  this 

command to remove protocol vlan group setting. You can verify your setting by 

entering the show vlan pr oto -vlan Privi leged EXEC command. 

Switch# configure  terminal  

Switch(config)#  vlan protocol -vlan group <1-8> frame -type  (ethernet_ii  

|llc_other|snap_ 1042) protocol -value  VALUE 

Switch(config)#  no vlan protocol -vlan group <1-8> 

 

Syntax vlan protocol -vlan group <1-8>frame -type  

(ethernet_ii|llc_other|snap_1042)protocol -value  VALUE 

no vlan protocol -vlan group <1-8> 

Parameter  <1-8> Specify protocol vlan group to configure  
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(ethernet_ii|llc_other|snap_1042)  Specify protocol -based 

frame type  

VALUE Specify protocol value  to configure  

Mode  Global Configuration  

Example The following example show how to configure protocol vlan 

group:  

Switch# configure  terminal  

Switch(config)# vlan protocol -vlan group  1 frame -type 

ethernet_ii protocol -value  0x806 

Switch(config)# vlan proto col -vlan group  2 frame -type 

llc_other protocol -value  0x800 

Switch# show vlan protocol -vlan  

 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 479 

 

24.2 VLAN PROTOCOL-VLAN GROUP (INTERFACE) 

 

Use the vlan protocol -vlan binding Interface Configuration mode command to 

binding protocol VLAN Group on specifie d interfaces. Use the Ɉnoɉ form of this 

command to cancel protocol VLAN Group Binding. You can verify your setting by 

entering the show vlan protoc ol-vlan interfaces IF_PORTS Privileged EXEC command 

Switch# configure  terminal  

Switch(config -if)#  vlan protoc ol -vlan group <1-8> vlan <1-4094> 

 

Switch(config -if)#  no vlan protocol -vlan group <1-8> 

 

Syntax vlan protocol -vlan group <1-8>vlan <1-4094> 

no vlan  protocol -vlan group <1-8> 

Parameter  <1-8> Specify protocol vlan group to binding  

<1-4094> Specifies the Pro to VLAN ID to configure.  

Mode  Interface configuration  

Example The following example how to configure Protocol VLAN 

function on specified interfac es. 

Switch# configure  terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# vlan protocol -vlan group  1 vl an  2 

 Switch# show vlan protocol -vlan interfaces GigabitEthernet 

1 
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24.3 SHOW VLAN PROTOCOL-VLAN 

 

Use the show vlan proto -vlan command in EXEC mode to display Proto VLAN group 

configuration.  

Switch# show vlan protocol -vlan[group <1-8>] 

Syntax  show vlan  protocol -vlan[group <1-8>] 

Parameter  <1-8>Specify protocol vlan group to display  

Mode  Privileged EXEC 

Example The following exampl e how to display Proto VLAN group 

configuration  

Switch# show vlan protocol -vlan  
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24.4 SHOW VLAN PROTOCOL-VLAN INTERFACES 

 

Use the show vlan protocol -vlan interface command in EXEC mode to display the 

Protocol VLAN interfaces setting.  

Switch#  show v lan protocol -vlan interfaces {IF_PORTS} 

Syntax show vlan protocol -vlan interfaces {IF_PORTS} 

Parameter  {IF_PORTS} Specify interfaces protocol vlan to display  

Mode  Privileged EXEC 

Example The following example shows how to display the Protocol 

VLAN interfa ces setting  

Switch# show vlan protocol -vlan interfaces GigabitEthernet 

1 
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25. QOS 
 

A communications netwo rk forms the b ackbone of any successful organization. 

These networks transport a multitude of applications and data, including high -

quality video a nd delay -sensitive data such as real -time voice. The bandwidth -

intensive applications stretch network capabil ities and reso urces, but also 

complement, add value, and enhance every business process. Networks must 

provide secure, predictable, measurable, and  sometimes guaranteed services. 

Achieving the required Quality of Service (QoS) by managing the delay, delay 

variation (jit ter), bandwidth, and packet loss parameters on a network becomes the 

secret to a successful end -to -end business solution. Thus, QoS i s the set of 

techniques to manage network resources.  

 

IP Precedence and DSCP Compared  

The IP header is define d in RFC 791, including a 1 -byte field called the Type of 

Service (ToS) byte. The ToS byte was intended to be used as a field to mark a packet 

for treatment with QoS tools. The ToS byte itself was further subdivided, with the 

high -order 3 bits defined as t he IP Precedence (IPP) field. The complete list of values 

from the ToS byteɅs original ϥPP 3-bit field, and the corresponding names, is 

provided in  Figure. 

 

 
Fig 25.1 QoS in IP header with IP Precedence  
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Ethernet LAN Class of Service  

  

Ethernet supports a 3-bit QoS ma rking field, but the field only exists when the 

Ethernet header includes either an 802.1Q or ISL trunking header. IEEE 802.1Q 

defines  its QoS field as the 3 most significant bits of the 2 -byte Tag Control field, 

calling the field the user-priority bits . ISL defines the 3 least -significant bits from the 

1-byte User field, calling this field the Class of Service (CoS). 

 

 
Fig 25.2 QoS in IP header with LAN CoS Feilds 
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25.1 QOS 

 

Use Ɉqosɉ command to enable quality of service which according to b asic trust typ e 

to assign queue for packets, and packets with higher priority are able to send first. 

Use Ɉnoɉ form of this command to disable qual ity of service.  

Switch# configure terminal  

Switch(config)# qos  

 

Switch(config)#  no qos  

 

 

Syntax qos  

no qos  

Mod e Global Confi guration  

Example This example shows how to change qos to basic mode.  

Switch# configure terminal  

Switch(config)# qos  

This example show s how to check current qos mode.  

Switch# show qos  
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25.2 QOS COS 

 

Sometimes, there is no qos information  in the packet s, such as CoS, DSCP, IP 

Precedence. But we still can give the priority for packets by configuring the interface 

default cos value. I f there is no qos information in the packets, the device will use 

this default cos value and find the cos -queue map to get the final destination 

queue. Use Ɉqos cosɉ command to assign port default cos value.  

 

Switch# configure terminal  

Switch(config)# inter face  {Interface -ID} 

Switch(config -if)# qos  cos<0-7> 

 

 

Syntax Qos cos<0-7> 

Parameter  cos<0-7>Specify the CoS value for the interface.  

Default  Default CoS value for interface is 0.  

Mode  Interface Configuration  

Example This example shows how to configure default cos value 7 on 

interface gi1.  

 

Switch# configure terminal   

Switch(config)# i nterface GigabitEthernet 1  

Switch(config -if)# qos  cos 7 

Switch(config -if)# end  

Switch# show qos interface  GigabitEthernet 1  

 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 487 

 

25.3 QOS MAP 

 

According to different trust  type, packets will be assigned to different queue based 

on the specific qos map. For example, if the trust t ype is trust c os, the device will 

get the cos value in packet and reference the cos -queue mapping to assign the 

correct queue.  

The queue to cos, ds cp or precedence maps are used by remarking function. If the 

port remarking feature is enabled, the remarking  function will  reference these 3 

tables to remark packets.  

 

 

Switch# configure terminal  

Switch(config)# qos map (cos -queue | dscp -queue | precedence -queue) 

SEQUENCE to <1-8> 

Switch(config)# qos map (queue -cos | queue -precedence) SEQUENCE to <0-7> 

Switch(confi g)#qos map que ue -dscp SEQUENCE to <0-63> 

 

 

Syntax qos map (cos -queue | dscp -queue | precedence -queue) 

SEQUENCE to <1-8> 

qos map (queue -cos | queue -precedence) SEQUENCE to <0-

7> 

qos map queue -dscp SEQUENCE to <0-63> 

Parameter  cos-queue Configure or show Co S to queue map  

dscp-queue Configure or show DSCP to queue map  

precedence -queue Configure or show IP Precedence to queue 

map.  

queue -cos Configure or  show queue to CoS map  

queue -dscp Configure or show queue to DSCP map  

queue -precedence Configure or show queu e to IP Precedence 

map  

SEQUENCE Specify the cos, dscp, precedence or queue with 

one or multiple values.  

<1-8>Specify th queue id  

<0-7>Specify the cos or precedence values  
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<0-63>Specify the dscp values  

Default  The default values of cos -queue are showing in  the following  

table.  

 
The default values of dscp -queue are showing in the following 

table.  

 
The default values of ip precedence are showing in t he 

following table  

 
The default values of queue -cos are showing in the following 

table.  
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The default values  of queue -dscp are showing in the following 

table.  

 
The default values of queue -precedence are showing in the 

following table.  

 
 

Mode  Global Con figuration  

Example This example shows how to map cos 6 and 7 to queue 1.  

Switch# configure terminal  

Switch(config)# qos ma p cos -queue  6 7 to  1  

Switch# show qos map cos -queue  



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 490 

 
 

This example shows how to map queue 4 and 5 to cos 7.  

Switch# configure termi nal  

Switch(config)# qos map queue -cos 4 5 to  7  

Switch# show qos map queue -cos 
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25.4 QOS QUEUE 

 

The device support t otal 8 queues for QoS queuing. It can set the queue to be strict 

priority queue or weighted queue to prevent starvation. The q ueue with higher id 

value has higher priority.  

First, you need to decide how many strict priority queue you need. Th e stric t 

priority queue will always occupy the higher priority queue. For example, if you 

specify the strict priority number to be 2, then t he queue 7 and 8 will be the strict 

priority queues and the others are weighted queues.  

After you setup the number o f stric t priority queue, you need to setup the weight 

for the weighted queues by using Ɉqos queue weightɉ command. And the 

bandwidth will be shared by the weight you configured between these weighted 

queues.  

 

Switch# configure terminal  

Switch(config)# qos qu eue strict -priority -num  

Switch(config)# qos queue weight SEQUENCE  

 

Switch# show qos queueing  

 

Syntax qos queue strict -priority -num <0-8> 

qos queue  weight SEQUENCE 

show qos queueing  

Parameter  strict -priority -num <0-8> Specify the strict priority queue 

number w eight  

SEQUENCE Specify the non-strict priority queue weight value. 

The valid queue weight value is from 1 to 127.  

Default  Default strict prior ity queue number is 8, it means all queues 

are strict priority queue.  

The default queue weight for each queue is shown in f ollowing 

table.  
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Mode  Global Configuration  

Example This example shows how to setup device with 3 strict priority 

queues and give other weighted queues with weight 5, 10, 15, 

20, 25. 

Switch# configure terminal  

Switch(config)# qos queue strict -priority -nu m  3  

Switch(config)# qos queue weight  5 10 15 20 25  

Switch#  show qos queueing  

 

 
 

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 493 

 

25.5 QOS REMARK 

 

QoS remarking feature allow y ou to change priority information in packets based 

on egress queue. For example, you want all packets egress from  interface  fa1 

queue 1 to remark the cos value to be 5 for next tier of device, you can enable the 

cos remarking feature on fa1 and configure t he queue -cos map for queue 1 map to 

cos 5. 

Use Ɉqos remarkɉ command to enable remarking feature on specific type.  And use 

Ɉno qow remarkɉ command to disable it.  

 

Switch# configure terminal  

Switch(config)# qos remark (cos | dscp | precedence)  

Switch(config)#  no qos remark (cos | dscp | precedence)  

 

 

Syntax qos remark (cos | dscp | precedence)  

no qos remark (cos | dscp |  precedenc e) 

Parameter  cos Enable/Disable cos remarking.  

dscp Enable/Disable dscp remarking.  

precedence Enable/Disable precedence remarking  

Default  Default CoS remarking is disabled. Default DSCP remarking is 

disabled.  

Default IP Precedence remarking is disabled.  

Mode  Interface Configuration  

Example This example shows how to enable remarking features on 

interface gi1.  

Switch# configure termina l 

Switch(config)# interface  GigabitEthernet 1  

Switch(config -if)# qos remark cos  

Switch(config -if)# qos remark ds cp 

Switch(config -if)# qos remark precedence  
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Switch# show qos interface  GigabitEthernet 1 
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25.6 QOS TRUST 

 

In QoS basic mode, there are 4 trust types for device to judge the appropriate 

queue of the packets. This command can switch between these trust  types. 

CoS 

IEEE 802.1p defined 3bits priority value in vlan tag. Trust this value in packets and 

assign queue according to cos -queue ma p. 

DSCP 

IETF RFC2474 defined 6bits priority value in IP packet (highest 6bits in ToS field). 

Trust this value in packets  and assign queue according to dscp -queue map.  

IP Precedence  

The highest 3bits priority value in IP packet ToS field. Trust this value i n packets and 

assign queue according to precedence -queue map.  

CoS-DSCP 

Trust DSCP for IP packets and assign queue accord ing to dscp -queue map. Trust 

CoS for non -IP packets and assign queue according to cos -queue map.  

 

 

Switch# configure terminal  

Switch(conf ig)#qos trust (cos | cos -dscp | dscp | precedence)  

 

Syntax qos trust (cos | cos -dscp | dscp | precedence)  

Parameter  cos Specify the device to trust CoS  

cos-dscp Specify the device to trust DSCP for IP packets, and  

trust CoS for non -IP packets. 

dscp Specify the device to trust DSCP  

precedence Specify the device to trust IP Precedence  

Default  Default QoS trust type is cos.  

Mode Global Configuration  

Example This example shows how to change qos basic mode trust 
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types.  

Switch# configure terminal  

Switch(config )# qos trust cos  

Switch(config)# qos trust cos -dscp  

Switch(config)# qos trust dscp  

Switch(config)# qos trust precedence  

This example shows how to check current qos trust type.  

Switch# show qos  
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25.7 QOS TRUST (INTERFACE) 

 

Interface Configuration Af ter QoS function is enabled in basic mode, the device also 

supports  per interface enable/disable the qos function. If th e trust state on 

interface is enabled, all ingress packets of this interface will remap according to the 

trust type and the qos maps. Oth erwise, all ingress packets will assign to queue 1.  

Use Ɉqos trustɉ to enable trust state on interface and use Ɉno qos trus tɉ to disable 

trust state on interface.  

 

Switch# configure terminal  

Switch(config)# qos trust  

 

Switch(config)#  no qos trust  

 

Syntax qos  trust  

no qos trust  

Default  Default interface qos trust state is enabled.  

Mode  Interface Configuration  

Example This example shows how to disable qos trust state on 

interface gi1.  

Switch# configure terminal  

Switch(config)# interface GigabitEthernet 1  

Switch(config -if)# qos trust  

Switch# show qos interface GigabitEthernet 1  
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25.8 SHOW QOS 

 

Use Ɉshow qosɉ command to s how qos state and trust type.  

 

Switch# show qos  

 

Syntax show qos  

Mode  Privileged EXEC 

Example This example shows how to check current qo s mode.  

Switch# show qos  
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25.9 SHOW QOS INTERFACE 

 

Use Ɉshow qos interfacesɉ command to show port default cos, re mark ing state 

and remarking type state information.  

Switch# show qos interface  {IF_PORTS} 

 

Syntax show qos interface {IF_PORTS} 

Parameter  {IF_PORTS}Select port to show qos configurations  

Mode  Privileged EXEC 

Example This example shows how to show qos conf igur ations on 

interface gi1.  

Switch# show qos interface GigabitEthernet 1  
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25.10 SHOW QOS MAP 

 

Use Ɉshow qos mapɉ command to show a ll kinds of mapping for qos remapping 

and remarking features.  

 

Switch# show qos map [(cos -queue | dscp -queue | precedenc e-qu eue | queue -

cos | queue -dscp | queue -precedence)]  

 

 

 

Syntax show qos map [(cos -queue | dscp -queue | precedence -

queue | queue -cos |que ue -dscp | queue -precedence)]  

Parameter  cos-queue Show CoS to queue map.  

dscp-queue Show DSCP to queue map. precedence -queu e 

Show IP Precedence to queue map. queue -cos Show queue to 

CoS map. 

queue -dscp Show queue to DSCP map.  

queue -precedence Show queue to  IP Precedence map.  

Mode  Privileged EXEC 

Example This example shows how to show all qos maps.  

Switch# show qos map  
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25.11 SHOW QOS QUEUEING 

 

Use Ɉshow qos queueingɉ command to show qos queueing information.  

 

Switch# show qos queueing  

 

Syntax show qos  queueing  

Mode  Privileged EXEC 

Example This example shows how to check current qos queueing 

information.  

Switch# show  qos  queueing  
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26. RATE LIMIT 
 

Rate-limiting for all traffic operates on a per -port basis to allow only the specified 

bandw idth to be used for inbound or outbound traffic. When traffic exceeds the 

configured limit, it is dropped. This effecti vely sets a usage level on a given port and 

is a tool for enforcing maximum service level commitments granted to network 

users. This feat ure operates on a per -port level and is not configurable on port 

trunks. Rate -limiting is designed to be applied at the  net work edge to limit traffic 

from non -critical users or to enforce service agreements such as those offered by 

Internet Service Provide rs (ISPs) to provide only the bandwidth for which a 

customer has paid.  

 

 

 

Fig 26.1 Leaky bucket Model   

All traffic ra te-limiting , Rate-limiting for all traffic operates on a per -port basis to 

allow only the specified bandwidth to be used for inbound or o utbound traffic. 
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When traffic exceeds the configured limit, it is dropped. This effectively sets a usage 

level on a giv en port and is a tool for enforcing maximum service level 

commitments granted to network users. This feature operates on a per -port level  

and is not configurable on port trunks. Rate -limiting is designed to be applied at the 

network edge to limit traffic f rom non -critical users or to enforce service 

agreements such as those offered by Internet Service Providers (ISPs) to provide 

only the ba ndwidth for which a customer has paid.  

Uses: 

1) Rate-limiting can be applied by a RADIUS server during an authentication c lient 

session. Applying rate -limiting to desirable traffic is  not recommended . 

2) The switches also support ICMP rate -limiting to mitigate the effects of certain 

ICMP-based attacks. ICMP traffic is necessary for network routing functions. For 

this reason, blo cking all ICMP traffic is not recommended.  

 

 

 
Fig 26.2 Rate limiting on Aggregation Layer  
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26.1 RATE LIMIT EGRESS 

 

Use the Ɉrate -limit  egressɉ command to configure the egress port shaper. Use the 

Ɉnoɉ form of this command to disable the shaper. You can v eri fy your setting by 

entering the show running -config interfaces command.  

Switch# configure  terminal  

Switch(config)# interface  { Interf ace-ID} 

Switch(config -if)# rate -limit egress <16 -1000000> 

Switch(config -if)# no rate -limit egress  

 

Syntax rate -limit egres s <16-1000000> 

no rate -limit egress  

Parameter  <16-1000000> Specify the committed information rate.  

Default  Default rate limit is disab led. 

Mode  Interface configuration  

Example The following example shows how to configure ingress port 

rate limit and egr ess port shaper.  

Switch# configure  terminal  

Switch(config)# interface  gi1  

Switch(config -if)# rate -limit egress  2048  

Switch# show runni ng -config interfaces  gi1  
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26.2 RATE LIMIT EGRESS QUEUE 

 

Use the Ɉrate -limit egress queue ɉ command to configure the egress queue 

shaper. Use the Ɉnoɉ form of this command to disable the queue shaper. You can 

verify your setting by entering the show run ning -config interface command.  

Switch# configure  terminal  

Switch(config)# interface  { Interface -ID} 

Switch(config -if)# ra te -limit egress queue <1-8><16-1000000> 

 

Switch(config -if)# no rate -limit egress queue <1-8> 

 

Syntax rate -limit egress queue <1-8><16-1000000> 

no rate -limit egress queue <1-8> 

Parameter  <1-8>Specify the egress shaper queue number  

<16-1000000>Specify the queue rat e 

Default  Default queue rate limit is disabled.  

Mode  Interface configuration  

Example The following example show how to configure i ngress port 

rate limit and egress port shaper.  

Switch# configure  terminal  

Switch(config)# interface  gi1 

Switch(config -if )# rate -limit egress queue  3 2048  

Switch# show running -config interfaces  gi1  
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26.3 RATE LIMIT INGRESS 

 

Use the Ɉrate -limit ingress ɉ command to limit the incoming traffic rate on a port. 

Use the Ɉnoɉ form of this command to disable the rate limit. You  can verify your 

setting by entering the show running -config interfaces command.  

Switch# configure  terminal  

Switch(config)# interface  { Interface -ID} 

Switch(config -if)# rate -limit ingress <16-1000000> 

 

Switch(config -if)# no rate -limit ingress  

 

Syntax rate -lim it ingress <16-1000000> 

no rate -limit ingress  

Parameter  <16-1000000>Specify the ingress limit rate  

<1-8>Specify the egress shaper queue number  

Default  Rate limiting is disabled.  

Mode  Interface configuration  

Example The following example shows how to con figure ingress port 

rate limit.  

Switch# configure  terminal  

Switch(config)# interface  gi1  

Switch(config -if)# rate -limit ingress  128  

Switch# show running -config interfaces  gi1  
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27. RMON  

 

Remote Monitoring (RMON) is a standard specification that facili tat es the 

monitoring of network operational activities using remote devices known as 

monitors or probes. RMON assists netwo rk administrators (NA) with efficient 

network infrastructure control and management.  

 

RMON was initially developed to addre ss the issue of remote site and local area 

network (LAN) segment management from a centralized location. The RMON 

standard specifies a group of functions and statistics that may be exchanged 

between RMON compatible network probes and console managers. RMON  

performs extensive network -fault detection and provides performance -tuning data 

to NAs. 

 

RMON collects nine information types, inclu ding bytes sent, packets sent, packets 

dropped and statistics by host. NAs use RMON to determine network user traffic or 

bandwidth le vels and website access information. Additionally, issue alerts may be 

preconfigured.  

 

RMON uses certain network devices, s uch as servers, and contains network 

management applications that serve as clients. RMON controls the network by 

using its servers an d applications simultaneously. When a network packet is 

transmitted, RMON facilitates packet status viewing and provides fu rther 

information, if  a packet is blocked, terminated or lost.  

 

RMON is divided into two classes: alarms and  events. An event is a nu mbered, user -

conɲgured threshold for a particular SNMP object. You conɲgure events to track, 

for example, CP U utilization or errors on a particular interface, or anything else you 

can do with an SNMP object. You set the rising and falling thresholds for th ese 

events, and then tell RMON which RMON alarm to trigger when those rising or 

falling thresholds are crossed. For example, you might want to have the router 

watch CPU utilization and trigger an SNMP trap or log an event when the CPU 

utilization rises fas ter than, say, 20 percent per minute. Or you may conɲgure it to 

trigger an alarm when the CPU utilization rises to some absolute level, such as 80 

percent. Both types of thresholds (relative, or Ɉdelta,ɉ and absolute) are supported. 

Then, you can conɲgure a different alarm notiɲcation as the CPU utilization falls, 

again at some delta or to an absolute level you specify.  
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The alarm that corresponds to each event is also conɲgurable in terms of what it 

does (logs the event or sends a trap). ϥf you conɲgure an RMON alarm to send a 

tra p, you also need to supply the SNMP community string for the SNMP server. 

Event and alarm numbering are locally signiɲcant. Alarm numbering provides a 

pointer to the corresponding event. That is, the conɲgured events each point to 

speciɲc alarm numbers, which you must also deɲne. 

 

 
FIg 27.1 RMON Monitoring  

 



  

© 2021 COMMANDO Networks Limited. All rights reserved.  

 

 511 

27.1 RMON  

 

Use the rmon event command to add or modify a RMON event entry. Use the Ɉnoɉ 

form of this command to delete. You can verify settings by the show rmon event 

command.  

Switch# configure terminal  

Switch(config) # rmon event <1-65535>[log ] [trap COMMUNITY ] [description  

DESCRIPTION] [owner  NAME] 

 

Switch(config) # no rmon event <1-65535> 

 

Syntax rmon event <1-65535>[log] [trap COMMUNITY] [description 

DESCRIPTION] [owner NAME] 

 

no rmon event <1-65535> 

Parameter  <1-65535>Specify event index to create or modify.  

[log](Optional)  Specify to show syslog.  

 

[trap COMMUNITY]  (Optional)  Specify SNMP community to 

show SNMP trap.  

 

[description DESCRIPTION] (Optional)  Specify description of 

event  

 

[owner NAME]  (Optional)  Specify owner of event.  

Mode  Global Configuration  

Example The example shows how to add RMON event entry with log 

and trap action and then modify it action to log only.  

Switch# configure terminal  

Switch(config)# rmon event  1 log  trap  public description  test 

owner  admin  

Switch# show rmon event  1 
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27.2 RMON ALARM  

 

Use the rmon alarm command to add or modify a RMON alarm entry. Before add 

alarm entry, at least one event entry must be added. Use the Ɉnoɉ form of this 

command t o delete. You can verify settings by the show rmon alarm command.  

Switch# configure terminal  

Switch(config) # rmon alarm  <1-65535> interface {IF_PORT} (drop -events| octets| 

pkts| broadcast -pkts| multicast -pkts| crc -align-errors| unde rsize-pkts| oversize -

pkts | fragments| jabbers| collisions| pkts64octets| pkts65to127octets| 

pkts128to255octets| pkts256to511octets  | pkts512to1023octets  | 

pkts1024to1518octets  ) <1-2147483647> (absolute| delta) rising <0-2147483647><0-

65535> falling <0-2147483647><0-65535>startup (rising| rising -falling| falling) 

[owner NAME]  

Switch(config) # no rmon alarm  <1-65535> 

 

Syntax rmon alarm  <1-65535> interface {IF_PORT} (drop -

events|octets|pkts|broadcast -pkts| multicast -pkts|crc -

align -errors|undersize -pkts|oversiz e-

pkts|fragments|jabbers| collisions  

|pkts64octets|pkts65to127octets|pkts128to255octets|pk

ts256to511octets|pkts512to1023octets  

|pkts1024to1518octets ) <1-2147483647> (absolute|delta ) 

rising <0-2147483647><0-65535> falling  <0-2147483647><0-

65535>startup (risi ng|rising -falling|falling ) [owner  NAME] 

 

no rmon alarm  <1-65535> 

Parameter  <1-65535>Specify alarm index to create or modify  

{IF_PORT}Specify the interface to sample  

(variable)Specify a mib object to sample  

<1-2147483647>Specify the time in seconds that th e alarm 

monitors the MIB variable.  

(absolute|delta)Specify absolute to compare sample counter 

absolutely. Specify delta to compare delta counter between 
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samples  

<0-2147483647>Specify a number which the alarm trigger 

rising event  

<0-65535>Specify event inde x when the rising 

thresho ldexceeds.  

<0-2147483647>Specify a number which the alarm trigger 

fallingevent  

<0-65535>Specify event index when the falling 

thresholdexceeds.  

(rising|rising - falling|falling)Specify only to how rising or falling 

startupevent. Or s how either rising or fall ing startup event.  

[owner NAME](Optional) Specify owner of alarm.  

Mode  Global Configuration  

Example The example shows how to add RMON alarm entry that 

sample interface fa1 packets delta count every 300 seconds. 

Trigger event inde x 1 if over than rising t hreshold 10000, 

trigger event index 2 if lower than falling threshold.  

Switch# configure terminal  

Switch(config)#  rmon event  1 log  

Switch(config)# rmon event 2 log  

Switch(config)# rmon alarm  1 interface gi1 pkts 300 delta 

rising  10000 1 falling 100 1 startu p rising -falling  owner  

admin  
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27.3 RMON HISTORY 

 

Use the rmon history command to add or modify a RMON history entry. Use the 

Ɉnoɉ form of this command to delete. You can verify settings by the show rmon 

history command.  

Switch# configure terminal  

Switch(config)# rmon history <1-65535> interface {IF_PORT} [buckets <1-65535>] 

[interval <1-3600>][owner  NAME] 

 

Switch(config) # no rmon history <1-65535> 

 

Syntax rmon history <1-65535>interface {IF_PORT} [buckets <1-

65535>][ interval <1-3600>][ow ner  NAME] 

Parameter  <1-65535>Specify history index to create or modify.  

{IF_PORT} Specify the interface to sample  

[bucket <1-65535>] 

(Optional) Specify the maximum number of buckets.  

[interval <1-3600>](Optional) Specify time interval for each 

sample  

[own er NAME](Optional)Specify  owner of history  

Mode  Global Configuration  

Example The example shows how to add RMON history entry that 

monitor interface gi1 every 60 seconds and then modify it to 

monitor every 30 seconds.  

Switch# configure terminal  

Switch(conf ig)# rmon history  1 inter face gi1 interval 60 owner 

admin  

Switch# show rmon history 1 
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27.4 CLEAR RMON INTERFACES STATISTICS 

 

Use the clear rmon interfaces statistics command to clear RMON etherStat statistics 

those are recorded on interface. You can v erify results by the show  rmon interface 

statistics command.  

Switch # clear rmon interfaces  {IF_PORTS} statistics  

 

Syntax clear rmon interfaces {IF_PORTS} statistics  

Parameter  {IF_PORTS} specifies ports to clear  

Mode  Privileged EXEC 

Example The example s hows how to clear RMON et herStat statistics on 

interface gi1.  

switch# clear rmon interfaces  gi1 statistics  

switch# show rmon interfaces  gi1 statistics  
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27.5 SHOW RMON INTERFACES STATISTICS 

 

Use the show rmon interfaces statistics command to show RMO N etherStat 

Statistics of  interface.  

Switch # show rmon interfaces  {IF_PORTS}statistics  

 

Syntax show rmon interfaces  {IF_PORTS}statistics  

Parameter  {IF_PORTS}specifies ports to show  

Mode  Privileged EXEC 

Example The example shows how to show RMON etherSta t statistics of 

interface  gi1. 

Switch(config)# show rmon interfaces gi1 statistics  
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27.6 SHOW RMON EVENT 

 

Use the show rmon event command to show existed RMON event entry.  

 

Switch # show rmon event  (<1-65535>| all ) 

Syntax show rmon event  (<1-65535>| all ) 

Parameter  <1-65535>specifies event index to show all Show all existed 

event  

Mode  Privileged EXEC 

Example The example shows how to show rmon event entry.  

Switch# configure terminal  

Switch(config)# rmon event  1 log trap public description  

test owner  admin  

switch# show rmon eve nt  1 
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27.7 SHOW RMON EVENT LOG 

 

Use the show rmon event log command to show log triggered by RMONalarm.  

 

Switch # show rmon event  <1-65535> log  

 

Syntax show rmon event <1-65535> log  

Parameter  <1-65535>specifies event index to  show event log  

Default  No entry and log is exist  

Mode  Privileged EXEC 

Example The example shows how to show rmon event log.  

Switch# show rmon event  1 log  
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27.8 SHOW RMON ALARM  

 

Use the show rmon alarm command to show existed RMON alarm entry.  

 

Switch # show rmon alarm  (<1-65535>| all ) 

 

Syntax show rmon alarm  (<1-65535>| all)  

Parameter  <1-65535>specifies alarm index to show  

all Show all existed alarm  

Mode  Privileged EXEC 

Example The example shows how to show rmon alarm entry.  

Switch#configure term inal  

Switch(config )# rmon  alarm  1 interface  gi1pkts300 delta 

rising  100001 falling 1001 startup rising -falling owner  

admin  

Switch# show rmon alarm 1 
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27.9 SHOW RMON HISTORY 

 

Use the show rmon history command to show existed RMON history entry.  

 

Switch #show rmon history  (<1-65535>| all ) 

 

Syntax show rmon history  (<1-65535>|  all ) 

Parameter  <1-65535>specifies history index to show  

all Show all existed history  

Mode  Privileged EXEC 

Example The example shows how to show RMON history entry.  

switch(config) # rmon history 1 interfac e gi1 interval 30 owner 

admin  

switch# show rmon history  1 

 

 
 

 


