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32.1 Surveillance-VLANY Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYVYY
32.2 Surveillance- VLAN(Int er f ace) YYVYYYVYYYYYVYYYYYYYYYYYVYYYYYYY
32.3 Surveillance-VLANVLANY Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYY
32.4 Surveillance-VLANOUT a b | e Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYVYVYY
32.5 Surveillance-VLANCos ( Gl obal ) YYVYYVYVYVYVVYVYVYYYVYYYVYYYYYVYVYYYD
32.6 Surveillance-VLANCos (I nterface) YVYYVYVYYVYVYVVYYVYVYVYVYVYYYYYY)
32.7 Surveillance-VLANMo d e Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYVYY)
32.8 Surveillance-VLANAQIng-Ti me Y Y YYVYYYYYYYYYYYYYYYYYYYYYYVYYYVYVY)
32.9 Show Surveillance-VLANY Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYY
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B.TIMEYY Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
33.1 Clock SetyyyyyyyyyyyYyyyyyyyyyyyyyyyyyyyyyyyy
33.2 Clock TimezoneyYyYyyyyyyyyyyyyyyyyyyyyyyyyyy
33.3 Clock SourceyyyyyyYyyyyyyyyyyyyyyyyyyyyyyyyyy
33.4 Clock Summer-Ti me Y YYYYYYYYYYYYYYYYYYYYYYYYYYVYYYYYVYYY
33.5 Show ClockyyyyYyYyYYyYYYYYYYYYYYYYYYYVYYVYYYYYY
3BESNTRY Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY)
33.7Show SNTRY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YY Y Y YYYYYYYYYYYYYYYY VY'Y

34.UDLDY Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYY

34.1 ErrDisable Recovery Cause UDLDY Y Y Y Y Y Y Y Y Y VY Y Y Y Y Y YYYYYYYYYYYYY VY
342UDLDY Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY!
343UDLDAggressi veyYyYyYYYYYYYYYYYYYYYYYYVYYYYYYYVYVY
344UDIDMessage Timeyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy

345UDLDRes et YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYVYYVY
34.6 Show UDLDY Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYY)

B.VLANY Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYY.Y
B5.AVLANY Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
35.2Name (VLAN)  YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY
35.3 Switchport ModeyYYYYYYYYYYYYYYYVYYYYYYYYYYYYY
35.4 Switchport Hybrid PVIDy Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYVYYVY)
35.5 Switchport Hybrid Ingress-Fi | t er i ngyY VY VYVYVYVYVYVYVYVYVYVYWHWWWHWYHYYYYY

35.6 Switchport Hybrid Acceptable -Frame-Ty p e VY Y VY VY VYV VY VYVYYVYVYVVYVYVYVYVYVYVYYYYYY
35.7 Switchport Hybrid Allowed VLANY Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYY YY)
35.8 Switchport Access VLANY Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYVYY
35.9 Switchport Tunnel VLANY Y Y Y Y Y Y Y YYY Y YYYYYYYYYYYYYYYYYYYYYYY
35.10 Switchport Trunk Native VLANY Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYVYY
35.11 Switchport Trunk Allowed VLANY Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYVYYYYY
35.12 Switchport Default -VLANT a g g e d Y Y Y YYYYYVYYYYVYYYYYYYYYYYVYYYYYY
35.13 Switchport Forbidden Default-VLANY Y YV Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYY)
35.14 Switchport Forbidden VLANY Y Y Y Y Y Y YYYYYYYYVYYYYYYYVYYYYYYYYVYYYY
35.15 Switchport VLANTPIDY Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYY)
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35.16 Management-VLANY Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYVYYVYY
3517 ShowVLANY Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYY
35.18Show VLANI nt er f ace Member shi pyYYyYVYVYVYVYYYVVYVYYYVYVYVYYYVYY
35.19 Show Interface SwitchportyyyVyYyYVYVYVYVYVYVYYYVYVYVYYY
35.20 Show Management - VLANY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y WYY

36. VOICEVLAN Y Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYY.
36.1Voice VLAN( Gl obal ) YYYYYYYYYYYYYYYYVYYYY.YYYVYVY
36.2Voice-VLAN( I nterface) YYYYYYYYYYYYVYYYYYYVYYVYVYY.
36.3 Voice-VLANVLANY Y Y Y Y VY VY Y Y Y Y Y Y Y VY Y Y Y Y Y Y Y VY VY Y

36.4 Voice-VLANOUiTa bl e YYYYYYYYYYYYYYYYYYVYYY

365 Voice-VLANCos (Gl obal) YYYYYYYYYYYYYYYYYYYYYYYYY
36.6Voice-VLANCos (I nterface) yYyYYYYYYYYYYYYVYYYYVYYYY
36.7 Voice-VLANMo d e Y Y Y Y VY VY Y Y Y Y Y YYYYYYYYYYYYYVY VY

36.8 Voice-VLANAGing-Ti me Y VY YYYYYYYYYYYYYYYYYYYVYYYY

36.9 Show Voice-VLANY Y Y Y Y Y Y VY Y Y Y Y Y Y Y YYYYYYYYYYYYY

ST.ROUTING Y Y Y Y YYYYYYYYYYYYYYYYYYYYYYYYYYYY
37.1 Interfaceyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy
372IPv4 Rout esYyYYyYYYYYYYYYYYYYYYYYYYYYYYYY

373IPV4 AT pYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY

374Pv6 Interfaceyyyyyyyyyyyyyyyyy

375IPv6 AddressyyyyyyyYyYYYYYYYYYYYYYYYYYYY

376IPv6 Rout esyYyYYyYyYyYYYYYYYYYYYYYYYYYYYYY

377Pv6 Neighborsyyyyyyyyyyyyyyyyyyyyyyyyyyy

3.POEY Y Y YYYYYYYYYYYYYYY. YYYYYYYYYYYYYYYY
38.1 Poe Port SettingyYVYVYVYVYVVYVVVYYVVYYYYYYYYYYYYYYY
38.2 Poe Port Schedule SettingyYVyYVYVYVYVYVYVVVYVVVVVYVVVYY
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Intended Audience:

This document is intended for:

Network Device configuration and Troubleshooting Engineers

Internetworking Professionals and Experts

System maintenance eng ineers

Command Symbols

The command symbols that may be found in this document are defined as follows.

Table 1. General command symbols

Symbols Description
Boldface The keywords of a command line are in boldface .
These Keywords are command syntax.
Italic Command arguments are in /talics.
[] Items (keywords or arguments) in brackets [ ] are optional.
<> Compulsory input.
{} Optional items.
| Separated by vertical bars. One item is selected.
# # sign is comments.
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Intended Audience:

This document is intended for:
Network Device configuration and Troubleshooting Engineers

Internetworking Professionals and Experts

System maintenance engineers

Command Symbols

The command symbols that may be found in this document are defined as follows.

Table 1. General command symbols

Symbols | Description

Boldface | The keywords of a command line are in boldface.

These Keywords are command syntax.

Italic Command arguments are in /talics.

[] Items (keywords or arguments) in brackets [ ] are optional.
<> Compulsory input.

{} Optional items.

| Separated by vertical bars. One item is selected.

# # sign is comments.

Shortcut Keys

Back Space Delete a character before the cursor, and the cursor moves back.

UpVYUT Show previ ous ¢ o mnenmedently enteeed @mhmandd pan t o
be shown.
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DownZUTShow next command entered. When wuse t|
entered commands, you can use the Down key to return to the next command

LefW The cursor moves one character to the | ef
Ri g NUTheTEursor moves one character to entered command.

Ctrl +p The sg§guhe as Up key T

Ctrl +n The samd. as Down key T

Ctrl +b The saWie as Left key T

Ctrl +f The saWwe as Right key T

Ctrl +z Return to the Admin Mode directly from the other configuration modes

Ctrl +c Break the ongoing command process, such as ping or other command

execution.

Tab When a string for a command or keyword is entered, the Tab can be used to

complete the command or keyword if there is no conflict.

Help to configure Switch

Under any command | ine prompt, type in T?2U and
of the associated command.

l.Under any command | ine prompt, enter T?2U to
mode and related brief description.

2N Enter T?2U after the command keyword with a
should be a parameter, a description of that parameter type, scope, etc., will be

returned. if the position should be a keyword, then a set of keywords with brief
description wi | | be returned. iif the output is T<cr>
press Enter to run the command.

3N T?U i mmediately following a string. This wi

with that string.
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Introduction

COMMANDO Soldier C3000 Series Switches offers a state of art quality product that
can serve on real time high-speed Performance with input power AC as well as DC,
covers larger physical distance up to 250 meters with copper cables as compared to
other brands best switches. This series is having advance L3 features, which are highly
reliable, conformance to international open standards, durable, serviceable, aesthetics,
perceived quality, enhanced performance with larger range with copper cables and
usability leads to value to money. Easy Management via lots of options like RIP V1/2,
OSPF, Advanced Web-based Graphical User Interface (Web GUI), Industry standard
Command Line interface (CLI), RADIUS/TACACS+, LLDP/LLDAMED, Time based
PoE/PoE+ Scheduling, DHCP server as well as zerotouch provisioning whichever is
suitable to our esteem customers.

COMMANDO Soldier C3000 Series switches are L3 Aggregation and Access Series
Modular Routing Switches are fully managed L3 having 4, 24 and 48 GE switch ports

or 24/48 SFP ports with perpetual PoE/PoE+/Ultra PoE++ IEEE 802.3 af/at/bt (15.4W,
30W, 90W) compliant or Non PoE models plus additional fixed 10G or 1G fiber/ 10GE
or 1GE copper uplink ports or modular uplink as per requirement with perpetual

PoE/PoE+/PoE++ for no power downtime required for network resiliency and high
availability which delivering robust performance and intelligent switching for growing

networks. This series switches are easy to deploy, use, manage and designed
exclusively for enterprise-class aggregation layer and as edge networks Switches,
specially built for Security, 10T, and Cloud networking needs of growing businesses,
high-end campus networks for Small-Medium Business (SMB). Designed for
operational simplicity to lower total cost of ownership, they enable scalable, secure,

and energy-efficient business operations with intelligent and automated services. This
intelligent managed routing switches designed for networks requiring High

performance, High port density, High uplink bandwidth, Flexibility, Fault Tolerance, and
Advanced Software features for maximum Return on Investment (ROI). Switch models
are designed for full POE capability on all ports, power and fan redundancy, Layer 3

feature support static and dynamic routing, these are optimized for t oday Ts
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surveillance, mobile and IoT needs. Designed for operational simplicity to lower total
cost of ownership, they enable scalable, secure, and energy -efficient business
operations with intelligent and automated services.

It has high performance fixed uplink with fiber/copper 10G, 1G/10GE, 1GE ports fixed
and modular uplink which helps it to meet the requirement of high -end campus LAN,
Metro/Enterprise networks. Each switch is capable to deliver 15.4W PoE, 30W PoE+
and 90W PoE++ power on all ports along with automated power (ON/OFF ) scheduling
with perpetual IEEE 802.3af compliant POE (Power over Ethernet), 802.3at compliant
PoE+ (Power over Ethernet plus) and IEEE802.3bt type-4, Ultra PoE++(Ultra Power over
Ethernet plus plus) and having power budget up to 2400W with RPS. Switches are
PoE/PoE+/Ultra POE++ capable to provide power across all access ports for wireless
APs, security cameras, and other IoT devices which are used in surveillance. These
switches are powerful and flexible enough for users to deploy PoE/PoE+/Ultra POE++
standard supplies up to 90W of power per port which is backward compatible with
30W and 15.4W PD which makes it ideal for applications using high power wireless
access points, PTZ (Pan Tilt Zoom) IP cameras, Surveillance cameras, VoIP telephony
systems, kiosks, POS terminals, thin client, 802.11ac and 802.11ax access points, small
cells, and connected LED lighting devices over longer distances up to 250 meters. The
90W Ultra PoE++, IEEE 802.3bt technology drives high-power infrastructure for smart
building systems, safe cities, thin clients, and a lot more. Facility managers and building
owners can adopt the standard to future -proof their all PoE/PoE+/Ultra PoE++
networks requirements. The outcome for them is lower installation and wiring costs.

Il t Ts s ocfudesv@SPI RIP, Static route, QoS Traffic classification based on Layer
2, Layer 3, Layer 4, and priority information Actions including ACL, CAR, and re-
marking, Queue scheduling modes such as PQ, WFQ and PQ+WRR, Congestion
avoidance mechanisms, including WRED and tail drop, Traffic shaping,
SNMPv1/iv2civ3, Zero Touch Provisioning (ZTP), 802.1x authentication, RADIUS and
TACACS+ authentication for login, DoS, ARP, MAC address attacks, broadcast storms,
and heavy-traffic and ICMP attack defenses, Remote Network Monitoring (RMON).

These switches have advanced Security features, and advanced Quality of Service
(Qo0S), ideal for all organizations considering reliable, affordable hardware with well -
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known CLI and simple Web managed real time interface. Automated PoE/PoE+/Ultra
PoE++ scheduling, Scripting capabilities, Layer 3 routing, Automatic MDIX and Auto -
negotiation on all ports select the right transmission modes (half or full duplex) as well
as data transmission for crossover or straight -through cables dynam ically. Moreover,
with its innovative energy-efficient technology, can save up to 58% of power
consumption, making it an eco -friendly perfect solution for your business network.
These switches come with lifetime free software upgrades and patching to enhan ce
features and supports patching, which provides fixes for critical bugs and security
vulnerabilities between regular maintenance upgrades. This support allows customers
to add new features and upgrades without having to pay a single dollar.

It has a 4K-entry VLAN table which provides VLAN classification according to port -
based, protocol-and-port-based, MAC-based, and Flow-based capability. It also
supports IVL (Independent VLAN Learning), SVL (Shared VLAN Learning), and IVL/SVL
(both Independent and Shared VLAN Learning) for flexible network topology
architecture. It provides IEEE802.1ad (Q-in-Q) for double tag insertion and removal
function. In additions, VLAN translation function is also supported for Metro Ethernet
applications with up to 32K entries L 2 MAC table are supported with 2 -left 4-way
hashing algorithm which can effectively reduce collision ratio. An independent 4K -
entry Multicast table is used to support Multicast functions, such as IGMP snhooping.
The device supports a 4K-entry VLAN/Ingress/Egress Access Control List (ACL). The
ACL function supports L2/L3/L4 match fields and performs configurable actions, such
as Drop/Permit/Redirect/Mirror /Logging/Policing/Ingress VLAN conversion/Egress
VLAN conversion/QoS remarking/VLAN tag status assignment. Per-port ingress/egress
bandwidth control and per -queue egress bandwidth control are supported. The device
provides three types of packet scheduling, including SP (Strict Priority), WFQ
(Weighted Fair Queuing), and WRR (Weighted Round Robin). Each port has 8 physical
gueues, and each queue provides a leaky bucket to shape the incoming traffic into the
average rate behavior. The Broadcast/Multicast/Unknown -Multicast/Unknown -Unicast
storm suppression function can inhibit external and internal malicious att acks. The
device supports 4 -sets of port mirror configurations to mirror ingress and egress traffic.
RSPAN, sFlow are also supported for traffic monitoring purposes. For network
management purposes, complete MIB counters are supported to provide forwarding
© 2022 COMMANDO Networksc., USAAIl rights reserved.
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statistics in real time. The link aggregation function enhances link redundancy and
increases bandwidth linearly. It offers robust QoS to optimize traffic on your Business
Network, these switches provide (Port-based/802.1p/DSCP) QoS to keep latency -
sensitive video and voice traffic jitter-free moving smoothly. Additionally, port-based,
tag-based VLAN, Voice VLANs can improve security and meet more network
segmentation requirements. This series switches also have provisioning of QOS, Static
and dynamic routing for IPV6 clients.

Simplified Configuration and Management
Zero-Touch Provisioning (ZTP) simplifies installation of the switch.

Easy to manage via Console/web-Based Management (WEB GU)/Telnet/SSH/
HTTPS.

Remote Manageability

Remote management is the process that allows the administrators to take full control
of all operations using a remote. This remote management via WEB GUI/Telnet/ SSH/
HTTPS will reduce time and money spent on management and maintenance and
physical presence of Network Engineer.

Management by CLI- Console, Telnet (RFC854) up to 3 sessions

Management by WEB GUF HTTP, HTTPS for management Based on Remote
Configuration and maintenance Using Telnet.

In this CLI guide we will understand Management by Command Line Interface (CLI)

through console port, telnet management mode.
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Management Access Modes

Accessing the Switch via console port

How to Login COMMANDO Series C3000 via console port?

The console interface is used by connecting the Switch to a VT100 3compatible
terminal or a comp uter running an ordinary terminal emulator program (e.g., the Hyper
Terminal program included with the Windows operating system) using an RS 3232C
serial cable. Your terminal parameters will need to be set to:

< << <<

300 compatible

115200 baud

8 data bits

No parity

One stop bit
No flow control

Users may also access the same functions over a Telnet interface. Once you have set

an IP address for your Switch, you can use a Telnet program (in VTZL00 compatible

terminal mode) to access and control the Sw itch. All the screens are identical, whether

accessed from the console port or from a Telnet interface.

Step 1: Connect the Switch console port with PC/Laptop via console cable.

| Console Port

A
2

==

Serial RS232 Port
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Fig-1. Connection of console port with PC/Laptop via console cable.

Step 2 The communication parameters configuration of the PuTTY Terminal with
console is shown below Baud rate (Speed):115200

ﬁ PuTTY Configuration ? e
Category:
= S;:ssion | Basic options for your PuTTY session |
g TE"" Log|g|ing Specify the destination you want to connect to
T&Z:boa y Seral ine Speed
- Bel [com4 |[115200 |
- Features Connection type:
= Window (O Raw (O Telnet () Rlogin (JS5H (@) Serial
g;p:ea_rance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection | |
-~ Colours Default Settin
gs
[=J- Connection Load
. Data Save
=
- Telnet Delete
- Rlogin
[~ S5H
- Senal Close window on exit:
() Aways () Never (@ Only on clean exit
. Mboit | Hep [ open | Cancel

Fig-2. PuUTTY configuration in PC for console port access
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Step 3: Clickon T O p e YoWwill get following window.
With the console port properly connected to a management computer, the following
screen should be visible.

192,168.0.1 - PuTTY - O X

Fig-3. COMMANDO Series C3000 Switch CLI access via console port
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How to Login COMMANDO Series C3000 WEB GUland Enable Telnet?

Before Accessing Command Line Interface via telnet you have to login to WEB GUIof
COMMANDO C3000 Switch. Connect one Ethernet port to your system with RJ45
LAN cable.

Ethernet port port
=, —
Pc Switch

Configuration cable

Fig-4. COMMANDO Series C3000 Switch port connected with PC via RJ45 LAN cable.

In PC following LAN setting required.

Open Network and sharing center .
Click change Adapter settings.

Double click on Local Area Connection .

Click Properties.

= = == 4

Double click on Internet Protocol Version 4(TCP/IPv4) option and set default IP as

shown below.

IP Address: 192.168.0.(2-254)

Subnet Mask: 255.255.255.0
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Default Gateway: 192.168.0.1

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: |192.168. 0 . 10 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |

Obtain OMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[]validate settings upon exit e

K Cancel

Fig-5. Local Area Connection properties for Web Interface

Now Open any web browser type http://192.168.0.1 and hit T E n t f@lowiig window
will appear.

Use following login details to enter in WEB GUImode,

Username: admin
Password; *#ikik

(Note: Password is mentioned on backside of device)
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http://192.168.0.1/

Enter the login button. COMMANDO C3000 series switch starting Page appears .

C3000-24GP+4X x ar

& C @ O 8 192.168.0.1/login.htm

Username: (zdmin

Password: (sessssss

Fig-6. COMMANDO C3000 Switch WEB GUIAdministrator Login Page

COMMANDD

Status  System Information

+ Status C3000-24GP+4X 3 s = GPIT Pl GPIl GRE

System Information | | | | -y oyl

System Time

=]
v Port

Link Aggregation

i ~ - . veyy ieww

ooz

L2

=

Save | Logout | Reboot | Debug

] s ] |
soi s seeen

MAC Address Table
~ Network
v Port
~ POE Setting
v VLAN
v WAC Address Table

~ Spanning Tree

v Discovery
v DHCP

v Multicast
v Routing
v Securiy
v ACL U
v Qo3

v Diagnostics

~ Management

2021-12-31 17:34:02 UTC-7

DO C3000 Switch WEB GUIstarting Page

Fig-7. COMMAN

Following steps are required to access CLlI via telnet lines.
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Management>>Management Access>>Management Service
Click on Management

Click on Management Access

Click on Management Services

Telnet Clickon [

T A p pdng/TUS a vhe thnfiguration.

This is required stage before accessing COMMANDO C3000 Switch Command Line
Interface (CLI) toenable T T e | Bedefellt, T T e | seeviteUs disabled by default, so
you must enable it manually.

Management >>Management Access>>Management Service is very important page to
enable and disable Telnet, SSH, HTTP, HTTPS,SNMP and Set Session Timeout (By
default 10min), Password Retry Count (By default 3), Silent Time (To block all further
login attempts until the timer expires by default is 0 second).

COMMANDD
Save | Logout | Reboot | Debug

M. M

t Access Management Service

~ P

~ Port
~ POE Setting
~ VLAN

~ MAC Address Table
~ Spanning Tree
~ Discovery
~ DHCP
~ Multicast
~ Routing
~ Security
~ ACL
v Qod
~ Diagnostics
~ Management
User Account
~ Management Access
Management Service
Management ACL
Management ACE
~ Firmware
~ Configuration
¥ SNWP
v RMON U |
Restore Factory Default v [ — L v

Fig-8. COMMANDO C3000 Switch Management Access service.
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Web browse based graphical user interface ( Web GUI)

COMMANDO C3000 Series SoldierOS had a web browser based g raphical user
interface (Web GUI). This is inbuilt in each COMMANDO C3000 series switches. You
can use either the CLI via Console/Telnet or WEB GUIfor managing C3000 Series
Switches. COMMANDO Networks recommend that you use this WEB GUI which can
configure almost everything as you needed in simple and user-friendly manner. This
WEB GUIis a state of art having world class features with which you can configure
basic, advance, and special feature very easily. After setting the Proper PC LAN
parameter given above and in Web browser giving IP address 192.168.0.1 you will get
the login page.

| 9 /=

COMMANID

Username: (
Password: (

© 2022 COMMANDO Networlksc., USAAII rights reserved.

\J\_/

33



Fig 9. Username and Password page of C3000 Series Switches

C3000-24GP+4X x ar

< C @ O & 192.168.0.1/login.htm

Username: (admin )

Password: (seescsss

Fig 10. Default Login page of C3000 Series Switches

Note: With C3000 Web based Graphical User Interface ( Web GU))

1. You can change default IP 192.168.0.1 to any desired IP address.

2. You can change Factory set username: admin and password; ¥k
3. Factory set default Password is written on the Backside of device.

After you login the web page successfully, you will see the System information page
which provides you real time status of Switch. This page shows very important System
information of this C3000 device which can help in troubleshooting network issues.

The upper frame is the front panel frame, which sho ws the connection situation of
each port. If a port is connected and link is up and working properly then the

corresponding port on the front panel will be green.
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=3
COMMANDD
Save | Logout | Reboot | Debug

Status  System Information

v Status
System Information
System Time
Logging Message
v Port
Link Aggregation
WAC Address Table

Fig 11. System Information page of C3000 Series Switches
Management via Telnet configurati on in CLI

To Configure the switch with Telnet, users should type the CLI command telnet -server
enable in the global mode as below:

Step 1: Enable telnet-server
Switch>enable

Switch# configure terminal

Switch(config)# telnet-server enable

Step 2: Run Telnet Client program (PuTTY)

The communication parameters configuration of the PuTTY Terminal with TELNET is
shown below

IP Address:192.168.0.1

Port: 23
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ﬁ PuTTY Cenfiguration
Category:

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
[ Selection

- Colours

[=- Connection

- Data

- Proxy

- Telnet

- Flogin

- 55H

- Seral

7 el

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
152.162.0.1 23
Connection type:

() Raw @ Telnet () Rlogin ) SSH () Sernial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit: )
() Aways () Never @ Only on clean exit

ot || Hep

[ Open l ’ Cancel

Fig-12. PuTTYconfiguration in PC for Telnet access

Step 3: Click on T O p e vioUwill get following window.

Username: admin
Password; **#xkik

(Note: Password is mentioned on backside of device)
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192.168.0.1 - PuTTY

Fig-13. COMMANDO Series C3000 Switch CLI access via telnet
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1. ADMINISTRATION

General commands used in C3000 Series Switches are describe d in the
Administration. The switch administration is to perform some basic switch
administration tasks. These commands are generally used for basic configuration of
switch.
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1.1 CONFIGURE TERMINAL

Use Tconf i gur ecommamdnao anéet dglobal configur ation mode. In global
configuration mode, the prompt willshowas TSwitch(config)#U

Switch# configure terminal

Switch(config)#
Syntax Configure terminal
Mode Privileged EXEC

Example | This example shows how to enter global configuration mode.
Switch#configure terminal
Switch(config)#
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1.2 CLEAR ARP

Use Tcl e a-c a malr@dmand to clear all or specific one ARP entry. Clear the
dynamic ARP learnt by the switch.

Switch# clear arp-cache

Syntax clear arp-cache

Mode User EXEC Privileged EXEC

Example This example shows how to clear all arp entries.
Switch# clear arp-cache

Used to clear the non-aged out unavailable ARP entries
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1.3 CLEAR Service

UseT c | e@mmbhd to kill all existing sessions for the select service.

Switch# clear ( arp-cache | authentication | gvrp | interfaces | ip | ipv6 | lacp | line
| lidp | logging| mac| mvr| port-security | rmon| spanning-tree)

Syntax clear ( arp-cache | authentication | gvrp | interfaces | ip | ipv6 | lacp | line
| lidp | logging| mac | mvr | port-security | rmon | spanning-tree )

Mode Privileged EXEC

Example

This

example shows how to clear interfaces,
Switch# clear interfaces GigabitEthernet 1 counters
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1.4 ENABLE

In User EXEC mode, user only dbws to do a few actions. Most of commands are only

available in privileged EXEC mode. Use T e n a bcdmemtdhd to enter the privileged

mode to do more actions on switch. I n privile
able to go back to user EXEC mode with original user privilege level. If you need to go

back to user EXEC mode with different privilege level, use Td i s acbrhnetdl to

specify the privilege level you need. In privieged EXEC mode, the prompt will

showT Swi t ch#U.

Switch>enable [ <Z-155]
Switch# disable [<1-14>]
Note: Default Enable password is <Enter Button>

Syntax enable [<1-15>]
disable [ <7-144

Parameter | <1-15> Specify privileged level to enable
<I-14> Specify privileged level to disable

Default Default privilege level is 15 if no privilege level is specified on enable
command.
Default privilege level is 1 if no privilege level is specified on disable
command.

Example This example shows how to enter privileged EXEC mode and show
current privilege level.
Switch>enable
Password:

Switch# show privilege

i

Switch# disable
Switch>
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1.5 END

Use T e n doblimand to return to privileged EXEC mode directly. Every mode except
User EXEC mode has theT e n ecbidmand.

Switch# configure terminal
Switch(config)# interface GigabitEthernet 1
Switch(config -if)# end

Syntax end

Mode Privileged EXEC Global Configuration
Interface Configuration
Line Configuration

Example This example shows how to enter Interface Configuration mode and use
end command to go back to privileged EXEC mode

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# end
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1.6 EXIT

In User EXEC mode, T e x ¢oinrbind will close current CLI session. In other modes,

T e xdortinkind will go to the parent mode. And every mode has the T e xdormntéind.

Switch# exit
Syntax exit
Mode User EXEC Privileged EXEC Global Configuration Interface Configuration

Line Configuration

Example

This example shows how to enter privileged EXEC mode and use exit
command to go back to user EXEC mode.

Switch>enable

Switch# exit

Switch>
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1.7 HISTORY

Use T hi s tcammgntto specify the maximum commands history number for CLI

running on console, telnet or ssh service. Every command input by user will record in
history buffer. If all history commands exceed configured history number, older ones
will be deleted from buffer. Use Th o hits tisalleyti# history feature. And use
Tshow historyU to show all history commands.

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# history 100
Switch(config -line)# exit

Syntax history <7-256>
no history
Parameter <1-256>Specify maximum CLI history entry number.
Default Default maximum history entry number is 128.
Mode Line Configuration

This example shows how to change console history number to 100,
telnet history number to 150 and ssh history number to 200.
Switch# configure terminal

Switch(config)# line console
Switch(config -line)# history 100
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# history 150
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# history 200
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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This example shows how show history commands.
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1.8 HOSTNAME

UseT h o s t ncammeahl] to modify hostname of the switch. The system name is also

used to be CLI prompt. Specifies the host name for the switch. This command

specifies or modifies the host name (Maximum length: 255 characters)

Switch# configure terminal
Switch(config)# hostname {WORD}

Syntax hostname {WORD}

Parameter | WORDSpecify the hostname of the switch.

Default Default name stringis TSwi t ch U

Mode Global Configuration

Example This example shows how to modify contact information

Switch# configure terminal

Switch(c onfig)# hosthame commando
commando(config)#
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1.9 INTERFACE

Some configurations are port based. To configure these configurations, we need to

enter Interface Configuration mode to configure them. Use Ti nt e rcdmanand 6

enter the Interface Configuration mode and select the port to be configured. In

Interface Configuration mode, the prompt willshowas TSwi t c h-{ ¢ 0 #Ui ¢

Switch# configure terminal
Switch(config)# interface {/F PORTS}
Switch(config)# interface range {/F PORT starting- IF_PORT endig }

Syntax interface {/F PORTS}
interface range {/F PORTS}

Parameter | /F PORTSpecify the port to select. This parameter allows partial port name
and ignore case.
For Example:
GigabitEthernet 1, GigabitEthernet2, GigabitEthernet3 and so on
If port range is specified, the list format is also available.
For Example:
0il,3,5
gi2, gil-3

Mode Global Configuration

Usage Some configurations are port based. In order to configure these
configurations, we need to enter Interface Configuration mode to configur e
t hem. Use TinterfacelU command t o ern
and select the port to be configured. In Interface Configuration mode, the
prompt will showas TSwi t ch-§ € 9 #Ui g

Example This example shows how to enter Interface Configuration mode

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)#

Switch# configure terminal
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Switch(config)# interface range GigabitEthernet 1-3
Switch(config -if-range)#

m
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1.10IP

Use Ti mpdidhmand followed by combinatio n to configure important C3000 series

switches Functions as follows.

acl

arp
dhcp
domain
host

http
https
igmp

This command creates an ACL, which perform classification on

layer 3 fields and enters ip-access configuration mode.
ARP confguration

DHCP configuration

IP Domain Naming System

To define static host name-to-address mapping in the

host cache

HTTP server configuration

HTTPS server configuration

IGMP Configuration

name-server  To set the available name servers, use the ip

pool
route
source
ssh
telnet

name-server global configuration command.

ip pool configuration
Establish static routes
IP Source Guard Configuration

SSH (Secure Shell) configuration

Telnet daemon configuration

unicast-routing Enable forwarding of IPv4 unicast datagrarm

Switch# configure terminal

Switch(config)# ip (acl | arp| dhcp | domain | host | http | https | igmp | name -server |

pool | route | source | ssh| telnet| unicast-routing )

Syntax

ip (acl| arp| dhcp | domain | host | http | https | igmp | name -
server | pool | route | source | ssh| telnet | unicast-routing )
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Parameter

Default NIL
Mode Global Configuration
Example Th

is example shows routing table of C3000 series Switches
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1.11 Router-id

Use Trouter-idUis a 32-bit IP address that uniquely identifies a router in an Autonomous
System (AS).

Switch# configure terminal
Switch(config)# router-id {A.B.C.D}

Switch(config)# no router-id

Syntax router-id {A.B.C.D}
no router-id

Parameter A.B.C.DSpecify router ID IPv4 address for switch

Default NA

Mode Global Configuration

Example This example shows how to modify the ipv4 address of the
switch.

Switch# configure terminal

Switch(config)# router-id 1.1.1.1

This example shows how to show current ipv4 router ID of the
switch.
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1.12 IP DHCPSNOOPING

UseTi p dneapipgUis a security feature that acts like a security program between

untrusted hosts and trusted DHCP servers. The DHCP snooping feature performs the

foll owing activities: Y Validates DHCPdmessadg
filters out invalid messages.

Use T n o snhbopingUcommand to disabled dhcp client and use static ip address.

Switch# configure terminal
Switch(config)# ip dhcp snooping

Switch(config)# no ip dhcp snooping

Syntax ip dhcp snooping

no ip dhcp snooping

Default Default DHCP snooping is disabled.

Mode Global Configuration

Example | This example shows how to enable dhcp snooping.

Switch# configure terminal

Switch(config)# ip dhcp snooping

This example shows how to show current dhcp snooping state of the
switch.
Switch# sh

ow ip dhcp snooping

S i h Mac i
.........
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1.13 IPV6 AUTOCONFIG

UseTi pv 6 autanmand foiergplded IPv6 auto configuration feature. Use T n o
i pv6 autcarnaml foidigabfed IPv6 auto configuration feature.

Switch# configure terminal
Switch(config) # ipv6 autoconfig

Switch(config)# no ipv6 autoconfig

Syntax ipv6 autoconfig
no ipv6 autoconfig
Default Default IPv6 auto config is enabled.
Mode Global Configuration
Example This example shows how to enable IPv6 auto config.

Switch# configure terminall

Switch(config)# ipv6 autoconfig
This example shows how to show current IPv6 auto config state.
Switch# show ipv6 interface

BO::8e02:faff:fe05:4
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1.14 IPV6 ADDRESS

UseTi pv 6

a cbhmaadsts sgecify static IPv6 address.

Switch# configure terminal
Switch(config)# ipv6 address /X XX Xprefix <0-128>

Syntax ipv6 address X X X prefix <0-128>
Parameter | address X X::X:)XSpecify IPv6 address for switch
prefix <0-128> Specify IPv6 prefix length for switch
Mode Global Configuration
Example This example shows how to add static ipv6 address of the switch.

Switch# configure terminal
Switch(config)# ipv6 address 2001::1 prefix 64
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1.15 IPV6 DEFAULTGATEWAY
UseTi pv 6 -daf awbmnidndto modify default gateway IPv6.

Switch# configure terminal
Switch(config)# ipv6 default-gateway /XX X:X}

Syntax ipv6 default-gateway /X X XX}

Parameter | X:X.X:)XSpecify default gateway IPv6 address for switch

Mode Global Configuration

the switch.
Switch# configure terminal

Switch(config) ipv6 default-gateway 2002::1

Example This example shows how to modify the ipv6 default gateway address of
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1.16 IPV6 DHCP

Use Ti pv 6 abrhnecapdXo enabled dhcpv6 client to get IP address from remote
DHCPvV6 server. UseTno i p v 6omahdnatp dibabled dhcpv6 client and use static
ipv6 address or ipv6 auto config address.

Switch# configure terminal
Switch(config)# ipv6 dhcp

Switch(config)# no ipv6 dhcp

Syntax ipv6 dhcp

no ipv6 dhcp
Default Default DHCPvV6 client is disabled.
Mode Global Configuration

Example This example shows how to enable dhcp client.
Switch# configure terminal

+

Switch(config)# ipv6 dhcp
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1.17 IP SERVICE

This is one of very important command to enable/disable management access via CLI.

Use Ti p

(telnet | samman{l to kertablepall kindshadf mgns Jeldent

services. Such as telnet, ssh, http and https from CLI.

Switch# configure terminal
Switch(config)# ip (telnet | ssh | http | https)

Switch(config)# no ip (telnet | ssh | http | https)

Syntax ip (telnet | ssh | http | https)
no ip (telnet | ssh | http | https)

Parameter | telnet Enable/Disable telnet service
ssh Enable/Disable ssh service
http Enable/Disable http service
https Enable/Disable https service

Default Default telnet service is disabled.
Default ssh service is disabled.
Default http service is enabled.
Default https service is disabled.

Mode Global Configuration

telnet service status.
Switch# configure terminal
Switch(config)# ip telnet
Telnet daemon enabled.
Switch(config)# exit
Switch# show line telnet

Example This example shows how to enable telnet service and show current
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Bile ime : 0 (seconds)

This example shows how to enable https service and show current https
service status.

Switch# configure terminal
Switch(config)# ip https
Switch(config)# exit
Switch# show ip https

o T e F ure
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1.18 IP SESSIONTIMEOUT

Use Ti p

https service. When user login into Web GUI and do not do any action after session

s ¢ $ snie wanimbhd to specify the session timeout value for http or

timeout will be logged out.

Switch# configure terminal
Switch(config)# ip (http | https) session-timeout <0-86400>

Syntax ip (http | https) session-timeout <0-86400>
Parameter | httpSpecify session timeout for http service.
https Specify session timeout for https service.
<0-86400> Specify session timeout minutes. 0 means never timeout.
Default Default session timeout for http and https is 10 minutes.
Mode Global Configuration
Example This example shows how to change http session timeout to 15min and

https session timeout to 20min
Switch# configure terminal

Switch(config)# ip http session-timeout 15

Switch(config)# ip https session-timeout 20

This example shows how to enable https service and show current https
service status.
Switch# show ip http
Switch# show ip https

Sw q)$# ip http =

: 20 (minutes)
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1.19 IP SSH

UseTi p ®mrhadt to generate the key files for ssh co nnection. Enables the SSH
server on the switch. The SSH server on this switch supports both password and
public key authentication. If password authentication is specified by the SSH client,
then the password can be authenticated either locally or via a RA DIUS or TACACS+
remote authentication server.

Switch# configure terminal
Switch(config)# ip ssh (v1|v2|all|port)

Switch(config)# no ip ssh (v1|v2|all|port)

Syntax ip ssh (v1|v2]all|port)
no ip ssh (v1|v2|all|port)
Parameter vl Generate/Delete version 1key files

v2 Generate/Delete version 2 key files
port tcp port number; default port 22
all Generate/Delete version 1 and 2 key files

Default Version 2 key files will be generated by default

Mode Global Configuration

Example This example shows how to delete and re-generate ssh version 2 key
files.

Switch# configure terminal

Switch(config)# ip ssh v2
Switch# show ip ssh
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1.20 LINE

Some configurations are line based. To configure these configurations, we need to
enter Line Configuration mode to c onfigure them. Use T | i e¢comrbBnd to enter the
Line Configuration mode and select the line to be configured. In Line Configuration
mode, the prompt willshowas TSwi t chllicoa) # g

Switch# configure terminal
Switch(config)# line ( console | telnet | ssh)

Syntax line ( console | telnet | ssh)

Parameter console Console terminal line
ssh  Virtual terminal for secured remote console access (SSH)
telnet Virtual terminal for remote console access (Telnet)

Mode Global Configuration

Example This example shows how to enter Interface Configuration mode
Switch# configure

Switch(config)# line console

Switch(config -line)#

=
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1.21 REBOOT

Use Tr e b eomimbhd to make system hot restart. Switch will be Power OFF and
again ON (Restart) with this command.

Switch# reboot
Syntax reboot
Mode Privileged EXEC
Example This example shows how to restart the system

Switch# reboot
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1.22 ENABLE PASSWORD

UseTenabl e peosmandto editfpassword for each privilege level for enable
authentication. Use Th o e nemhaadfto restore enable password to default

empty value. The only way to show this configuration isusing Tshow r-caeomf ingVU
command.

Switch# configure terminal
Switch(config)# enable [privilege <1-15>] (password UNENCRYPYPASSWORD| secret

UNENCRYPYPASSWORD | secret encrypted ENCRYPTPASSWORD)

Switch(config)# no enable [privilege <0-15>]

Syntax enable [privilege <Z-15>] (password UNENCRYPTFPASSWORD | secret
UNENCRYPTPASSWORD | secret encrypted ENCRYPIPASSWORD)

no enable [privilege <0-15-]

Parameter | privilege <0-15>Specify the privilege level to configure. If no privilege level
is specified, default is 15.

password UNENCRYPTFSpecify password string and make it not
encrypted.

secret UNENCRYPT PASSWORDspecify password string and m ake it
encrypted.

secret encrypted ENCRYPT- PASSWORD Enter an encrypted password.
Use this keyword to enter a password that is already encrypted (for
instance, a password that you copied from another the configuration file
of another device).

Default No default enable password for all privilege levels.

Mode Global Configuration
Example This example shows how to edit enable password for privilege level 15
Switch#configure terminal

Switch(config)# enable password abc
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Configuration of privileged le vel for enable passwords

Switch#configure terminal
Switch(config)# enable privilege 15 secret xyz

This example shows how to set privilege level for enable password.
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1.23 EXEGTIMEOUT

Use T e x-& t me eamiméid to specify the session timeout value for CLI running on
console, telnet or ssh service. When user login into CLI and do not do any action after
session timeout will be logged out from the CLI session. It basically sets the interval
that the command interpreter waits until user input is detec ted.

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# exec-timeout <0-65535>

Syntax exec-timeout <0-65535>

Parameter | <0-65535> Specify session timeout minutes. 0 means never timeout
Default Default session timeout for all lines are 10 minutes.

Mode Line Configuration

Example This example shows how to change console session timeout to 15min,

telnet session timeout to 20min and ssh session timeout to 25min.
Timeout after specified minutes (O means no timeout)
Switch# configure terminal

Switch(config)# line console
Switch(config -line)# exec-timeout 15
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# exec-timeout 20
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# exec-timeout 25
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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1.24 PASSWORDTHRESH

Sets the password intrusion threshold, which limits the number of failed logon

attempts. When a connection is started on a line with passw ord protection, the system

prompts for the password. If you enter the correct password, the system shows a

prompt. You can use the password -thresh command to set the number of times a user

can enter an incorrect password before the system terminates the li ne connection and
returns the terminal to the idle state. Use T p a s s W & r @cerhndind to specify the
password fail retry number for CLI running on console, telnet or ssh service. When user

inputs password to login and authenticat ion fails, the failed retry number will increase

one. After fail retry number exceed configured one, the CLI will block login for the

period of silent time which configured by the command Ts i 4t € me U.

Switch# configure terminal

Switch(config)# line console

Switch(config -line)# password -thresh 4

Syntax password-thresh <0-120>

Parameter | <0-120>Specify password fail retry number. 0 means no limit.

Default Default password fail retry number is 3.

Mode Line Configuration

Example This example shows how to change console fail retry number to 4,

telnet fail retry number to 5 and ssh fail retry number to 6. The number
of allowed password attempts. (Range: 0 -120; 0: no threshold)
Switch# configure terminal

Switch(config)# line console
Switch(config -line)# password -thresh 4
Switch (config-line)# exit
Switch(config)# line telnet
Switch(config -line)# password -thresh 5
Switch(config -line)# exit
Switch(config)# line ssh

Switch(config -line)# password -thresh 6
Switch(config -line)# exit
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This example shows how show line information.
Switch# show line

H= =

= W= M

ot e e D

E.

{ o oH
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1.25 PING

Ping (Packet Internet Groper) tests the connection between two network nodes by
sending packets to a host and measure the round -trip time. Use T p i manbiand to
do network ping diagnostic. Ping command is mainly used for sending ICMP query
packet from the switches to remote devices, also for check the accessibility between
the switch and the remote device.

Switch# ping HOSTNAMHcount <1-999999999>]

Syntax ping HOSTNAMHcount <1-999999999>]

Parameter | HOSTNAMESpecify IPv4/IPv6 address or domain name to ping.
count <1-999999999> Specify how many times to ping.

Mode User EXEC
Privileged EXEC
Example This example shows how to ping remote host 192.168.0.21

Switch# ping 192.168.0.21
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1.26 TRACEROUTE

Traceroute discovers the IP routes along which packets were forwarded by sending an

IP packet to the target host and back to the device. The Trace route page shows each

hop between the device and a target host, and the round -trip time to each such hop.

Use Tt r acercamumbtned Uo do network trace route diagnostic. Traceroute

command is for testing the gateways through which the data packets travel from the

source device to the destination device, so to check the network accessibility and

locate the network failure.

Switch# traceroute {A.B.C.DJ}[max_hop<2-255>]

Syntax Traceroute {A.B.C.D}[max_hop<2-255>]
Parameter | A.B.C.DSpecify IPv4 to trace.
max_hop<2-255>Specify maximum hop to trace.
Mode User EXEC
Privileged EXEC
Example This example shows how to trace route host 192.168 .0.21.

Switch# traceroute 192.168.0.21
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1.27 SHOW ARP

UseT s h o w cammpnd’to d isplays entries in the ARP cache.

Switch# show arp

Syntax show arp
Mode User EXEC
Privileged EXEC
Example This example shows how to show arp entries.

Switch# show arp
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1.28 SHOW CPU UTILIZATION

UseTs how

c pu ootindnd ta shawicarnenit’yCPU utilization.

Switch# show cpu utilization

Syntax show cpu utilization
Mode Privileged EXEC
Example This example shows how to show current CPU utilization.

Switch# show cpu utilization

-
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1.29 SHOW HISTORY
UseTs how htb showoconymadnds we input before.

Switch# show history

Syntax show history

Mode User EXEC
Privileged EXEC
Global Configuration

Example This example shows how show history commands.
Switch# show history
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1.30 SHOW INFO

UseT s h o w commiaral & show system summary information.

Switch# show info

Syntax show info

Mode User EXEC
Privileged EXEC

Switch# show info

5w hi Ww info

Example This example shows how to show system version.
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1.31 SHOW IP

UseTshow ip
gateway.

domrhaed td shavesydtem IPv4 address, net mask and default

Switch# show ip interface

switc h.

Switch# show ip interface

Switch¥ show

IP &ddress

Syntax show ip interface
Mode User EXEC
Privileged EXEC
Example This example shows how to show current ipv4 address of the
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1.32 SHOW IP DHCPsnooping

UseT s how i gmoopirgdShows the DHCP snooping configuration settings.

Switch# show ip dhcp snooping

Syntax show ip dhcp snooping
Mode User EXEC
Privileged EXEC
Example This example shows Shows the DHCP snooping configuration settings
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1.33 SHOW IP HTTP
UseTs how i gmnmabdttgpshbdbw HTTP/HTTPS information.

Switch# show ip (http|https)

Syntax show ip (http|https)

Mode Privileged EXEC

Example This example shows how to show current ipv4 address of the switch.
Switch# show ip http
Switch# show ip https
Cwitch# - htto
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1.34 SHOW IPV6 Interface

UseTshow i pv 6 commanegto $hancsgstém IPv6 address, net mask, default
gateway and auto config state.

Switch# show ipv6 interface

Syntax show ipv6 interface

Mode User EXEC
Privileged EXEC

Example | This example shows how to show current ipv6 interface address of the
switch.
Switch# show ipv6 interface

£ oF T

BO::8e02:faff:fe05:4
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1.35 SHOW LINE

Use Ts h ow cbnnmaredWb show all line configurations including session timeout,
history count, password retry number and silent time. For telnet and ssh, it also shows
the service enable/disable state.

Switch# show line [(console | telnet | ssh)]

Syntax show line [(console | telnet | ssh)]

Parameter | console Select console line to show.
telnet Select telnet line to show.
Ssh Select ssh line to show.

Mode Privileged EXEC

Example This example shows how show all |
Switch# show line
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1.36 SHOW MEMORY STATISTIS

UseTs how me mo r ycorsntaadtta skotv cucrentdnemory utilization.

Switch# show memory statistics

Syntax show memory statistics
Mode Privileged EXEC
Example This example shows how to show current system memory statistics.

Switch# show memory st atistics

Switch NET
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1.37 SHOW PRIVILEGE

UseTs how p rconmiaiddeogleoWthe privilege level of the current user.

Switch# show privilege

Syntax show privilege

Mode User EXEC
Privileged EXEC

Example This example shows how to show arp entries.
Switch# show privilege

n#¥
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1.38 SHOW USERNAME

UseTs how us eommandndys all user accounts in local database.

Switch# show username

Syntax | show username

Mode Privileged EXEC

Example | This example shows how to show existing user accounts.
Switch# show username

SwW ame
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1.39 SHOW USERS

UseTs how usnenand &how information of all active users.

Switch# show users

Syntax show users
Mode Privileged EXEC
Example This example shows how to show existing user accounts.
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1.40 SHOW VERSION

UseTshow

display firmware version and date information of the switch.

v eamsand t Bhow loader and loader version and date a nd also

Switch# show version
Syntax show version
Mode User EXEC

Privileged EXEC

Example

This example shows how to show system version.
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1.41 SILENTTIME

UseTs i | e ndomnmandmaespPecify the silent time for CLI running on console, telnet

or ssh service. When user inputs password to login and authenticat ion fails, the failed

retry number will increase one. After fail retry number exceed configured one, the CLI

will block login for the period of silent time which configured by the command Tsid ent

ti melU

Sets the amount of time the management console is inaccessible after the number of

unsuccessful logon attempts has been exceeded. The range is from 1 to 65535

seconds & by default it is disabled.

Switch# configure terminal

Switch(config)# line {console|telnet|ssh|http}
Switch(config -line)# silent-time <0-65535>

Syntax silent-time <0-65535>

Parameter <0-65535> Specify silent time with unit seconds. 0 means do not
silent.

Default Default silent time is O.

Mode Line Configuration

Example This example shows how to change console silent time to 10, telnet

silent time to 15 and ssh silent time to 20.
Switch# configure terminal

Switch(config)# line console
Switch(config -line)# silent-time 10
Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# silent-time 15
Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# silent-time 20
Switch(config -line)# exit

This example shows how show line information.
Switch# show line
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1.42 SSL

Use T s sdmidhand to generate security certificate files such as RSA, DSA.

Switch# ssl
Syntax ssl
Mode Global Configuration
Example This example shows how to generate certificate files.

Switch# ssl
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1.43 SYSTEM NAME

UseTsyst em caomaamnd td modify system name information of the switch. The
system name is also used to be CLI prompt. System name and system description
advertisement can also provide useful information for collecting network flow data.
System description advertisement can include data such as the full name of the
advertising device, hardware type of system, the version information of softwa re
operation system and so on.

Switch# configure terminal
Switch(config)# system name {NAME}

Syntax system name {NAME

Parameter NAME | NAMESpecify system name string.

Default Default name stringisTSwi t ch U

Mode Global Configuration

Example This example shows how to modify contact information

Switch# configure terminal

Switch(config)# system name COMMANDO
COMMANDO(config)#
COMMANDO# show info

ST ig ©

ystem name COMMAND

 COMMANIMN
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1.44 SYSTEM CONTACT

Use Tsyst em ccanmand ¢cot nddify contact information of the switch.
generally can be set for administrator responsible for the system troubleshooting and

maintenance.

Switch# configure terminal
Switch(config)# system contact {CONTACT}

It is

Syntax system contact {CONTACT}

Parameter CONTACTSpecify contact string.

Default Default contact stringis TDef aul t. Cont act U
Mode Global Configuration

Example This example shows how to modify contact information

Switch# configure terminal

Switch(config)# system contact callcommando
Switch# show info

witch (config)# system c . allcommando

5 em L cion H

System Contact 1 callcommando

MAC Add H : tFR:05:00:04
r - -
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1.45 SYSTEM LOCATION

Use Tsystoecmat coomidnd to modify location information of the switch.
Specifies the system location.

Switch# configure terminal
Switch(config)# system location {LOCATION}

Syntax system location {LOCATION}

Parameter LOCATIONSpecify location string.

Default Default | ocabe foaulstt rLi cnagyga tiiso nfU.
Mode Global Configuration

Example This example shows how to modify contact information

Switch# configure terminal
Switch(config)# system location US
This example shows how to show system location informatio n
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1.46 TERMINAL LENGTH

Use Tt er mi n atommandtg sphcl the maximum line number the terminal is

able to print.

Switch# terminal length <0-24>

Syntax terminal length <0-24>
Parameter | <0-24>Specify terminal length value. 0 means no limit.
Default Default terminal length is 24.
Mode User EXEC
Privileged EXEC
Example This example shows how to change terminal length.
Switch# terminal length 24
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1.47 USERNAME

Use Tus er neommddd to add a new user account or edit an ex isting user
account. Anduse Th o u s e tonldemerJexisting user account. The user account
is a local database for login authentication.

Switch# configure terminal

Switch(config)# username WORD<0-32>[privilege (adminjuser|<0-15>)] (nopassword |
password UNENCRYPYPASSWORD | secret UNENCRYPYASSWORD | secret
encrypted ENCRYPTPASSWORD)

Switch(config)# no username WORD<(-32>

Syntax username WORD<0-32>[privilege (adminjuser|<0-15>)] (nopassword |
password UNENCRYPY¥PASSWORD | secret UNENCRYPY¥ASSWORD |
secret encrypted ENCRYPT-PASSWORD)

no username WORD<0-32>

Parameter | username WORD<(0-32> Specify username to add/delete/edit.
privilege admin Specify privilege level to be admin (privilege 15)
privilege user Specify privilege level to be user (privilege 1)

privilege <0-15> Specify custom privilege level password.
UNENCRYPY PASSWORD Specify password string and make it not
encrypted.

Secret UNENCRYPY PASSWORD Specify password string and make it
encrypted.

secret encrypted ENCRYPT- PASSWORDEnNter an encrypted password.
Use this keyword to enter a password that is already encrypted (for
instance, a password that you copied from another the configuration
file of another device).

Default Default username T a d mihas Wassword T ¢ 0 mma nwdtto plivilege
15.
Mode Global Configuration
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Example

This example shows how to add a new user account.
Switch#configure terminal

Switch(config)# username test secret passwd
This example shows how to show existing user accounts.
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1.48 USB

Use T u s bobimand to enable Universal Serial Bus (USB) Storage feature which is
used to store and deploy switch configurations and images from other USB Flash to
the switch.

Switch# usb

Syntax usb

Parameter | install Install
remove Remove

Default Default usb unistalled.

Mode Global Configuration

Example | This example shows how to add and remove usb.
Switch# usb install
Switch# usb remove
Switch# show username

O r

1> command.

Note: This command is very useful for upgrading the image and installing
standard configure file or taking switch backup.
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2. AAA (Authentication, Authorization, Accounting)

AAA is short for Authentication, Authorization and Accounting, it provides a
consistency framework for the network management safely. According to the three
functions of Authenti cation, Authorization, Accounting, the framework can meet the
access control for the security network: which one can visit the network device, which
access-level the user can have and the accounting for the network resource. The AAA
feature allows you to verify the identity of grant access to and track the actions of
users managing C3000 Series switches. The C3000 Series switches support Remote
Access Dial-In User Service (RADIUS) or Terminal Access Controller Access Control
device Plus (TACACS+) protocols.

The three security functions can be summarized as follows:

Authentication: Identifies users that request access to the network.

Authorization: Determines if users can access specific services.

Accounting: Provides reports, auditing, and billing for services that users have
accessed on the network.

The AAA functions require the use of configured RADIUS or TACACS+ servers in the
network. The security servers can be defined as sequential groups that are applied as
a method for controlling user access to spec ified services. When the switch attempts
to authenticate a user request is sent to the first server in the defined group, if there is
no response the second server will be tried, and so on. If at any point a pass or fail is
returned, the process stops.

The switch supports the following AAA features:

Accounting for IEEE 802.1X authenticated users that access the network through the
switch. Accounting for users that access management interfaces on the switch

through the console and Telnet. Accounting for com mands that users enter at specific
CLI privilege levels.

Authorization of users that access management interfaces on the switch through the

console and Telnet. Based on the user ID and password combination that you provide,
the C3000 Series switches perfor m local authentication or authorization using the local

database or remote authentication or authorization using one or more AAA servers. A
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preshared secret key provides security for communication between the C3000 Series
switches and AAA servers. You can configure a common secret key for all AAA servers
or for only a specific AAA server.

The accounting feature tracks and maintains a log of every management session used
to access the C3000 Series switches. You can use this information to generate reports
for troubleshooting and auditing purposes. You can store accounting logs locally or
send them to remote AAA servers.

IS
Glents _é_

Switch
Authenticator Authentication Server

Fig 2.1.1AAA C3000 Series Switches
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2.1 AAA AUTHENTICATION

AAA security provides the following services:

1) Authentication - Identifies users, including login and password dialog, challenge and
response, messaging support, and encryption depending on the security protocol that
you select. Authentication is the process of verifying the identity of the person or device

accessing the C3000 Series switches. This process is based on the user ID and
password combination provided by the entity t rying to access the C3000 switch. The
C3000 Series switches allow you to perform local authentication (using the local

lookup database) or remote authentication (using one or more RADIUS or TACACS+
servers).

2) Authorization - Authorization Provides access controls.

AAA authorization is the process of assembling a set of attributes that describe what
the user is authorized to perform. Authorization in C3000 Series switches is provided
by attributes that are downloaded from AAA servers. Remote security serv ers, such as
RADIUS and TACACS+, authorize users for specific rights by associating attribute-value
(AV) pairs, which define those rights with the appropriate user.

3) Accounting - Provides the method for collecting information, logging the information
locally, and sending the information to the AAA server for billing, auditing, and
reporting.

Login authentication is used when user try to login into the switch. Such as CLI login

dialog and WEBUI login web page. Enable authentication is used only on CLI for user
trying to switch from User EXEC mode to Privileged EXEC mode. Both support
following authenticate methods. TACACS+ provides more control over the

authorization of commands while in RADIUS, no external authorization of commands is

supported. All the AAA packets are encrypted in TACACS+ while only the passwords
are encrypted in RADIUS is more secure.
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Each list allows you to combine these methods with different orders. For example, we

want to authenticate login user with remote TACACS+ server, but serv er may be

crashed. Therefore, we need a backup plan, such as another Radius server. So, we

can configure the list with TACACS+ server as first authentication method and Radius

server as second one.

Switch# configure terminal

Switch(config)# aaa authentication (login | enable) (default | /istname ) [methodlist
J[methodlist] [methodlist] [methodlist]
Switch(config)# no aaa authentication (login | enable) {listhame}

Syntax aaa authentication (login | enable) (default | /istname ) methodlist
[methodlist] [meth odlist] [methodlist]
no aaa authentication (login | enable) {listhame}
login Add/Edit login authentication list
enable Add/Edit enable authentication list
default Edit default authentication list
listhame Specify the list name for authent ication type
methodlist  Specify the authenticate method, including none, local
enable, tacacs+, radius.

Default Default authentication list name for type login is T d e f aand defblilt
methodis Tl ocal U
Default authentication list name for type enable is T d e f aandl defadilt
methodisTenabl eU

Mode Global Configuration

Example | This example shows how to add a login authentication list to authenticate
with order tacacs+, radius, local.
Switch(config)# aaa authentication login testl tacacs+ radius loca |
This example shows how to show existing login authentication lists
Switch# show aaa authentication login lists
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Switch(config)# aaa authentication enable testl tacacs+ radius enable
This example shows how to show existing enable authentication lists
Switch# show aaa authentication login lists Enable

© 2022 COMMANDO Networksc., USAAIl rights reserved.

101



2.2 LOGIN AUTHENTICATION

Different access methods are allowed to bind different login authentication lists. Use

Tl ogin

a u t tommand tec And theliat t§ specific line (console, telnet, ss h).

Switch# configure terminal

Switch# line [console|telnet|ssh]

Switch(config -line)# login authentication {listname}

Switch(config -line)# no login authentication

Syntax login authentication {listhame}
no login authentication
Parameter listhame Specify the login authentication list name to use.
Default Default login authentication list for each lineis Tdef aul t U
Mode Line Configuration
Example This example shows how to create a new login authentication list

and bind to telnet line.

Switch(config)# aaa authentication login testl (tacacs+| radius | local
| none |enable)

Switch(config)# line telnet

Switch(config -line)# login authentication testl

This example shows how to show line binding lists.

Switch# show line lists
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2.3 |IP HTTP LOGIN AUTHENTICHON

Different access methods are allowed to bind different login authentication lists. Use

Tip (http | htt psjomrhaadgted bind theaulisthoeWEBU I ecadss flom U

http or https.

Switch# configure terminal

Switch(config)# ip (http | https) login authentication {/istname}

Switch(config)# no ip (http | https) login authentication

Syntax ip (http | https) login authentication {/istname}
no ip (http | https) login authentication

Parameter | http: Bind login authentication list to user access WE BUI with http
protocol
https: Bind login authentication list to user access WEBUI with https
protocol
listname Specify the login authentication list name to use.

Default Default login authentication list foreach lineis Tde f aul t U

Mode Global Configuration

Example | This example shows how to create two new login authentication lists and

bind to http and https.
Switch# configure terminal

Switch(config)# aaa authentication login testl tacacs+ radius local
Switch(config)# aaa authentication login test2 radi us local
Switch(config)# ip http login authentication testl

Switch(config)# ip https login authentication test2

This example shows how to show line binding lists.

Switch# show line lists
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2.4 ENABLE AUTHENTICATION

Different access methods are allow ed to bind different enable authentication lists. Use

Tenabl e

a u t dommand techent thedist 14 specific line (console, telnet, ssh).

Switch# configure terminal

Switch(config -line)# enable authentication {listhame}

Switch(config -line)# no enable authentication

Syntax enable authentication {listhame}
no enable authentication
Parameter listhame Specify the enable authentication list name to use.
Default Default enable authentication list for each lineis Tdef aul t U
Mode Line Configuration
Example This example shows how to create a new enable authentication list

and bind to telnet line.
Switch# configure terminal

Switch(config)# aaa authentication enable testl tacacs+ radius enable
Switch(config)# line telnet
Switch(config -line)# enable authentication testl
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2.5 SHOW AAA AUTHENTICATION

Use Tshow aaa autcomenartditec show logm Wuthentication or Enable
authentication method lists.

Switch# show aaa authentication (login | enable) lists

Syntax show aaa authentication (login | enab le) lists

Parameter | login Show login authentication list.
enable Show enable authentication list.

Mode Privileged EXEC
Example This example shows how to show existing login authentication lists.
Switch# show aaa authentication login lists

Sw aaa auth login lists

This example shows how to show existing enable authentication lists
Switch# show aaa authentication login lists
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2.6 SHOW LINE LISTS

UseTs how | icameand io shbv dlflines binding list of all.

Switch# show line lists

Syntax show line lists
Mode Privileged EXEC
Example This example shows how to show line binding lists.

Switch# show line lists

d

ot [L
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2.7 TACACS DEFAULTCONFIG

Use Tt ac acs-coda fagnihd to modify default values of TACACS+ Server.
These default values will be used when user try to create a new TACACS+ Server and

not assigned these values.

Switch# configure terminal
Switch(config)# tacacs default -config [key TACACSKEY] [timeout <Z-30>]

Syntax tacacs default -config [key TACACSKEY] [timeout <1-30>]
Parameter key TACACSKEYSpecify default tacacs+ server key string.
timeout <Z-30> Specify default tacacs+ server timeout value.
Default Default tacacs+ keyis T* * * * * * * * |
Default tacacs+ timeout is 5 seconds.
Mode Global Configuration
Example This example shows how modify defau It tacacs+ configuration

Switch# configure terminal

Switch(config)# tacacs default -config timeout 20
Switch(config)# tacacs default -config key tackey

This example shows how to show default tacacs+ configurations.
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2.8 TACACS HOST

Use TTACACS + command td add or edit TACACS+ Server for Authentication,
Authorization or accounting. Use T n dddhn to delete one or all TACACS+ servers from

database.

Switch# configure terminal

Switch(config)# tacacs host {HOSTNAME Jport <0-65535>] [key TACPLUSKEY]
[priority <0-65535>|[timeout <1-30>]

Switch(config)# no tacacs [host {HOSTNAME }

Syntax

tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY]
[priority <0-65535>] [timeout <I-30>]
no tacacs [host {HOSTNAME }

Parameter

HOSTNAME Specify tacacs+ server host name, both IP address and
domain name are available.

port <0-65535> Specify tacacs+ server udp port

key TACPLUSKEYSpecify tacacs+ server key string

priority <0-65535> Specify tacacs+ server priority

timeout <Z-30> Specify tacacs+ server timeout value

Default

Default tacacs+ keyis T * * * * * * * * |,
Default tacacs+ timeout is 5 seconds.

Mode

Global Configuration

Example

This example shows command execution.

SEEY priority 45 timeout 5
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2.9 SHOW TACACS DEFAULACONFIG

UseTs how t ac aammigUtennand fo show TACACS+default.

Switch# show tacacs default -config

Syntax show tacacs default -config

Mode Privileged EXEC

Example | This example shows how to show default tacacs+ configurations.
Switch# show tacacs default -config
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2.10 SHOW TACACS

UseTs how t @mmaadstdihow existing TACACS+servers.

Switch# show tacacs
Syntax show tacacs
Mode Privileged EXEC
Example This example shows how to show existing tacacs+ server.
Switch# show tacacs

Iy

Switch# show tacacs
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2.11 SHOW Defaultconfig

Use T r addefault-c o n f congmadind to modify default values of radius server. These
default values will be used when user try to create a new radius server and not
assigned these values.

Switch# configure terminal
Switch(config)# radius default-config [key RADIUSKEY [retransmit <Z-10>] [timeout <I-

30>]

Syntax radius default-config [key RADIUSKEY] [retransmit <Z-10>] [timeout
<1-30>]

Parameter key RADIUSKEYSpecify default radius server key string
retransmit <Z-10> Specify default radius server retransmit value
timeout <Z-30> Specify default radius server timeout value

Default Default radius key is T * * * * * * * * |
Default radius retransmit is 3 times.

Default radius timeout is 3 seconds
Mode Global Configuration
Example This example shows how modify default radius co nfiguration,

Switch# configure terminal

Switch(config)# radius default-config timeout 20
Switch(config)# radius default-config key radiuskey
Switch(config)# radius default-config retransmit 5

This example shows how to show default radius configurations.

Hh

| O Vi T | e O | e |
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2.12 RADIUS HOST

UseTr adi u sommand to bBdd or edit an existing radius server. Use T n dodn to
delete one or all radius servers from database.

Switch# configure terminal

Switch(config)# radius host {(HOSTNAME } [auth-port <0-65535>] [key
RADIUSKEY][priority <0-65535>] [retransmit <I-10>] [timeout <I-30>] [type
(login|802.1x]all)]

Switch(config)# no radius [host {HOSTNAME }

Syntax radius host HOSTNAME [auth-port <0-65535>] [key RADIUSKEY][priority
<0-65535>] [retransmit <I-10~] [timeout <I-30>] [type (login|802.1x|all)]
no radius [host HOSTNAMA

Parameter | HOSTNAMESpecify radius server host name, both IP address and
domain name are available.

auth-port <0-65535> Specify radius server udp port

key RADIUSKEYSpecify radius server key string

priority <0-65535> Specify radius server priority

retransmit <Z-10> Specify radius server retransmit times

timeout <Z-30> Specify radius server timeout value

Default Default radius timeout is 3 seconds.

Mode Global Configuration

Example This example shows how to create a new radius server

Switch(config)# radius host 192.168.1.111 auth-port 12345 key radiuskey
priority100 retransmit 5 timeout 10 type all

This example shows how to show existing radius server.

Switch# show radius

H: .168.1.111 autk y 100 retransmit 5 timeout
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2.13 SHOW RADIUS Defaultconfig

UseTs how r ad icuosn fdoegfidnditd ghow radius default configurations.

Switch# show radius default -config

Syntax show radius default -config
Mode Privileged EXEC

Example This example shows how to show de fault radius configurations.
Switch# show radius default -config

Sw sk de t—config
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2.14 SHOW RADIUS

UseT s h ow rcandriandgoldhow existing radius servers.

Switch# show radius

Syntax show radius

Mode Privileged EXEC

Example | This example shows how to show exi sting radius server.
Switch# show radius
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3. ACL (ACCESS CONRTOL LIST)

An ACL is a sequential collection of permits and deny conditions that apply to packets.
Packet filtering can help limit network traffic and restrict network use by ce rtain users
or devices. ACLs filter traffic as it passes through a switch and permit or deny packets
crossing specified interfaces. When a packet is received on an interface, the switch
compares the fields in the packet against any applied ACLs to verify that the packet
has the required permissions to be forwarded, based on the criteria specified in the
access lists. One by one, it tests packets against the conditions in an access list. The
first match decides whether the switch accepts or rejects the pack ets. Because the
switch stops testing after the first match, the order of conditions in the list is critical. If
no conditions match, the switch rejects the packet. If there are no restrictions, the
switch forwards the packet; otherwise, the switch drops t he packet. The switch can
use ACLs on all packets it forwards.

You configure access lists on a switch to provide basic security for your network. If you
do not configure ACLs, all packets passing through the switch could be allowed onto
all parts of the network. You can use ACLs to control which hosts can access different
parts of a network or to decide which types of traffic are forwarded or blocked. For
example, you can allow e -mail traffic to be forwarded but not Telnet traffic.

An ACL contains an ordered list of access control entries (ACEs). Each ACE specifies
permit or deny and a set of conditions the packet must satisfy to match the ACE. The
meaning of permit or deny depends on the context in which the ACL is used.

The switch supports IP ACLs and Ethernet (MAC) ACLs:

1) IP ACLs filter IPv4 traffic, including TCP, User Datagram Protocol (UDP), Internet

Group Management Protocol (IGMP), and Internet Control Message Protocol (ICMP).
2) Ethernet ACLs filter non-IP traffic.
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User 10.0.0.10

Servers

User 10.0.0.30

Fig 3.1.1 IP ACL C3000 seres Switches
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3.1 MAC ACL

MAC ACLs are ACLs that filter traffic using information in the Layer 2 header of each
packet. You can use ACLs to control which hosts can access different parts of a

network or to decide which types of traffic are forwarded or

interfaces.

blocked at the router

Use the mac acl command to create a MAC access list and to enter mac -acl

configuration mode. The name of ACL must be unique that cannot have same name
with other ACL or QoS policy. Once an ACL is created, an implicit Td e a n YACE
created at the end of the ACL. That is, if there are no matches, the packets are denied.

Use the no form of this command to delete.

RX

Switch —
Ports —»

Ingress -
CQlueues

Y

MAC

Address

Security ACLs

Inbound and Outbound

(TCAM)

QoS ACLs

Classification and Policing

(TCAM)

L2 Forwarding
Table
(CAM)

Egress
Queues

—’,'rx

> Switch

CAM Table

Egress VLAN

Port

Fig 3.2.1 MAC ACL C3000 series Switches

Switch# configure terminal
Switch(config)# mac acl {NAME }
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Switch(config)#no mac acl {NAME }

Syntax mac acl {NAME }

no mac acl {NAME }
Parameter NAME Specify the name of MAC ACL
Mode Global Configuration
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Example The example shows how to create a mac acl. You can verify
settings by the following show acl comman d

Switch# configure terminal

Switch(config)# mac acl test

Switch(mac -acl)# show acl

= m ) i ]
ac acl commando

whl—ak.
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3.2 PERMIT (MAC)

Use the permit command to add permit conditions for a mac ACE that bypass those
packets hit the ACE.

The T s e g u ealso espfesents hit priority when ACL bind to an interface. An ACE
does not specify T s e g u einmdexevllild assign a sequence index which is the largest
existed index plus 20. If packet content can match more than one ACE, the lowest

sequence ACE is hit. An ACE cannot be added if has the same conditions as existed
ACE.

Switch# configure terminal

Switch(config)# mac acl {NAME }

Switch(config-mac-acl)#  [sequence <1-2147483647>] permit (A:B:C:D:E:F
/IA:B:C:D:E:Flany) (A:B:C.D:E:F/A:B:C:D:E:Flany) [vlan<I-4094>] [cos <O-7><0-
7>[ethtype <Ox0600 -OxFFFF}

Switch(config -mac-acl)#no sequence <I-2147483647>

Syntax [sequence <1-2147483647>] permit (A:B:C:D:E:F/A:B:C:D:E:F|any,
(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlar1-4094>] [cos <O-7><0-7>][ethtype
<0x0600 -OXFFFF>]

no sequence <I1-2147483647>

Parameter <1-2147483647> b (Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(A:B:C:D:E:F/A:B:C:D:E:Flangpecify the source MAC address and
mask of packet or any MAC address.
(A:B:C:D:E:F/A:B:C:D:E:Fl|angpecify the destination MAC address and
mask of packet or any MAC address.

[vVlan <1-4094>] (Optional) Specify the vlan ID of packet.

[cos <0-7><0-7>](Optional) Specify the Class of Service value and
mask of packet.

[ethtype <Ox0600 -OxFFFF} (Optional) Specify Ethernet protocol

number of packet.
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Mode

MAC ACL Configuration

Example

The example shows how to add an ACE that permit packets with
source MAC address 22:33:44:55:66:77. VLAN 3 and Ethernet type
1999. You can verify settings by the following show acl command,
Switch# configure terminal

Switch(config)# mac acl test

Switch(mac-acl)# sequence 999 permit 22:33:44:55:66:77/
FF.FF.FF.FF:FF:Fany vian 3 ethtype 0x2800

Switch(mac -al)# show acl

7/EE:FE:FE:FE:FE:FF an
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3.3 DENY (MAC)

Use the deny command to add deny condition s for a mac ACE that drop those
packets hit the ACE. The T s e q u eafsa reddésents hit priority when ACL bind to an
interface. An ACE does not specify T s e q u eimdexenmduld assign a sequence index
which is the largest existed index plus 20. If packet con tent can match more than one
ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the same
conditions as existed ACE. UseT s h u t dt@skutddwn interface while ACE hit.

Switch# configure terminal

Switch(config)# mac acl {NAME }

Switch(config -mac-acl)# [sequence <1-2147483647>] deny (A:B:C:D:E:F/
A:B:C:D:E:Flany) (A:B:C:D:E:F/A:B:C:D:E:Flany) [vlarx1-4094>] [cos <O-7><0-77]
[ethtype <Ox0600 -OxFFFF3} [shutdown]

Switch(config -mac-acl)# no sequence <1-2147483647>

Syntax [sequence  <1-2147483647>] deny (A:B:C:D:E:F/A:B:C:D:E:F|any
(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlar1-4094>] [cos <O-7><0-7>] [ethtype
<Ox0600 -OxFFFF} [shutdown]
no sequence <1-2147483647>

Parameter <1-2147483647> (Optional) Specify sequence index of ACE, the

sequence index represent the priority of an ACE in ACL.
(A:B:C:D:E:F/A:B:C:D:E:F|angpecify the source MAC address and mask
of packet or any MAC address.

(A:B:C:D:E:F/A:B:C:D:E:F|angpecify the destination MAC address and
mask of packet or any MAC address.

[vlan <2-4094>] (Optional) Specify the vlan ID of packet.

[cos <0-7><0- 75| (Optional) Specify the Class of Service value and mask
of packet.

[ethtype <Ox0600 -OxFFFF3(Optional) Specify Ethernetprotocol number

of packet
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[shutdown] (Optional) Shutdown interfaces while ACE hit.

Mode

MAC ACL Configuration

Example

The example shows how to add an ACE that denies packets with
destination MAC address aa:bb:cc:xx:xx:xx and VLAN 9. You can verify
settings by the following show acl command

Switch# configure terminal

Switch(config)# mac acl test

Switch(mac -acl)# sequence 30 permit any any

Switch(mac -acl)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00 vian 9
shutdown
Switch(mac

1y | T

-acl)# show acl
ndo

za:b )/FEFE:FF:00:00:00 vlan 9 shutdown

¢ N C 2 :44:55:66:T7/FF:FF:FF:FF:FF:FF any vla
)0:00/FF:FF:FF:00:00:

© 2022 COMMANDO Networksc., USAAIl rights reserved.

125



3.41P ACL

Use the ip acl command to create an IPv4 access list and to enter ip -acl configu ration

mode. The name of ACL must be unique that cannot have same name with other ACL
or QoS policy. Once an ACL is created, an implicit Td e n y A@Hcyebked at the end

of the ACL. That is, if there are no matches, the packets are denied. Use the no form of

this command to delete.

| Keyword | LTI( ress & w.m:;ai/dJ

access-list 101 parmit prntoml SOUrce dest_|IP
t
100 - 199 |p
2000 - 2699 tep Matching
udp Options
icmp
others.__

Fig 3.4.1 IP ACL with permit and deny.

Switch# configure terminal
Switch(config)# ip acl {NAME}

Switch(config)# no ip acl {NAME}

Syntax ip acl {NAME}
no ip acl {NAME}
Parameter | NAME Specify the name of IPv4 ACL
Mode Global Configuration
Example The example shows how to create an IP ACL. You can verify settings by

the following show acl command
Switch# configure terminal
Switch(config)# ip acl iptest
Switch(config -ip-acl)# do show acl
r;uIT _y :c; ip
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3.5 PERMIT (IP)

Use the permit command to add permit conditions for an IP ACE that bypasses those
packets hit the ACE. The T s e q u eafsa reddésents hit priority when ACL bind to an
interface. An ACE does not specify T s e q u eimdexenmduld assign a sequence index

which is the largest existed index plus 20. If packet content can match more than one

ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the same

conditions as existed ACE.

Switch# configure terminal

Switch(config)# ip acl {NAME}

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0 any permit icmp any any

echo-request any

Syntax

[sequence <1-2147483647>] permit (<0- 255>|ipinip|egp|igp
|nmp|rdplipv6] ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|i2tp]ip)
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.Diwy)[(dscp|precedence) VALUE]]

[sequence <1-2147483647>]permit icmp(A.B.C.D/A.B.C.D|any)
(A.B.C.D/A.B.C.D|any) €0-255>|echo-reply|destination -
unreachable|source -quench|echo - request|router -advertisement|router -
solicitation|time-  exceeded|timestamp|timestam p-reply|traceroute|any)
(<0- 255>|any) [(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit tcp (A.B.C.D/A.B.C.D|any) (<0-
65535> |echo|discard|daytime|ftp -
datalftp|telnet|smtp|time|hostname|whois|tacacs -

ds|domain|wwwi]pop2|pop3|syslog|talk|klogin]ksh ell|sunrpc|drip]PORT_RA
NG Elany) (A.B.C.D/A.B.C.D|any) €0-65535> |echo|discard|daytimelftp -
datalftp|telnet|smtp|time|hostname|whois| tacacs -

ds|domain|www]pop2|pop3|syslog|talk|klogin|kshell|sunrpc|drip| PORT_RA
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NGE]|any)[match-all TCP_FLAG][(dscp|precedence) VALUE]

[sequence <1-2147483647>]permit udp (A.B.C.D/A.B.C.Djany) (<0-
65535>|echo|discard| time|nameserver|tacacs -
ds|domain|bootps|bootpc]titp|sunrpc|ntp|netbios -ns|snmp]
snmptrap|who|syslog|talk|rip]| PORT_RANGE]|any) (A.B.C.D/A.B.C.D|any)
<0-65535>|echo
|discard|time|nameserver|tacacsds|domain|bootps|bootpcititp|sunrpc|ntp
|netbios-ns| snmp|snmptrap|who|syslog|PORT_RANGE]|any)
[(dscp|precedence) VALUE]

no sequence <1-2147483647>

Parameter

<1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(A.B.C.D/A.B.C.D|any) Specify the source IPv4 address and mask of
packet or any IPv4 address.

(A.B.C.D/A.B.C.D|any)Specify the destination IPv4 address and mask of
packet or any IPv4 address.

[dscp VALUH(Optional) Specify the DSCP of packet.

[precedence VLAUH(Optional) Specify the IP precedence of packet.
icmp-type Specify ICMP message type for filtering ICMP packet. Enter a
type name of list or a number of ICMP message type.

icmp-code Specify ICMP message code for filtering ICMP packet.
I4-source-port Specify TCP/UDP source port of for filtering TCP/UDP
packet. Enter a port name of list or a number of TCP/UDP port.
I4-destination-port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Entera port name of list or a number of TCP/UDP port.
match -all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by

\"+\".If a flag should be unset it is prefixed by \"-\". Available options are
+urg, +ack, +psh, +rst, +syn, +fin,-urg, -ack, -psh, -rst, -syn and -fin.To
define more than 1 flag - enter additional flags one after another without
a space (example +syn-ack).

Mode

IP ACL Configuration

Example

The example shows how to add a set of ACEs. You can verify settings by
the following show acl command.
This command shows how to permit a source IP address subnet.
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Switch# configure terminal

Switch(config)# ip acl {commando}

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0 any

This command shows how to permit ICMP echo -request packet with
any IP address.

Switch(config -ip-acl)#permit icmp any any echo-request any

This command shows how to permit any IP address HTTP packets with
DSCP 5.

Switch(config -ip-acl)#permit tcp any any any www dscp 5

This command shows how to permit any s ource IP address SNMP
packet connect to destination IP address 192.168.1.1.

Switch(config -ip-acl)#permit udp any any 192.168.1.1/255.255.255.255
snmp
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3.6 DENY (IP)

Use the deny command to add deny ¢ onditions for an IP ACE that drop those packets
hit the ACE. TheT s e q u eafse reptsents hit priority when ACL bind to an interface.
An ACE does not specify T s e q u eimdexewduld assign a sequence index which is

the largest existed index plus 20. If packet content can match more than one ACE, the

lowest sequence ACE is hit. An ACE cannot be added if has the same conditions as
existed ACE. UseT s h u t dto@shuiddwn interface while ACE hit.

Switch# configure terminal

Switch(config)# ip acl {iptest}
Switch (config-ip-acl)#deny ip 192.168.1.80/255.255.255.255 any

Syntax

[sequence <1-2147483647>] deny(<0-
255>|ipinip|egp|igp|hmp|rdp|ipv6|ipv6:rout|ipvé:frag|rsvp|ipv6:icmp|ospf
|pim|{2tp]ip)
(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|any)[(dscp|precedence) VALUE]
[shutdown]

[sequence <1-2147483647>] deny icmp  (A.B.C.D/A.B.C.Djany)
(A.B.C.D/A.B.C.D|any)€0-255>|echo-reply|destination-unreachable|
source-quench|echo -request|router -advertisement|router - solicitation|
time-exceeded|timestamp]| timestamp -reply|traceroute|a ny) (<0-
255> |any) [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>]deny tcp (A.B.C.D/A.B.C.DJany) O-
65535>|echo|

discard|daytime|ftp - data]ftp|telnet|smtp|time|hostname|whois|tacacs -
dsj domainjwww]|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|d rip|
PORT_RANGE|any)(<@®5535>|echo|discard|daytime|ftp -
datalftp|telnet|smtp|time|hostname|whois| (A.B.C.D/A.B.C.D|any) (<0-
65535> |echo|discard|daytime|ftp -
data|ftp|telnet|smtp|time|hostname|whois|tacacsds|domainjwww]|pop2|
pop3|syslog|talk| klogin|kshell| sunrpc|drip| PORT_RANGE|any)

[match -all TCP_FLAG] [(dscp|precedence) VALUE] [shutdown]
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[sequence <1-2147483647>] deny udp (A.B.C.D/A.B.C.D|any)k0-
65535> |echo|discard|time|nameserver|tacacs - ds|domain|bootps|
bootpc|tftp|sunrpc|ntp|netbios -ns|snmp|snmptrap| who|syslog|

talk|rip] PORT_RANGE]|any)(A.B.C.D/A.B.C.D|any(-

65535> |echo|discard|time|nameserver|tacacs -
ds|domain|bootps|bootpc|tftp|
sunrpc|ntp|netbiosns|snmp|snmptrap|who|syslog|PORT _RANGE|any)
[(dscp|precedence) VALUE] [shutdown]

no sequence <1-2147483647>

Parameter <1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(A.B.C.D/A.B.C.D|anyppecify the source IPv4 address and mask of
packet or any IPv4 address.
(A.B.C.D/A.B.C.D|anyppecify the destination IPv4 address and mask of
packet or any IPv4 address.
[dscp VALUE](Optional) Specify the DSCP ofpacket.
[precedence VLAUE](Optional) Specify the IP precedence of packet.
icmp -type Specify ICMP message type for filtering ICMP packet. Enter a
type name of list or a number of ICMP message type.
icmp-code Specify ICMP message code for filtering ICMP packet.
l4-source-portSpecify TCP/UDP source port of for filtering TCP/UDP
packet. Enter a port name of list or a number of TCP/UDP port.
l4-destination -portSpecify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.
match -allSpecify tcp flag for TCP packet. If a flag should be set it is
prefixed by \"+\".If a flag should be unset it is prefixed by \"-\".
Available options are +urg, +ack, +psh, +rst, +syn, +fin,-urg, -ack, -psh,
-rst, -syn and -fin.To define more than 1 flag - enter additional flags one
after another without a space (example +syn -ack).
[shutdown] (Optional) Shutdown interface whi le ACE hit.

Mode IP ACL Configuration

Example The example shows how to add an ACE that denies packets with

source IP address 192.168.1.80. You can verify settings by the
following show acl command
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Switch# configure terminal

Switch(config)# ip acl iptest
Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255 any
Switch(config -ip-acl)#show acl
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3.7 IPV6 ACL

Use the ipv6 acl command to create an IPv6 access list and to enter ipv6 -acl
configuration mode. The name of ACL must be unique that cannot have same name

with other ACL or QoS policy. Once an ACL is created, an implict Tdeny A€my U
created at the end of the ACL. That is, if there are no matches, the packets are denied.

Use the no form of this command to delete.

Switch# configure terminal
Switch(config)# ipv6 acl {NAME}

Switch(config)# no ipv6 acl {NAME}

Syntax ipv6 acl {INAME}

no ipv6 acl {NAME}

Parameter NAME Specify the name of IPv6 ACL

Mode Global Configuration

Example The example shows how to create an IPv6 ACL. You can verify
settings by the following show acl command

Switch# configure terminal

Switch(config)# ipv6 acl ipv6test
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3.8 PERMIT (IPV6)

Use the permit command to add permit conditions for an IPv6 ACE that bypasses
those packets hit the ACE. TheT s e q u eafsa repesents hit priority when ACL bind
to an interface. An ACE does not specify T s e g u eimdexeMduld assign a sequence
index which is the largest existed index plus 20. If packet content can match more

than one ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the

same conditions as existed ACE.

Switch# configure terminal

Switch(config)# ipv6 acl {ipv6test}
Switch(config -ipv6-acl)#permit ipv6 fe80:1122:3344:5566::1/64 any

Syntax

[sequence <1-2147483647>] permit (<0-255>|ipv6) (X:X:X:XkO-
128>|any) (X:X::X:X£0-128>|any)[(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit icmp (X:X::X:X/<0- 128>|any)

(XXX Xk0-128>|any) (<0-255>|destination- unreachable|packet -too-
big|

time-exceeded|parameter -problem|ec ho-request|echo -reply| mid-
query|mid-report|mldv2 -reportjmid -done|  router-  solicitation|router -
advertisement|nd -ns|nd-najany) (<0- 255>|any)[(dscp|precedence)
VALUE]

[sequence <1-2147483647>] permit tcp (X:X:X:X/<0-128>|any)
(<0-65535> |echo|discard|dayt ime|ftp -datalftp|telnet|smtp|
time|hostname|whois|tacacs - ds|domain|www]|pop2|pop3|syslog|
talk|klogin|kshell|sunrpc|drip] PORT_RANGE]|any) (X:X::X:X0-128>|any)
(<0-65535> |echo|discard|daytime|ftp - datalftp|
telnet|smtp|time|hostname|whois|tacacs -ds|domain |www|pop2|
pop3|syslog|talk|klogin|kshell|sunrpc|drip] PORT_RANGE|any)[match-all
TCP_FLAG] [(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit udp (X:X::X:X/<0-128>|any)
(<0-65535> |echo|discard|time|nameserver|tacacs -ds|domain|
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bootps|bootpc]tftp|su nrpc|ntp|netbios - ns|snmp|snmptrap|who|syslog|
talk|rip]| PORT_RANGE]|any) (X:X::X:X0-128>|any)

(<0-65535> |echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpcltftp|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE]|any) [(dscp|precedence)
VALUE]

no sequence <I1-2147483647>

Parameter

<1-2147483647>(Optional) Specify sequence index of ACE, the
sequence index represent the priority of an ACE in ACL.
(X:X::X:X/<0128>|any) Specify the source IPv6 address and prefix of
packet or any IPv6 address.

(X:X::X:X/<0128>|any) Specify the destination IPv6 address and prefix of
packet or any IPv6 address.

[dscp VALUE](Optional) Specify the DSCP of packet.

[precedence VLAUE](Optional) Specify the IP precedence of packet.
icmp-type Specify ICMP message type for filtering ICMP packet. Enter a
type name of list or a number of ICMP message type.

icmp-code Specify ICMP message code for filtering ICMP packet.
l4-source-port Specify TCP/UDP source port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.

l4-destination-port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.

match -all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by \"+\".If a flag should be unset it is prefixed by \"-\". Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn
and -fin.To define more than 1 flag - enter additional flags one after
another without a space (example +syn -ack).

Mode

IPv6 ACL Configuration

Example

The example shows how to add a set of ACEs. You can verify settings
by the following show acl command.

This command shows how to permit a source IP address subnet.
Switch# configure terminal

Switch(config)# ipv6 acl {commando}
Switch(ipv6 -acl)# permit ipv6 fe80:1122:3344:5566::1/64 any
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3.9 DENY (IPV6)

Use the deny command to add deny conditions for an IPv6 ACE that drop those
packets hit the ACE. The T s e q U eafse reddésents hit priority when ACL bind to an
interface. An ACE does not specify T s e q u eimdexenmduld assign a sequence index
which is the largest existed index plus 20. If packet content can match more than one
ACE, the lowest sequence ACE is hit. An ACE cannot be added if has the same
conditions as existed ACE. UseT s h u t dt@skuiddwn interface while ACE hit.

Switch# configure terminal

Switch(config)# ipv6 acl {ipv6test}
Switch(config -ipv6-acl)# permit ipv6 f€80:1122:3344:5566::1/64 any

Syntax

[sequence <1-2147483647> deny (<0-255>|ipv6) (X:X:X:XkO-
128>|any) (X:X::X:X£0-128>|any) [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny icmp (X:X:X:X/<0-128>|any)
(XXX Xk0-128>|any) (<0-255>|destination- unreachable|packet -too-
big|

time-exceeded|par ameter-problem|echo -request|echo -reply| mid-
qguery|mid-reportjmldv2 -reportjmld -done|  router-  solicitation|router -
advertisement|nd -ns|nd-najany) (<O0- 255>|any)[(dscp|precedence)
VALUE] [shutdown]

[sequence <1-2147483647>] deny tcp (X:X:X:X/<0-128>|any) (<O-
65535> |echo|discard|daytime|ftp -data]ftp|telnet|smtp|
time|hostname|whois|tacacs -ds|domain|www|pop2|pop3|syslog|
talk|klogin|kshell|sunrpc|drip] PORT_RANGEJany) (X:X:X:X0-128>|any)
(<0-65535> |echo|discard|daytime|ftp - datalftp|
telnet|smtp|time|hostname |whois|tacacs -ds|domain|www|pop2|
pop3|syslog|talk|klogin|kshell|sunrpc|drip| PORT_RANGE|any) [match-all
TCP_FLAG] [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny udp (X:X:X:XK0-128>|any) (<O-
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65535> |echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpc]tftp|sunrpc|ntp|netbios - ns|snmp|snmptrap|who|syslog|
talk|rip]| PORT_RANGE]|any) (X: X X:X0-128>|any) (<0-
65535> |echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpcltftp|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE]|any) [(dscp|precedence)
VALUE] [shutdown]

no sequence <I1-2147483647>

Parameter | Parameter <1-2147483647>(Optional) Specify sequence index of ACE,
the sequence index represent the priority of an ACE in ACL.
(A.B.C.D/A.B.C.Djany) Specify the source IPv4 address and mask of
packet or any IPv4 address.
(A.B.C.D/A.B.C.D|any)Specify the destination IPv4 address and mask of
packet or any IPv4 address.
[dscp VALUE](Optional) Specify the DSCP of packet.
[precedence VLAUE](Optional) Specify the IP precedence of packet.
icmp-type Specify ICMP message type for filtering ICMP packet. Enter a
type name of list or a number of ICMP message type.
icmp-code Specify ICMP message code for filtering ICMP packet.
l4-source-port Specify TCP/UDP source port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.
l4-destination-port Specify TCP/UDP destination port of for filtering
TCP/UDP packet. Enter a port name of list or a number of TCP/UDP
port.
match-all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by \"+\".If a flag should be unset it is prefixed by \"-\". Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn
and -fin.To define more than 1 flag - enter additional flags one after
another without a space (example +syn -ack).
[shutdown] (Optional) Shutdown interface while ACE hit.

Mode IP ACL Configuration

Example The example shows how to add an ACE that denies packets with

destination IP address fe80::abcd. You can verify settings by the
following show acl command
Switch# configure terminal

© 2022 COMMANDO Networksc., USAAIl rights reserved.

138



Switch(config)# ipv6 acl {ipv6test}
Switch(config -ip-acl)#deny ipv6 any fe80::abcd/128
Switch(config -ip-acl)#show acl

Bw
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3.10 BIND ACL

Use the (mac]ip|ipv6) acl {NAME }command to bind a n ACL to interfaces. An interface

can bind only one ACL or QoS policy. Use the no form of this command to return to

unbind an ACL from interface.

o
<

permit/deny

— ip tcp udp
- source
— destination

protocol

= interface

- direction

Fig 3.10.1 C3000 Series Switches bind an ACL to interface

Switch# configure terminal
Switch(config)# (mac|ip|ipv6) acl {NAME }

Switch(config)# [no] (macl]ip|ipv6) acl {NAME}

Syntax (macliplipv6) acl {NAME }
[no] (maclip|ipv6) acl {NAME}
Parameter | (mac/ip/ipv6) Specify a type of ACL to binding to interface
NAME Specify the name of ACL
Mode Interface Configuration
Example The example shows how to bind an existed ACL to interface.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
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Switch(config -if)# ip acl iptest
Switch(config -if)# do show running -config interfaces GigabitEthernet 1
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3.11 SHOW ACL

Use the show acl command to show created ACLs. You can specify macip or ipv6 to
show specific type ACL or specify unique name string to show ACL with the name.

Switch# show acl

Switch# show (macl]iplipv6) acl
Switch# show (macl]ip|ipv6) acl (NAME)

Syntax show acl
show (macl]ip|ipv6) acl
show (mac|ip|ipv6) acl NAME
Parameter (mac]ip|ipv6) Specify a type of ACL to show
NAME Specify the name of ACL
Mode Global Configuration Context Configuration
Example The example shows how to show all IP ACL.

Switch# show ip acl

1.80/255,255.255.255 any
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3.12 SHOW ACL UTILIZATION

Use the show acl utilization command to show the usage of PIE of ASIC. When an ACL
bind to interface, it needs ASIC resource to help to filter packet. An ASIC has limited
resource. This command help user to know the PIE usage of AISC.

Switch# show acl utilization

Syntax show acl utilization
Mode Global Configuration
Example | The example shows how to show utilization

Switch# show acl utilization
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4. AUTHENTICATION MANAGER

You can control access to your network through Switch by using authentication
methods such as 802.1X, MAC Based and Web Based. Authentication manager
implementation that delegates responsibility for authentication to one or more
authentication providers. The authentication man ager port setting page control all the
authentication methods, such as 802.1x, MAC authentication. It also handles network
authentication requests and enforces authentication per port basis. The Auth Manager
maintains operational data for all port-based network connection. Use MAC -based
authentication to authenticate devices based on their physical media access control
(MAC) address. WEBBased authentication enables you to authenticate users on
switches by redirecting Web browser requests to a login page th at requires users to
input a valid username and password before they can access the network. WEB -
Based Local Account can be defined as the process of verifying someone's identity by
using pre-required details (Commonly username and password).

802.1X: 802.1X is an IEEE standard for portbased network access control (PNAC). It
provides an authentication mechanism for devices seeking to access a LAN. During
the authentication process, the switch completes multiple message exchanges
between the end device and the authentication server While 802.1X authentications is
in process, only 802.1X traffic and control traffic can transit through the network.

The 802.1X authentication method only works if the end device is 802.1X -enabled, but
many single-purpose network devices such as printers and IP phones do not support
the 802.1X protocol. You can configure MAC RADIUS authentication on interfaces that
are connected to network devices that do not support 802.1X and for which you want
to allow to access the LAN. When an end device that is not 802.1X-enabled is
detected on the interface, the switch transmits the MAC address of the device to the
authentication server. The server then tries to match the MAC address with a list of
MAC addresses in its database. If the MAC address matches an address in the list, the
end device is authenticated.
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4.1 AUTHENTICATION

Use Taut hent ¢ommaand o renhble the global setting of 802.1x/MAC/WEB
authentication network access control. Use the T n dddn of this command to disable
802.1x/MAC/WEB authentication.

Switch# configure terminal
Switch(config)# authentication (dot1x|mac|web)

Switch(config)# no authentication (dotlx|mac|web)

Syntax authentication (dot1lx|mac|web)
no authentication (dotlx|macjweb)
Example The following example shows how to enable 802.1x/MAC/WEB

authentication.

Switch# configure terminal
Switch(config)# authentication dotlx
Switch(config)# authentication mac
Switch(config)# authentication web
Switch# show authentication

x
) ¥
x
) F
x
) ¥
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4.2 AUTHENTICATION (INTERFACE)

Use Taut hent iinteddcd ocanbhand to enable the port setting of
802.1x/MAC/WEB authentication network access control. Use the T n ofddm of this
command to disable 802.1x/MAC/WEB authentication.

Switch# configure terminal
Switch(config)# authentication (do t1x|macjweb)

Switch(config)# no authentication (dotlx|mac|web)

Syntax authentication (dot1lx|mac|web)
no authentication (dotlx|mac|web)
Default Default is disabled for all type
Mode Interface Configuration
Example The following example shows how to enab le 802.1x/MAC/WEB

authentication.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# authentication dotlx

Switch(config -if)# authentication mac

Switch(config -if)# authentication web

Switch# show authentication interf ace GigabitEthernet 1
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4.3 AUTHENTICATION MAC RADIUS

UseTaut hent i cat i commamiate configuak itha sditis user id format used
by MAC authentication Radius method.

Switch# configure terminal
Switch(config)# authentication mac radius [mac -case (lowerjupper)] [mac
delimiter(colon|dot|hyphen|none) [gap (2]4|6)]]

Syntax authentication mac radius [mac -case (lowerlupper)] [mac
delimiter(colon|dot|hyphen|none) [gap (2|4|6)]]

Parameter mac-case (lower|lupper) Select radius user id to be upper case
or lower case.mac -delimiter(colon|dot|hyphen|none)
Select radius user id delimiter colon: XX:XX:XX:XX:XX:XX dof
XXXKXX XX XX XX hyphen: 334X X XX XX XX
none: XXXXXXXXXXXX
gap (2|4|6) Select delimiter gap
27 XK XK XK XK XX XX
4 XXXIXXXARX XXX
6: XXXXRK-XXXXXX

Default Default radius id format is upper case with none delimiter.

Mode Global Configuration

Example The following example shows how to configure MAC

authentication radius id format to be upper case with colon
delimiter every 2 chars

Switch# configure terminal

Switch(config)# authentication mac radius mac -case upper
Switch(config)# authentication mac radius mac -delimiter colon
gap 2

Switch# show authentication
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4.4 AUTHENTICATION MAC LOCAL

UseTaut henti cat i mmmamacadd lalaMAD authentication hosts in

database. This local host database is used when MAC authentication method is

configured as Tl o c Bhe WMAC authentication module will find host in this local

database and authenticated it. Use the no form of this command to delete local host

from database.

Switch# configure terminal
Switch(config)# authentication mac local mac -addr control auth [vlan <Z-4094>]

[reauth-period <300-4294967294>] [inactive-timeout <60-65535>]
Switch(config)# authentication mac local mac -addr co ntrol unauth

Switch(config)# no authentication mac local mac -addr

Syntax

authentication mac local mac -addr control auth [vlan <7-4094>] [reauth-
period <300-4294967294>] [inactive -timeout <60-65535>]

authentication mac local mac -addr control unauth

Switch(config)#no authentication mac local mac -addr

Parameter

mac-addr MAC Authentication local MAC address.

control auth Host with this MAC address will be authorized.

control unauth Host with this MAC address will be force -unauthorized
vlan<1-4094>MAC Authentication host assigned VLAN.

reauth-period <300-4294967294>MAC Authentication host reauthentication
period inactive-timeout.

<60-65535>MAC authentication host inactive timeout.

Default

Default is no local MAC Authentication entry.

Mode

Global Configuration

Example

The following example shows how to add a new local mac authentication
host.

Switch# configure terminal

Switch(config)# authentication mac local 00:11:22:33:00:01 control auth vian
3 reauth -period 500 inactive -timeout 300

Switch# show authe ntication
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4.5 AUTHENTICATION GUESVLAN

UseTaut hent i c-at acorbfmanduceesable the global setting of guest VLAN
and specify guest VLAN ID. Use the T n douh of this command to disable guest VLAN.

Switch# configure terminal

Switch(config)# authentication guest -vlan <7-4094>

Switch(config)# no authentication guest -vian

Syntax authentication guest -vlan <1-4094>
no authentication guest -vian
Parameter <1-4094>Guest VLAN ID
Default Default guest VLAN is disabled
Mode Global Configuration
Example The following example shows how to create guest VLAN.

Switch# configure terminal

Switch(config)# vian 3

Switch(config -vlan)# exit

Switch(config)# authentication guest -vian 3
Switch# show authentication
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4.6 AUTHENTICATION GUESWVLAN (INTERFACE)

UseTaut hent i c-at ammhmagduceendble the port setting of guest VLAN.

Use the T n dotth of this command to disable guest VLAN.

Switch# configure terminal

Switch(config)# interface {interface -name}

Switch(config -if)#authentication guest -vian

Switch(config -if)#no authentication guest -vian

Syntax authentication guest -vian
no authentication guest -vian
Default Default guest VLAN is disabled
Mode Interface Configuration
Example | The following example shows how to enable guest VLAN.

Switch#config ure terminal
Switch(config)# interface GigabitEthernetl
Switch(config -if)# authentication guest -vian
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4.7 AUTHENTICATION HOSMODE

UseTaut hent i enaotdi ecbfnmahddts ¢onfigure the port, Authentication host

mode. Use the T n douh of this comm and to restore default value.

Switch# configure terminal

Switch(config)# interface {interface -name}

Switch(config)# authentication host -mode (multi-auth|multi-host|single-host)

Switch(config)# no authentication host -mode

Syntax authentication host -mode (mu lti-auth|multi -host|single-host)
no authentication host -mode

Parameter multi-auth Multiple Authentication Mode. In this mode, every client
needs to pass authenticate procedure individually.
multi-host Multiple Host Mode. In this mode, only one client needs to
be authenticated and other clients will get the same access
accessibility.
single-host Single Host Mode. In this mode, only one host is allowed to
be authenticated. It is the same as multi -auth mode with max hosts
number configure to be 1.

Default Default is multi-auth mode.

Mode Interface Configuration

Example The following example shows how to modify port host mode to multi -

host.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication host -mode multi-host
Switch# show authentication interface GigabitEthernet 2
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4.8 AUTHENTICATION MAHOSTS

UseTaut hent i ehantsitcosnbliamdaoxconfigure the port max hosts number for
multi-auth mode. The host exceed the max host number is not allowed to cr eate
authentication session and do authenticating. Use T n ofddm of this command to

restore default value.

Switch# configure terminal

Switch(config)# interface {interface -name}

Switch(config -if)y#authentication max -hosts <7-256>

Switch(config -if)#no authentication max-hosts

Syntax authentication max -hosts <7-256>
no authentication max -hosts
Parameter | <I-256> Available max host number in multi -auth mode.
Default Default max host number is 256
Mode Interface Configuration
Example The following example shows how to change port max host T aumber.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication max -hosts 100
Switch# show authentication interface GigabitEthernet 2
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4.9 AUTHENTICATION METHOD

UseTat hent i cat i commamied chniglird the port authentication method

order.

Switch# configure terminal
Switch(config)# interface {interface -name}

Switch(config -if)# authentication method local radius

Syntax authentication method (local [radius] | rad ius [local])
no authentication order
Parameter | Local Use local account to authenticate
Radius Use remote RADIUS server to authenticate
Default Default is RADIUS method in first place and no other method.
Mode Interface Configuration
Example The following example shows how to modify port authentication order to

local and then RADIUS.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication method local radius
Switch# show authentication interface GigabitEthe rnet 2
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4.10 AUTHENTICATION ORDER

UseTaut hent i ¢ atnimaml toaenfigere tbe port authentication type order.
Use the T n douh of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface -name}

Switch(config -if)# authentication order (dotlx [mac] [web] | mac [dot1X] [web] | web)

Switch(config -if)# no authentication order

Syntax authentication order (dotlx [mac] [web] | mac [dot1x] [web] | web)
no authentication order
Parameter | dotlx Authenticating user by IEEE 802.1X
mac Authenticating user by mac-based authentication
web Authenticating user by web-based authentication
Default Default is dotlx type in first place and no other types.
Mode Interface Configuration
Example The following example shows how to modify port authentication order to

dotlx, mac and web.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication order dotlx mac web
Switch# show authentication interface GigabitEthernet 2
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4.11 AUTHENTICATION PORTONTROL

UseTaut hent i ecatnit comingdd to tenable the port authentication control
mode. Use the T n doth of this command to disable authentication port control

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication port -control (auto|force -auth|force -unauth)

Switch(config -if)# no authentication port -control

Syntax authentication port -control (auto|force -auth|force -unauth)
no authentication port -control

Parameter Auto Need passing authentication procedure to get network
accessibility
force-auth Port is force authorized and all clients have network
accessibility.
force-unauth Port is force unauthorized and all clients have no network
accessibility.

Mode Interface Configuration

Example The following example shows how to configure port control to auto

mode.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication port -control auto
Switch# show authentication interface Gigabit Ethernet 1
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4.12 AUTHENTICATION RADIUATTRIBUTES VLAN

Use Taut hent i caattitan bwu ackrismasd toacnnfijure the port RADIUS
VLAN assign mode. Use the T n dddn of this command to disable the port RADIUS

VLAN assign.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication radius -attributes vlan (reject | static)

Switch(config -if)# no authentication radius -attributes vian

Syntax authentication radius -attributes vlan (reject | static)
no authentication radius -attributes vian

Parameter | reject If get VLAN authorized information, just use it. However, if there is
no VLAN authorized information, reject the host and make it
unauthorized.
static If get VLAN authorized information, just use it. If there is no VLAN
authorized information, keep original VLAN of host.

Default Default radius attributes VLAN assign mode is static.

Mode Interface Configuration

Example The following example shows how to configure port VLAN assign to

reject mode.

Switch #configure terminal

Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication radius -attributes vian reject

Switch# show authentication interface GigabitEthernet 2
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4.13 AUTHENTICATION REAUTH

Use Taut hent i c atommand toemaulé theJport reauthentication.

T n doth of this command to disable reauthentication.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication reauth

Switch(config -if)# no authentication reauth

Use the

Syntax authentication reauth
no authentication reauth
Mode Interface Configuration
Example The following example shows how to enable port reauthentication.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentic ation reauth

Switch# show authentication interface GigabitEthernet 2
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4.14 AUTHENTICATION TIMER INACTIVE

Use Taut henti cat i ormomtmanthe rconfigureatbe dorv ieddtive timeout

value. Sometimes, we may assign a long aging time for a host, but in fact, it is not

active. This inactive timeout will detect the host is active or not. If the host is inactive
exceed this timeout, it should be removed. Use T n dddn of this command to restore

default value.

Switch# configure terminal

Switch(config) # interface {interface -name}

Switch(config -if)# authentication timer inactive <60-65535>

Switch(config -if)# no authentication timer inactive

Syntax authentication timer inactive <60-65535>
no authentication timer inactive

Parameter | <60-65535>Interval in seconds after which if there is no activity from
the client then it will be unauthorized

Default Default inactive timeout is 60 seconds.

Mode Interface Configuration

Example The following example shows how to configure port inactive period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication timer inactive 300
Switch# show authentication interface GigabitEthernet 2
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4.15 AUTHENTICATION TIMER QUIET

UseTaut henti cat i eammand tmeanf iggrel thee gottf quiet period value.

After authenticating fail many times and the port is guest VLAN disabled, the port/host

will enter lock state until quiet period expired. In lock state, the port/host is not allowed

to do authenticating. Use T n douh of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}
Switch(config -if)# authentication timer quiet <0-65535>

Switch(config -if)# no authentication timer quiet

Syntax authentication timer quiet <0-655 35>
no authentication timer quiet

Parameter | <0-65535>Interval in seconds to wait following a failed authentication
exchange

Default Default quiet period is 60 seconds.

Mode Interface Configuration

Example The following example shows how to configure port quiet period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication timer quiet 300
Switch# show authentication interface GigabitEthernet 2
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4.16 AUTHENTICATION TIMER REAUTH

Use Taut henttiiaretri oroenamartd hoUconfigure the port reauthentication
period value with unit second if the reauthentication time is not assigned by local
database or remote authentication server. On the other hand, if the reauthentication
time is assigned by local database or remote server, this configured reauthentication
time will be ignored. Use T n douh of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}
Switch(config -if)# authentication timer reauth <300-4294967294>

Switch(config -if)# no authentication timer reauth

Syntax authentication timer reauth <300-4294967294>
no authentication timer reauth

Parameter <300-4294967294>Time in seconds after which an automatic re -
authentication should be initiated

Default Default reauthentication period is 3600 seconds.

Mode Interface Configuration

Example The following example shows how to configure port reauthentication

period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication timer reauth 300
Switch# show authentication interface GigabitEthernet 2
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4.17 AUTHENTICATION WEB LOCAL

UseTaut hent i cat iceanmand ® bdd localcaacbudt in database. This local

account database is used when web authentic ation method is configured as Tl ocal U
The web authentication module will find account in this local database and
authenticated it. Use the T n ofddm of this command to delete local account from
database.

Switch# configure terminal

Switch(config)# authentication web local username USERNAME password
(encryptedCRYPT-PASSWORD | PASSWORD) [vlan<1-4094>] [reauth-period <300 -
429496 7294>] [inactive -timeout <60-65535>]

Switch(config)# no authentication web local username USERNAME

Syntax authentication web local username USERNAME password (encrypted
CRYPFPASSWORD | PASSWORD) |[vlan <1-4094>] [reauth-period
<300-4294967294>] [inactive -timeout <60-65535>]

no authentication web local username USERNAME

Parameter USERNAMELocal account username

Encrypted CRYPT-PASSWORD Encrypted password.
PASSWORDUnN-encrypted password.

vlan <7-4094> Assigned VLAN of this local account reauth -period
Re-authentication period <300-4294967294> of this local account
inactive-timeout.

Inactive timeout <60-65535> of this local account.

Mode Global Configuration

Example The following example shows how to add/delete a new local account.
Switch# configure terminal

Switch(config)# authentication web local username acctl password
acctl vlan 3reauth -period 301 inactive -timeout 61

Switch# show authentication
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4.18 AUTHENTICATION WEB MAXOGINATTEMPTS

Use Taut hent i cat-loginra t we bngotnmaktd to configure the port WEB
authentication max login attempt number. After login fail number exceed, the host will
enter Lock state and is not able to authenticate until quiet period exceed. Use Tno U

form of this command to restore default value.

Switch# configure terminal
Switch(config)# interface {interface -id}
Switch(config -if)# authentication web max -login-attempts (infinite| <3-10>)

Switc h(config-if)# no authentication web max -login-attempts

Syntax authentication web max -login-attempts (infinite| <3-10>)
no authentication web max -login-attempts

Parameter | infinite Do not care user login fail number

Switch# configure terminal
Switch(config)# interface GigabitEthernet 2

Switch# show authentication interface GigabitEthernet 2

<3-10> Allow user login fail number

Default Default max login attempt number is 3.

Mode Interface Configuration

Example The following example shows how to configure port max login attempt
number.

Switch(config -if)# authentication web max -login-attempts 5
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4.19 CLEAR AUTHENTICATION SESSIONS

Use Tcl ear aut hent i comidnd no dsletes existmgn authientication

sessions. If no parameter is specified, all sessions will be deleted. After authentication

session is deleted, host need to do authentication procedure again.

Switch# clear authentication sessions

Switch# clear authentication sessions interfaces {/F PORTS}

Switch# clear authentication sessions mac {mac-adadr}

Switch# clear authentication sessions session-id {WORD}

Switch# clear authentication sessions type (dotlx|macjweb)

Syntax

clear authentication sessions

clear authentication sessions interfaces {/F PORTS}
clear authentication sessions mac {mac-adar}

clear authentication sessions session-id {IWORD)
clear authentication sessions type (dotlx|mac|web)

Parameter

interfaces /F PORTXlear sessions on specific interface

mac mac-addr Clear session with specific MAC address
session-id WORDClear session with specific session ID type
(dotlx|mac|web)type Clear session with specific authentication

Mode

Privileged EXEC

Example

The following example shows how to clear all authentication sessions.
Switch# clear authentication sessions
Switch# show authentication sessions
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4.20 DOT1X

The switch supports IEEE 802.1X (dotlx) port-based access control that prevents
unauthorized access to the network by requiring users to first submit credentials for
authentication. Client authentication is controlled centrally by a RADIUS server using
EAP (Extensible Authentication Protocol). Use T d o t comnind to enable the global
setting of 802.1x. The Taut hent i ¢ acomnoamd hasahe Fame effect as this
one. This command is a backward compatible command. Use the T n dddn of this
command to disable 802.1 x authentications.

Switch# configure terminal
Switch(config)# dotlx

Switch(config)# no dotlx

Syntax dotlx
no dotlx
Default Default 802.1x is disabled
Mode Global Configuration
Example The following example shows how to enable 802.1 x authentications.

Switch# configure terminal

Switch(config)# dotlx
Switch# show authentication
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4.21 DOT1X GUESIVLAN

Use Tdot 1x-vbammbihand to enable the global setting of guest VLAN and
specify guest VLAN ID. It t the guest VLAN of the specified port. Use the T n dodh of

this command to disable guest VLAN.

Switch# configure terminal
Switch(config)# dotlx guest-vlan <1-4094>

Switch(config)# no dotlx guest-vian

Syntax dotlx guest-vlan <7-4094>
no dotlx guest-vian
Parameter <1-4094>Guest VLAN ID
Default Default guest VLAN is disabled
Mode Global Configuration
Example The following example shows how to create guest VLAN.

Switch# configure terminal

Switch(config)# vian 3
Switch(config -vlan)# exit
Switch(config)# dotlx guest-vian 3
Switch# show authentication
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4.22 DOT1X MAXREQ

UseTdot 1xr engabikmand to configure the port 802.1x max EAP request value.

The max request is the maximum number of EAP requests that can be sent. If a

response is not received after the defined period (supplicant timeout), the

authentication process is restarted. Use T n dddn of this command to restore default

value.

Switch# configure terminal

Switch(config)# interface {interface -id}
Switch(config -if)# dotlx max-req<1-10>

Switch(config-if)# no dotlx max-req

Syntax dotlx max-req<1-10>
no dotlx max-req

Parameter <I-10> The maximum number of EAP requests that can be sent.
If a response is not received after the defined period (supplicant
timeout), the authentication process is restarte d.

Default Default EAP max request number is 2.

Mode Interface Configuration

Example The following example shows how to configure port 802.1x EAP TX

period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx max-req 1

Switch# show authentication interface GigabitEthernet 2
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4.23 DOT1X PORTCONTROL

Use Tdot 1xc omd rcdaninddid to enable the port authentication control mode.

TheTaut hent i eatnit aamhagdd mat the same effect. Use the T nWform of

this command to disable authentication port control.

Switch# configure terminal

Switch(config)# interface {interface -id}

Switch(config -if)# dotlx port-control (auto|force -auth|force -unauth)

Switch(config -if)# no dotlx port-control

Syntax dotlx port-control (auto|force -auth|force -unauth)
no dotlx port-control

Parameter | Auto Need passing authentication procedure to get network accessibility
force-auth Port is force authorized and all clients have network
accessibility.
force-unauth Port is force unauthorized and all clients have no network
accessibility.

Mode Interface Configuration

Example The following example shows how to configure port control to auto

mode.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx port-control auto

Switch# show authentication interface GigabitEthernet 2
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4.24 DOT1X REAUTH

UseTdot 1x gommand thddiable the port reauthentication. The Taut hent i cat i
r e a ucbrhnmdind has the same effect, it is a backward comp atible command

Switch# configure terminal
Switch(config)# interface {interface -id}
Switch(config -if)# dotlx reauth

Switch(config -if)# no dotlx reauth

Syntax dotlx reauth
no dotlx reauth
Mode Interface Configuration
Example The following example shows how to enable port reauthentication.

Switch# configure terminal

Switch(config)# interface {interface -id}

Switch(config -if)# interface GigabitEthernet 2
Switch(config -if)# dotlx reauth

Switch# show authentication interface GigabitEthernet 2
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4.25 DOTIX TIMEOUT REAUTHPERIOD

Use Tdot 1x t i maontmand & aaonfighréf the port reauthentication period
value with unit second if the reauthentication time is not assigned by local database or
remote authentication server. On the other hand, if the reauth entication time is
assigned by local database or remote server, this configured reauthentication time will
beignored. The Taut henti cat i eammand nae the saneeaetfecthadd it is a
backward compatible command. Use T n dddin of this command to restore default
value.

Switch# configure terminal
Switch(config)# interface {interface -id}
Switch(config -if)# dotlx timeout reauth -period <300-4294967294>

Switch(config -if)# no dotlx timeout reauth -period

Syntax dotlx timeout reauth -period <300-429496729 4>
no dotlx timeout reauth -period

Parameter <B300-4294967294>Time in seconds after which an automatic re -
authentication should be initiated

Default Default reauthentication period is 3600 seconds.
Mode Interface Configuration
Mode Interface Configuration
Example The following example shows how to configure port 802.1x

reauthentication period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout reauth -period 300
Switch# show authentication interface GigabitEthernet 2
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4.26 DOT1X TIMEOUT QUIEPERIOD

UseTdot 1x t i Rpeeoruitadchlind ® tconfigure the port quiet period value.
The Taut henti cat i ecammand me the sqmei effdctUind it is backward
compatible command.After authenticati ng fail many times and the port is guest VLAN

disabled, the port/host will enter lock state until quiet period expired. In lock state, the

port/host is not allowed to do authenticating. Use T n ofdim of this command to

restore default value.

Switch# configure terminal

Switch(config)# interface {interface -id}
Switch(config -if)# dotlx timeout quiet -period <0-65535>

Switch(config -if)# no dotlx timeout quiet -period

Syntax dotlx timeout quiet -period <0-65535>
no dotlx timeout quiet -period

Parameter | <0-65535>Interval in seconds to wait following a failed authentication
exchange

Default Default quiet period is 60 seconds.

Mode Interface Configuration

Example The following example shows how to configure port 802.1x quiet period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout quiet -period 300
Switch# show authentication interface GigabitEthernet 2
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4.27 DOT1X TIMEOUT SERVERIMEOUT

Use Tdot 1x t i me o unte ccanendhd eor configure the port 802. 1x server
timeout value. The server timeout is the number of seconds that lapses before the
device resends a request to the authentication server.

Switch# configure terminal

Switch(config)# interface {interface -id}
Switch(config -if)# dotlx timeout server-timeout <Z-65535>

Switch(config -if)# no dotlx timeout server-timeout

Syntax dotlx timeout server-timeout <7-65535>
no dotlx timeout server-timeout

Parameter <I-65535> Number of seconds that lapse before the device resends a
request to the authentication server.

Default Default server timeout is 30 seconds.

Mode Interface Configuration

Example The following example shows how to configure port 802.1x server

timeout.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout supp -timeout 150
Switch# show authentication interface GigabitEthernet 2
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4.28 DOT1X TIMEOUT SUPHIMEOUT

U s edotIx timeout supp-t i me @ammahd to configure the port supplicant timeout

value. The supplicant timeout is the number of seconds that lapses before EAP

requests are resent to the supplicant. Use T n ofdm of this command to restore

default value.

Switch# configure terminal

Switch(config)# interface {interface -id}
Switch(config -if)# dotlx timeout supp -timeout <Z-65535>

Switch(config -if)# no dotlx timeout supp -timeout

Syntax dotlx timeout supp -timeout <7-65535>
no dotlx timeout supp -timeout

Parameter | <1-65535> Number of seconds that lapses before EAP requests are
resent to the supplicant

Default Default supplicant timeout is 30 seconds.

Mode Interface Configuration

Example The following example shows how to configure port 802.1x supplicant

timeout.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout supp -timeout 120
Switch# show authentication interface GigabitEthernet 2

© 2022 COMMANDO Networksc., USAAIl rights reserved.

196



© 2022 COMMANDO Networksc., USAAIl rights reserved.

197



4.29 DOT1X TIMEOUT T>PERIOD

UseTdot 1x t-pme oainibdxto configure the port 802.1x EAP TX period
value. The TX period is the number of seconds that the device waits for a response to

an Extensible Authentication Protocol (EAP) request/identity frame from the supplicant

(client) before resending the request. Use T n dodhn of this command to restore default

value.

Switch# configure terminal

Switch(config)# interface {interface -id}
Switch (config-if)# dotlx timeout tx -period <1-65535>

Switch(config -if)# no dotlx timeout tx -period

Syntax dotlx timeout tx -period <1-65535>
no dotlx timeout tx -period

Parameter | <1-65535> Number of seconds that the device waits for a response to
an Extensible Authentication Protocol (EAP) request/identity frame from
the supplicant (client) before resending the request.

Default Default EAP TX period is 30 seconds.

Mode Interface Configuration

Example The following example shows how to configure port 802.1x E AP TX

period.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout tx -period 10

Switch# show authentication interface GigabitEthernet 2
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4.30 SHOW AUTHENTICATION

Use shfow aut he nconnmamdt too sHdw all authentication manager
configurations. Use Tshow aut hent i ccammamdrio show taeherfticatoe U
manager configuration of specific port.

Switch# show authentication
Switch# show authentication interfaces {/F PORTS}

Syntax show authenti cation
show authentication interfaces {/F PORTS}
Parameter Interfaces /F PORTSpecify port list to show port configurations
Mode Privileged EXEC
Example This example shows how to show the mac authentication

configurations of port GigabitEthernet 1.
Switch# show authentication
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Switch# show authentication interface GigabitEthernet 2
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4.31 SHOW AUTHENTICATION SESSIONS

UseTshow aut hent i ccamhmawndno shosvsasthieicagol detail session

information.

Switch# show authentication sessions [detail]

Switch# show authentication sessions interface {/F PORTS}

Switch# show authentication sessions session-id {WORD}

Switch# show authentication session type (dotlx|macjweb)

Syntax

show authentication sessions [detail]

show authentication sessio ns interface {/F PORTS}
show authentication sessions session-id {WORD}
show authentication session type (dotlx]mac|web)

Parameter

detail Show session detail information.

Interface /F PORTSShow session detail information of specific port
session-id WORD Show session detail information of specific session id
Type (dotlx|macjweb) Show session detail information of specific
authentication type

Mode

Privileged EXEC

Example

This example shows how to show current authentication session brief
and detail information.

Switch# show authentication sessions

Switch# show authentication sessions detail
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5. DIAGNOSTIC

C3000 Series Switches Diagnostics offer proactive diagnostics and real -time alerts
and provides higher network availability and increased operati onal efficiency. Log files
of a switch are classified into user log files and diagnostic log files. A diagnostic log file

records the service processing flow and fault information. These logs sent to the log
buffer, console, or terminal monitors. You can s et up a switch to automatically transfer

diagnostic information to a remote server. If a fault occurs, you can provide

troubleshooting and support.

Network Troubleshooting Flowchart

Collect information Customize logs Check access and security
L J > _—
- »
I
€
Use monitoring tools Follow an escalation framework

Fig 5.1.1 Network Troubleshooting Flowchart
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5.1 SHOW CABLEDIAG

To show the estimated copper cable length attached to a specific interface, use the
command show cable -diag in the Privileged EXEC mode. For the proper information of
the cable length, the interface must be active and linked up.

Switch# show cable -diag interfaces {/F NMLPORTS}

Syntax show cable -diag interfaces {/F NMLPORTS}

Parameter | Interfaces {/F NMLPORTSPisplay the cable diagnostic information of
the copper media for an interface ID or a list of interfaces IDs.

Mode Privileged EXEC

Example The following example shows the result of cable diagnostic for the

interface GigabitEthernet 7
Switch# show cable -diag interfaces GigabitEthernet 7
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5.2 SHOW FIBERTRANSCEIVER
To show the diagnostic information of the fiber transceivers use the command. show
fiber-transceiver in the Privilege EXEC mode.

Switch# show fiber-transceiver interfaces {/F NMLPORTS}

Syntax show fiber-transceiver interfaces {/F NMLPORTS

Parameter | interfaces{/~ NMLPORTS/Display the o diagnostic information of the
fiber transceiver for an interface ID or a list of interface IDs

Mode Privileged EXEC

Example The following example shows the diagnostic information for the
interface SFP inserted.

Switch# show fiber-transceiver interfaces TenGigabitEthernet 1-4
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6. DHCP Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) is widely used to automatically assign IP
addresses and other network configuration param eters to network devices, enhancing
the utilization of IP address.

DHCP Server

DHCP Server is used to dynamically assign IP addresses, default gateway and other
parameters to DHCP clients. DHCP (dynamic host configuration protocol) allows a
server to assign an IP address to a computer from a preselected range of numbers

configured for a particular network. Dynamic Host Configuration Protocol (DHCP) is a
network management protocol used to automate the process of configuring IP
address, gateways, and other IP related things automatically to connected hosts. You

can customize the DHCP pool subnet and address range to provide simultaneous

access to a greater number of clients.

SNIRN
v o

DHCP Server DHCP Clients

Fig 6.1 C3000 Series Switches DHCP server

DHCP Relay

DHCP Relay is used to process and forward DHCP packets between different subnets
or VLANs. DHCP clients braadcast DHCP request packets to require for IP addresses.
Without this function, clients cannot obtain IP addresses from a DHCP server in the
different LAN because the broadcast packets can be transmitted only in the same
LAN. DHCP Relay includes three featires: Option 82, DHCP Interface Relay and DHCP

VLAN Relay.
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DHCP Option 82

DHCP Option 82 is called the DHCP Relay Agent Information Option When enabled, the
DHCP relay agent can inform the DHCP server of some specified information of clients
by inserting an Option 82 payload to DHCP request packets before forwarding them to
the DHCP server, so that the DHCP server can distribute the IP addresses or other
parameters to clients based on the payload. In this way, Option 82 prevents DHCP
client requests from u ntrusted sources. Besides, it allows the DHCP server to assign IP
addresses of different address pools to clients in different groups. DHCP provides a
relay mechanism for sending information about its DHCP clients or the relay agent
itself to the DHCP server. Also known as DHCP Option 82, it allows compatible DHCP
servers to use the information when assigning IP addresses, or to set other services or
policies for clients. It is also an effective tool in preventing malicious network attacks
from attached cli ents on DHCP services, such as IP Spoofing, Client Identifier Spoofing,
MAC Address Spoofing, and Address Exhaustion.

DHCP Snooping must be enabled for Option 82 information to be inserted into request
packets. When the DHCP Snooping Information Option 82 is enabled, the requesting
client (or an intermediate relay agent that has used the information fields to describe
itself) can be identified in the DHCP request packets forwarded by the switch and in
reply packets sent back from the DHCP server. This information may specify the MAC
address or IP address of the requesting device (that is, the switch in this context). By
default, the switch also fills in the Option 82 circuit -id field with information indicating
the local interface over which the switch recei ved the DHCP client request, including
the port and VLAN ID. This allows DHCP clientserver exchange messages to be
forwarded between the server and client without having to flood them to the entire
VLAN. If DHCP Snooping Information Option 82 is enabled on the switch, information
may be inserted into a DHCP request packet received over any VLAN (depending on
DHCP snooping filtering rules). The information inserted into the relayed packets
includes the circuit -id and remote -id, as well as the gateway Internet address. When
the switch receives DHCP packets from clients that already include DHCP Option 82
information, the switch can be configured to set the action policy for these packets.
The switch can either drop the DHCP packets, keep the existing informat ion, or
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replace it with the switchTs relay informat.i

and DHCP Relay Information Option 82 cannot both be enabled at the same time.

DHCP SNOOPING

DHCP Snooping is a layer 2 security technology incorporated into the o perating
system of a capable network switch that drops DHCP traffic determined to be
unacceptable. DHCP Snooping prevents unauthorized (rogue) DHCP servers offering IP
addresses to DHCP clients. This page allow user to configure global and per interface
settings of DHCP Snooping. The addresses assigned to DHCP clients on insecure ports
can be carefully controlled using the dynamic bindings registered with DHCP Snooping
(or using the static bindings configured with IP Source Guard). DHCP snooping allows
a switch to protect a network from rogue DHCP servers or other devices which send
port-related information to a DHCP server. This information can be useful in tracking an
IP address back to a physical port.

DHCP Snooping Process

Network traffic may be disrupt ed when malicious DHCP messages are received from
an outside source. DHCP snooping is used to filter DHCP messages received on a non-
secure interface from outside the network or fire wall. When DHCP snooping is
enabled globally and enabled on a VLAN interface, DHCP messages received on an
untrusted interface from a device not listed in the DHCP snooping table will be
dropped. Table entries are only learned for trusted interfaces. An entry is added or
removed dynamically to the DHCP snooping table when a cli ent receives or releases
an IP address from a DHCP server. Each entry includes a MAC address, IP address,
lease time, VLAN identifier, and port identifier. The rate limit for the number of DHCP
messages that can be processed by the switch is 100 packets pe r second. Any DHCP
packets in excess of this limit are dropped. When DHCP snooping is enabled, DHCP
messages entering an untrusted interface are filtered based upon dynamic entries
learned via DHCP snooping.
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Fig 6.2 C3000 Series Switches DHCP Snooping

DHCP snooping causes a switch to examine DHCP messages and filter those
considered to be inappropriate. DHCP snooping also builds a table of IP address and
port mappings, based on legitimate DHCP messages, called the DHCP snooping
binding table. The DHCP snooping binding table can then be used by DAI and by the IP
Source Guard feature. Use DHCP snooping and IP Source Guard to prevent DHCP DoS
and man-in-the-middle attacks. DHCP snooping listens to DHCP message exchanges
and builds a bindings database of valid tuples (MAC address, IP address, VLAN
interface). When DAI is enabled, the switch drops ARP packet if the sender MAC
address and sender IP address do not match an entry in the DHCP snooping bindings
database. DHCP snooping is a series of techniques applied to improve the security of a
DHCP infrastructure. When DHCP servers are alloating IP addresses to the clients on
the LAN, DHCP snooping can be configured on LAN switches to prevent malicious or
malformed DHCP traffic, or rogue DHCP servers. DHCP snooping is a security feature
which acts as a firewall between untrusted hosts and tr usted DHCP servers. Snooping
prevents false DHCP responses and monitor clients.
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Fig 6.3 DHCP Messages

DHCP snooping defeats attacks for ports it considers to be untrusted. DHCP snooping
allows all DHCP messages on trusted ports, but it filters DHCP messages on untrusted
ports. It operates based on the premise that only DHCP clients should exist on
untrusted ports; as a result, the switch filters incoming DHCP messages those are only
sent by servers. So, from a design perspective, unused and unsecure d user ports
would be configured as untrusted to DHCP snooping. DHCP snooping also needs to
examine the DHCP client messages on untrusted ports, because other attacks can be
made using DHCP client messages. DHCP servers identify clients based on their stated
client hardware address as listed in the DHCP request. A single device could pose as
multiple devices by sending repeated DHCP requests, each with a different DHCP
client hardware address. The legitimate DHCP server, thinking the requests are from
different hosts, assigns an IP address for each request. The DHCP server will soon
assign all IP addresses available for the subnet, preventing legitimate users from being
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assigned an address. For untrusted ports, DHCP snooping uses the following general
logic for filtering the packets:

1. It filters all messages sent exclusively by DHCP servers.

2. The switch checks DHCP release and decline messages against the DHCP snooping

binding table; if the IP address in those messages is not listed with the port in th e

DHCP snooping binding table, the messages are filtered.

3.0ptionally, it compares a DHCP requestTs cl
source MAC address inside the Ethernet frame.
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6.1 DHCP Server

Use the dhcp-server command to enable DHCP Server function. Use the T n douh of

this command to disable.

Switch# configure terminal

Switch(config)# dhcp -server

Switch(config)# no dhcp -server

Syntax dhcp -server
no dhcp-server
Default DHCP server is disabled
Mode Global Configuration
Example The example shows how to enable DHCP Server.

You can verify settings by the following show dhcp -server command.
Switch#configure terminal

Switch(config)# dhcp -server

Switch# show dhcp -server

ch¥ onfig ©

QETTE
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6.2 DHCP Port setting

Use the dhcp-relay command to enable DH CP relay on Switch port. Enabling port to
carry DHCP information. Use the T n dotth of this command to disable.

Switch# configure terminal
Switch(config)# interface {Interface-Id}
Switch(config -if)j#dhcp -relay

Switch(config -if )# no dhcp -relay

Syntax dhcp -relay
no dhcp-relay
Default DHCP relay on port is disabled
Mode Interface Configuration
Example The example shows how to port to carry DHCP information.

You can verify settings by the following show run command.
Switch# configure terminal
Switch(config)# interface range gl1-24

Switch(config -if-range)#dhcp -relay
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6.3 DHCP IP Pool Setting

Use the ip pool command to create DHCP Pool. Use the T n dodh of this command to

disable.

Switch# configure terminal

Switch(config)# ip pool {Pool-Name}

Switch(config -ip-pool-Pool-Name)# gateway {Gateway-/P-address}

Switch(config -ip-pool-Pool-Name)# dns primary-ip {Primary DNS-IP-address}
Switch(config -ip-pool-Pool-Name)# dns second-ip {Secondary DNS-IP-address}
Switch(config -ip-pool-Pool-Name)# lease {Lease time}

Switch(config -ip-pool-Pool-Name)# section {Section-Number} {Pool Starting-IP-
address} {Pool End-IP-address}

Switch(config)# no ip pool {Pool-Name}

Syntax ip pool
no ip pool
Default DHCP pool is disabled
Mode Global Configuration
Example | The example shows how to create DHCP Pool.

You can verify settings by the following show run command.

Switch# configure terminal

Switch(config)# ip pool COMMANDO

Switch(config -ip-pool-COMMANDO)#gateway 192.168.0.1/24
Switch(config -ip-pool-COMMANDO)#dns primary-ip 8.8.8.8

Switch(config -ip-pool-COMMANDO)#dns second-ip 8.8.4.4

Switch(config -ip-pool-COMMANDO)#lease 2:0:0

Switch(config -ip-pool-COMMANDO)# section 1 192.168.0.101
192.168.0.200

= 14 L
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6.4 DHCP VLAN Interface Group setting

Use the dhcp -server group command to enable VLAN Interface Group setting. Enabling
Vlan carry DHCP information. Use the T n dddn of this command to disable. Following
commands are for Management Vlan. By default, VLAN 1 is a Management Vlan in
C3000 Series Switches.

Switch# configure terminal
Switch(config)# dhcp -server group {Group-/D}

Switch(config)# dhcp -server group {Group-ID}ip {Gateway-IP Address}
Switch(config)# no dhcp-server group {Group-/D}

Following commands are for Non-Management VLAN
Switch# configure terminal
Switch(config)# interface vian{Vlan-ID}

Switch(config -if)#dhcp -server group {Group-/D}

Switch(config)# dhcp -server group {Group-ID}ip {Gateway-IP Address}

Switch(config -if)#no dhcp -server group {Group-/D}

Syntax dhcp -server group
no dhcp -server group

Default DHCPVLAN Interface Group setting is disabled

Mode In Global configuration for Management VLAN. VLAN Interface
Configuration for other than management VLAN.

Example | The example shows how to set DHCP VLAN Interface Group setting for
Management VLAN .

You can verify settings by the following show run command.

Switch# configure terminal
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Switch(config)# dhcp-server group 1
Switch(config)# dhcp-server group 1ip 192.168.0.1
5w ~h# con Fig ©

Pl

The example shows how to set DHCP VLAN Interface Group setting for
other than mana gement VLAN.

Switch# configure terminal

Switch(config)# interface vlan2

Switch(config -if)# dhcp -server group 1

Switch(config)# dhcp-server group 1ip 192.168.0.1

Verifying the DHCP Server
Switch# sh dhcp -server

Verifying the DHCP Client

Switch# show dhcp-client
Note: Only Static binded clients are shown.

COMMANDO
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6.5 IP DHCP SNOOPING

Use the ip dhcp snooping command to enable DHCP Snooping function. Usethe Tnho U

form of this command to disable.

Switch# configure terminal

Switch(config)# ip dhcp snooping

Switch(config)# no ip dhcp snooping

Syntax ip dhcp snooping
no ip dhcp snooping
Default DHCP snooping is disabled
Mode Global Configuration
Example The example shows how to enable DHCP Snooping on VLAN 1. You can

verify settings by the following show ip dhcp snooping command.
Switch# configure terminal

Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vian 1

Switch# show ip dhcp snooping

4c:00:00:00 (Switch Mac in Byte O
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6.6 IP DHCP SNOOPING VLAN

Use the ip dhcp shooping vlan command to enable VLANs on DHCP Snooping
function. Use the T n ofddm of this command to disable VLANs on DHCP Snooping

function.

Switch# configure terminal
Switch(config)# ip dhcp snooping vilan {VLAN-L/ST}

Syntax ip dhcp shooping vlan {VLAN-LIST}

Parameter VLAN-LIST Specify VLAN ID or arange of VLANs to enable or disable
dynamic Arp inspection

Default Default is disabled on all VLANSs

Mode Global Configuration

Example The example shows how to enable VLAN 1-100 on DHCP Snooping,

and then disable VLAN 30-40 on DHCP Snooping. You can verify
settings by the following show ip dhcp snooping command.

Example 1

Switch# configure terminal

Switch(config)# vlan 1-100

Switch(config)# exit

Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vian 1-100

Switch# show ip dhcp snoopin g

Example 2:
Switch# configure terminal
Switch(config)# no ip dhcp snooping vian 30-40
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Switch(config)# show ip dhcp snooping
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6.7 IP DHCP SNOOPING TRUST

Use the ip dhcp shooping trust command to set trusted interface. The switch does not
check DHCP packets that are received on the trusted interface; it simply forwards it.
Use the T n douh of this command to set untrusted interface.

Switch# configure terminal
Switch(config)# ip dhcp snooping trust

Switch(config)# no ip dhcp snooping trust

Syntax ip dhcp snooping trust
no ip dhcp snooping trust
Default DHCP snooping trust is disabled
Mode Interface Configuration
Example The example shows how to set interface gil to trust. You can verify

settings by the following show ip dhcp snooping interfa ce command.
Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# ip dhcp snooping trust

Switch(config -if)# do show ip dhcp snooping interface gil
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6.8 IP DHCP SNOOPING VERIFY

Use the ip dhcp snooping verify command to verify MAC address function on interface .
The T maad d r edsos RHCP packets that address and ethernet source mac is not

match.

Switch# configure terminal

Switch(config)# interface {/nterface-ID}

Switch(config -if)# ip dhcp shooping verify mac -address

Switch(config -if)# no ip dhcp snooping verify mac -address

Syntax ip dhcp snooping verify mac -address
no ip dhcp snooping verify mac -address
Default DHCP snooping verify mac-address is disabled
Mode Interface Configuration
Example | The example shows how to set interfa ce gil to validate Tmaaddr e

You can verify settings by the following show ip dhcp snooping interface
command.

Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# ip dhcp snooping verify mac -address
Switch(config -if)# do show ip dhcp snooping interface gi2
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6.9 IP DHCP SNOOPING RATEIMIT

Use the ip dhcp snhooping rate -limit command to set rate limitation on interface. The
switch drop DHCP packets after receives more than configured rate of packets per
second. Use the T nWorm of this command to return to default settings.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}
Switch(config -if)# ip dhcp shooping rate -limit <7-300>

Switch(config -if)# no ip dhcp snooping rate -limit

Syntax ip dhcp snooping rate -limit <Z-300>
no ip dhcp snooping rate -limit
Parameter | <Z-300> Set 1 to 300 PPS of DHCP packet rate limitation
Default Default is un-limited of DHCP packet
Mode Interface Configuration
Example The example shows how to set rate limit to 30 pps on inte rface gil. You

can verify settings by the following show ip dhcp snooping interface
command.

Switch#configure terminal

Switch(config)# interface gi2

Switch(config -if)# ip dhcp snooping rate -limit 30
Switch(config -if)# do show ip dhcp snooping interfaces gi2
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6.10 CLEAR IP DHCP SNOOPING STATISTICS

Use the clear ip dhcp snooping interfaces statistics command to clear statistics that are
recorded on interface.

Switch# clear ip dhcp snooping interfaces {/F PORTSatatistics

Syntax clear ip dhcp snooping i nterfaces {/F PORTSRatistics

Parameter | /F_ PORTSpecifies ports to clear statistics

Mode Privileged EXEC

Example The example shows how to clear statistics on interface gil. You can

verify settings by the following show ip DHCP Snooping interface
statistics command.

Switch# clear ip dhcp snooping interfaces gil statistics
Switch# show ip dhcp snooping interfaces gil statistics
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6.11 SHOW IP DHCP SNOOPING

Use the show IP DHCPsnooping command to show settings of DHCP Snooping.

Switch# show ip dhcp snooping

Switch# show ip dhcp snhooping

Syntax show ip dhcp snooping
Mode Privileged EXEC
Example | The example shows how to show settings of DHCP Snooping
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6.12 SHOW IP DHCP SNOOPING INTERFACE

Use the show ip dhcp snooping interfaces command to s how settings or statistics of

interface.

Switch# show ip dhcp shooping interfaces {/F PORTS}
Switch# show ip dhcp snhooping interfaces {/F PORTS3tatistics

Syntax show ip dhcp snooping interfaces {/F PORTS}
show ip dhcp snooping interfaces {/F PORTSgtatistics
Parameter IF_PORTSpecifies ports to show statistics
Mode Privileged EXEC
Example The example shows how to show settings of interface gil.

Switch# show ip dhcp snooping interface gi2
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6.13 SHOW IP DHCP SNOOPING BINDING

Use the show ip dhcp snooping binding command to show binding entries that learned
by DHCP Snooping.

Switch# show ip dhcp snooping binding

Syntax show ip dhcp snooping binding
Mode Privileged EXEC
Example The example shows how to show binding entries that learned by DHCP

Snooping.
Switch# show ip dhcp snooping binding

Switchi show ip dhcp snooping binding

iamd Talla
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6.14 IP DHCP SNOOPING OPTION

Use the ip dhcp snooping option command to enable that insert option82 content into

packet. Use the T n dolh of this command to disable.

Switch# configure terminal

Switch (config)#interface {/nterface-ID}

Switch(config -if)# ip dhcp shooping option

Switch(config -if)# no ip dhcp snooping option

Syntax ip dhcp snooping option
no ip dhcp snooping option
Default DHCP snooping option82 is disabled
Mode Interface Configuration
Example The example shows how to enable option82 insertion. You can verify

settings by the following show ip dhcp snooping interface command.
Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# ip dhcp snooping option
Switch(config-if)# do show ip dhcp snooping interfaces gi2
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6.15 IP DHCP SNOOPING OPTION ACTION

Use the ip dhcp shooping option action command to set the action when receive
packets that with option82 content. Use the T n ofddim of this command to default

setting.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}
Switch(config -if)#ip dhcp shooping option action (drop|keep|replace)

Switch(config -if)#no ip dhcp snooping option action

Syntax ip dhcp snooping option action (drop|keep|replace)
no ip dhcp snooping option action

Parameter | Drop Drop packets with option82 that are received from untrusted port.
Keep Keep original option82 content in packet.
Replace Replace option82 content by switch setting.

Default DHCP snooping option82 is drop

Mode Interface Configuration

Example The example shows how to set action to replace option82 content. You

can verify settings by the following show running -config command.
Switch# configure terminal

switch(config)# interface gi2

switch(config -if)# ip dhcp sno oping option action replace
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6.16 IP DHCP SNOOPING OPTION CIRCUID

Use the ip dhcp snooping option circuit -id command to set user -defined circuit -id
string. Circuit-id is per port per VLAN setting. If a VLAN is not found user-defined
circuit-id then use per port circuit -id string. Use the T n ofdgim of this command to

default setting.

Switch# configure terminal
Switch(config -if)# ip dhcp shooping [vlan <Z-4094>] option circuit -id {STRING}

Switch(config -if)# no ip dhcp snooping [vlan <Z-4094>] option circuit-id

Syntax ip dhcp snooping [vlan <Z-4094>] option circuit -id STRING
no ip dhcp snooping [vlan <Z-4094>] option circuit -id

Parameter Vlan<Z-4094>VLAN ID to set user defined circuit-id string STRING
Circuit-id string, 1 to 63 ASCII characters, no spaces.

Default Default circuit-id is port id + vlan id in byte format.

Mode Interface Configuration

Example The example shows how to set a user-defined circuit-id string on

interface gil and VLAN 1. You can verify settings by the following show
running-config command.

Switch# configure terminal

switch(config)# interface gi2

switch(config -if)# ip dhcp snooping vlan 1 option circuit -id test
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6.17 IP DHCP SNOOPING OPTION REMOAE

Use the ip dhcp snooping option remote -id command to set user -defined remote -id
string. Remote-id is a global and unique string. Use the T n dddn of this command to

default setting.

Switch# configure terminal

Switch(config)# ip dhcp snooping option remote -id {STRING}

Switch(config)# no ip dhcp snooping option remote -id
Syntax ip dhcp snooping option remote -id {STRING}
no ip dhcp snooping option remote -id
Parameter STRINGRemote-id string, 1 to 63 ASCII characters, no spaces.
Default Default remote-id is the switch MAC address in byte order
Mode Global Configuration
Example The example shows how to set a user-defined remote -id string on

switch. You can verify settings by the following show ip dhcp snooping
option remote - id.

Switch# configure terminal

Switch(config)# ip dhcp snooping option remote -id test_remote
switch(config)# do show ip dhcp snooping option remote -id

Fim) n AR anAaAnIne Ar n remote-id test remo
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6.18 SHOW IP DHCP SNOOPING OPTION

Use the show ip dhcp snooping option remote-id command to show remote -id string.

Switch# show ip dhcp snooping option remote -id

Syntax show ip dhcp snooping optio n remote-id

Mode Privileged EXEC

Example | The example shows how to show remote -id string
Switch# show ip dhcp snhooping option remote -id

b snooping option remote-id
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6.19 IP DHCP SNOOPING DATABASE

Use the ip dhcp snooping database command to enable DHCP Snooping database

agent .

T Hh a wmdand that write backup file to switch local drive. The Tt f rhepnd

that write backup file to remote TFTP server. Use the T n dddn of this command to

disable.

Switch# configure terminal

Switch(config)# ip dhcp snooping database flash
Switch (config)# ip dhcp snooping database tftp ( A.B.C.D|[HOSTNAME /NAME}

Switch(config)# no ip dhcp snooping database

Syntax ip dhcp snooping database flash
ip dhep snooping database tftp (A.B.C.D|[HOSTNAME) {NAME}
no ip dhcp snooping database
Parameter | (A.BC.D|JHOSTNAME)Specify the IP address or hostname of remote
TFTP server
NAMEInput name of backup file
Default DHCP snooping database is disabled
Mode Global Configuration
Example The example shows how to enable DHCP Snooping database agent

and write backup file to remote TFTP server with file name
Tbackup _fil eU. You can verify se
snooping database command.

Switch# configure terminal

Switch(config)# ip dhcp snooping database tftp 192.168.1.50
backup_file

Switch(config)# do show ip dhcp snooping database
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6.20 IP DHCP SNOOPING DATABASE WRITEELAY

Use the ip dhcp snooping database write -delay command to modify the write -delay

timer. Use the T n douh of this command to default setting.

Switch# configure terminal

Switch(config)# ip dhcp snooping database write -delay <15-86400>

Switch(config)# no ip dhcp snooping database write -delay

Syntax ip dhcp snooping database write -delay <15-86400>
no ip dhcp snooping database write -delay

Parameter | <15-86400>Specifies the seconds of timeout. Specify the duration for
which the transfer should be delayed after the binding database
changes

Default DHCP snooping database write -delay is 300 seconds

Mode Global Configuration

Example The example shows how to set write -delay timer to 60 seconds. You

can verify settings by the following show ip dhcp snooping database
command.

Switch# configure terminal

Switch(config)# ip dhcp snooping database write -delay 60
Switch(config)# do show ip dhcp snooping database
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6.21 IP DHCP SNOOPING BTABASE TIMEOUT

Use the ip dhcp snooping database timeout command to modify the timeout timer. Use

the T n douh of this command to default setting.

Switch# configure terminal

Switch(config)# ip dhcp snooping database timeout <0-86400>

Switch(config)# no ip dhcp snooping database timeout

Syntax ip dhcp snooping database timeout <0-86400>
no ip dhcp snooping database timeout

Parameter | <15-86400> Specifies the seconds of timeout . Specify (in seconds)how
long to wait for the database transfer process to finis h before stopping
the process. Use 0 to define an infinite duration, which means to
continue trying the transfer indefinitely

Default DHCP snooping database timeout is 300 seconds

Mode Global Configuration

Example | The example shows how to set timeout t imer to 60 seconds. You can

verify settings by the following show ip dhcp snooping database
command.

Switch# configure terminal

Switch(config)# ip dhcp snooping database timeout 60

Switch(config)# do show ip dhcp snooping
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6.22 CLEAR IP DHCP SNOOPIN®GATABASE STATISTICS

Use the clear ip dhcp snooping database statistics command to clear statistics of

DHCP Snooping database.

Switch# clear ip dhcp snooping database statistics

Syntax clear ip dhcp snooping database statistics
Mode Privileged EXEC
Example | The example shows how to clear statistics of DHCP Snooping agent. You

can verify settings by the following show ip dhcp snooping database
command.

switch# clear ip dhcp snooping database statistics
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6.23 RENEW IP DHCP SNOOPING DATABASE

Use the renew ip dhcp snooping database command to renew DHCP Snooping

database from backup file.

Switch# renew ip dhcp shooping database

Syntax renew ip dhcp snhooping database
Mode Privileged EXEC
Example | The example shows how to renew DHCP Snooping database. You can

verify settings by the following show ip dhcp snooping database and

show ip dhcp snooping binding command.

Switch# renew ip dhcp snooping database

Switch# show ip dhcp snooping database
ritch# r o dh ng database
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6.24 SHOW |IP DHCPSNOOPING DATABASE

Use the show ip dhcp shooping database command to show settings of DHCP

Snooping agent.

Switch# show ip dhcp snooping database

Syntax show ip dhcp snooping database
Mode Privileged EXEC
Example | The example shows how to show settings of DHCP Snooping agent.

Switch # show ip dhcp snooping database
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7. DOS Denial-of-Service (DoS)

A Denial-of-Service (DoS) attack is an attack meant to shut down a machine or

network, making it inaccessible to its intended users. DoS attacks accomp lish this
by flooding the target with traffic or sending it information that triggers a crash. In

both instances, the DoS attack deprives legitimate users (ie. employees, members,

or account holders) of the service or resource they expected.

Victims of DoS attacks often target web servers of high -profile organizations such as
banking, commerce, and media companies, or government and trade organizations.
Though DoS attacks do not typically result in the theft or loss of significant
information or other assets, they can cost the victim a great deal of time and money
to handle.

There are two general methods of DoS attacks: flooding services or crashing
services. Flood attacks occur when the system receives too much traffic for the
server to buffer, causing them to slow down and eventually stop. Popular flood
attacks include:

1 Buffer overflow attacks > the most common DoS attack. The concept is to send
more traffic to a network address than the programmers have built the system to
handle. It includes the attacks listed below, in addition to others that are designed
to exploit bugs specific to certain applications or networks.

T ICMP flood Z leverages misconfigured network devices by sending spoofed packets
that ping every computer on the targeted network, instead o f just one specific
machine. The network is then triggered to amplify the traffic. This attack is also
known as the smurf attack or ping of death.

T SYN flood Z sends a request to connect to a server, but never complete. Continues
until all open ports are saturated with requests and none are available for legitimate
users to connect to.

Other DoS attacks simply exploit vulnerabilities that cause the target networks or
service to crash. In these attacks, input is sent that takes advantage of bugs in the
targett hat subsequently crash or severely dest at

accessed or used.
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7.1 DOS

To enable the specific Denial of Service (DoS) protection, use the command dos in the

Global Configuration mode. Otherwise, use the no form of the command to disable the

specific DoS protection.

Switch# configure terminal

Switch(config)# dos ipv6-min-frag-size-length 1024

Switch(config)# dos ipv6-min-frag-size-check

Syntax dos (daeqsa-denylicmp -frag-pkts-denylicmpv4 -ping-max-check
licmpv6 -ping-max-check|ipv6 -min-frag-size-check]|land - deny|nullscan-
deny|pod -deny|smurf-deny|syn-sportl1024 -
deny|synfin-deny|synrst-deny|tcp -frag-off-min-check|tcpblat -
denyltcphdr -min-check]udpblat -deny|xmas-deny)
dos icmp -ping-max-length MAX_LEN
dos ipv6-min-frag-size-length MIN_LEN
dos smurf-netmask MASK
dos tcphdr -min-length HDR_MIN_LEN
no dos (tcp-frag-off-min-check|synrst-deny|synfin-deny|xma- deny
|nullscan-deny|syn-sportl1024 -deny|tcphdr -min-check|smurf -
deny|icmpv6 -ping-max-check|icmpv4 -ping-max-check|icmp -frag- pkts-
denylipv6-min-frag-size-check|pod -deny|tcpblat - deny|udpblat -
deny|land-deny|daeqsa-deny)

Parameter | daegsa-deny Drops the packets if the destination MAC address is equal

to the source MAC address.

icmp -frag-pkts-deny Drops the fragmented ICMP pack ets.

icmpv4 -ping-max- check Checks the maximum size of ICMP ping
packets, and drops the packets larger than the maximum packet size
defined by the command dos icmp -ping-max-length MAX_LEN
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icmpv6 -ping-max- check Checks the maximum size of ICMPv6 ping
packets and drops the packets larger than the maximum packet size
defined by the command dos icmp -ping-max- length MAX_LEN.
ipv6-min-frag- size-check Checks the minimum size of IPv6 fragments
and drops the packets smaller than the minimum size defined by the
command dos ipv6 -min-frag-size-length MIN_LEN.

land-deny Drops the packets if the source IP address is equal to the
destination IP address.

nullscan-deny Drops the packets with NULL scan.

pod-deny Avoids ping of death attack.

smurf-deny Avoids smurf attack.

syn-sportl1024-deny Drops SYN packets with sport less than 1024.
synfin-deny Drops the packets with SYN and FIN bits set.

synrst-deny Drops the packets with SYN and RST bits set.

tcp -frag-off-min- check Drops the TCP fragment packets with offset
equals to one.

tcpblat -deny Drops the packages if the TCP source port is equal to the
TCP destination port.

tcphdr -min-check Checks the minimum TCP header and drops the TCP
packets with the header smaller than the minimum size defined by the
command dos tcphdr -min-length HDR_MIN_LEN.

udpblat-deny Drops the packets if the UDP source port equals to the
UDP destination port.

xmas-deny Drops the packets if the sequence number is zero, and the
FIN, URG and PSH bits are set.

icmp-ping-max- length MAX_LEN Specify the maximum size of the
ICMPV4/ICMPV6 ping packets. The valid range is from 0 to 65535 bytes,
and the default value is 512 bytes.

ipv6-min-frag- size-length MIN_LEN Specify the minimum size of IPv6
fragments. The valid range is from 0 to 65535 bytes, and default valu e
is 1240 bytes.

smurf-netmask MASK Specify the netmask of smurf attack. The length
range is from 0 to 323 bytes, and default length is 0 bytes.

tcphdr -min-length  HDR_MIN_LEN Specify the minimum TCP headel
length. The length range is from 0 to 31 bytes, an d default length is 20
bytes.

Default

All of DoS protections are enabled by default. The default parameter
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are:

- The maximum size of ICMP ping packages is 512 bytes
- The minimum size of IPv6 fragments is 1240 bytes.

- The Smurf netmask length is 0 byte s.

- The minimum TCP header length is 20 bytes

Mode

Global Configuration

Example

The following example sets the minimum fragment size to 1024 bytes
and enables the minimum size of IPv6 fragments validation.
Switch# configure terminal

Switch(config)# dos ipv6-min-frag-size-length 1024
Switch(config)# dos ipv6-min-frag-size-check
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7.2 DOS (INTERFACE)

To enable the DoS on the specific interface, use the command dos in the Interface
Configuration mode. Otherwise, use the T n douh of the command to dis able the DoS

on the interface.

Switch# configure terminal

Switch(config)# interface {interface-ID}
Switch(config -if)# dos

Switch(config -if)# no dos

Syntax dos
no dos
Default DoS protection is disabled on each interface.
Mode Interface Configuration
Example | The following example enables the DoS on the interface GigabitEthernet

2.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dos
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7.3 SHOW DOS

To show the DoS protection configuration, use the command show dos in the
Privileged EXEC mode. For the status of DoS protection on each interface, use the
command show dos interface in the Privileged EXEC mode.

Switch# show dos
Switch# show dos interface {/F PORTS}

Syntax show dos
show dos interface {/F PORTS}

Parameter | interface {/F PORTSAn interface ID or the list of interface IDs

Mode Privileged EXEC

Example The following example shows the global DoS protection configuration.
Switch# show dos

Suritch: =ho

Switch¥# show dos
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8. DYNAMIC ARP INSPECTION

A switch can use DAI (Dynamic ARP hspection) to prevent certain types of attacks that

leverage the use of IP ARP messages. DAI is a security feature that validates ARP
packets in a network. DAI intercepts, logs, and discards ARP packets with invalid IP -to-
MAC address bindings. This capability protects the network from some man -in-the-

middle attacks.

HOST C (Attacker)
IP:10.10.10.30
. MAC: cc:cc:ceicciccice

|

10.10.10.20 is at “cccc.ccece.ceccc”

\ Gratuitous ARP:

=

|

HOST A
IP:10.10.10.10
MAC: aa:aa:aa:aa:aa:aa

Fig 8.1 Dynamic ARP Inspection Setup

HOSTB
IP: 10.10.10.20

MAC: bb:bb:bb:bb:bb:bb

DAI ensures that only valid ARP requests and responses are relayed. The switch

performs these activities:

U Intercepts all ARP requests and responses on untrusted ports

U Verifies that each of these intercepted packets has a valid IP -to-MAC address
binding before updating the local ARP cache or before forwarding the packet to

the appropriate destination.

U Drops invalid ARP packets

DAl determines the validity of an ARP packet based on valid IP-to-MAC address
bindings stored in a trusted database, the DHCP snooping binding database. This
database is built by DHCP snooping if DHCP snooping is enabled on the VLANs and on
the switch. If the ARP packet is received on a trusted interface, the switch forwards the
packet without any checks. On untrusted interfaces, the switch forwards the packet
only if it is valid. DAI can validate ARP packets against user-configured ARP access
control lists (ACLSs) for hosts with statically configured IP addresses.
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8.1 IP ARP INSPECTION

Use the ip arp inspection command to enable Dynamic Arp Inspection function. Use
the T n douh of this command to disable.

Switch# configure terminal
Switch(config)# ip arp inspection

Switch(config)# no ip arp inspection

Syntax ip arp inspection
no ip arp inspection
Default Dynamic Arp inspection is disabled
Mode Global Configuration
Example The example shows how to enable Dynamic Arp Inspection on VLAN 2.

You can verify settings by the following show ip arp inspection
command.

Switch# configure terminal

Switch(config)# ip arp inspection

Switch(config)# ip arp inspection vian 2

switch# show ip arp inspection

= T A
=) il
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8.2 IP ARP INSPECTION VLAN

Use the ip arp inspection vlan command to enable VLANs on Dynamic Arp Inspection
function. Use the T n ofd&dim of this command to disable VLANs on Dynamic Arp
Inspection function.

Switch# configure terminal
Switch(config)# ip arp inspection vlan {VLAN-LIST}

Switch(config)# no ip arp inspection vilan {VLAN-LIST}

Syntax ip arp inspection vlan {VLAN-L/IST}
no ip arp inspection vian {VLAN-L/ST}

Parameter | VLAMN-L/STSpecify VLAN ID or a range of VLANs to enable or disable
dynamic Arp inspection

Default Default is disabled on all VLANSs

Mode Global Configuration

Example The example shows how to enable VLAN 1-100 on Dynamic Arp

Inspection, and then disable VLAN 30-40 on Dynamic Arp Inspection.
You can verify settings by the following show ip arp inspection
command.

Switch# configure terminal

Switch(config)# vlan 1-100

Switch (config)# ip arp inspection

Switch(config)# ip arp inspection vian 1-100

Switch# show ip arp inspection

con terminal
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8.3 IP ARP INSPECTION TRUST

Use the ip arp inspection trust command to set trusted interface. The switch does not
check ARP packets that are rec eived on the trusted interface; it simply forwards it. Use
the T n douh of this command to set untrusted interface.

Switch# configure terminal

Switch(config)# Ip arp inspection trust

Switch(config)# no ip arp inspection trust

Syntax ip arp inspection t rust
no ip arp inspection trust
Default Dynamic Arp inspection trust is disabled
Mode Interface Configuration
Example | The example shows how to set interface gil to trust. You can verify

settings by the following show ip arp inspection interface command
Switch# configure terminal

Switch(config)# interface gi2

Switch(config)# ip arp inspection trust

Switch# show ip arp inspection interface gi2
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8.4 IP ARP INSPECTION VALIDATE

Use the ip arp inspection validate command to enable validate function on interface.

The T s+4ma c tfop ARP requests and reply to packets that arp-sender-mac and
ethernet-source-mac is not match. The T d-gnta ¢ d¥ops ARP reply packets that arp -

target-mac and ethernet -dst-mac is not match. The T i grdp ARP request and reply to

packets that sender -ip is invalid such as broadcast multicast all zero IP address and

drop ARP reply packets that target -ip isinvalid. TheTal zewomedns wonTt dr or
zero IP address. Use theT n doth of this command to disable validation.

Switch# configure terminal
Switch(config)# ip arp inspection validate src -mac
Switch(config)# ip arp inspection validate dst -mac

Switch(config)# ip arp inspection validate ip [allow -zeros]

Switch(config)# no ip arp inspection validate src -mac
Switch(config)# no ip arp inspection validate dst -mac
Switch(config)# no ip arp inspection validate ip [allow -zeros]

Syntax ip arp inspection validate src -mac

ip arp inspection validate dst -mac

ip arp inspection validate ip [allow -zeros]

no ip arp inspection validate src -mac

no ip arp inspection validate dst -mac

no ip arp inspection validate ip [allow -zeros]

Default Default is disabled of all validation
Mode Interface Configuration
Example The example shows how to set interface gil to validate T s4ma cTUd s

macdhd T pU, Tal |.oreu caneveribysséftings by the following
show ip arp inspection interface command.

Switch# configure terminal

Switch(config)# interface gi2
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Switch(config -if)# ip arp inspection validate src -mac
Switch(config -if)# ip arp inspection valida te dst-ma
Switch(config -if)# ip arp inspection validate ip allow -zeros

Switch(config)# do show ip arp inspection interface gi2
5 1fig)# in e giZ
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8.5 IP ARP INSPECTION RATFEIMIT

Use the ip arp inspection rate -limit command to set rate limitation on interface. The

switch drop ARP packets after receives more than configured rate of packets per

second. Use the T n douh of this command to return to default settings.

Switch# configure terminal

Switch(config)# ip arp inspection rate -limit <z-50>

Switch(config)# no ip arp inspection rate -limit

Syntax ip arp inspection rate -limit <z-50>
no ip arp inspection rate -limit
Parameter <I-50>Set 1 to 50 PPS of DHCP packet rate limitation
Default Default is un-limited of ARP packet
Mode Interface Configuration
Example The example shows how to set rate limit to 30 pps on interface gi2.

You can verify settings by the following show ip arp inspection interface
command.

Switch# configure terminal

Switch(config)# interface gi2

Switch(config)# ip arp inspection rate -limit 30

Switch (config)# do show ip arp inspection interface gi2
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8.6 CLEAR IP ARP INSPECTION STATISTICS

Use the clear ip arp inspection interfaces statistics command to clear statistics that are
recorded on interface.

Switch# clear ip arp inspection interfaces {/F PORTShtatistics

Syntax clear ip arp inspection interfaces {/F~ PORTSgtatistics

Parameter | /F_PORTSpecifies ports to clear statistics

Mode Privileged EXEC

Example The example shows how to clear statistics on interface gil. You can

verify settings by the following show ip arp inspection interface
statistics command.

switch# clear ip arp inspection interfaces gi2 statistics

switch# show ip arp inspection interfaces gi2

o ip arp ingpect
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8.7 SHOW IP ARP INSPECTION

Use the show ip arp inspection command to show settings of Dynamic Arp Inspection.

Switch# show ip arp inspection

Syntax show ip dhcp snooping

Mode Privileged EXEC

Example The example shows how to show settings of Dynamic Arp Inspection
ectio
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8.8 SHOW IP ARP INSPECIDN INTERFACE

Use the show ip arp inspection interfaces command to show settings or statistics of

interface.

Switch# show ip arp inspection interfaces {/~ PORTS}
Switch# show ip arp inspection interfaces {/F PORTSgtatistics

Syntax show ip arp inspection interfaces {/F PORTS}
show ip arp inspection interfaces {/F PORTStatistics

Parameter IF_PORTSpecifies ports to show statistics

Mode Privileged EXEC

Example switch# show ip arp inspection

Crritabd ghetr G 3

........................
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9. GVRP GARP VLAN Registration Protocol)

GVRP, i.e. GARP VLAN Registration Protocol, is an application of GARP (Generic
Attribute Registration Protocol). GARP is mainly used to establish an attribute
transmission mechanism to transmit attributes, to ensure protocol entities registering
and deregistering the attribute. According to different transmission attributes, GARP
can be divided to many application protocols, such as GMRP and GVRP. Therefore,
GVRP is a protocol which transmits VLAN attributes to the whole layer 2 network
through GARP protocol. GARP VLAN Registration Protocol defines a way for switches
to exchange VLAN information to automatically register VLAN members on interfaces
across the network. GVRP defines a way for switches to exchange VLAN information to
register VLAN members on ports across the network. This function should be enabled
to permit automatic VLAN registration, and to support VLANs which extend beyond the
local switch.

Group Address Registration Protocol is used by GVRP and GMRP to register or
deregister client attributes for clie nt services within a bridged LAN. The default values
for the GARP timers are independent of the media access method or data rate. These
values should not be changed unless you are experiencing difficulties with GMRP or
GVRP registration/deregistration. GVRP cannot be enabled for ports set to Access
mode
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9.1 GVRP (GLOBAL)

GARP VLAN Registration Protocol (GVRP) is a Generic Attribute Registration Protocol
(GARP) application that provides 802.1Q-compliant VLAN pruning and dynamic VLAN
creation on 802.1Q tru nk ports.

GWRP participants

SwitchB

Fig 9.1 GVRP Participant List

With GVRP, the switch can exchange VLAN configuration information with other GVRP
switches, prune unnecessary broadcast and unknown unicast traffic, and dynamically
create and manage VLANs on switches connected th rough 802.1Q trunk ports. You
must enable GVRP globally before any GVRP processing occurs on the switch.
Enabling GVRP globally enables GVRP to perform VLAN pruning on IEEE 802.1Q trunk
links. Pruning occurs only on GVRP-enabled trunks.

Fig 9.2 GVRP VLA sharing

Disable gvrp will clear all learned dynamic vian entry and do not learn dynamic vian
anymore. Uset{ s h o w tagstawgdhfiguration.
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Switch# configure terminal
Switch(config)# gvrp

Switch(config)# no gvrp

Syntax gvrp {timer}

no gvrp
Default GVRP is disabled
Mode Global Configuration

Example | The following example specifies that
Switch# configure terminal

Switch(config)# gvrp

Switch# show gvrp
5w D

Wi

set

global

gvrp

test.
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9.2 GVRP (INTERFACE)

Thet no
trunk.

gwl re;@ve dynamic port from vian . { g v mystTwork at port mode is

Switch# configure terminal

Switch(config)# gvrp

Switch(config)# no gvrp

Switch# show gvrp configuration interfaces gi2

Syntax gvrp
no gvrp
Default GVRP is disabled on interface
Mode Interface mode
Example | The following example specifies that set port gvrp test. The port gvrp

enable must set port mode is trunk firstly.

Switch# configure terminal
Switch(config)# interface gi2
Switch(config -if)# switchport mode trunk
Switch(config)# gvrp

sho

Switch#

w gvrp configur ation interfaces gi2
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9.3 GVRP REGISTRATIOMODE

When set registration-mode is fixed or forbidden, will remove the port from vlan which
is dynamic port and not learning vlan.

Switch# configure terminal
Switch(config# interface {interface-ID}
Switch(co nfig-if)# gvrp registration-mode (normal | fixed | forbidden)

Syntax gvrp registration -mode (normal | fixed | forbidden)

Parameter | (normal | fixed | forbidden) normal: register dynamic vlan, and transmit
all vlan attribute. fixed: do not register dynamic vlan, and only transmit
static vlan attribute. forbidden: do not register dynamic vlan, and only
transmit default vlan attribute.

Mode Interface mode

Example The following example specifies that set gvrp registration mode test.
Switch# configure termin al

Switch(config)# interface gi2

Switch(config -if)# gvrp registration -mode fixed

© 2022 COMMANDO Networksc., USAAIl rights reserved.

261



9.4 GVRP VLANCREATEFORBID

t g v r pcreatbrmafno r bvill @bffremove dynamic port from vlan immediate.

Switch# configure terminal
Switch(config# interface {interface-ID}

Switch(config -if)# gvrp vlan-creation-forbid

Switch(config -if)# no gvrp vian-creation-forbid

Syntax gvrp vilan-creation-forbid
no gvrp vlan-creation-forbid
Mode Interface mode
Example The following example specifies that set port gvrp vlan -creation-forbid

test.

Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# gvrp vlan-creation-forbid
Switch(config -if)#exit

Switch# show gvrp configuration interfaces gi2
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9.5 CLEAR GVRPSTATISTICS

This command will clear the ports error statistics or statistics info.

Switch# clear gvrp (error-statistics | statistics) [interfaces {/F PORTY}

Syntax clear gvrp (error-statistics | statistics) [interfaces {/~ PORTS}

Parameter | (error-statistics | statistics) [interfaces IF_PORTS] Errofstatistics: error
gvrp packet statistics Statistics: gvrp event message statistics Specifies
posts to clear statistics

Mode Privileged EXEC

Example The following example specifies that clear gvrp error s tatistics and

statistics test.
Switch# clear gvrp statistics
Switch# clear gvrp error-statistics
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9.6 SHOW GVRP STATISTICS

This command will display the ports error statistics or statistics info.

Switch# show gvrp (statistics | error -statistics) [interfaces {/F PORTS}

Syntax show gvrp (statistics | error -statistics) [interfaces {/F PORTY}
Parameter | none Display all ports (statistics| error- statistics) [interfaces /F PORTE
statistics ~ GVRP statistics error-statistics GVRP error statistics Specifies

posts
Default Display all ports statistics info
Mode Privileged EXEC

Example The following example specifies that display gvrp error statistics and
statistics test.
Switch# show gvrp statistics
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9.7 SHOW GVRP

This command will display the g vrp global info.

Switch# show gvrp

Syntax show gvrp

Mode Privileged EXEC

Example The following example specifies that display gvrp test.
Switch# show gvrp

© 2022 COMMANDO Networksc., USAAIl rights reserved.

265



9.8 SHOW GVRP CONFIGURATION

This command will display the ports configuration info.

Switch# show gvrp configuration

Syntax show gvrp configuration [interface {/F PORTJ}

Parameter none [interfaces /~ PORTFDisplay all ports configuration Display
Specifies posts configuration

Mode Privileged EXEC

Example The following example specifies that display gvrp port

configuration test.
Switch# show gvrp configuration

oW ¥

D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
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10. IGMP SNOOPING

Internet Group Management Protocol (IGMP) snooping constrains the flooding of IPv4
multicast traffic on VLANs on a device. With IGMP snooping enabled, the device
monitors IGMP traffic on the network and uses what it learns to forward multicast
traffic to only the downstream interfaces that are connected to interested receivers.
The device conserves bandwidth by sending multicast traffic only to interfaces
connected to devices that want to receive the traffic, instead of flooding the traffic to
all the downstream interfaces in a VLAN.

Benefits of IGMP Snooping

1 Optimized bandwidth utilizaton {1 GMP snoopingTs mai n benefi
flooding of packets. The de vice selectively forwards IPv4 multicast data to a list of
ports that want to receive the data instead of flooding it to all ports in a VLAN.

1 Improved security] Prevents denial of service attacks from unknown sources.

| ~ —
; -3 L F
I
I
| I
—
I <=
e I -ﬁ”J
IGMP Snooping | Without IGMP Snooping
The Legend
E Router Port Multicast Address NoS L2 Switch == Links — Multicast Traffic
O Member port &) Host &€ Router » Intermediate System
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Fig 10.1 IGMP Snooping Optimized bandwidth utilization

10.1 IP IGMP SNOOPING

How IGMP Snooping Works?

Devices usually learn unicast MAC addresses by checking the source address field of
the frames they receive and then send any traffic for that unicast address only to the
appropriate interfaces. However, a multicast MAC address can never be the source
address for a packet. As a result, when a device receives traffic for a multicast
destination address, it floods the traffic on the relevant VLAN, sending a significant
amount of traffic for which there might not necessarily be interested receivers.

IGMP snooping prevents this flooding. When you enable IGMP snooping, the device
monitors IGMP packets between receivers and multicast routers and uses the content
of the packets to build a multicast forwarding table 1 a database of multicast groups
and the interfaces that are connected to members of the groups. When the device
receives multicast packets, it uses the multicast forwarding table to selectively forward
the traffic to only the interfaces that are connected to members of the appropriate
multicast groups.

IGMP Message Types

Multicast routers use IGMP to learn which groups have interested listeners for each of
their attached physical networks. In any given subnet, one multicast router acts as an
IGMP querier. The IGMP querier sends out the following types of queries to hosts:

© 2022 COMMANDO Networksc., USAAIl rights reserved.

268



1 General query] Asks whether any host is listening to any group.

1 Group-specific query 1 (IGMPv2 and IGMPv3 only) Asks whether any host is
listening to a specific multicast group. This query is sent in response to a host
leaving the multicast group and allows the router to quickly determine if any
remaining hosts are interested in the group.

1 Group-and-source-specific query 1 (IGMPv3 only) Asks whether any host is
listening to group multicast traffic from a specific multicast source. This query is
sent in response to a host indicating that it is no longer interested in receiving
group multicast traffic from the multicast source and allows the router to quickly
determine any remaining hosts are interested in receiving group multicast traffic
from that source.

Hosts that are multicast listeners send the following kinds of messages:

1 Membership report | Indicates that the host wants to join a particular multicast

group.
1 Leavereport|{ (IGMPv2 and IGMPv3 only) Indicates that the host wants to leave
a particular multicast group.

| |GMFP Router

T t I[GMP Query Messages

ﬁ IGMP Snooping Switch

T |[GMP Report and Leave Messages
¥
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Fig 10.2 IGMP Messages

How Hosts Join and Leave Multicast Groups?

Hosts can join multicast groups in two ways:

1 By sending an unsolicited IGMP join message to a multicast router that specifies the
IP multicast group the host wants to join.

1 By sending an IGMP join message in response to a general query from a multicast
router.

A multicast router continues to forward multicast traffic to a VLAN provided that at
least one host on that VLAN responds to the periodic general IGMP queries. For a host
to remain a member of a multicast group, it must continue to respond to the periodic
general IGMP queries.

Hosts can leave a multicast group in either of two ways:

1 By not responding to periodic queries within a particular interval of time, which is
considered a Tsilent |l eave. U This is the onl

1 By sending a leave report. This method can be used by IGMPv2 and IGMPv3 hosts.

Use the ip igmp snooping command to enable IGMP snooping function. Use the no
form of this command to disable. You can verify settings by the show ip igmp snooping
command.
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Switch# configure terminal
Switch(config)# ip igmp snooping

Switch(config)# no ip igmp snooping

Syntax ip igmp snooping
no ip igmp snooping
Mode Global Configuration

Example | The following example specifies that set ip igmp snooping test.
Switch# configure terminal

Switch(config)# ip igmp snooping

Switch(config)# no ip igmp snoop ing

Switch # show ip igmp snooping

S lgure term
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10.2 IGMP SNOOPING REPORBUPPRESSION

Use the ip igmp shooping report -suppression command to enable IGMP snooping
report-suppression function. Use T n douh of this command to disable. Disable report -
suppression will forward all received reports to the VLAN router ports. You can verify
settingsbythe Ts how i p i g nspoomsng @mrpand g U

Switch# configure terminal
Switch(config)# ip igmp snooping report -suppression

Switch(config)# no ip igmp snooping report -suppression

Syntax ip igmp snooping report -suppression
no ip igmp snooping report -suppression
Default Default is enabled
Mode Global Configuration
Example | The following example specifies that disable ip igmp snooping report -

suppression test.

Switch# configure terminal

Switch(config)# ip igmp snooping report -suppression
Switch # show ip igmp snooping
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10.3 IP IGMP SNOOPING VERSION

Use the ip igmp snooping version command to change IGMP support version. Only
basic mode is supported in v3. When change version from v3 to v2, all querier version
will update to version 2. You can verify settings by the show ip igmp snooping

command.

Switch# configure terminal

Switch(config)# ip igmp snooping version (2|3)

Syntax ip igmp shooping version (2|3)

Parameter | (2|3)IGMP version 2 or IGMP version 3 basic mode

Default Default is version 2

Mode Global Configuration

Example | The following example specifies that set ip igmp snooping version 3.
Switch# configure terminal
Switch(config)# ip igmp snooping version 3
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10.4 IP IGMP SNOOPING UNKNOWAMULTICAST ACTION

When igmp and mld snooping di st Wheah,disabld canTHi
igmp snooping &mld snooping, it set unknown multicast action flood. When action is

router-port to flood or drop, it wil | delete the unknown multicast group entry. Use the ip

igmp snooping unknown -multicast action command to change action. Use the Tno U

form of this command to restore to default. You can verify settings by the show ip igmp

snooping command.

Switch# configure terminal
Switch(config)# ip igmp snooping unknown -multicast action (drop | flood |router -port)

Switch(config)# no ip igmp snooping unknown -multicast action

Syntax ip igmp snooping unknown -multicast action (drop | flood |router -port)
no ip igmp snooping u nknown -multicast action

Parameter (drop | flood | router - port) Drop, flood in vlan or forward to router port
of unknown multicast packet

Default Default is flood.
Mode Global Configuration
Example The following example specifies that set ip igmp unkn own multicast

action router -port test.

Switch# configure terminal

Switch(config)# ip igmp snooping

Switch(config)# ip igmp snooping unknown -multicast action router -port
Switch# show ip igmp snooping

© 2022 COMMANDO Networksc., USAAIl rights reserved.

276



Unknown
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10.5 IP IGMP SNOOPING QUERIER

When enable ip igmp vlan querier, there will process router select, the select
successful will send general and specific query. Use the ip igmp snhooping querier
command to add querier. Use the T n dddn of this command to delete querier. You
can verify settings by the show ip igmp snooping querier command.

Switch# configure terminal
Switch(config)# ip igmp snooping vian {VLAN-L/STHuerier [version (2|3)]

Switch(config)# no ip igmp snooping [vlan <VLAN-L/STH querier

Syntax ip igmp snooping vlian {VLAN-L/STHuerier [version (2|3)]
no ip igmp snooping [vlan <VLAN-L/STH querier
Parameter | VLAN-L/STspecifies VLAN ID list to set(2|3)Query version 2 or 3
Mode Global Configuration
Example The following example specifies that set ip igmp snooping querier test.

Switch# configure ter minal
Switch(config)# ip igmp snooping vlan 2 querier version 3
Swit ~h¥ renfimnre terminal
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10.6 IP IGMP SNOOPING VLAN

Internet Group Management Protocol (IGMP) snooping streamlines multicast traffic
handling for VLANs. IGMP snooping allows a switch to only forward multicast t raffic to
the links that have solicited them. Snooping is therefore especially useful for
bandwidth -intensive IP multicast applications such as IPTV. Disable will clear all ip
igmp snooping dynamic group and dynamic router port and make all static ip igmp

group invalid of this vlan. It will not learn dynamic group and router port by igmp

message anymore. Use the ip igmp snooping vlan command to enable IGMP on VLAN.
Use the T n dddn of this command to disable. You can verify settings by the show ip

igmp snooping vlan command.

Switch# configure terminal

Switch(config)# ip igmp snooping vlan {VLAN-L/ST}

Switch(config)# no ip igmp snooping vian {VLAN-L/IST}

Syntax ip igmp snooping vlan {VLAN-LIST}
no ip igmp snooping vlan {VLAN-LIST}
Parameter | VLAN-L/STspecifies VLAN ID list to set
Default Default is disabled for all VLANSs
Mode Global Configuration
Example The following example specifies that set ip igmp snooping vlan test.
Switch# configure terminal
Switch(config)# ip igmp snooping
Switch(config)# ip igmp snooping vian 2
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10.7 IP IGMP SNOOPING VLAN FASTLEAVE

Use the ip igmp snooping vlan fastleave command to enable fastleave function. Group

will remove port immediately when receive leave packet. Use the T n ofddm of this

command to disable. You can verify settings by the show ip igmp snooping vilan

command.

Switch# configure terminal

Switch(config)# ip igmp snooping vlan {VLAN-L/ST}fastleave

Switch(config)# no ip igmp snooping vlan {VLAN-L/ST}fastleave

Syntax ip igmp snooping vlan {VLAN-L/STfastleave
no ip igmp snooping vlan {VLAN-L/ST}fastleave
Parameter | VLAN-L/STspecifies VLAN ID list to set
Mode Global Configuration
Example The following example specifies that set ip igmp snooping vlan fastleave

test.
Switch# configure terminal

Switch(config)# ip igmp snooping vian 1 fastleave
Switch# show ip igmp snooping
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10.8 IP IGMP SNOOPING VLAN LASMEMBERQUERY¥COUNT

Use the ip igmp snooping vilan last-member-query-count command to change how
many query packets will send. Use the T n douh of this command to restore to default.
You can verify settings by the show ip igmp snooping vlan command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/ST}last-member-query-count <I-7>

Switch(config)# no ip igmp snooping vian {VLAN-L/ST}last-member-query-count

Syntax ip igmp snooping vlan {VLAN-L/ST}last-member-query-count <I-7>
no ip igmp snooping vian {VLAN-L/STJlast-member-query-count
Parameter | VLAMN-L/ST last-member-query-count

<I-7>specifies VLAN ID list to set specifies

Default Default is 2

Mode Global Configuration

Example The following example specifies that set ip igmp snooping vlan last -
member -query-count test.

Switch# configure terminal
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10.9 IP IGMP SNOOPING VLAN LASMEMBERQUERY¥INTERVAL

Use the ip igmp snhooping vlan last -member-query-interval command to set interval
between each query packet. Use the T n dddh of this command to restore to default.
You can verify settings by the show ip igmp snooping vlan command.

Switch# configure terminal

Switch(config)# ip igmp snooping vlan {VLAN-L/ST}ast-member-query-interval <1- 60>

Switch(config)# no ip igmp snooping vian {VLAN-L/ST} last-member-query-interval

Syntax ip igmp snooping vlan {VLAN-L/ST} last-member-query-interval <Z- 60>
no ip igmp snooping vian {VLAN-L/ST} last-member-query-interval

Parameter | VLAN-L/STlast-member-query-interval
<I-60> specifies VLAN ID list to set specifies last member query interval
to set

Default Default is 1

Mode Global Configuration

Example The following example specifies that set ip igmp snooping vlan last -

member -query-interval test.
Switch# configure terminal
Switch(config)# ip igmp snooping vlan 1 last-member -query-interval 3

t

vlan 1 last-member-query-interval 3

10.10 IP IGMP SNO®ING VLAN QUERMNTERVAL
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Use the ip igmp shooping vlan query -interval command to set interval between each

qguery. Use the T n dodh of this command to restore to default. You can verify settings

by the show ip igmp snooping vlan command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/ST}query-interval <30-18000>

Switch(config)# no ip igmp snooping vian {VLAN-L/STHuery-interval

Syntax ip igmp shooping vlan {VLAN-L/STAuery-interval <30-18000>
no ip igmp snooping vian {VLAN-L/ST)query-interval
Parameter | VLAN-L/STquery-interval specifies VLAN ID list to set
<30-18000> specifies query interval to set
Default Default is 125
Mode Global Configuration
Example The following example specifies that set ip igmp snooping vlan query -

interval test.
Switch# configure terminal
Switch(config)# ip igmp snooping vian 1 query-interval 100
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10.11 IP IGMP SNOOPING VLAN RESPONSHEME

Use the ip igmp snooping vlan response -time command to set response time. Use the
T n dodh of this command to restore to default. You can verify settings by the show ip

igmp snooping vlan command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/ST} response-time <5-20>

Switch(config)# no ip igmp snooping vlan {VLAN-L/ST}esponse-time

Syntax ip igmp snooping vlan {VLAN-L/STkesponse-time <5-20>
no ip igmp snooping vlan {VLAN-L/ST}response-time

Parameter | VLAN-L/STspecifies VLAN ID list to set.
response-time <5-20>specifies a response time to set

Default Default is 10

Mode Global Configuration

response- time test.

Switch# configure terminal
Switch(config)# ip igmp snooping vian 1 response-time 12
Switch# show ip igmp snooping vian 1

p igmp snooping vlan 1 response-time 12

igmp snooping vlan 1

Example The following example specifies that set ip igmp snooping vlan
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10.12 IP IGMP SNOOPING VLAROBUSTNESSVARIABLE

Use the ip igmp snooping vlan robustness -variable command to times to retry. Use the
T n dodh of this command to restore to default. You can verify settings by the show ip
igmp snooping vlan command

Switch# configure terminal
Switch(co nfig)# ip igmp snooping vlan {VLAN-L/ST}robustness-variable <Z-7>

Switch(config)# no ip igmp snooping vian {VLAN-L/ST}robustness-variable

Syntax ip igmp snooping vlan {VLAN-L/ST}robustness-variable <1-7>
no ip igmp snooping vlan {VLAN-L/ST}obustness-variable

Parameter | VLAN-L/STSpecifies VLAN ID list to set.
robustness-variable <Z-7>specifies a robustness value to set

Default Default is 2

Mode Global Configuration

Example The following example specifies that set ip igmp snhooping vlan
parameters te st.
Switch# configure terminal

Switch(config)# ip igmp snooping vian 1 robustness -variable 2

ignp snooping vlan ]

© 2022 COMMANDO Networksc., USAAIl rights reserved.

287



10.13 IP IGMP SNOOPING VLAN ROUTER

Use the ip igmp snooping vlan router command to enable learning router port by
routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF. Use the[ n douh of this
command to disable. You can verify settings by the show ip igmp snooping vlan

command.

Switch# configure terminal
Switch(config)# ip igmp snooping vilan {VLAN-L/ST}router learn pim-dvmrp

Switch(config)# no ip igmp snooping vian {VLAN-L/ST}router learn pim-dvmrp

Syntax ip igmp snooping vlan {VLAN-L/STjkouter learn pim-dvmrp
no ip igmp snooping vian {VLAN-L/STjouter learn pim-dvmrp
Parameter | VLAN-LISTspecifies VLAN ID list to set
Default Default is enabled
Mode Global Configuration
Example The following example specifies that set ip igmp snooping vlan router

test.

Switch# configure terminal

Switch(config)# ip igmp snooping vian 1 router learn pim -dvmrp
Switch# show ip igmp snooping router
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10.14 IP IGMPSNOOPING VLAN FORBIDDEIRORT

Use the ip igmp snooping vlan forbidden -port command to add static non -forwarding
port, all known vlan 1 ipv4 group will remove the forbidden ports. Use the T n dodn of
this command to delete forbidden port . You can verify settings by the show ip igmp
shooping forward -all command.

Switch# configure terminal
Switch(config)# ip igmp snooping vian {VLAN-L/ST}forbidden-port /F PORTS

Switch(config)# no ip igmp snooping vian {VLAN-L/ST}orbidden-port /F PORTS

Syntax ip igmp snoop ing vlan {VLAN-L/STforbidden-port /F PORTS
no ip igmp snooping vian {VLAN-L/STforbidden-port /F PORTS

Parameter | VLAN-L/STspecifies VLAN ID list to set
IF_PORTSpecifies a port list to set or remove

Mode Global Configuration

Example The following example specifies that set ip igmp snooping
static/forbidden port test.

Switch# configure terminal

Switch(config)# ip igmp snooping vian 1 forbidden -port gi3-4

Switch# show ip igmp snooping forward -all
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10.15 IP IGMP SNOOPING VLAN STATIBORT

Use the ip igmp snooping vlan static -port command to add static forwarding port, all

known vlan 1 ipv4 group will add the static ports. Use the T n dddn of this command

to delete static port. You can verify settings by the show ip igmp snooping forward -all

command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/ST}static-port {/F PORTS}

Switch(config)# no ip igmp snooping vian {VLAN-L/ST}static-port {/F PORTS}

Syntax ip igmp snooping vlan {VLAN-L/STktatic-port {/F PORTS}
no ip igmp snoop ing vlan {VLAN-L/ST}static-port {/F PORTS}
Parameter | VLAN-L/STspecifies VLAN ID list to set
IF_PORTSpecifies a port list to set or remove
Mode Global Configuration
Example The following example specifies that set ip igmp snooping static port

test.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 1 static -port gil-2
SW|tch# show |p |gmp snooplng forward -aII
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10.16 IP IGMP SNOOPING VLAN FORBIDDHROUTERPORT

Use the ip igmp snooping vian forbidden -router-port command to add static forbidden

router port. This will also remove port from static router port. The forbidden router port

will not forward receive query packet. Use the T n dddn of this command to delete
forbidden router port . You can verify settings by the show ip igmp snoo ping router

command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/STjorbidden -router-port {/F PORTS}

Switch(config)# no ip igmp snooping vlan {VLAN-L/STjorbidden-router-port {/F PORTS}

Syntax

ip igmp snooping vlan {VLAN-L/STXorbidden-router-port {/F PORTS}
no ip igmp snooping vlan {VLAN-L/STforbidden -router-port
{IF PORTS}

Parameter

VLAN-L/STspecifies VLAN ID list to set
IF_PORTSpecifies a port list to set or remove

Mode

Global Configuration

Example

The following example specifies that set ip igmp snhooping forbidden
test.

Switch# configure terminal

Switch(config)# ip igmp snooping vlan 1 forbidden -router-port gi2
Switch# show ip igmp snooping router
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10.17 IP IGMP SNOOPING VLAN STATHROUTERPORT

Use the ip igmp snooping vlan static -router-port command to add static router port. All
query packets will forward to this port. Use the T n dddn of this command to delete
static router port. You can verify settings by the show ip igmp snooping router

command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/STjtatic-router-port {/F PORTS}

Switch(config)# no ip igmp snooping vlan {VLAN-L/STjtatic-router-port {/F PORTS}

Syntax ip igmp snooping vlan {VLAN-L/STstatic-router-port {/F PORTS}
no ip igmp snooping vlan {VLAN-L/STktatic-router-port {/F PORTS}
Parameter VLAN-L/STspecifies VLAN ID list to set
IF_PORTSpecifies a port list to set or remove
Mode Global Configuration
Example The following example specifies that set ip igmp snooping s tatic test.

Switch# configure terminal
Switch(config)# ip igmp snooping vian 1 static -router-port gil-2
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10.18 IP IGMP SNOOPING VLAN STATIGROUP

Use the ip igmp snooping vlan static -group command to add a static group. The static

group will not learn other dynamic ports. If the dynamic group exists, then the static

group will overlap the dynamic group. The static group set to valid unless igmp

snooping global and vlan enable. Use the T n dddn of this command to delete a port

in static group. If remove the last member of static group, the static group will be

delete. You can verify settings by the show ip igmp snooping group command.

Switch# configure terminal
Switch(config)# ip igmp snooping vlan {VLAN-L/STjtatic-group [<ip-addr>] interfaces

{IF_ POR'S}

Switch(config)# no ip igmp snooping vilan {VLAN-L/SThtatic-group [<ip-addr>]
interfaces {/F PORTS}

Syntax

ip igmp snooping vlan {VLAN-L/STjktatic-group [<ip-addr>] interfaces
{IF PORTS}
no ip igmp snooping vian {VLAN-L/STjtatic-group [<ip-addr>] interfaces
{IF PORTS}

Parameter

VLAN-LIST specifies VLAN ID list to set
[p-addr specifies multicast group ipv4 address
IF_PORTSspecifies port list to set or remove

Mode

Global Configuration

Example

The following example specifies that set ip igmp snhoo ping static group
test.

Switch# configure terminal

Switch(config)# ip igmp snooping vlan 1 static-group 224.1.1.9 interfaces
gil-2

Switch# show ip igmp snooping groups
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10.19 IP IGMP SNOOPING VLAN GROUP

UsetheTho i p igmp snoacaimag towéleemn gup eviicgh thuld be
static or dynamic. You can verify settings by the show ip igmp snooping group

command.

Switch# configure terminal

Switch(config)# ip igmp snooping vian {VLAN-LIST}static-group <ip-addr> interfaces
GigabitEthernet {/F PGRTS}

Switch(config)# no ip igmp snooping vian {VLAN-LIST}static-group <ip-addr> interfaces
GigabitEthernet { /F PORTS}

Syntax ip igmp snooping vian {VLAN-LIST}static-group <ip-addr> interfaces
GigabitEthernet { /F PORTS}
no ip igmp snooping vian {VLAN-LIST}static-group <ip-addr> interfaces
GigabitEthernet { /F PORTS}

Parameter | VLAN-LIST specifies VLAN ID list to set
ip-addr specifies multicast group ipv4 address

Mode Global Configuration

Example The following example specifies that set ip igmp snooping static group

test.

Switch# configure terminal
Switch(config)# ip igmp snooping vian 1 static-group 224.1.1.9 interfaces
GigabitEthernet 1

Switch# show ip igmp snooping groups

Total Number of Entry = 2
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10.20 PROFILE RANGE

Use the profile command to generate IGMP profile. You can verify settings by the show
ip igmp profile command

Switch# configure terminal
Switch(config)# ip igmp profile {Profile-No}
Switch(config -igmp -profile)#profile range ip <jp-addr> [ip-addr] action (permit | deny)

Syntax profile range ip <ip-addr> [ip-addr] action (permit | deny)
Parameter | <ip-addr>[ip -addr](permit | deny) Start ipv4 multicast address
End ipv4 multicast address

Permit: allow Multicast address range ip address learning
deny: do not allow Multicast address range ip address learning
Mode igmp profile configuration mode

Example The following example specifies that set ip igmp profile test.

Switch# configure terminal
Switch(config)# ip igmp profile 1
Switch(config -igmp-profile)# profile range ip 224.1.1.1 224.1.1.8 action
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10.21 IP IGMP PROFILE

Use the ip igmp profile command to enter profile configuration. Use the T n dddn of
this command to delete profile. You can verify settings by the show ip igmp profile

command.

Switch# configure terminal
Switch(config)# ip igmp profile <1-128>

Switch(config)# no ip igmp profile <1-128>

Syntax ip igmp profile <1-128>
no ip igmp profile <1-128>
Parameter | <I-128>specifies profile ID
Mode Global Configuration
Example The following example specifies that set ip igmp profile test.

Switch# configure terminal
Switch(config)# ip igmp profile 1

S e t
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10.22 IP IGMP FILTER

Use the ip igmp filter command to bind a profile for port. When the port bind s a profile,
then the port learning group will update, if the group is not match ing the profile rule it

will remove the port from the group. Static group is excluded. Use the T n dodh of this

command to delete profile. You can verify settings by the show ip igmp filter command.

Switch# configure terminal

Switch(config)# interface {/nterface-ID}
Switch(config-if)#ip igmp filter <7-128>

Switch(config -if)#no ip igmp filter

Syntax ip igmp filter <1-128>
no ip igmp filter
Parameter | <I-128>specifies profile ID
Mode Port Configuration
Example The following example specifies that set ip igmp filter test.

Switch# configure terminal

Switch(config)# interface gi2
Switch(config -if)#ip igmp filter 1
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10.23 IP IGMP MAXGROUPS

Use the ip igmp max-groups command to limit port learning max group number. When

the port has reach limitation, new group will not add this port. Static group is excluded.

Use the T n dodn of this command to restore to default. You can verify settings by the

show ip igmp max -groups command.

Switch# configure terminal

Switch(config)# interface {/nterface-ID}
Switch(config -if)#ip igmp max-groups <0-1024>

Switch(config -if)#no ip igmp max -groups

Syntax ip igmp max-groups <0-1024>
no ip igmp max -groups

Parameter | <0-1024> The maximum number of IGMP groups that an interface can
join.

Default Default is 1024

Mode Port Configuration

Example The following example specifies that set ip igmp max -groups test.

Switch# configure terminal

Switch(config)# interface g2
Switch(config -if)#ip igmp max-groups 10
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10.24 IP IGMP MAXGROUPS ACTION

Use the ip igmp max-groups action command to set the ac tion when the numbers of
groups reach the limitation. Use the T n dddn of this command to restore to default.
You can verify settings by the show ip igmp max -groups command.

Switch# configure terminal

Switch(config)# interface {/nterface-/D}
Switch(config -if)# ip igmp max -groups action (deny | replace)

Syntax ip igmp max-groups action (deny | replace)

Parameter | (deny | replace) Deny: current port igmp group arrivedmax -gr oup s ,
add group.
Replace: current port igmp group arrived max -groups, remove port for
rand group, and add port to new group.

Default Default action is deny

Mode Port Configuration

Example The following example specifies that set action replace test.

Switch# configure terminal

Switch(config)# interface g2
Switch(config -if)#ip igmp max-groups action replace

Switch# show ip igmp max -group action interfaces GigabitEthernet 2

-
Cr nn ihhs ar
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10.25 CLEAR IP IGMP SNOOPING GROUPS

This command will clear the ip igmp groups for dynamic or static or all of type. You can

verify settings by the show ip igmp snooping groups command.

Switch# clear ip igmp snooping groups [(dynamic | static)]

Syntax clear ip igmp snooping groups [(dynamic | static)]
Parameter | none Clear ip igmp groups include dynamic and static
(dynamic | static) Ip igmp group type is dy namic or static
Mode Privileged EXEC
Example The following example specifies that clear ip igmp snooping groups test.

Switch# clear ip igmp snooping groups

Switch# show ip igmp snooping groups

ip i 0opin ps
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10.26 CLEAR IP IGMP SNOOPING STATISTICS

This command will clear the igmp statistics. You can verify settings by the show ip
igmp snooping command.

Switch# clear ip igmp snooping statistics

Syntax clear ip igmp snooping statistics
Mode Privileged EXEC
Example The following example specifies that clear ip igmp snooping statistics

test.
Switch# clear ip igmp snooping statistics

Switch# show ip igmp snooping

Enooping

et Statisti

© 2022 COMMANDO Networksc., USAAIl rights reserved.

307



10.27 SHOW IP IGMP SNOOPING GROUPS COUNTERS

This command will display the ip igmp snooping group counters include static group.

Switch# show ip igmp snooping group counters

Syntax show ip igmp snooping group counters
Mode Privileged EXEC

Example | The following example specifies that display ip igmp snooping group
counter test.

Switch# show ip igmp shooping group counters
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10.28 SHOW IP GMP SNOOPING GROUPS

This command will display the ip igmp groups for dynamic or static or all of type.

Switch# show ip igmp snooping groups [(dynamic | static)]

Syntax show ip igmp snooping groups [(dynamic | static)]
Parameter | none Show ip igmp groups include dynamic and static
(dynamic | static) Display Ip igmp group type is dynamic or static
Mode Privileged EXEC
Example The following example specifies that show ip igmp snooping groups.

Switch# show ip igmp snooping groups

qm 31 g gIf ers

Total Number of Entry = 0
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10.29 SHOW IP IGMPSNOOPING ROUTER

This command will display the ip igmp router info.

Switch# show ip igmp snooping router [(dynamic | forbidden |static )]

Syntax show ip igmp snooping router [(dynamic | forbidden |static )]

Parameter | none Show ip igmp router include dyn amic and static and forbidden
(dynamic | forbidden | static) Display Ip igmp router info for different type
Mode Privileged EXEC

Example The following example specifies that show ip igmp snooping router.
Switch# show ip igmp snooping router

Switch# show ip igmp snooping router
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10.30 SHOW IP IGMP SNOOPING QUERIER

This command will display all the static vlan ip igmp, querier info.

Switch# show ip igmp snooping querier

Syntax show ip igmp snooping querier

Mode Privileged EXEC

Switch# show ip igmp shooping querier

Switch# show ip igmp snooping gquerier

Taradan

Example | The following example specifies that show ip igm p snooping querier test.
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10.31 SHOW IP IGMP SNOOPING

This command will display ip igmp snooping global info.

Switch# show ip igmp snooping

Syntax show ip igmp snooping
Mode Privileged EXEC
Example The following example specifies that show ip igmp snooping test.

Switch# show ip igmp snhooping

w ip igmp =nooping

IGMP Snooping Status

o e —

Packet Statistics

[ I r R |
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10.32 SHOW IP IGMP SNOOPING VLAN

This command will display ip igmp snooping vlan info.

Switch# show ip igmp snooping vlan [VLAN-LIST]

Syntax show ip igmp snoo ping vian [ VLAM-L/IST]
Parameter | none Show all ip igmp snooping vlan info
[VLAN-LIST]Show specifies vlan ip igmp snooping info
Mode Privileged EXEC
Example The following example specifies that show ip igmp snooping vlan test.

Switch# show ip igmp snoop ing vian 1
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10.33 SHOW IP IGMP SNOOPING FORWARBLL

This command will display ip igmp snooping forward all info.

Switch# show ip igmp snooping forward -all fvian VLAN-L/ST]

Syntax show ip igmp snooping forward -all [vlan VLANLIST
Parameter | none Show all ip igmp snooping vlan forward -all info
[Vlan VLAN-L/ST Show specifies vlan of ip igmp forward info.

Mode Privileged EXEC
Example The following example specifies that show ip igmp snooping forward -all
test.

Switch# show ip igmp snooping forward -all vian 2
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10.34 SHOW IP IGMP PROFILE

This command will display ip igmp profile info.

Switch# show ip igmp profile [<1-128>]

Syntax show ip igmp profile [ <Z-128>]

Parameter | none Show all ip igmp snooping profile info
[<Z-128>] Show specifies ind ex profile info

Mode Privileged EXEC

Example The following example specifies that show ip igmp profile test.
Switch# show ip igmp profile
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10.35 SHOW IP IGMP FILTER

This command will display ip igmp port filter info.

Switch# show ip igmp filter /finterfaces IF PORT§H

Syntax show ip igmp filter [interfaces /F PORTEH

Parameter | none Show all port filter

[interfaces /~ PORTEShow specifies ports filter

Mode Privileged EXEC

Example | The following example specifies that show ip igmp filter test. Swi tch#
show ip igmp filter
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10.36 SHOW IP IGMP MAXGROUP

This command will display ip igmp port max -group.

Switch# show ip igmp max -group [interfaces IF PORTH

Syntax show ip igmp max -group [interfaces /~F PORTEH

Parameter | none Show all port max-group

[interfaces IF_PORTFShow interfaces

Mode Privileged EXEC

Example The following example specifies that show ip igmp max -group test.
Switch# configure terminal

Switch(config)# interface {/nterface-/D}

Switch(config -if)#ip igmp max -groups 50

Switch# show ip igmp max -group

it nfi § inte
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10.37 SHOW IP IGMP MAXGROUP ACTION

This command will display ip igmp port max -group action.

Switch# show ip igmp max -group action finterfaces IF PORTH

Syntax show ip igmp max -group action [interfaces /~F PORTFH
Parameter | none Show all port max-group action
[interfaces /F PORTEShow specifies ports max -group action
Mode Privileged EXEC
Example The following example specifies that show ip igmp max -group action

test.

Switch# configure terminal
Switch(config)# interface gi2
Switc h(config-if)#ip igmp max -groups action replace
Switch# show ip igmp max -group action
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11. IP SOURCE GUARD

IP Source Guard is a security feature that restricts IP traffic on untrusted Layer 2 ports

by filtering traffic based on the DHCP snooping binding database or manually
configured IP source bindings. This feature helps prevent IP spoofing attacks when a

host tries to spoof and use the IP address of another host. Any IP traffic coming into the

interface with a source IP address other than that assigne d (via DHCP or static
configuration) will be filtered out on the untrusted Layer 2 ports.

IP Source Guard
Protection Against Spoofed |IP Addresses

Gateway = 10.1.1.1 ‘};,
« |P source guard protects against MARA s
spoofed IP addresses
« Uses the DHCP snooping binding table <z
SRR = |
« Tracks |P address to port associations

* Dynamically programs port ACL to drop
traffic not originating from IP address
assigned via DHCP

Hey, I'm 10.1.1.50 !

.
"

Attacker = 10.1.1.25 Victim = 10.1.1.50

Fig 11.1 IP Source Guard Concept

The IP Source Guard feature is enabled in combination with the DHCP snooping
feature on untrusted Layer 2 interfaces. It builds a nd maintains an IP source binding
table that is learned by DHCP snooping or manually configured (static IP source
bindings). An entry in the IP source binding table contains the IP address and the
associated MAC and VLAN numbers. The IP Source Guard is supported on Layer 2
ports only, including access and trunk ports.

IP Source Guard prevents IP and/or MAC address spoofing attacks on untrusted layer
two interfaces. When IP source guard is enabled, all traffic is blocked except for DHCP
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packets. Once the host gets an IP address through DHCP, only the DHCRassigned
source IP address is permitted. You can also configure a static binding instead of using

DHCP.

Comparison between DAI and IP Source Guard:

Dynamic ARP Inspection

IP Source Guard

- DHCP Snooping creates IP to MAC
bindings

- DAI Intercepts all ARP requests

- Intercepted ARP is validated
against IP to MAC binding

- Does not switch ARP packets with
invalid source address

- Used primarily to prevent MITM
attacks

- Initially all traffic blocked

- Snoops DHCP Address

- Creates IP to MAC binding

- Installs per port VACL to deny
traffic other than snooped source
- Protects against IP and MAC
spoofing

- Will not prevent a MITM attack

Dynamic ARP Inspection

IP Source Guard

Fig 11.2 Comparison between DAI and IP Source Guard
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111 IP SOURCE VERIFY

Uses the ip source verify command to enable IP Source Guard function. Default IP
Source Guard filter source IP address. The T maand-i pfllifers not only source IP
address but also source MAC address. Use the no form of this command to disable.
You can verify settings by the show ip source interfaces command.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}
Switch(config -if)# ip source verify /mac-and-ip]

Switch(config -if)# no ip source verify

Syntax ip source verify /mac-and-ijp]
no ip source verify

Parameter | mac-and-ip Verify by mac and ip address bundle

Default IP Source Guard is disabled on interface. Default is that verifying ip
address only.

Mode Port Configuration

Example | The example shows how to enable IP Source Guard with source IP

address filtering on interface gil.
Switch#configure terminal

Switch(config)# interface gi2
Switch(config -if)# ip source verify
Switch(config -if)# ip source verify mac-and-ip

Switch(config -if)# do show ip source interfaces g i1-2
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11.2 IP SOURCE BINDING

Use the ip source binding command to create a static IP source binding entry has an
IP address, its associated MAC address, VLAN ID interface. Use the T n dddn of this
command to delete static entry . You can verify settings by the Tshow i p

bi n ddommgabd.

Switch# configure terminal
Switch(config)# ip source binding {A:B:C:D:E:F} vlan <I1-4094> (A.B.C.D) interface

{IF_PORT}

Switch(config)# no ip source binding {A:B:C:D:E:F}vlan <1-4094> (A.B.C.D) interface

{IF FORT}
Syntax ip source binding {A:B:C:D:E:F} vlan <1-4094> (A.B.C.D) interface
{IF PORT}
no ip source binding {A:B:C:D:E:F}vlan <I-4094> (A.B.C.D) interface
{IF PORT}
Parameter | A:B:C:D:E:F Specify a MAC address of a binding entry
VLAN <1-4094>Specify a VLAN ID of a binding entry
A.B.C.D Specify IP address and MASK of a binding entry.
IF_PORBpecify interface of a binding entry.
Mode Global Configuration
Example The example shows how to add a static IP source binding entry.

Switch# configure terminal

Switch(config)# ip source binding 00:11:22:33:44:55 vlan 1 192.168.1.55
interface GigabitEthernet 1

Switch(config)# do show ip source binding
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11.3 SHOW IP SOURCE INTERFACE

Use the show ip source interface command to show settings of IP Source Guard o f

interface.

Switch# show ip source interfaces {/F PORTS}

Syntax show ip source interfaces /~ PORTS

Parameter | /F_PORTSpecifies ports to show

Mode Privileged EXEC

Example The example shows how to show settings of IP Source Guard of

interface gil
Switch# show ip source interfaces gi2

disabled | No Limit
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11.4 SHOW IP SOURCE BINDING

Use the show ip source binding command to show binding entries of IP Source Guard.

Switch# show ip source binding /(@ynamic/static)]

Syntax show ip source binding [(dynamic]static)]
Parameter | dynamic Show entries that added by DHCP snooping learn
static Show entries that added by user
Mode Privileged EXEC
Example The example shows how to show static binding entries of IP Source

Guard.
Switch# show ip source binding

© 2022 COMMANDO Networksc., USAAIl rights reserved.

325



12. LINKAGGREGATION

Use the link aggregation feature to aggregate one or more Ethernet interfaces to form

a logical point-to-point link, known as a LAG, virtual link, or bundle. The MAC client can
treat this virtual link like a single link. Link aggregation incr eases bandwidth, provides
graceful degradation as failure occurs, and increases availability. It provides network
redundancy by load -balancing traffic across all available links. If one of the links fails,
the system automatically load -balances traffic acr oss all remaining links.

LACP, a subcomponent of IEEE 802.3ad, provides additional functionality for link
aggregation groups (LAGs). When LACP is not enabled, a local LAG might attempt to
transmit packets to a remote single interface, which causes the com munication to fail.
When LACP is enabled, a local LAG cannot transmit packets unless a LAG with LACP
is also configured on the remote end of the link.

A typical LAG deployment includes aggregate trunk links between an access switch
and a distribution swit ch or customer edge (CE) device.

~ | Switch B

Switch A l EEEsE--

—————

Switch C [ SwitchD

Server A Server B

Fig 12.1 Link aggregation Concept
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12.1 LAG

Link aggregation group function allows you to aggregate multiple physical ports into

one logic port to increase bandwidth. This command makes normal port join into the

specific LAG logic port with static or dynamic mode. Use Th o

logic port.

Switch# configure terminal

Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)
Switch(config)# interface {/nteface-/D}

Switch(config -if)# lag <Z-8>mode (static | active | passive)

Switch(config -if)# no lag

Note:Use static mode to enable LAG on Ports.

to degvg the LAG

Syntax

lag <Z-8>mode (static | active | passive)
no lag

Parameter

<I-8> Specify the LAG id for the interface

static Specify the LAG to be static mode an d join the interface into this
LAG.

active Specify the LAG to be dynamic mode and join the interface into
this LAG with LACP active port.

passive Specify the LAG to be dynamic mode and join the

interface into this LAG with LACP passive port

Mode

Interface Configuration

Example

This example shows how to create a dynamic LAG and join fal -fa3 to
this LAG.

Switch# configure terminal

Switch(config)# lag load-balance src-dst-mac-ip

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# lag 1 mode static

Switch(config)# interface GigabitEthernet 3

Switch(config -if)# lag 1 mode static

To show current LAG status. Use command show lag
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12.2 LAG LOADBALANCE

Link aggregation group port should transmit packets spread to all ports t o balance
traffic loading. There are two algorithms supported and this command allows you to
select the algorithm.

Switch# configure terminal
Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)

Switch(config)# no lag load-balance

Syntax lag load-balance (src-dst-mac | src-dst-mac-ip)
no lag load-balance

Parameter | src-dst-mac Specify algorithm to balance traffic by using source and
destination MAC address for all packets.
src-dst-mac-ip Specify algorithm to balance traffic by using source an d
destination IP address for IP packets and using source and destination
MAC address for non-IP packets.

Default Default load balance algorithm is src -dst-mac

Mode Global Configuration

Example | This example shows how to change load balance algorithm to s rc-dst-

mac-ip.
Switch# configure terminal

Switch(config)# lag load-balance src-dst-mac-ip

To show current load balance algorithm use show lag.
Switch# show lag
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12.3 LACP

Link Aggregation Control Protocol (LACP) is part of the IEEE specification (802.3az)
that enables you to bundle several physical ports together to form a single logical
channel (LAG). The Link Aggregation Control Protocol (LACP) provides a method to
control the bundling of several physical ports together to form a single logical channe |.
LAGs multiply the bandwidth, increase port flexibility, and provide link redundancy
between two devices.

Two types of LAGs are supported:

Static LAG: A LAG is static if the LACP is disabled on it. The group of ports assigned to
a static LAG are always active members.

Dynamic LAG: In Dynamic LAG LACP is enabled on it. The group of ports assigned to
dynamic LAG determines which ports are active member ports. The non -active ports
are standby ports ready to replace any failing active member ports.

Load Balancing Traffic forwarded to a LAG is load -balanced across the active member
ports, thus achieving an effective bandwidth close to the aggregate bandwidth of all
the active member ports of the LAG. Traffic load balancing over the active member
ports of a LAG is managed by a hash-based distribution function that distributes
Unicast and Multicast traffic based on Layer 2 or Layer 3 packet header information.
The device supports two modes of load balancing:

MAC Addresses: Based on the Destination and Source M AC addresses of all packets.
IP and MAC Addresses: Based on the Destination and Source IP addresses for IP
packets, and Destination and Source MAC addresses for non -IP packets.

Timeout: The Timeout controls the period between BPDU transmissions. Long will
transmit LACP packets each second, while Short will wait for 30 seconds before
sending a LACP packet.

Port Priority: It controls the priority of the ports. If the LACP partner wants to form a
larger group than is supported by this device, then this parameter will control which
ports will be active & which ports will in backup role. Lower the number means greater
the priority. By default system priority for LACP is 32768.

© 2022 COMMANDO Networksc., USAAIl rights reserved.

330



LAG is treated by the system as a single logical port. In particular, the LAG has port
attributes similar to a regular port, such as state and speed.

The device supports 8 LAGs with up to 8 ports in a LAG group. Link Aggregation
Control Protocol (LACP) provides a standardized means for exchanging information
between Switches connected by mu ltiple links that require high -speed redundant
links.

Switch# configure terminal

Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)
Switch(config)# interface {/nteface-/D}

Switch(config -if)# lag <Z-8>mode (static | active | passive)

Switch(c onfig-if)# no lag

Note:Use active and passive mode to enable LACP on Ports.

Syntax lag <Z-8>mode (static | active | passive)
no lag

Parameter | <1-8> Specify the LAG id for the interface

static Specify the LAG to be static mode and join the interface int o this
LAG.

active Specify the LAG to be dynamic mode and join the interface into
this LAG with LACP active port.

passive Specify the LAG to be dynamic mode and join the

interface into this LAG with LACP passive port

Mode Interface Configuration
Example This example shows how to create a dynamic LAG and join fal -fa3 to
this LAG.

Switch# configure terminal

Switch(config)# lag load-balance src-dst-mac-ip
Switch(config)# interface GigabitEthernet 1
Switch(config -if)# lag 1 mode active
Switch(config)# interface GigabitEthernet 3
Switch(config -if)# lag 1 mode active
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This example shows how to show current LAG status.

Switch# show lag

© 2022 COMMANDO Networksc., USAAIl rights reserved.

332



12.3 LACP PORTPRIORITY

LACP port priority is used for two connected DUT to select aggr egation ports. Lower

port priority value has higher priority. And the port with higher priority will be selected

into LAG first.

Switch# configure terminal
Switch(config)# interface { Inteface-ID}

Switch(config -

if)# lacp port -priority <Z-65535>

Switch(confi g-if)# no lacp port -priority

Syntax lacp port -priority <Z-65535>
no lacp port -priority
Parameter | <I1-65535> Specify port priority value
Default Default port priority is 1.
Mode Interface Configuration
Example This example shows how to configure interface GigabitEthernet 3 with

lacp port priority to 1.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 3
Switch(config -if)# lacp port -priority 1
Switch# show lacp neighbor detail
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12.4 LACP SYSTEMPRIORITY

LACP system priority is used for two connected DUT to select master switch. Lower

system priority value has higher priority. And the DUT with higher priority can decide
which ports are able to join the LAG. Use Tho | ac pp rsiyostireshydJto the
default priority value.

Switch# configure terminal
Switch(config)# lacp system-priority <7-65535>

Switch(config)# no lacp system-priority

Syntax lacp system-priority <1-65535>
no lacp system-priority
Parameter | <1-65535> Specify system priority value
Default Default system priority is 32768.
Mode Global Configuration
Example This example shows how to configure lacp system priority to 32768.
Switch# configure terminal
Switch(config)# lacp system-priority 32768
Switch# show lacp neighbor detail
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12.5 LACP TIMEOUT

LACP need to send LACP packet to partner switch to check the link status. This
command configures the interval of sending LACP packets.

Switch# configure terminal
Switch(config)# interface {/nteface-/D}
Switch(config -if)# lacp timeout (long | short)

Switch(config -if)# no lacp timeout

Syntax lacp timeout (long | short)
no lacp timeout
Parameter | long Send LACP packet every 30 seconds.
short Send LACP packet every 1 second
Default Default LACP timeout is long.
Mode Interface Configuration
Example This example shows how to configure interface GigabitEthernet 3 lacp

timeout to long.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 3
Switch(config -if)# lacp timeout long
Switch# show lacp internal detail
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12.6 SHOW LACP

UseTs h

LACP. The system identifier is made up of the LAPC system priority and the switch

ow | -a dcpfnnsaydsto displays the system identifier that is being used by

MAC address.

UseTshow

| acp
UseTs h
port. Thes

bndl Port is attached to an aggregator and bundled with other ports.
Susp Port is in a suspended state; it is not attached to any aggregator.

i mdmenand teoldiEplay local information.

ow | ac pcommedndjth dsplay tEmote Information State of the specific

e are the allowed values:

hot-sby Port is in a hot-standby state.

lindiv Port is incapable of bundling with any other port.
lindep Port is in an independent state (not bundled but able to switch data traffic. In

this case,

LACP is not running on the partner port).

Down-Port is down.

State variables for the port, encoded as individual bits within a single octet with these

meanings:
A

> > >y >y D>y D> D>

bit0 LACP_Activity
bitl LACP_Timeout
bit2 Aggregation
bit3 Synchronization
bit4 Collecting

bit5 Distributing

bité Defaulted

bit7 Expired

Switch# show lacp sys-id
Switch# show lacp [ <Z-8>] counters
Switch# show lacp [ <Z-8>] (internal | neighbor) [detail]

Syntax

‘ show lacp sys-id
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show lacp [ <Z-8>] counters
show lacp [ <Z-8>] (internal | neighbor) [detail]

Mode Privileged EXEC
Example This example shows how to show LACP statistics.
Switch# show lacp counters

Switchi

Switc# show lacp internal

This example shows how to show LACP remote information.
Switch# show lacp neighbor
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12.7 SHOW LAG

Use Ts h o w cdmangnt¥to show current LAG load balance algorithm and members
active/inactive status.

Switch# show lag

Syntax show lag
Mode Privileged EXEC
Example This example shows how to show current LAG status.
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13. LLDP

LLDP (Link Layer Discovery Ppotocol) is an IEEE (Institute of Electrical and Electronics
Engineers) standard protocol (IEEE 802.1AB) that defines messages, encapsulated in
Ethernet frames for the purpose of giving devices a means of announcing basic device
information to other devices on the LAN (Local Area Network) through periodic
retransmissions out each port every 30 seconds by default.

=
e Eey

-

Switch A Switch O Switch B
E’ p=—
| e
g LAN connection -i
Switch < LLDP-Enabled Switch
i W
LLDP message path

Fig 13.1 Link Layer Discovery Protocol Concept

With all kinds of devices connecting to the network these days, installing, tracking and
managing each of them can be quite difficult in large networks. There are many
applications for LLDP. Some of them are as follows

1 To automate the deployment of access devices like IP Phones, Wireless Access
Points, etc.

1 To help troubleshoot network attached devi ces.

1 To automate firmware management

1 To discover the type and location (switch port) of a network device, connected
anywhere on the network.

1 To build a complete network topology (which is also automatically updated after
adds/moves/changes).
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1 To identify and place a device (like IP phone) on the correct VLAN meant for it,
automatically.

1 To identify how a device can be powered up (from the main line, from an external
source, etc.) and how much power it needs.

1 To get information like hardware revision, firmwar e version, serial no,

manufacturer/model name, etc. from LLDP supported devices connected to the
network.

© 2022 COMMANDO Networksc., USAAIl rights reserved.

343



13.1 LLDP

UseT | | abprblind to enable LLDP RX/TX ability. The LLDP enable status is displayed
by Ts how cbrntipdUUse the T n ofddn of this command to disable the LLDP.
When LLDP is disabled, the behavior of receiving LLDP PDU would be decided by

T! | abprbAnd.

Switch# configure terminal
Switch (config)# lldp

Switch (config)#no lidp

Syntax lldp
no lidp
Mode Global Configuration
Example | The following example sets LLDP enable/disable.

Switch# configure terminal
Switch (config)# lldp

Switch# show Illdp
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13.2 LLDP RX

Use T | | dgommahtl to enable the LLDP PDU RX ability. The configuration could be
shown by Ts h o w conimda.Wse the T n dodn of this command to disable the RX

ability.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}
Switch(config -if)# lldprx

Switch(config -if)# no lldprx

Syntax lldprx
no lidprx
Mode Port Configuration
Example This example sets port gil to enable LLDP TX, port gi2 to disable RX but

enable TX, port gi3 to enable RX but disable TX, port gi4 to disable RX
and TX.

Switch# configure terminal

Switch(config)# interface range g1-10

Switch(config -if-range)# lidp rx

Switch(config -if-range)# lldp tx

Switch# show lidp interfaces g1-10

© 2022 COMMANDO Networksc., USAAIl rights reserved.

346



© 2022 COMMANDO Networksc., USAAIl rights reserved.

347



13.3 LLDP TXINTERVAL

UseTI | 4 mtt e commdndJto configure the LLDP TX interval. It should be noticed
that both Tl | i mtt e amd § 1 Udl et )affedss the LLDP PDU TX time. The larger
value of the two configurations decides the TX interval. The configuration could be
shown by Ts h ow cbnindipdUUse the T n addmn of this command to restore the

interval to default value.

Switch# configure terminal
Switch(config)# lidp tx-interval <5-32768>

Switch(config)# no lidp tx-interval

Syntax lldptx-interval <5-32768>
no lidptx-interval
Parameter | <5-32768>Specify the LLDP PDU TX interval in unit of second
Default Default TX interval is 30 seconds
Mode Global Configuration
Example This example sets LLDP TX interval to 100 seconds.

Switch# configure terminal

Switch(config)# lldp tx-interval 100
Switch# show lidp
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13.4 LLDP REINITDELAY

Use T | d pdreeli anycthfigure the LLDP re-initials delay. This delay avoids LLDP
generate too many PDU if the port is up and down frequently. The delay starts to count

when the port links down. The port would not generate LLDP PDU until the delay

counts to zero. The configuration could be shown by Ts h o w cbnindipdUse the

T n dothh of this command to restore t he delay to default value.

Switch# configure terminal
Switch(config)# lidp reinit-delay <1-10>

Switch(config)# no lldp reinit-delay

Syntax Lidp reinit-delay <7-10>
no lidp reinit-delay
Parameter | <I-10>Specify the LLDP re-initial delay time in unit of second.
Default Default reinital delay is 2 seconds
Mode Global Configuration
Example This example sets LLDP re-initial delay to 5 seconds.

Switch# configure terminal
Switch(config)# lldp reinit-delay 5
Switch# show lidp

WAL
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13.5 LLDP HOLDTIMEMULTIPLER

UseTIl | dp hnoulldttiiqgmehaad tdJconfigure the LLDP PDU hold multiplier that
decides time-to-live (TTL) value sent in LLDP advertisements: TTL = (txinterval *
holdtime -multiplier). The configuration could be shown by Ts h o w cbnndmpl Wse
the T n douh of this command to restore the multiplier to default value.

Switch# configure terminal
Switch(config)# lidp holdtime -multiplier <2-10>

Switch(config)# no holdtime -multiplier

Syntax lldp holdtime -multiplier <2-10>

no holdtime -multiplier

Parameter | <2-10>Specify the LLDP hold time multiplier
Default lldpholdtime -multiplier 4

Mode Global Configuration

Example This example sets LLDP hold time multiplier to 3.
Switch# configure terminal

Switch(config)# lldp holdtime -multiplier 3
Switch# show lidp
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13.6 LLDP LLDPDU

UseT!l | dp doinrdapdita ddnfigure the LLDP PDU handling behavior when LLDP
is globally disabled. It should be noticed that if LLDP is globally enabled and per port
LLDP RX status is configured to disabled, the received LLDP PDU would be dropped
instead of taking the global disable behavior. The configuration could be shown by
Ts how cbnindiplWse the T n dddn of this command to restore the behavior to

default.

Switch# configure terminal
Switch(config)# lidp lldpdu (filtering|flooding|bridging)

Syntax lIdp lldpdu (filtering|flooding|bridging)

Parameter | bridging When LLDP is globally disabled, LLDP packets are bridging
(bridging LLDP PDU to VLAN member ports).
fitering When LLDP is globally disabled, LLDP packets are filtered
(deleted).
flooding When LLDP is globally disabled, LLDP packets are flooded
(forwarded to all interfaces).

Default Default LLDP PDU handling behavior when LLDP disabled is flooding

Mode Global Configuration

Example This example sets LLDP disable action to bridging.

Switch# configure terminal

Switch(config)# lldp lldpdu bridging
Switch# show lidp

te
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13.7 LLDP MED

Use Tl | dp tomendgure the LLDP MED enable status. If LLDP MED is enabled,

LLDP MED capability TLV and other selected MED TLV would be attached. The
configuration could be shownby Ts how | | abpmanue dsé&the T n dodh of this
command to disable the LLDP MED status.

Switch# configure terminal
Switch(config)# interface {/nterfac-/D}
Switch(config -if)# lidp med

Switch(config -if)# no lldp med

Syntax lldp med
no lidp med
Default lldp med
Mode Port Configuration
Example | This example sets port gil to enable LLDP MED, port gi2 to disable LLDP

MED.

Switch# configure terminal
Switch(config)# interface range g1-10
Switch(config -if-range)# lldp med
Switch# show lidp interfaces g 1-10 med
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13.8 LLDP MED FASTSTART-REPEAFCOUNT

UseT!l | dp nmetad-refeat-€ © u rcanidhand to configure the LLDP PDU fast start
TX repeat count. When port links up, it will send LLDP PDU immediately to notify link
partner. The number of LLDP PDU sends when it links up depends on fast -start-repeat-
count configuration. The LLDP PDU fast-start transmits in interval of one second. The
fast start behavior works no matter LLDP MED is enabled or not. The configuration
could be shownby Ts how | | a@bpmantde dséthe T n dodh of this command to
restore count to default.

Switch# configure terminal
Switch(config)# lldp med fast-start-repeat-count <7-10>

Switch(config)# no lldp med fast -start-repeat-count

Syntax lldp med fast -start-repeat-count <1-10>
no lidp med fast -start-repeat-count

Parameter | <Z-10>LLDP PDU fast start TX repeat counts.

Default Default fast start TX repeat count is 3

Mode Global Configuration

Example This example sets fast start repeat count to 10.
Switch# configure terminal

Switch(config)# lldp med fast -start-repeat-count 10
Switch# show lldp med
S 11
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13.9 LLDP MED LOCATION

Use TI | dp med cdmmand toicanfiglfe the LLDP MED location data. The
Tcoordi na-addr eHeddd ilazdtfons are independent, so at most three
location TLVs could be sent if their data are not empty. The configuration of location
could be shown by Tshow | | dp i nt ecomaae U OR T n doghd di
this command to clear location data .

Switch# configure terminal

Switch(config)# interface {/nterface-ID}
Switch(config -if)# lldp med location (coordination|civic -address|ecs-elin) ADDR

Switch(config -if)# no lldp med location (coordination|civic -address|ecs-elin)

Syntax lldp med location (co ordination|civic -address|ecs-elin) ADDR
no lldp med location (coordination|civic -address|ecs-elin)

Parameter | Co-ordination civic-address ecs-elin ADDR Location type to be
configuredi nJec¢s abbreviation (03]
emergency locatio n identifier number

Specify the location data. Input format is hexadecimal values without
colon (for example: 1234AB). For coordination location type, the length
of ADDR is 16 bytes. For civicaddress, the length is 6 to 160 bytes.

For ecs-elin, the length is 10 to 25 bytes.

Default Default Deafult is no location data.
Mode Mode Port Configuration
Example This example sets location data for interface gil.

Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# lldp med location coordi nate
112233445566778899AABBCCDDEEFF00

Switch(config -if)# lldp med location civic -address 112233445566
Switch(config -if)# lldp med location ecs -elin 112233445566778899AA
Switch# show lldp interfaces gil med
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13.10 LLDP MED NETWORKPOLICY

Use TI| | degh netmork-p o | iconymighd to configure the LLDP MED Network policy
table and add a network policy entry that can be bind to ports. If LLDP MED network
policy voice auto mode is enabled, T v o i tgpe bktwork policy cannot be created
since it is in auto mode. The network policy table configuration could be shown by
Tshow | | apmamie d U

Use the T n douh of this command to remove network policy entry of specific index. A
network policy can be removed only when it is not bind to any port.

Switch# configure terminal

Switch(config)# Illdp med network -policy <Z-32> app (voice|voice-signaling|guest-
voice|guest-voice-signaling|softphone -voice  |video-conferencing| streaming- video
|video-signaling) vlan <1-4094> vlan-type (tag|untag) priority <O- 7>dscp <0-63>

Switch(config)# no lldp med network -policy <7-32>

Syntax lldp med network -policy <Z-32> app (voice|voice-signaling|guest-
voice|guest-voice-signaling|softphone -voice|video-
conferencing|streaming - video|video-signaling) vlan <1-4094> vlan-type
(tagluntag) priority <O- 7>dscp <0-63>

no lldp med network -policy <7-32>

Parameter | <I-32>Specify the network policy index.

voice-signaling Specify the network policy application type.
<1-4094>Specify the VLAN IDtag untag Specify the VLAN tag status
<0-7>Specify the L2 priority

<0-63>Specify the DSCP value

Mode Global Configuration

Example This example create 2 network policies.
Switch# configure terminal

Switch(config)# lldp med network -policy 1 app voice-signaling vian 2
vlan-type tag priority 3 dscp 4
Switch(config)# lldp med network -policy 32 app video- conferencing vian
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5 vlan-type tag priority 1 dscp 63

Switc

Er

h# sho

ifig)# 11

w lldp med
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13.11 LLDP MED NETWORWPOLICY (INTERFACE)

UseTIl | dp me dp onleitommdhd to bind the network policy to port interface.

The bonded network policy of one port should be with different types. If network policy

TLV is selected over a port, the bonded network policies would be attached in LLDP

MED PDU. The configuration of network policy binding could be shown by Ts how | | dp
me d ddmmand.

Switch# configure terminal
Switch(config)# interface {/nteriace-ID ranges}

Switch(config -if-range)#lldp med network -policy (addjremove) <Z-32>

Syntax lldp med network -policy (add|remove) <I-32>

Parameter | addAdd network policy binding for ports.

removeRemove network policy binding for ports.

<1-32> Specify the network policy index

Mode Port Configuration

Example This example binds network policy for interface gil and gi2.
Switch# show lldp med

Switch# configure terminal

Switch(config)# interface range g1-10
Switch(config -if-range)#Ildp med network -policy add 1
Switch# show lidp interfaces g1-10 med
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13.12 LLDP MED TLVSELECT

UseTIl I dp

-me d ecentmihd to configure the LLDP MED TLV selection. It should

be noticed that even no MED TLYV is selected, MED capability TLV would be attached if

LLDP MED is enable. The configuration could be shownby Ts h o w

Use the T n oftm of this command to remove all selected MED TLV over the

dedicated ports.

Switch# configure terminal

Switch(config)# interface {/nterface-ID}

Switch(config -if)# lldp med tlv-select MEDTLV [MEDTLV] [MEDTLV] [MEDTLV]

Switch(config -if)# no lldp med tlv -select

Syntax lidp med tlv-select MEDTLV [MEDTLV] [MEDTLV] [MEDTLV]
no lidp med tlv-select

Parameter | MEDTLV MBD optional TLV. Available optional TLVs are : network-policy,
location, poe-pse, inventory.

Default network -policy TLV

Mode Port Configuration

Example This example sets port gil-2 to select LLDP MED network policy,

location, POE-PSE, inventory TLVs, andit sets port gi3-4 to un-select all
LLDP MED TLVs.
Switch# configure terminal

Switch(config)# interface gl

Switch(config -if)# lldp med tlv-select network -policy location inventory
Switch(config)# interface g2

Switch(config -if)# no lidp med tlv -select

Switch# show lldp interfaces g1-2 med
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13.13 LLDP TLMSELECT

Use Tl | espetl lesomimidnd to attach selected TLV in PDU. The configuration could
be shown by Ts h o w commadm Wse the T n dodn of this command to remove all

selected TLV.

Switch# configure terminal

Switch(config)# interface {/nterface-ID ranges}

Switch(config -if-range)# Ildp tiv-select TLV [TLV] [TLV] [TLV] [TLV] [TLV] [TLV] [TLV]

Switch(config -if-range)# no lldp tiv-select

Syntax Lidp tiv-select TLV [TLV] [TLV] [TLV] [TLV] [TLV] [LV] [TLV]
no lidp tlv-select

Parameter | TLV Specify the selected optional TLV. Available optional TLVs are : sys-
name (system name), sys-desc (system description), sys-cap (system
capability), mac-phy (802.3 MAC-PHY), lag (802.3 link aggregation),
max- frame-size (802.3 max frame size), and management- addr
(management address).

Mode Port Configuration

Example This example selects system name, system description, system

capability,

802.3 MAC-PHY, 802.3 link aggregation, 802.3 max frame size, and
management address TLVs for interface gil and gi3.

Switch# configure terminal

Switch(config)# interface range g 1,3

Switch(config -if-range)# lldp tlv-select port-desc sys-name sys-desc sys-
cap mac-phy lag max-frame-size

Switch(config -if-range)# end

Switch# show lldp interfaces g 1,3
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13.14 LLDP TLMSELECT PVID

Use Tl | espetl lexc t compmandd tt’ configure the 802.1 PVID TLV attachenable
status. The configuration could be shown by Ts h o w cbonimdurpl Wse the T n dodh
of this command to restore the pvid to default value.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}

Switch(config -if)# lidp tlv-select pvid (disable|enable)

Switch(config -if)# no lldp tlv-select pvid

Syntax Lidp tiv-select pvid (disable|enable)

no lldp tlv-select pvid

Parameter | Disable Disable LLDP 802.1 PVID TLV attach state
Enable Enable LLDP 802.1 PVID TLV attach state

Mode Port Configuration
Example This example sets port gil PVID TLV attaches status to disable and port
gi2 to enable.

Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# lldp tlv-select pvid disable
Switch(config -if)# interface gi2
Switch(config -if)# lldp tlv-select pvid enable

Switch# show lldp interfaces gil,gi2
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13.15 LLDP TLMSELECT VLANNAME

UseT I | dgelect vian-n a mecddhmand to add or remove VLAN list for 802.1 VLAN -
NAME TLV. The configuration could be shown by Ts h o w conimdru. .U

Switch# configure terminal
Switch(config)# interface {/nterface-ID}

Switch(config -if)# lldp tlv-select vlan-name (add|remove) {VLAN-LIST}

Syntax lidp tlv-select vlan-name (add|remove) {VLAN-LIST}

Parameter | add VLAN-L/ST Add VLAN list for LLDP 802.1 VLANNAME TLV on the
specific interface. The configured ports should be member of all the
specified VLANs or the VLAN- LIST is not valid.
remove VLAN-LIST Remove VLAN list of LLDP 802.1 VLANNAME TLV
from interface

Mode Port Configuration

Example This example add VLAN 100 to VLAN-NAME TLYV for port gil0.

Switch# configure terminal

Switch(config)# vian 100

Switch(config -vlan)# exit

Switch (config)# interface g2

Switch(config -if)# switchport trunk allowed vian add 1,100
Switch(config -if)# lldp tiv-select vian-name add 100
Switch(config -if)# end

Switch# show lldp interfaces gil
Switch# show lidp interfaces g2
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13.16 LLDP TX

Use T Ipl dtcanwhand to enable the LLDP PDU TX ability. The configuration could be
shown by Ts h ow conimadml Wse the T n dodn of this command to disable the TX

ability.

Switch# configure terminal
Switch(config)# interface {/nterface-ID}

Switch(config -if)# lldp tx

Switch(config -if)# no lldp tx

Syntax lldp tx
no lldp tx
Mode Port Configuration
Example This example sets port gil to enable LLDP TX, port gi2 to disable RX but

enable TX, port gi3 to enable RX but disable TX, port gi4 to disable RX
and TX.

Switch# configure terminal
Switch(config)# interface gl
Switch(config -if)# lldp rx
Switch(config -if)# lldp tx
Switch(config -if)# interface g2
Switch(config -if)# no lidp rx
Switch(config -if)# lldp tx
Switch(config -if)# interface g3
Switch(config -if)# lldp rx
Switch(config -if)# no lidp tx
Switch(config -if)# interface g4
Switch(config -if)# no lidp rx
Switch(config -if)# no lidp tx
Switch(config -if)# end

Switch# show lldp interfaces g 1-4
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13.17 LLDP TXDELAY

Use TI | ddpe | taxygmidiand to configure the dela y in seconds between successive
LLDP frame transmissions. The delay starts to count in any case LLDP PDU is sent
such as by LLDP PDU advertise routine, LLDP PDU content change, port link up, etc.
The configuration could be shown by Ts h o w conmmémpl Wse the T n dodh of this
command to restore the delay to default value.

Switch# configure terminal
Switch(config)# lldp tx-delay <1-8192>

Switch(config)# no lldp tx-delay

Syntax lldp tx-delay <1-8192>
no lidp tx-delay
Parameter | <1-8192>Specify the LLDP tx delay in unit of seconds.
Default Default TX delay is 2 seconds
Mode Global Configuration

Example This example sets LLDP PDU TX delay to 10 seconds.
Switch# configure terminal

Switch(config)# lldp tx-delay 1

Switch# show lldp
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13.18 SHOW LLDP

Use Tshow

antl dpWiow | | dp commdndsrtd alispeays LLDP global

information including LLDP enable status, LLDP PDU TX interval, hold time multiplier,
re-initial delay, TX delay, and LLDP packet handling when LLDP is disabled. Single port
information displayed includes port LLDP RX/TX enable status, selected TLV to TX and

IP address. The abbreviations in optional TLVs are: port description (PD), system name
(SN), system description (SD), and system capability (SC).

Switch# show lldp

Switch# show lldp interface {/F NMLPORTS}

Syntax show lidp
show lldp interface {/F NMLPORTS}
Parameter IF_NMLPORTSpecify the ports to display information
Mode Privileged EXEC
Example This example displays lldp information of port gil and gi2

Switch# sh

ow lldp interfac

e s gil,gi2

802.3-max-frame-size,
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13.19 SHOW LLDP LOCALDEVICE

UseTshow

be attached in LLDP PDU.

Switch# show lldp local -device
Switch# show lldp interfaces {/F NMLPORTIpcal-device

| kddepv i looaduintl to show the local configuration of LLDP PDU.
By the commands, a user can view the contents of LLDP/ LLDP -MED TLVs that would

Syntax show lldp local -device

show lldp interfaces {/F NMLPORT3pcal-device
Parameter | /F_ NMLPORTSpecify the ports to display information
Mode Privileged EXEC
Example This example displays the local device information.

Switch# show lldp local -device
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13.20 SHOW LLDP MED

UseTs how | | arpmandeadidplay the LLDP MED configuration information.

Switch# show lidp med
Switch# show lldp interfaces {/F NMLPORTS$hed

Syntax show lldp med

show lldp interfaces {/F NMLPORTSped

Parameter | /F_ NMLPORTSpecify the ports to display information
Mode Privileged EXEC

Example This example displays the LLDP MED information.
Switch# show lldp med

Switch# show 1lldp med
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13.21 SHOW LLDP NEIGHBOR

Use Tshow

| | d pJcommédnd) to bdisplay the received neighbor LLDP PDU
information. When LLDP PDU is received on LLDP RX enable ports, system would store

the PDU information in database until time to live of the PDU counts down to zero.

Switch# show lldp neighbor
Switch# show lldp interfaces {/F NMLPORTS)yeighbor

Syntax show lldp neighbor

show lldp interfaces {/F NMLPORTSYeighbor
Parameter IF_NMLPORTSpecify the ports to display information
Mode Privileged EXEC
Example This example displays the neighbor information.

Switch#

owWwitchy

show lidp neighbor

w 1ldp neil
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13.22 SHOW LLDP STATISTICS

UseTs how | | d pconsmaradtoidispiay thesLLDP RX/TX statistics.

Switch# show lidp statistics
Switch# show lldp interfaces {/F NMLPORTStatistics

Syntax show lldp statistics

show lldp interfaces{/F NMLPORTStatistics
Parameter | /F_NMLPORTSpecify the ports to display information
Mode Privileged EXEC

Example This example display the LLDP statistics.

Switch(config)# show lidp interfaces gil statistics
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13.23 CLEAR LLDP STATISTICS

UseTcl ear | 1 dp gdnombnd & cleat tleetlliD® RX/TcXsthlistics.

Switch# clear lldp globle statistics

Syntax clear lldp globle statistics
Mode Privileged EXEC
Example | This example shows how to clear LLDP statistics.

Switch# clear lldp statistics
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13.24 SHOW LLDP TLVOVERLOADING

The LLDP PDU is composed by TLVs and selected number TLVs may compose a large

PDU that the system cannot handle. The maximum PDU length is to take the smaller

number of jumbo frame size minus 30 bytes (30 bytes kept for header) or 1488 bytes.
UseTshow -bidpt bueodinangttldisplay the length of LLDP TLVs and if the
TLVs overload the PDU length. The TLVs with status marked T o v e r aula ddt/be

transmitted.

Switch# show lldp interfaces {/F NMLPORTSWs-overloading

Syntax show lldp interfaces {/F NMLPORTSJs-overloading

Parameter | /F_ NMLPORTSpecify the ports to display information

Mode Privileged EXEC

Example This example display the LLDP TLVs overloading status of port gil.

Switch# show lldp interfaces gil tivs-overloading

LLDP-MED In
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14. LOGGING

Almost all information technology systems generate a log, which serves as a record of
all the activity that the system conducted in its operation. Such logs are generated by
network infrastructure devices (firewalls, switches, domain name service devices,
routers, load balancers), computer platforms (servers, appliances, and smartphones),
operating systems (Windows, Linux, i0OS) and applications (client/server, web
applications, cloud-based utilities).

In an application, a network log is typically a file that contains a record of events that
occurred in the application. It contains the record of user and process access calls to
objects, attempts at authentication, and other activity . Generally, an event is
categorized as an error, a warning, or an informational activity. The specific format and
data that are in a log are typically determined by the application designer, to meet
various application requirements, and then implemented b y the application developer.
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14.1 CLEAR LOGGING

To clear the log messages from the internal logging buffer and flash, use command
Tcl ear inthaRyivieggd@XEC mode.

Switch# clear logging

Syntax clear logging

Parameter | buffered Clear the log messages stored in the RAM.

file Clear the log messages stored in the Flash.

Mode Privileged EXEC

Example The following example clear the log messages stored in RAM and Flash.
Switch# clear logging buffered

Switch# clear logging file
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14.2 LOGGING

To enable logging service on the switch, use the command logging in the Global
Configuration mode. Otherwise, use the no form of the command to disable the
logging service on the switch. The status of global logging server is available from the
command show logging in the Privileged EXEC mode. When the logging service is
enabled, logging on and off at each destination rule can be individually configured by
the command logging console, logging buffered, logging file, and logging host in the
Global Configuration mode. If the logging service is disabled, no messages will be sent
to these destinations.

Switch# configure terminal
Switch(config)# logging

Switch(config)# no logging

Syntax logging
no logging
Default Logging service is enabled
Mode Global Configuration
Example | The following example disables and enables the logging service on the

switch.

Switch# configure terminal
Switch(config)# no logging
Switch(config)# logging

To display loggin information
Switch# show logging
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14.3 LOGGING HOST

To define the logging server, use the command logging host to add the remote logging

server in the Global Configuration mode. Otherwise, use the command no logging host

to remove the remote logging rules. For the host name configuration, logging service

would try translating the host name to IP address directly. Add the logging host would

be failed on the failure of host name translating.

Switch# configure terminal
Switch(config)# logging host (ip -addr|hostname) [facility facility] [port port] [severity sev]

Switch(config)# no logging host (ip -addr|hostname)

Syntax logging host (ip -addr|hostname) [facility facility] [port port] [severity sev]
no logging host (ip -addr|hostname)

Parameter | ipv4-addr IPv4 address of the remote logging server.
hostname Hostname of the remote logging server.
facility facility Specify the facility of the logging messages. It can be on of
the following value: localO, locall, local2, local3, local4, local5, local6,
and local7. The default value of facility is local7.
port Specify the port number of the remote logging server.
The valid range is from 0 to 65535, and the default value is 512.
severity Specify the minimum severity of the logging messages. The
valid range is from 0 to 7, and the number 0 to 7 represents emergency,
alert, critical, error, warning, notice, info, and debug individually. The
default value of minimum severity level is 5 (emergency, alert, critical,
error, warning, notice)

Mode Global Configuration

Example The following example adds the remote logging rules by IP and

Hostname.
Switch# configure terminal
Switch(config)# logging host 192.168.0.20
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14.4 LOGGING SEVERITY

To set the minimum severity for the messages that are logged to RAM, console, or
Flash, use the command logging severity in the Global Config uration mode. Use the
T n dddn of the command to remove the mechanism of logging to RAM, console, or
Flash individually.

Switch# configure terminal
Switch(config)# logging (buffered|console|file) [severity sev]

Switch(config)# no logging (buffered|conso le|file)

Syntax logging (buffered|consolelfile) [severity sev]
no logging (buffered|consolefile)

Parameter | buffered Log messages to RAM.
console Log messages to console buffer.
file Log messages to Flash.
severity sev Specify the minimum severity of the logging messages.
The valid range is from 0 to 7, and the number O to 7 represents
emergency, alert, critical, error, warning, notice, info, and debug
individually. The default minimum severity of the logging severity
configuration is 5
(emergq, alert, crit, error, warning, notice).

Default Logging to buffered and console is enabled, and the default minimum
severity level is 5 (emerg, alert, crit, error, warning, notice).

Mode Global Configuration

Example The following example sets the minimum severity | evel of logging to RAM

and Flash as debugging.
Switch# configure terminal
Switch(config)# logging buffered severity 2
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14.5 SHOW LOGGING

To display the global logging configuration, and the logging messages stored in the

RAM and Flash, use the command show logging in the Privileged EXEC mode.

Switch# show logging [buffered]file]

Syntax show logging [buffered|file]
Parameter Buffered Display the log messages stored in the RAM.
File Display the log messages stored in the Flash.
Mode Privileged EXEC
Example The following example shows the global logging configuration.

Switch# s

Fitrhd ahe
Switchs sho

how logging

e 13 enabled

*Dec 135: RAR-! New http connection for user admin, source 192.168,100.40 ACCEPIED

Switch# show logging buffered
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15. MAC ADDRESS TABLE

A MAC address table, sometimes called a Content Addressable Memory (CAM) table,
is used on Ethernet switches to determine where to forward traffic on a LAN. Now let's
break this down a little bit to understand how the MAC address table is built and used
by an Ethernet switch to help traffic move along the path to its destination.

Switch

CoputerA
MAC: AAA

ComputerB
MAC: BBB

MAC Address Table:
1: AAA

2:

3:

MAC: CCC

Fig 15.1 MAC AddressTable

Normally your switch will automatically learn MAC addresses and fill its MAC address
table (CAM table) by looking at the source MAC address of incoming frames and
flooding frames if 1t doesnTt know where to f
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15.1 CLEAR MAC AIDRESSTABLE

To clear the dynamic (learned) MAC entries from the MAC address table, the specific
interface, or the specific VLAN, use the command clear mac address -table in the
Privileged EXEC mode.

Switch# clear mac address -table dynamic [interfaces /F RORTY vian vian-id]

Syntax clear mac address -table dynamic [interfaces /F PORTNIan vian-id]
Parameter | Interfaces IF_PORTS Delete all dynamic addresses learned on the
specific interface.
vlan vlan-id Delete all source addresses learned on the specific VLAN
Mode Privileged EXEC
Example The following example clears the learned MAC addresses on the

interface gil.
Switch# clear mac address -table dynamic interfaces gil

sl g dDw
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15.2 MAC ADDRESSTABLE AGINGTIME

To set the aging time of the MAC address table, u se the command macAddress -table

aging-time in the Global Configuration mode.

Switch# configure terminal

Switch(config)# mac accress -table aging-time {seconds}

Syntax mac accress -table aging-time seconds

Parameter | Seconds The time in seconds that an entry remains in the MAC address
table. Its valid range is from 10 to 630 seconds, and the default value is
300 seconds.

Default The default aging time is 300 seconds.

Mode Global Configuration

Example The following example set the agimg time to 500 seconds.

Switch# configure terminal
Switch(config)# mac address -table aging-time 500
Switch# show mac address -table aging-time

Fa et & pom L. . S [ Ep— i
nfig)# mac addresz-table aging-time 500

P
o
-
o
-
o

.......
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15.3 MAC ADDRESSTABLE STATIC

To add a static address to the MAC address table, use the command mac address -
table static in the Global Configuration mode. For the unicast MAC address filtering,
use the command mac address -table static with parameter drop to drop the packets
with the specified source or destination unicast MAC address. To delete the static
entry from the MAC address table, use the T n doth of the command.

Switch# configure terminal

Switch(config)# mac address -table static mac -addr vlan vian-id interfaces {/F PORTS}
Switch(config)# mac address -table static mac -addr vian vian-id drop

Switch(config)# no mac address -table static mac-addr vian vlan-id

Syntax

mac address -table static mac -addr vlan {vlan-id} interfaces {/F PORTS}
mac address -table static mac -addr vlan {vlan-id} drop

no mac address -table static mac -addr vian vilan-id

Parameter

mac-addr MAC address.

vlan vlan-id Specify the VLAN ID for the interface.

Interface IF_PORTS Specify the interface ID or a list of interface IDs.
dropDrop the packets with the specified source or destination unicast
MAC address.

Mode

Global Configuration

Example

The following example adds a static address into MAC address table.
Switch# configure terminal

Switch(config)# mac address-table static 00:11:22:33:44:55 vian 1
interfaces gi5

Switch(config)# mac address-table static 00:11:22:33:44:55 vlan 1 drop

© 2022 COMMANDO Networksc., USAAIl rights reserved.

393



© 2022 COMMANDO Networksc., USAAIl rights reserved.

394



15.4 SHOW MAC ADDRESSTABLE

To show the entry in the MAC address table, use the command show mac address -
table in the Privileged EXEC mode.

Switch# show mac address -table [dynamic|static] [interface /F PORTFH|vlan vian- id]
Switch# show mac address -table [mac-addr] [vlan vlan-id]

Syntax

show mac address -table [dynamic|static] [interface /F PORTF|vlan vian-
id]
show mac address -table [mac -addr] [vlan vlan-id]

Parameter

dynamic Display only dynamic MAC addresses

static Display only static MAC addresses

Interface /F PORTSDisplay the MAC addresses entries for a specifc
interface.

vlan vlan-id Display the MAC address entries for a specific VLAN.
mac-addr Display entries for a specific MAC address

Mode

Privileged EXEC

Example

The following example displays the entire MAC addre ss table.
Switch# show mac address -table
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Switch# show mac address -table 00:11:22:33:44:55 vlian 100

T 3 . _ - ~ " . o
Switch# show mac address-table 00:11:2 3:44:55 vlam 100
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15.5 SHOW MAC ADDRESSTABLE COUNTERS

To display the total entries in the MAC address table, use the command show mac
address-table counters in the Privileged EXEC mode.

Switch# show mac address -table counters

Syntax show mac address -table counters
Mode Privileged EXEC
Example The following example display numbers of addresses in the

address table.
Switch# show mac address -table counters

Switch# show mac address-table counters

1 number of e
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15.6 SHOW MAC ADDRESSTABLE AGINGTIME

To show MAC address aging time, use the command show mac address -table aging-
time in the Privileged EXEC mode.

Switch# show mac address -table aging-time

Syntax show mac address-table aging-time

Mode Privileged EXEC

Example | The following example displays aging time for the MAC address table.
Switch# show mac address -table aging-time

mac ad =2-table aging-time
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16. MAC VLAN

The MAC-based VLAN classification enables packets to be cla ssified according to their
source MAC address. MAC based VLAN is to divide VLAN ID to the packet according to
the source MAC address of the untag packet received by the port. The MAC
based VLAN feature allows incoming untagged packets to be assigned to a VLAN and
thus classify traffic based on the source MAC address of the packet. You define
a MAC to VLAN mapping by configuring an entry in the MAC to VLANtable. The MAC-
based VLAN feature allows incoming untagged packets to be assigned to a VLANand
thus classify traffic based on the source MAC address of the packet. You define
a MAC to VLAN mapping by configuring an entry in the MAC to VLANtable.

The MAC-based VLAN feature assigns hosts to a VLAN based on their MAC addresses.

This feature is usually used in conjunction with security technologies such as 802.1X to
provide secure, flexible network access for terminal devices.
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16.1 VLAN MAGVLAN GROUP (GLOBAL)

Use the vlan mac-vlan group command to create MAC address group. Use the Tho U
form of this comma nd to delete specify group.

Switch# configure terminal
Switch(config)# vlan mac-vlan group <I- 2147483647> mac-address mask <9-48>

Switch(config)# no vlan mac-vian group mac -address mask <9-48>

Syntax vlan mac-vilan group <I- 2147483647> mac-address mask <9-48>
no vlan mac-vlan group mac -address mask <9-48>
Parameter | <I1-2147483647>Specify the group ID
mac-addressSpecify the MAC address to be mapped.
<9-48>Specify the mask length of MAC address.
Mode Global Configuration
Example The following example shows how to create a MAC group with group ID

3.
Switch# configure terminal
Switch(config)# vlan mac-vian group 333 22:33:44:55:66:77 mask 48

Switch# show vlan mac-vian groups

:77 mask 48
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16.2 VLAN MAGVLAN GROUP (INTERFACE)

Use the Tvl an-vimar gto eragpeUmapping of group and VLAN ID of an
interface. Use the T n doth of this command to delete mapping.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)# vlan mac-vlan group <I- 2147483647> vlan <1-4094>

Switch(config -if)# no vlan mac-vlan [group <I- 2147483647>]

Syntax vlan mac-vilan group <I- 2147483647> vian <1-4094>
no vlan mac-vilan [group <I- 2147483647>]

Parameter | <1-2147483647> Specify the group ID. (optional in no form) Delete all
mapping group if not specify.
<1-4094 > Specify the VLAN ID to give to match packet

Mode Interface Configuration

Example The following example shows how to mapping group id 333 to VLAN
100 on interface GigabitEthernet 1.

Switch#

Switch# configure terminal

Switch(config)# interface GigabitEthernet 3

Switch(config -if)# switchport mode hybrid

Switch(config -if)# vlan mac-vian group 333 vian 2

Switch(config -if)#

Switch# show vlan mac-vlan groups

iwitch# configure termina
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16.3 SHOW VLAN MAGVLAN GROUPS

Use the show vlan mac-vlan groups command to display mac groups configuration.

Switch# show vlan mac-vlan groups

Syntax show vlan mac-vlan groups
Mode Privileged EXEC
Example | This following example shows how to display mac group.
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16.4 SHOW VLAN MAGVLAN INTERFACES

Use the show vlan mac-vlan interface command in EXEC mode to display the mac -
vlan interfaces setting.

Switch# show vlan mac-vlan [interfaces /F PORTF

Syntax show vlan mac-vlan [interfaces /~ PORTH

Parameter | /F PORTSOptional) Specify interfaces mac vlan to display. Display all
ports if not specif.

Mode Privileged EXEC

Example The following example shows how to display the MAC -Based VLAN

interfaces setting
Switch# show vlan mac-vlan interfaces GigabitEthernet 1
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17. MANAGEMENT ACL

An Access Control List (ACL) is a set of rules that is usually used to filter network traffic.
ACLs can be configured on network devices with packet filtering capabilities, such as
L2/L3 Switches, routers, and firewalls.

ACLs contain a list of conditions that categor ize packets and help you determine when
to allow or deny network traffic. They are applied on the interface basis to packets
leaving or entering an interface

Access-list (ACL) is a set of rules defined for controlling the network traffic and
reducing netw ork attack. ACLs are used to filter traffic based on the set of rules
defined for the incoming or outgoing of the network. Access control lists (ACLS) classify
traffic with the same characteristics. The ACL can have multiple access control entries
(ACEs), which are commands that match fields against the contents of the packet.
ACLs can filter packets received on interface by many fields such as ip address, mac
address and deny or permit the packets.

Access control entry (ACE): Each ACE includes an action element (permit or deny) and
a series of filter element based on criteria such as source address, destination address,
protocol, and protocol -specific parameters.

MAC ACL: MAC ACL can filter packet by mac-sa and mac-da, and the mac -address
can be masked, or configured as host id, or configured as any to filter all MAC
addresses. MAC ACL can also filter other L2 fields such as COS, VLANID, INNERCOS,
INNERVLAN-ID, L2 type, L3 type.

IPv4 ACL: IPv4 ACL can filter packet by ip-sa and ip-da, and ip-address can be
masked, or configured as host id, or configured as any to filter all IPv4 address. IPv4
ACL can also filter other L3 fields such as DSCP, L4 protocol and L4 fields such as TCP
port, UDP port, and so on.

Time Range: Time range can define a period of time only between which the ACE can
be valid if the ACE is associated to the time range.
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10.0.0.5/24 192.168.0.5/24

User
172.16.0.10/24

Fig 17.1 ACL Feature
Advantages of ACL
1 Improve network performance.
1 Provides security as administrator can configure the access list according to the
needs and deny the unwanted packets from entering the network.

1 Provides control over the traffic as it can permit or deny according to the need
of network.
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17.1 MANAGEMENT ACCES&.IST

Use the management access -list command to create a management access list a nd
to enter management access -list configuration mode. The name of ACL must be
unique that cannot have same name with other management ACL. Use the T n dddn
of this command to delete.

Switch# configure terminal
Switch(config)# management access -list /NAME]

Switch(config)# no management access -list /NAME]

Syntax management access -list NAME
no management access -list NAME
Parameter | NAME The name of management ACL
Mode Global Configuration
Example The following example shows how to add a management ACL wi th

name [t est U
Switch# configure terminal
SW|tch(conf|g)# management access I|st test
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17.2 MANAGEMENT ACCESSCLASS

Use the management access -class command to activate a management ACL. Use the

T n doth of this command to delete.

Switch# configure te rminal
Switch(config)# management access -class /NAME]

Switch(config)# no management access -class

Syntax management access -class /NAME]
no management access -class
Parameter | NAME The name of management ACL to be used
Mode Global Configuration
Example The following example shows how to add a management ACL with

name [t est U
Switch# configure terminal
Switch(config)# management access -class test

Switchi 1
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17.3 DENY

Use the deny command to add deny rules that drop those packets hit the rule.

Switch# configure te rminal

Switch(config)# management access -list /NAME]

Switch(config-macl)# sequence <I1-65535>] deny interfaces {/F PORTService
(all|http|https|snmp|sshi|telnet)

Switch(config-macl)# [sequence <1-65535>] deny ip A.B.C.D/A.B.C.D interfaces
{IF_PORTService (all|nttp|https|snmp|sshitelnet)

Switch(config -macl)# [sequence <I-65535>] deny ipv6 X X. X X/<G128> interfaces
{IF_PORTSservice (all|http]https|snmp]|sshi|telnet)

Syntax [sequence <I1-65535>] deny interfaces {IF_ PORTSjervice
(alljhttp|https|snmp|ssh|te Inet)

[sequence <I-65535>]deny ip A.B.C.D/A.B.C.Dinterfaces {/F PORTS}
service (all|http|https|snmpjsshitelnet)

[sequence <I-65535>]deny ipv6 X X: X X/<G128>interfaces {/F PORTS,
service (all|http|https|snmpjsshitelnet)

Parameter | <I-65535> (Optional) Specify sequence index of ACL entry, the
sequence index represent the priority of an entry in ACL. If not specified,
the switch assigns a number from 1 in ascending order.

interfaces IF_PORTS Specify the interface ID or a list of interface IDs.
ipA.B.C.D/A.B.C.DSpecify the source IP address and mask of packet.
ipv6 X:X::X:X/<0128> Specify the source IPv6 address and prefix length
of packet.

(all|nttp|https|snmp|ssh|telnet) Specify the type of services

Mode Management Access -List Configuration

Example The following example shows how to add a deny rule to drop all types of
services packets that source ip is 1.1.1.1 from interface giZ2.

Switch# configure terminal

Switch(config)# management access -list commando

Switch(config -macl)#sequence 1 deny ip 10.10.10.10/255.255.255.255

interfaces gi2 service all
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nF¥ 5hL man

Switch# show management access -list commando

© 2022 COMMANDO Networksc., USAAIl rights reserved.

409



17.4 PERMIT

Use the permit command to add permit rules that bypass those packets hit the rule.

Switch# configure terminal
Switch(config)# management access -list /NAME]

Switch(config-macl)# sequence <1-65535>] permit interfaces {/F PORTS}

service(all|nttp|https|snmp|ssh|telnet)

Switch(config-macl)# [sequence <I-65535>] permit ip A.B.C.D/A.B.C.D interfaces
{IF_PORTService (all|nhttp|https|snmp|sshitelnet)

Switch(config-macl)# [sequence <I-65535>] permit ipv6 X X X:X/<G128> interfaces
{IF_PORTSservice (all|http]https|snmp]|sshi|telnet)

Syntax

[sequence <I-65535>] permit interfaces {/F PORTS$ervice
(alljhttp|https|snmp|ssh|telnet)

[sequence <1-65535>] permit ip A.B.C.D/A.B.C.D interfaces
{IF PORTSservice (all|http]|https|snmp]|ssh|telnet)

[sequence <I-65535>] permit ipv6 X X X X/<G128>interfaces

{IF PORTSservice (all|http|https|snmp]|sshi|telnet)

Parameter

<1-65535> (Optional) Specify sequence index of ACL entry, the
sequence index represent the priority of an entry in ACL. If not specified,
the switch assigns a number from 1 in ascending order.

interfaces /F_PORTSpecify the interface ID or a list of interface IDs.

ip A.B.C.D/A.B.C.D Specify the source IPaddress and mask of packet.
Ipv6 X- X X:X/<0128>Specify the source IPv6 address and prefix length
of packet.

(all|nttp|https|snmp|ssh|telnet) Specify the type of services

Mode

Management Access -List Configuration

Example

The following example shows how t 0 add a permit rule to bypass http
service packets that source ip is 2.2.2.2 from interface gi2.

Switch# configure terminal

Switch(config)# management access -list test

Switch(config -macl)# sequence 2 permit ip 2.2.2.2/255.255.255.255
interfaces gi2 service http
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Switch# Show management access -list test
sh management a -list ¢
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17.5 NO SEQUENCE

Use the T n sddjuence command to delete an entry in management ACL.

Switch# configure terminal
Switch(config)# management access -list /NVAME]

Switch(config -macl)# no sequence <I-65535>

Syntax no sequence <I1-65535>

Parameter | <1-65535> Specify sequence index of ACL entry to delete.
Mode Management Access -List Configuration

Example The following example shows how to delete an entry.

Switch# configure terminal
Switch(config)# management access-list test
Switch(config -macl)# sequence 10 deny interfaces gil service all
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17.6 SHOW MANAGEMENT ACCES&LASS

Use the show management access -class command to show the active management

access-list.

Switch# show management access -class

Syntax show management access -class
Mode Privileged EXEC
Example | The example shows how to show management access -class

Switch# show management access -class
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17.7 SHOW MANAGEMENT ACCES&IST

Use the show management access -list command to show management ACL.

Switch# show management access -list /NAME]

Syntax show management access -list /NAME]
Parameter | NAME Specify the name of management ACL to displayed
Mode Privileged EXEC

Example | The example shows how to show management access -list

Switch# show management access -list 1

Switch$ show management access-list test
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18. MIRROR

You can analyze network traffic passing through ports by using Switched Port Analyzer
(SPAN). This sends a copy of the traffic to another port on the switch that has been
connected to a Switch Probe device, another Remote Monitoring (RMON) probe or
security device. SPAN mirrors receive or transmit (or both) traffic on one or more
source ports to a destination port for analysis.

Remote SPAN (RSPAN) extends SPAN by enabling RMON of multiple switches across
your network. The traffic for each RSPAN session is carried over a user-specified
RSPAN VLAN that is dedicated for that RSPAN session in all participating switches. The
SPAN traffic from the sources is copied onto the RSPAN VLAN through a reflector port
and then forwarded over trunk ports carrying the RSPAN VLAN to any RSPAN
destination session monitoring the RSPAN VLAN.

SPAN and RSPAN do not affect the switching of network traffic on source ports. A
copy of the packets received or sent by the source interfaces are se nt to the
destination interface. Except for traffic that is required for the SPAN or RSPAN session,
reflector ports and destination ports do not receive or forward traffic.

Mirror Port Session Analyzer Port
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M1
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Fig 18.1 Mirror and Analyzer Port
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18.1 MIRROR SESSION DESTINATION INTERFACE

UsetheTmi rror session deermhandtadait adestination enterfagec e U
of a port mirror session. Use the T n ofddm of this command to stop a destination

interface of a port mirroring session. Usethe Tn o mi r r o commaadsts disake

all mirror sessions or specific mirror session.

Switch# configure terminal

Switch(config)# mirror session <Z-4> destination interface IF_NMLPORT [allowingress]

Switch(config)# no mirror session <Z-4>destination interface IF_NMLPORT
Switch(config)# no mirror session (<Z-4>| all)

Syntax mirror session <Z-4> destination interface IF_NMLPORT [allowingress]
no mirror session <Z-4>destination interface IF_NMLPORT
no mirror session (<Z-4>| all)
Parameter | <I-4> Specify the mirror session to configure
IF_NMLPORT Specify the SPAN destination. A destination must be
aphysical port allow -ingress Enable ingress traffic forwarding.
Default No monitor sessions are configured.
Mode Global Configuration
Example The following example shows how to create a local session 1 to monitor

both sent and received traffic on source port GigabitEthernet2.

Switch# configure terminal
Switch(config)# mirror session 1 destination interface GigabitEthernet 11
allow-ingress

To disable Mirror session
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Switch# configure terminal

Switch(config)# no mirror session 1 destination interface GigabitEthernet
11

Switch(config)# no mirror session all
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18.2 MIRROR SESSION SOURCE INTERFACE

UsetheTmi rror sessi on commandto startia part enirrér aesseob)’. Use
the T n ofddin of this command to stop a port mirroring session. Usethe Tho mirror
s e s s coommayid to disable all mirror sessions or specific mirror session.

Switch# configure terminal
Switch(config)# mirror session <Z-4> source interfaces IF_PORTS l¢oth | rx | tx)

Switch(config)# no mirror session <Z-4>source interfaces IF_PORTS (both | rx | tX)
Switch(config)# no mirror session (<Z-4>| all)

Syntax mirror session <I-4>source interfaces IF_PORTS (both | rx | tx)
no mirror session <Z-4>source interfaces IF_PORTS (both | rx | tx)
no mirror session (<Z-4>| all)

Parameter | <I-4> Specify the mirror session to configure
IF_PORTSSpecify the source interface, Valid interfaces include
physical ports and port channels.

both Mirror tx and rx direction

rx Mirror rx direction only

tx Mirror tx direction only

Mode Global Configuration

© 2022 COMMANDO Networksc., USAAIl rights reserved.

418



Example The following example shows how to create a local SPAN session 1 to
monitor both sent and received rate on source port gi3 -5.

Switch# configure terminal

Switch(config)# mirrorsession 1 sourceinterfaces GigabitEthernet 3-5
both

Switch(config)# mirror session 1 destination interface GigabitEthernet 2
Switch# show mirror session1
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18.3 SHOW MIRROR

Use the show mirror command to display mirror session configuration.

Switc h#show mirror [session <Z-4>]

Syntax show mirror [session <Z-4>]
Parameter | <I-4>Specify the mirror session to display
Mode Privileged EXEC

Example This following example shows how to display mirror
configuration

Switch# show mirror

show mirror

session
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19. MLD SNOOPING

In IPv4, Layer 2 switches can use IGMP snooping to limit the flooding of multicast traffic
by dynamically configuring Layer 2 interfaces so that multicast traffic is forwarded to
only those interfaces associated with IP multicast address. In 1Pv6, MLD snooping
performs a similar function. With MLD snooping, IPv6 multicast data is selectively
forwarded to a list of ports that want to receive the data, instead of being flooded to all
ports in a VLAN. This list is constructed by snooping IPv6 multicast control packets.

MLD is a protocol used by IPv6 multicast routers to discover the presence of multicast
listeners (nodes configured to receive IPv6 multicast packets) on its directly attached
links and to discover which multicast packets are of inter est to neighboring nodes.
MLD is derived from IGMP; MLD version 1 (MLDv1) is equivalent to IGMPv2, and MLD
version 2 (MLDv2) is equivalent to IGMPv3. MLD is a sub protocol of Internet Control
Message Protocol version 6 (ICMPv6), and MLD messages are a subst of ICMPv6
messages, identified in IPv6 packets by a preceding Next Header value of 58.

The switch can snoop on both MLDv1 and MLDv2 protocol packets and bridge IPv6
multicast data based on destination IPv6 multicast MAC addresses. The switch can be
configured to perform MLD snooping and IGMP snooping simultaneously.

IPvE multicast packet transmission
wehien MLD Snooping runs

!ﬂ:@im_i ot

IP+6 multicast packet transmission
without MLD Snooping

‘%' Multicest router

/

Host 2 Host <
A eceirer Aecefwer

Host B

]
*
— —— — i — N — O — N — N —— —

— |PvEmulicast packets

Fig 19.1 MLD snooping concept
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19.1 IPV6 MLD SNOOPING

Generally, Layer 2 switches can use MLD snooping to constrain the flooding of
multicast traffic by dynamically configuring Layer 2 i nterfaces so that multicast traffic is
forwarded only to those interfaces associated with IPv6 multicast devices. As the name
implies, MLD snooping requires the LAN switch to snoop on the MLD transmissions
between the host and the router and to keep track of multicast groups and member
ports. When the switch receives an MLD report from a host for a particular multicast
group, the switch adds the host port number to the forwarding table entry, when it

receives an MLD Leave Group message from a host, it removes the host port from the
table entry. It also deletes entries per entry if it does not receive MLD membership
reports from the multicast clients. The multicast router sends out periodic general

queries to all VLANSs. All hosts interested in this multicast traffic send report and are
added to the forwarding table entry. The switch forwards only one report per IPv6
multicast group to the multicast router. It creates one entry per VLAN in the Layer 2
forwarding table for each MAC group from which it receives a n MLD report.

Layer 2 multicast groups learned through MLD snooping are dynamic. If you specify

group membership for a multicast group address statically, your setting supersedes

any automatic manipulation by MLD snooping. Multicast group membership lists can
consist of both user -defined and MLD snooping -learned settings.
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Fig 19.2 ipv6 mid snooping

Switch# configure terminal
Switch(config)# ipv6 mid snooping

Switch(config)# no ipv6 mid snooping

Syntax ipv6 mid snooping
no ipv6é mid snooping

Default Default is disabled

Mode Global Configuration

Switch(config)# no ipv6 mid snooping

Example | The following example specifies that set ipv6 mld snooping test.
Switch# configure terminal
Switch(config)# ipv6 mid snooping
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19.2 IPV6 MLD SNOOPING REPORBUPPRESSION

Use the ipv6 mld snooping report -suppression command to enable MLD snooping

report-suppression function. Use the T n ofddin of this command to disable. Disable

report-suppression will forward all received reports to the vlan router ports. You can

verify settings by the show ipv6 mld snooping command.

Switch# configure terminal

Switch(config)# ipv6 mld shooping report -suppression

Switch(config)# no ipv6é mid snooping report -suppression

Syntax ipv6é mid snooping report -suppression
no ipv6 mld snooping report -suppression
Parameter | None
Default Default is enabled
Mode Global Configuration
Example The following example specifies that disable ipv6 mid snooping report -

suppression test.

Switch# configure terminal
Switch(config )# ipv6 mid snooping report -suppression

Switch# configure terminal

r s

Switch{config)# ipvé mld snooping report-suppression

Switch(config)# no ipv6é mld snooping report -suppression
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19.3 IPV6 MLD SNOOPING VERSION

Use the ipv6 mld snooping version command to change MLD support version. Version
2 packet wonTt be persiorcleYos cardverifyfsettings byate show
ip igmp snooping command.

Switch# configure terminal
Switch(config)# ipv6 mld shooping version (1|2)

Syntax ipv6é mld snooping version (1]2)

Parameter | (1]2) Ipv6 mid snooping running version 1 or 2
Default Default is version 1

Mode Global Configuration

Example The following example specifies that set ipv6 mld snooping version 2.
Switch# configure terminal
Switch(config)# ipv6 mid snooping version 2

Switch# configur

re terminal

Switch(config)# ipvé mld snooping versio
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19.4 IPV6 MLD SNOOPING UNKNOWMULTICAST ACTION

Whenigmp and mld snooping disabl edat, Whentdisabla n Tt
igmp snooping & mld snooping, it set unknown multicast action flood. When action is
router-port to flood or drop, it will delete the unknown multicast group entry. Use the

ipv6 mld snooping unknown -multicast action command to change action. Use the

T n dddn of this command to restore to default. You can verify settings by the show

ipv6 mld snooping command.
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Fig 19.3 MLD SNOOPING action

Switch# configure terminal
Switch(config)# ipv6 mid snooping unknown -multicast action (drop | flood |router -port)

Switch(config)# no ipv6 mld snooping unknown -multicast action

Syntax ipv6 mid snooping unknown -multicast action (drop | flood |router -port)
no ipv6 mid snooping unknown -multicast act ion

Parameter | (drop | flood | router- port) Dropflood in vian or forward to router port of
unknown multicast packet

Default Default is flood
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Mode

Global Configuration

Example

The following example specifies that set ipv6 mld unknown multicast
action router-port test.
Switch# configure terminal

Switch(config)# ipv6é mld snooping unknown -multicast action router -port
Swit conf erminal
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19.5 IPV6 MLD SNOOPING VLAN

Disable will clear all ipv6 mld snooping dynamic group and dynamic router port and

make all static ip igmp group invalid of this vian. It will not learn dynamic group and

router port by igmp message anymore. Use the ipv6 mld snooping vlan command to
enable MLD on VLAN. Use the T n dddn of this command to disable. You can verify
settings by the show ipv6 mld sn ooping vlan command.

Switch# configure terminal
Switch(config)# ipv6é mld snooping vlan <VLAN-L/IST>

Switch(config)# no ipv6 mid snooping vlan <VLAN-L/ST>

Syntax ipv6é mid snooping vlan <VLAN-L/IST>
no ipv6 mld snooping vlan <VLAN-LIST>
Parameter | VLAN-L/STspecifies VLAN ID list to set
Mode Global Configuration
Example The following example specifies that set ipv6 mld snooping vlan test.

Switch# configure terminal
Switch(config)# ipv6 mid snooping vian 2

Switch# configure termina

Switch(config)# ipv6é mld snooping vlan 2
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19.6 IPV6 MLD SNOOPING VLAN PARAMETERS

MLD (on a multicast router) or, locally, the MLD snooping querier, sends out periodic

general MLD queries that the switch forwards through all ports in the VLAN. No ipv6

mld snooping vlan 1 (last-member-query-count | last-member-query- interval | query-

interval | response-time | robustness-v ar i abl e) T wi | | set the wviIan
The cli setting will change the ipv6 mld vlan parameters admin settings.

Switch# configure terminal

Switch(config)# ipv6 mld snooping vlan <VLAN-L/STHast-member-query-count <I1-7>
Switch(config)# no ipv6 mid snooping vlan <VLAA-L/STHast-member -query-count
Switch(config)# ipv6 mld snooping vlan <VLANM-L/STHast-member-query-interval <I-
60>

Switch(config)# no ipv6 mid snooping vlan <VLAAAL/STHast-member -query-interval[no]
Switch(config)# ipv6 mid snooping vlan <VLANAL/ST>router learn pim -dvmrp[no]
Switch(config)# ipv6 mid snooping vlan <VLAN-L/STHastleave

Switch(config)# ipv6é mid snooping vlan <VLAN-L/ST>query-interval <30-18000>
Switch(config)# no ipv6é mid snooping vlan <VLAN-L/ST>query-interval

Switch(config)# ipv6 mid snooping vlan <VLAN-L/ST>response-time <5-20>
Switch(config)# no ipv6é mid snooping vlan <VLAA-L/ST>response-time

Switch(config)# ipv6 mid snooping vlan <VLAN-L/ST>robustness-variable <7-7>
Switch(config)# no ipv6é mid snooping vlan <VLAA-L/ST>robustness-variable

Syntax ipv6 mld snooping vlan <VLAN-L/STHast-member-query-count <I-7>
no ipv6 mid snooping vlan <VLAA-L/STast-member-query-count

ipv6 mld snooping vlan <VLAN-L/STHast-member-query-interval <1- 60>
no ipv6 mid snooping vilan <VLAAM-L/STHast-member -query-interval[no]
ipv6 mid snooping vlan <VLAN-L/ST>router learn pim-dvmrp[no]

ipv6 mid snooping vlan <VLAN-L/ST¥astleave

ipv6 mld snooping vian <VLAA-L/ST>query-interval <30-18000>

no ipv6 mid snooping v lan <VLAN-L/ST>gquery-interval

ipv6 mld snooping vlan <VLAN-L/ST>xesponse-time <5-20>

no ipv6 mid snooping vlan <VLAN-L/ST>response-time

ipv6 mld snooping vlan <VLAN-L/ST>robustness-variable <1-7>
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no ipvé mid snooping vlan <VLAA-L/ST>robustness-variable

Parameter

VLAN-L/ISTspecifies VLAN ID list to set

last-member -query-count <Z- 7>

last-member -query-interval <Z-60>

guery-interval <30-18000>

response-time <5-20>

robustness-variable specifies a robustness value to set, defaultis 2 <Z-7>

Default

no ipv6 mld snooping vlan 1-4094 last-member -query-count no ipv6 mid
snooping vian 1-4094 last-member-query-interval ipv6é mld snooping
vlan 1-4094 router learn pim -dvmrp

no ipv6 mld snooping vlian 1-4094 fastleave

no ipv6 mld snooping vlan 1-4094 query -interval no ipvé mld snooping
vlan 1-4094 response -time

no ipvé mid snooping vlan 1-4094 robustness -variable

Mode

Global Configuration

Example

The following example specifies that set ipv6é mld snooping vilan
parameters test.
Switch# configure terminal

Switch(config)# ipv6 mld snooping vlan 1 fastleave

Switch(config)# ipv6 mid snooping vian 1 last-member-query-count 5
Switch(config)# ipv6 mid snooping vian 1 last-member-query-interval 3
Switch(config )# ipv6 mid snooping vian 1 query-interval 100
Switch(config)# ipv6 mid snooping vlan 1 response-time 12
Switch(config )# ipv6 mid snooping vian 1 robustness-variable 4

Switch# show ipv6 mld snooping vian 1

ancoping vlian ]
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19.7 IPV6 MLD SNOOPING VLAN FASTLEAVE

Use the ipv6 mld snooping vlan fastleave command to enable fastleave functio n.
Group will remove port immediately when receive leave packet. Use the T n dddn of
this command to disable. You can verify settings by the show ipv6 mld snooping vlan

command.

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan <VLAN-L/STXastleave

Switch(config)# no ipv6 mid snooping vian <VLAA-L/STastleave

Syntax ipv6é mid snooping vlan <VLAN-L/STastleave
no ipv6 mld snooping vlian <VLAN-L/S T>fastleave

Parameter | VLAN-L/STspecifies VLAN ID list to set

Default Default is disabled

Mode Global Configuration

fastleave test.
Switch# configure terminal
Switch(config)# ipv6 mid snooping vian 1 fastleave

Switch# configure terminal

Switch{config)# ipveé mld snooping vlan ]

Switch(config)# no ipv6é mld snoopingvlan 1 fastleave

Example The following example specifies that set ipv6 mld snooping vian
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19.8 IPV6MLD SNOOPING VLAN LASTMEMBERQUERY¥COUNT

Use the ipv6 mld snooping vlan last-member-query-count command to change how

many query packets will send. Use the T n douh of this command to restore to default.

You can verify settings by the show ipv6 mld snoo ping vlan command

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan <VLAN-L/ST>last-member-query-count <i-7>

Switch(config)# no ipv6 mid snooping vlan <VLAN-L/ST>last-member-query-count

Syntax ipv6é mid snooping vlan <VLAA-L/ST>last-member-query-count <I-7>
no ipv6 mld snooping vlan <VLAA-L/ST>last-member-query-count
Parameter | VLAN-LIST lastmember-query-count <I-7> specifies VLAN ID list to set.
Specifies last member query count to set
Default Default is 2
Mode Global Configuration
Example The following example specifies that set ipv6 mld snooping vlan last -

member -query-count test.
Switch# configure terminal
Switch(config )# ipv6é mid snooping vlan 1 last-member-query-count 5

SW|tch(conf|g)# no ipv6é mid snooplng vlan 1 Iast member query—count 5
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19.9 IPV6 MLD SNOOPING VLAN LASMEMBERQUERY
INTERVAL

Use the ipv6 mid snooping vlan last-member-query-interval command to set interval

between each query packet. Use the T n dddh of this command to restore to default.

You can verify settings by the show ipv6 mld snooping vlan command.

Switch# configure terminal
Switch(config)#ipv6é mlid snooping vlan <VLAN-L/ST> last-member-query-interval <I-

60>

Switch(config)# no ipv6é mid snooping vlan <VLANM-L/ST>last-member -query-interval

Syntax ipv6é mld snooping vlan <VLAM-L/ST>last-member-query-interval <1- 60>
no ipv6 mld snooping vlan <VLAA-L/ST>last-member-query-interval

Parameter | VLAN-LIST lastmember-query-interval <Z-60> specifies VLAN ID list to
set.specifies last member query interval to set

Default Defaultis 1

Mode Global Configuration

Example The following example specifies that set ipv6 mld snooping vlan last -

member -query-interval test.
Switch# configure terminal
Switch(config)# ipv6 mid snooping vian 1 last-member-query-interval 3

Switch# configure terminal

Switch(config)# ipvé mld snooping vlan 1 last-member-query-interval 3

Switch(config)# no ipv6 mid snooping vian 1 last-member-query-interval 3
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19.10 IPV6 MLD SNOOPING VLAN QUERNTERVAL

Use the ipv6 mld snooping vlan query -interval command to set interval between each

guery. Use the T n dodh of this command to restore to default. You can verify settings

by the show ipv6 mld snooping vlan command.

Switch# configure terminal
Switch(config)# ipv6 mld shooping vian <VLAN-L/ST>query-interval <30-18000>

Switch(config)# no ipv6 mid snooping vlan <VLANM-L/ST>query-interval

Syntax ipv6é mid snooping vlan <VLAA-L/ST>query-interval <30-18000>
no ipv6 mld snooping vlan <VLAN-L/ST>query-interval

Parameter | VLAN-LIST query-interval <30-18000> specifies VLAN ID list to set
specifies query interval to set

Default Default is 125

Mode Global Configuration

Example The following example specifies that set ipv6 mld snooping vlan query -

interval test.
Switch# configure terminal
Switch(config)# ipv6 mid snooping vlan 1 query-interval 100
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19.11 IPV6 MLD SNOOPING VLAN RESPONSHME

Use the ipv6 mld snooping vlan response -time command to set response time. Use the
T n dddn of this command to restore to default. You can verify settings by the show
ipv6 mld snooping vlan command.

Switch# configure terminal
Switch(config)# ipv6 mld shooping vlan <VLAN-L/ST>response-time <5-20>

Switch(config)# no ipv6 mid snooping vlan <VLAA-L/ST>response-time

Syntax ipv6é mld snooping vlan <VLAN-L/ST>response-time <5-20>
no ipv6 mld snooping vlan <VLAA-L/ST>response-time

Parameter | VLAN-LIST specifies VLAN ID list to set
response-time <5-20> specifies VLAN ID list to set

Default Default is 10
Mode Global Configuration
Example The following example specifies that set ipv6 mld snooping vlan

response- time test.
Switch# configure terminal
Switch(config)# ipv6 mld snooping vian 1response-time 12

Switch# configure terminal

.

Switch (config)# ipve mld snooping vla
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19.12 IPV6 MLD SNOOPING VLAN ROBUSTNES$ARIABLE

Use the ipv6 mld snooping vlan robustness -variable command to times to retry. Use

the T n ofddgim of this command to restore to default. You can verify settings by the

show ipv6 mld snooping vlan command.

Switch# configure terminal

Switch(config)# ipv6 mld shooping vian <VLAN-L/ST>robustness-variable <Z-7>

Switch(config)# no ipv6 mid snooping vlan <VLAA-L/ST>robustness-variable

Syntax ipv6é mid snooping vlan <VLAN-L/ST>robustness-variable <1-7>
no ipv6 mld snooping vlan <VLANA-L/ST>robustness-variable

Parameter | VLAN-LIST robustness-variable<Z-7>specifies VLAN ID list to
set.specifies a robustness value to set

Default Default is 2

Mode Global Configuration

Example The following example specifies that set ipv6 mld snooping vlan

parameters test.
Switch# configure terminal
Switch(config)# ip igmp snooping vian 1 robustness-variable 5

Switch(config)# no ip igmp snooping vlan 1 robustness-variable

© 2022 COMMANDO Networksc., USAAIl rights reserved.

437



19.13 IPV6 MLD SNOOPING VLAN ROUTER

Use the ipv6 mid snooping vlan router command to enable learning router port by
routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF. Use theT n douh of this
command to disable. You can verify settings by the show ipv6 mid sn ooping vilan

command.

Switch# configure terminal
Switch(config)# ipvé mld snooping vian <VLAN-L/ST>router learn pim-dvmrp

Switch(config)# no ipv6 mild snooping vlan <VLAA-L/ST>router learn pim -dvmrp

Syntax ipv6é mld snooping vlan <VLAA-L/ST>router learn pim-dvmrp
no ipv6 mld snooping vlan <VLAAAL/ST>router learn pim-dvmrp
Parameter | VLAN-LIST specifies VLAN ID list to set
Mode Global Configuration
Example The following example specifies that set ipv6 mld snooping vilan router

test.
Switch# configure term inal
Switch(config)# ipv6 mid snooping vian 99 router learn pim -dvmrp

r learn pim-dvmrp

Switch(config)# no ipv6é mid snooping vian 99 router learn pim -dvmrp
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19.14 IPV6 MLD SNOOPING VLAN STATIEORT

Use the ipv6 mld snooping vlan static -port command to add static forw arding port, all
known vlan 1 ipv6 group will add the static ports. Use the T n dddn of this command
to delete static port. You can verify settings by the show ipv6 mld snooping forward -all

command.

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan <VLAN-L/ST>static-port {/F PORTS}

Switch(config)# no ipv6 mid snooping vlan <VLAN-L/ST>static-port {/F PORTS}

Syntax ipv6é mid snooping vlan <VLAN-L/ST>static-port {/F PORTS}
no ipv6 mid snooping vilan <VLAN-L/ST>static-port {/F PORTS}
Parameter | VLAN-LIST specifies VLAN ID list to set
{IF PORTS$pecifies a port list to set or remove
Default No static port by default
Mode Global Configuration
Example The following example specifies that set ipv6é mld snooping static port

test.
Switch# configure terminal

Switch(config)# ipv6 mid snooping vian 1 static-port gi3-5
e ——a— ——

Switch(config)# no ipv6 mid snooping vlan 1 static-port gi3-5
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19.15 IPV6 MLD SNOOPING VLAN FORBIDDEROUTERPORT

Use the ipv6 mld snooping vlan forbidden -router-port command to add static
forbidden router port. This will also remove port from static router port. The forbidden
router port will not forward received query packet. Use the T n dodn of this command
to delete forbidden router port. You can verify settings by the show ipv6 mld snooping
router command.

Switch# configure terminal

Switch(config)# ipv6 mld snooping vlan <VLAN-L/ST>forbidden -router-port {/~F PORTS}

Switch(config)# no ipv6 mid snooping vlan <VLAN-L/ST>forbidden -router-port
{IF PORTS}

Syntax ipv6 mld snooping vlan <VLAN-L/ST>forbidden -router-port {/F PORTS}
no ipv6 mld snooping vlan <VLAA-L/ST>forbidden -router-port
{IF PORTS}

Parameter | VLAN-LIST specifies VLAN ID list to set
{IF PORTS$pecifies a port list to set or remove

Default No forbidden router ports by default

Mode Global Configuration

Example The following example specifies that set ipv6 mld snooping forbidden
test.

Switch# configure terminal
Switch(config )# ipv6 mld snooping vian 1 forbidden -router-port gi2

5 jay d snooping vlan 1 forkidden-router-port gi2

Switch(config)# no ipv6 mld snooping vilan 1 forbidden-router-port gi2
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19.16 IPV6 MLD SNOOPING VLAN FORBIDDEROUTERPORT

Use the ipv6 mild snooping vlan forbidden -router-port command to add static

forbidden router port. This will also remove port from static router port. The forbidden

router port will not forward received query packet . Usethe T n dodn of this command

to delete forbidden router port. You can verify settings by the show ipv6 mld snooping

router command.

Switch# configure terminal

Switch(config)# ipv6 mld snooping vlan <VLAN-L/ST>forbidden -router-port {/~F PORTS}

Switch(config)# no ipv6 mid snooping vlan <VLAN-L/ST>forbidden -router-port

{IF PORTS}

Syntax

ipv6é mid snooping vlan <VLAA-L/ST>forbidden -router-port {/F PORTS}
no ipv6 mld snooping vian <VLAN-L/STorbidden-router-port
{IF PORTS}

Parameter

VLAN-LIST specifies VLAN ID list to set
{IF PORTS$pecifies a port list to set or remove

Default No forbidden router ports by default
Mode Global Configuration
Example The following example specifies that set ipv6é mld snoopin g forbidden

test.
Switch# configure terminal
Switch(config )# ipv6 mid snooping vian 1 forbidden -router-port gi2

1f1 Imina

Switch(config)# no ipv6 mld snooping vlan 1 forbidden-router-port gi2
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19.17 IPV6 MLD SNOOPING VLAN STATIC ROUTER PORT

Use the ipv6 mld snooping vlan static -router-port command to add static router port.

All query packets will forward to this port. Use the T n dodh of this command to delete

static router port. You can verify settings by the show ipv6 mld snooping router

command.

Switch# configure terminal
Switch(config)# ipv6 mld shooping vlan <VLAN-L/ST>static-router-port {/~F PORTS}

Switch(config)# no ipv6 mld snooping vlan <VLAN-L/ST>static-router-port {/F PORTS}

Syntax ipv6é mld snooping vlan <VLAN-L/ST>static-router-port {/F PORTS}
no ipv6 mid snooping vlan <VLAA-L/ST>static-router-port {/F PORTS}
Parameter | VLAN-LIST specifies VLAN ID list to set
{IF PORTS$pecifies a port list to set or remove
Default Non static router ports by default
Mode Global Configuration
Example The following example specifies that set ipvé mld snooping static test.

Switch# configure terminal
Switch(config)# ipv6 mid snooping vian 1 static-router-port gil-2

£ conf I -

oI vE mld oping vlan 1 sta

Switch(config)# no ipv6é mid snooping vlian 1 static-router-port gil-2
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19.18 IPV6 MLD SNOOPING/LAN STATIGGROUP

Use the ipv6 mid snooping vilan static -group command to add a static group. The

static group will not learn other dynamic ports. If the dynamic group exists, then the

static group will overlap the dynamic group. The static group set to va lid unless igmp
snooping global and vlan enable. Use the T n dddn of this command to delete a port
in static group. If remove the last member of static group, the static group will be

deleted. You can verify settings by the show ipv6 mld snooping group co mmand.

Switch# configure terminal
Switch(config)#ipv6é mld snooping vlan <VLAN-L/ST> static-group [<jpv6-addr>]
interfaces {/F PORTS}

Switch(config)#no ipvé mild snooping vlan <VLAN-L/ST> static-group <ijpv6-adadr>
interfaces {/F PORTS}

Syntax ipv6 mid snooping vian <VLAMAL/IST> static-group [<ijpv6-adar>]
interfaces {/F PORTS}
no ipvé mid snooping vilan <VLAN-L/ST> static-group <jpv6-addr>
interfaces {/F PORTS}

Parameter | <VLAN-LIST>specifies VLAN ID list to set
<Ipv6-addr> specifies multicast group ipv4 addres s
{IF PORTS$pecifies port list to set or remove

Default No static group by default

Mode Global Configuration
Example | The following example specifies that set ipv6é mld snooping static group
test.

Switch# configure terminal
Switch(config )#ipv6 mid snooping vian 1 static-group ff13::1 interfaces
gil-2

vlan 1 static-group £f13::1 interfaces gil-2

Switch(config)# no ipv6 mld snooping vlian 1 static-group ff13::1 interfaces
gil-2
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19.19 PROFILE RANGE

Use the profile command to generate MLD profile. You can verify settings by the show

ipv6 mld profile command.

Switch# configure terminal

Switch(config)# ipv6 mld profile {Profile-No}

Switch(config -mld-profile)#profile range ipv6 <jpv6-addr> [ipv6-addr] action (permit |

deny)

Syntax profile range ipv6 <jpv6-addr> [ipv6-addr] action (permit | deny)

Parameter | <jpv6-addr> Start ipv6 multicast address
[ipv6-addr] End ipv6 multicast address
(permit | deny) permit: allow Multicast address range ip address learning
deny: do not allow Multicast address range ip address learning

Mode mld profile configuration m ode

Example The following example specifies that set ipv6 mid profile test.

Switch# configure terminal

Switch(config)# ipv6 mid profile 1

Switch(config -mld-profile)# profile range ipv6 ff13::1 ff13::10 action
permit
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19.20 IPV6 MLD PROFILE

Use the ipv6 mld profile command to enter profile configuration Use the T n dddn of
this command to delete profile. You can verify settings by the show ipv6 mld profile

command.

Switch# configure terminal
Switch(config)# ipv6 mld profile <7-128>

Switch(config)# no ipv6 mld profile <7-128>

Syntax ipv6 mid profile <1-128>
no ipv6 mld profile <1-128>

Parameter | <I-128>specifies profile ID

Mode Global Configuration

Switch# configure terminal

SW|tc h(config)# ipvé mid profile 1
(config)# ipvé mld profile 1

n(config-mld-profile)$ profile range ipve £f13::

Switch(config)# no ipvé mid profile 1

Example The following example specifies that set ipv6 mid profile test.
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19.21 IPV6 MLD FILTER

Use the ipv6 mid filter command to bind a profile for port. When the port binds a
profile, then the port learning group will update . If the group is not matching the profile
rule, it will remove the port from the group. Static group is excluded. Use the T n dodhn
of this command to delete profile. You can verify settings by the show ipv6 mid filter
command.

Switch# configure terminal
Switch(config)# ipv6é mld filter <1-128>

Switch(config)# no ipv6é mid filter

Syntax ipvé mid filter <7-128>

no ipv6 mid filter

Parameter | <I-128> specifies profile ID

[interfaces IF_PORTS] Specifies interfaces to display
Mode Port Configuration

Example The following example specifie s that set ipv6 mid filter test.
Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# ipv6 mld filter 1
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19.22 IPV6 MLD MAXGROUPS

Use the ipv6 mld max-groups command to limit port learning max group number.

When the port has reach limitation, new group will not add this port. Static group is

excluded. Use the T n ofddm of this command to restore to default. You can verify

settings by the show ipv6 mld max -groups command.

Switch# configure terminal

Switch(config)# ipv6 mld max-groups <0-1024>

Switch(config)# no ipv6 mld max -groups

Syntax ipv6é mld max-groups <0-1024>
no ipvé mld max-groups
Parameter | <0-1024>specifies profile ID
Default Default is 1024
Mode Port Configuration
Example The following example specifies that set ipv6 mld max -groups test.

Switch# configure terminal
Switch(config)# interface gil
Swit
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19.23 IP IGMP MAXGROUPS ACTION

Use the ipv6 mld max-groups action command to set the action when the numbers of

groups reach the limitation. Use the T n dddn of this command to restore to default.

You can verify settings by the show ipv6 mld max -groups command.

Switch# configure terminal
Switch(config)# interface {INTERFACEID}

Switch(config -if)#ipvé mld max-groups action (de ny | replace)

Syntax ipv6 mid max -groups action (deny | replace)

Parameter | (deny | replace) Deny: current port igmp group arrived max -gr ou p s ,
add group. Replace: current port igmp group arrived max -groups,
remove port for rand group, and add portt o new group.

Default Default action is deny

Mode Interface mode

Example The following example specifies that set action replace test.

Switch# configure terminal
Switch(config)# interface gil

Switch(config -if)#ipvé mld max -groups action replace
— n "
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19.24 CLEAR IPV6 MLD SNOOPING GROUPS

This command will clear the ipv6 mld groups for dynamic or static or all of type. You
can verify settings by the show ipv6 mld snooping groups command.

Switch# clear ipvé mld snooping groups [(dynamic | static)]

Syntax clear ipv6 mld snooping groups [(dynamic | static)]
Parameter | None Clear ipv6 mid groups include dynamic and static
(dynamic | static) ipv6 mid group type is dynamic or static

Mode Privileged EXEC
Example The following example specifies that clear ipv6é mld snooping groups
test.

Switch# clear ipv6é mid snooping groups static
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19.25 CLEAR IPV6 MLD SNOOPING STATISTICS

This command will clear the igmp statistics. You can verify settings by the show ipv6

mld snooping command.

Switch# clear ipvé mld snooping s tatistics

Syntax | clear ipv6 mld snooping statistics
Mode Privileged EXEC
Example | The following example specifies that clear ipv6 mld snooping statistics test.

Switch# clear ipv6 mid snooping statistics
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19.26 SHOW IPV6 MLD SNOOPING GROUPS COUNTERS

This command will display the ipv6 mld group counter include static group.

Switch# show ipv6 mid snooping groups counters

Syntax show ipv6 mid snooping groups counters
Mode Privileged EXEC
Example | The following example specifies that display ipv6 mld sn ooping group

counter test.
Switch# show ipv6 mld snooping group counters
Total ipv6 mld snooping group number: 1

Switch# show ipvé mld snooping group counters
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19.27 SHOW IPV6 MLD SNOOPING GROUPS

This command will display the ipv6 mld groups for dynamic or static or all of type.

Switch# show ipv6 mld snooping groups [(dynamic | static)]

Syntax show ipv6 mid snooping groups [(dynamic | static)]
Parameter | none Show ipv6 mld groups include dynamic and static
(dynamic | static) Display ipv6 mld group type is dynamic or static
Default display all ipv6 mld groups
Mode Privileged EXEC
Example The following example specifies that show ipv6 mld snooping groups

test.
Switch# show ipv6 mld snooping groups

Total Number of Entry =1
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19.28 SHOW IPV6 MLD SNOOPING ROUTER

This command will display the ipv6 mid router info.

Switch# show ipv6é mld snooping router [(dynamic | forbidden |static )]

Syntax show ipv6 mid snooping router [(dynamic | forbidden |static )]

Parameter | none Show ipv6 mld router include dynamic and static and forbidden
(dynamic |forbidden | static)Display ipv6 mld router info for different type

Mode Privileged EXEC

Example The following example specifies that show ipv6 mid snooping router

test.
Switch# show ipv6 mld snooping router

router
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19.29 SHOW IPV6 MLD SNOOPING

This command will display ipv6 mld snooping global info.

Switch# show ipv6é mld snooping

Syntax show ipv6 mild snooping
Mode Privileged EXEC
Example | The following example specifies that show ipv6 mld snooping test.

Switch# show ipv6 mld snooping

Statistica
; HeGlbldlobLillo
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19.30 SHOW IPV6 MLD SNOOPING VLAN

This command will display ipv6 mld snooping vlan info.

Switch# show ipv6é mld snooping vlan <VLAN-L/ST>

Syntax show ipv6 mid snooping vlan <VLAN-LIST>
Parameter | none Show all ipv6 mld snooping vlan info
<VLAN-L/ST>Show specifies vlan ipv6 mld snooping info
Default Show all ipv6 mld snooping vlan info
Mode Privileged EXEC
Example The following example specifies that show ipv6 mld snooping vlan test.

Switch# show ipv6 mld snooping vian 1

© 2022 COMMANDO Networksc., USAAIl rights reserved.

455



19.31 SHOW IPV6 MLD SNOOPING FORWARBLL

This command will dis play ipv6 mld snooping forward all info.

Switch# show ipv6 mild snooping forward -all [vlan<VLAN-L/STH

Syntax show ipv6 mid snooping forward -all [vlan<VLAN-L/STH
Parameter | none Show all ipv6 mld snooping vlan forward -all info
[vlan <VLAN-L/STX Show specifies vlan of ipv6 mld forward info

Default Show all vlan ipv6 mld forward all info

Mode Privileged EXEC

Example The following example specifies that show ipv6 mld snooping forward -all
test.

Switch# show ipv6 mld snooping forward -all
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19.32 SHOW IPV6 MLD PROFILE

This command will display ipv6 mid profile info.

Switch# show ipv6 mid profile[ <Z-128>]

Syntax show ipv6 mid profile[ <1-128>]
Parameter | none Show all ipv6 mld snooping profile info
[<1-128>] Show specifies index profile info
Default Show all ipv6 mld profile info
Mode Privileged EXEC
Example The following example specifies that show ipv6 mld profile test.

Switch# show ipv6 mld profile
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19.33 SHOW IPV6 MLD FILTER

This command will display ipv6 mld port filter info.

Switch# show ipv6 mld filter [interfaces //F PORTS}

Syntax show ipv6 mid filter [interfaces {/F PORTJ}

Parameter | none Show all port filter
[interfaces {/F PORTS}/Show specifies ports filter

Mode Privileged EXEC

Example The following example specifies that show ipv6 m Id filter test.

Switch#

2

show ipv6 mid filter

#
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19.34 SHOW IPV6 MLD MAXGROUP

This command will display ipv6 mld port max -group.

Switch# show ipv6 mld max -group [interfaces {/F PORTS}

Syntax show ipv6 mid max -group [interfaces {/F~ PORTS}
Parameter | none Show all port max-group

[interfaces {/F PORTS}Show specifies ports max -group
Mode Privileged EXEC
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Example

The following example specifies that show ipv6 mld max -group test.
Switch# show ipv6 mld max -groups 50

)% inte gil
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19.35 SHOW IPV6 MLD PORT MA>GROUPACTION

This command will display ipv6 mld port max -group action.

Switch# show ipv6é mld max -group action [interfaces {/~ PORT}

Syntax show ipv6 mld max -group action [interfaces {/F PORT}
Parameter | none Show all port max-group action
[interfaces {/F POREJ}Show specifies ports max -group action
Default Show all ports ipv6 mld max -group action
Mode Privileged EXEC
Example The following example specifies that show ipv6 mld max -group action

test.
Switch# show ipv6 mld max -group action
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20. Multicast VLAN Registration (MVR)

In multicast VLAN networks, subscribers to a multicast group can exist in more than
one VLAN. If the VLAN boundary restrictions in a network consist of Layer 2 switches, it
might be necessary to replicate the multicast stream to the same group in different
subnets, even if they are on the same physical network. Multicast VLAN Registration
(MVR) routes packets received in a multicast source VLAN to one or more receive

VLANSs. Clients are in the receive VLANs and the multicast server isin the source VLAN.

Multicast routing has to be disabled when MVR is enabled.

Service Provider

= ';,:3 Layer 3 Multicast Router

Service l
& Network
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“MVR Layer 2 Switch
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Fig 20.1 MVR concept
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20.1 MVR

Use the mvr command to enable MVR function. The command will clear all mvr VLAN

ID multicast snooping group. Use the T n dddn of this command to disable. Disable

will clear all mvr group. You can verify settings by the show mvr command.

Switch# configure terminal
Switch(config)# mvr

Switch(config)# no mvr

Syntax mvr
no mvr
Mode Global Configuration
Example | The following example specifies that set mvr test. Switch# configure

terminal

Switch(config)# mvr

Switch(config)# no mvr

The operation will make mvr setting is default. Continue? [yes/no]:y
Switch(config)#

Switch# show mvr
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20.2 MVR VLAN

Use the mvr vlan command to modify mv r vlan id when the mvr status is enabled.

Change mvr vlan id will delete the old mvr vlan and new mvr vlan group. If there have

configure source or receiver port, there will check the source must only in the mvr vian,

and receiver port must not in the mvr vlan member. You can verify settings by the

show mvr command.

Switch# configure terminal
Switch(config)# mvr vlan<VLAN-/D>

Syntax mvr vlan <VLAN-/D>

Parameter | <VLAN-/D>The exist static vlan id

Default Default mvr vlan id is 1

Mode Global Configuration

Example The following example specifies that configure mvr vlan 2 test.

Switch# configure terminal

Switch(config)# vian 2

Switch(config -vlan)# exit

Switch(config)# mvr

The operation will delete groups of VLAN ID is MVR VLAN include static
groups. Continue? [yes/nol.y

Switch(config)# mvr vian 2

The operation will delete the old and new MVR VLAN groups include
static MVR groups.Continue? [yes/nol.y

Switch# show mvr
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20.3 MVR GROUP

Use the mvr group command to configure mvr group address range when mvr is
enabled. The command will delete all mvr vlan ipv4 group entry. You can verify settings
by the show mvr command.

Switch# configure terminal
Switch(config)# mvr group <jp-address>[<1-128>]

Syntax mvr group <jp-address>[<1-128>]
Parameter | <jp-address>Start MVR IP multicast address
[<Z-128>]Contiguous series of IP addresses.
Mode Global Configuration
Example The following example specifies that set mvr group range is 224.1.1.1 ~

224.1.1.8 test.
Switch# configure terminal

Switch(config)# mvr

Switch(config)# mvr group 224.1.1.1 8

The operation will delete the MVR VLAN groups include static MVR
groups.Continue? [yes/no]:y

Switch# show mvr
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20.4 MVR MODE

Use the mvr mode command to change mvr mode when mvr is enabled. You can
verify settings by the show mvr command.

Switch# configure terminal
Switch(config)# mvr mode (dynamic | compatible)

Syntax mvr mode (dynamic | compatible)

Parameter | (dynamic|compatible)

dynamic Allows dynamic MVR membership on source ports
compatible does not support IGMP dynamic joins on source ports.

Default Default is compatible

Mode Global Configuration

Example The following example specifies that set mvr mode dynamic test.
Switch(config)# mvr

Switch(config)# mvr mode dynamic

Switch# show mvr
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20.5 MVR QUERY¥TIME

Use the mvr query-time command to configure when mvr is enabled. Use the Tno U

form of this command to set query -time default value. You can verify settings by the

show mvr command.

Switch# configure terminal
Switch(config)# mvr query-time <Z-10>

Switch(config)# no mvr query-time

Syntax mvr query-time <1-10>
no mvr query-time
Parameter | <I-10>specifies query response time is 1~10 sec.
Default Defaultis 1 sec
Mode Global Configuration
Example The following example specifies that set mvr query -time 10 sec test.

Switch# configure terminal
Switch(config)# mvr
Switch(config)# mvr query-time 10
Switch# show mvr
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20.6 MVR PORT TYPE

Use the mvr type command to configure mvr port type when mvr is enabled. The

source port must only belong to mvr vlan. The receiver port m ust not belong to mvr

vlan, and port mode must be access mode. Use the T n doddn of this command to set

mvr type none. You can verify settings by the show mvr interface command.

Switch# configure terminal
Switch(config)# mvr type (source | receiver)

Switch(c onfig)#no mvr type

Syntax mvr type (source | receiver)
no mvr type

Parameter | (source | receiver)
Source Configure uplink ports that receive and send multicast data as
source ports.Subscribers cannot be directly connected to source ports.
All source ports on a switch belong to the single multicast VLAN.
Receiver Configure a port as a receiver port if it is a subscriber port and
should only receive multicast data. It does not receive data unless it
becomes a member of the multicast group, either statically or by using
IGMP leave and join messages.Receiver ports cannot belong to the
multicast VLAN.

Mode Port Configuration
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Example

The following example specifies that set gil is source port, gi2 is receiver
port test.

Switch# configure terminal

Switch(config) # vlan 2

Switch(config -vlan)#exit

Switch(config)# mvr

Switch(config)# mvr vian 2

Switch(config)# mvr group 224.1.1.1 8

Switch(config)# interface gil

Switch(config -if)# switchport trunk allowed vian add 2

Switch(config -if)# mvr type source

Switch(config -ify#exit

Switch(config)# interface gi2

Switch(config -if)# switchport mode access

Switch(config -ify#mvr type receiver

Switch# show mvr interface

1%
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20.7 MVR PORT IMMEDIATE

Use the mvr immediate command to configure mvr support immediate leave when mvr

is enabled. Note This command applies to only receiver ports and should only be

enabled on receiver ports to which a single receiver device is connected. Usethe Tno U

form of this command to disable immediate leave. You can verify settings by the show

mvr interface command.

Switch# configure terminal
Switch(config)# mvr immediate

Switch(config)# no mvr immediate

Syntax mvr immediate
no mvr immediate
Mode Port Configuration
Example | The following example specifies that set gi2 immediate enable test. The

configur e should configure mvr receiver port firstly.(eg. mvr port type)
Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)#mvr immediate

Switch(config -if)#exit

Switch(config)# exit

Switch# show mvr interface
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20.8 MVR STATIC GROUP

Use the mvr vlan group command to add a static group or configure static group
member ports when mvr is enabled. This command applies to only receiver ports. In
compatible mode, this command applies to only receiver ports. In dynamic mode, it
applies to receiver ports and source ports. When remove static mvr group all ports, the

static group will be deleted. Or can use T n opWgmp vlan VLAN-ID group to delete the
mvr static group. Static group canTt I[[aatrn
form of this command to delete a port in static group. If remove the last member of

static group, the static group will be deleted. You can verify settings by the show mvr
members command.

Switch# configure terminal
Switch(config)# mvr vlan <VLAN-/D>group <jp-addr>interfaces{/F PORTS}

Switch(config)# no mvr vlan < VLAN-/D>group <ip-addr>interfaces {/F PORTS}

Syntax mvr vlan <VLAN-/D>group </jp-addr>interfaces {/IF PORTS}

no mvr vlan < VLAN-ID>group <ijp-addr>interfaces {/IF PORTS}
Parameter | VLAN-/Dspecifies MVR VLAN ID for static goup

[p-addr Specifies multicast MVR group address

IF_PORT Specifies port list to set or remove

Mode Global Configuration

Example The following example specifies that set mvr static group test.

The configure must configure mvr receiver port firstly.(e g. mvr port type)
Switch(config)# mvr vian 2 group 224.1.1.1linterfaces gi2

Switch# show mvr members

5 fig)# mvr vlan 2 group 224.1.1.1

members
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20.9 CLEAR MVR MEMBERS

This command will clear the mvr groups for selected type.

Switch# clear mvr members [dynamic|static]

Syntax clear mvr member s [dynamic|static]
Parameter | dynamic specifies MVR dynamic group
static specifies MVR static group
Default Clear all of mvr group
Mode Privileged EXEC
Example The following example specifies that clear all mvr groups test.
Switch# clear mvr members
h# clear mvr members
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20.10 SHOW MVR MEMBERS

This command will display the mvr groups for all of type.

Switch# show mvr members

Syntax show mvr members
Mode Privileged EXEC
Example | The following example specifies that show mvr groups test.

Switch# show mvr members

Total Humber
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20.11 SHOW MVR INTERFACE

This command will display mvr port type and port immediate status.

Switch# show mvr interface {/F PORTS}

Syntax show mvr interface {/F PORTS}
Parameter | /F_PORTSShow specifies port list configuration
Mode Privileged EXEC

Example The following example specifies that show mvr interface test.
Switch# show mvr interface

Sw 1# sho rr inter
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20.12 SHOW MVR

This command will display mvr global information.

Switch# show mvr

Syntax show mvr
Mode Privileged EXEC
Example | The following example specifies that show mvr test.

Switch# show mvr

¥
¥
b5
i5
I
i
¥
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21. PORT

The switch comes with default port settings that should allow you to connect to the
ethernet ports without any necessary configuration. There should be a need to change
the name of the ports, port state, negotiation settings or flow control settings etc., as
per desired configuration. Switch interfaces are used to exchange data. Physical
interfaces (excluding management interfaces) used to transmit frames. Basically,
interfaces are classified into physical interfaces, and logical interfaces. Physical
interfaces are also called ports. The port is where you plug in the physical cable
connector. The interface is what you configure in the switch, therefore is the software
representation of the phys ical port.

Physical interfaces

Physical interfaces exist on interface cards and transmit service data. Physical
interfaces are classified into the following types:

LAN Interface: They are 10/100/1000 Mbps ports to exchange data with network
devices on LANSs. Following are common LAN interfaces used worldwide.

1. Fast Ethernet interface

A FE interface works at the data link layer, provides a maximum transmission rate of
100 Mbit/s, processes Layer 2 protocol packets, and implements Layer 2 forwarding.

2. Gigabit Ethernet interface

A GE interface works at the data link layer, provides a maximum transmission rate of
1000 Mbit/s, processes Layer 2 protocol packets, and implements Layer 2 forwarding.

3. 10 Gigabit Ethernet interface

A 10GE interface works at the data link layer, provides a maximum transmission rate
of 10 Gbit/s, processes Layer 2 protocol packets, and implements Layer 2 forwarding.
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4. MultiGE interface

It is an Ethernet electrical interface that can work at the rate of 1000 Mbps, 2500
Mbps, 5000 Mbps, or 10000 Mbps.

5. 40 Gigabit Ethernet interface

A 40GE interface works at the data link layer, provides a maximum transmission rate of
40 Gbps, processes Layer 2 protocol packets, and implements Layer 2 forwarding.

Management interface: Management interfaces are used to log in to switches for
configuration and management purposes.

USB interface: It is a generally data transmission interface. You can perform USB based
deployment on a switch through this interface.

Mini USB interface: It is a data transmission interface as well as management interface.
You can perform basic configuration and management on a switch through this
interface.

Monitoring Interface: Monitoring interfaces are used to monitor a switch's components,
including the cabinet door, power suppl y, and backup power supply.

Console interface: The console interface is connected to the COM serial interface of a
configuration terminal to set up an on -site configuration environment. This interface
can be connected to a network interface of a configurat ion terminal or network
management workstation to set up an onsite or remote configuration environment.

Out of band Eth interface: This interface can be connected to a network interface with
RJ45 cable of a configuration terminal or network management work station to set up
an onsite or remote configuration environment.

Optical Interfaces: In a fiber optic communications link, a point at which an optical
signal is passed from one equipment or medium to another without conversion to an
electrical signal. Depending on transmission rates, optical modules are classified into
100G, 40G, 10G, and 1G optical modules.

© 2022 COMMANDO Networksc., USAAIl rights reserved.

478



Logical interfaces

Logical interfaces do not physically exist. They are manually configured and can be
used to exchange data and transmit service dat a.

Trunk Interface: A Trunk has Layer 2 and Layer 3 features and is formed by binding
multiple Ethernet interfaces to provide more bandwidth and higher transmission
reliability.

Tunnel interface: A tunnel interface has Layer 3 features, transmits packets, & identifies
and processes packets transmitted over a tunnel.

VLAN interface: A VLAN interface has Layer 3 features and enables VLANs to have
gateway IP.

Ethernet Sub interface: An Ethernet sub interface is configured on a main interface to
allow the local L3 device to communicate with multiple L2 devices.

Loopback interface: A loopback interface is always UP and can be configured with a
32-bit subnet mask.

NULL interface: A null interface is used to filter routes because any data packets
received by the null interface are discarded

NVE interface: An NVE interface is the logical interface to establish VXLAN tunnels with
other NVE devices.

VBD interface: A VBD interface is the virtual interface based on a BD to support Layer 3
features and implement communica tion between different BDs, between BD and non -
BD networks, and between BDs and Layer 3 networks.

Virtual Ethernet (VE) interface: A VE interface is used when other data link layer
protocols need to be carried by the Ethernet protocol. A VE sub interface ¢ an be
created to allow an L2VPN to access to an L3VPN.
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Layer 2 Interface: A L2 interface can act a switchport decides how to forward data
based on the MAC address. They can only forward the received packets in Layer 2
switching mode or join VLANSs to forward the packets in Layer 3 routing mode through
VLAN interfaces.

Layer 3 Interface: Layer 3 interfaces forward packets to another device using static or

dynamic routing protocols. You can use Layer 3 interfaces for IP routing and inter

VLAN routing of Layer 2 traffic. IP addresses can be configured for these interfaces.
They can forward the received packets in Layer 3 routing mode. That is, they can send

and receive the packets whose source and destination IP addresses are in different
segments.

Port settings for ports can be carried out with help of following commands
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21.1 BACKPRESSURE

In backpressure flow control mechanism in which switch causes a transmitting device

to hold off on sending data packets until the switch s bottleneck has been solved. To
create backpressure, the switch either broadcasts false collision detection signals or
sends packets back to the originating device if the buffer is full. U s eback-pressurel'
command to make port to enable back pressure feature. Use T n ofd&fm of this
comman d to disable back pressure feature. The only way to show this configuration is

u s i shgpw rlinning-config c o mmand .

Switch# configure terminal
Switch(config -if)# back-pressure

Switch(config -if)# no back -pressure

Syntax back-pressure
no back -pressure

Default Default back pressure state is enabled.

Mode Interface Configuration

Example | This example shows how to configure port gil and gi2 to be protected
port.

Switch# configure terminal
Switch(config)# interface GigabitEthernet 1
Switch(config -if)# back -pressure

Switch(config -if)# no back -pressure
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21.2 CLEAR INTERFACE

Us ecleaf interfacel’ command to clear statisti

Switch# configure terminal
Switch(config)# clear interfaces {/F PORTSgounters

c

counter

Syntax clear interfaces {/F PGRTSkounters

Parameter IF_PORTSpecify port to clear counters

Default No default value for this command.

Mode Privileged EXEC

Example This example shows how to clear counters on port gil.

Switch# clear interfaces gil counters

This example shows how to show current counters

Switch# show interfaces gil
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21.3 DESCRIPTION

Us edes@riptonV command to give the port a name to
includes space character, please use double quoted to wrap it. Use T n ofddm to
restore description to empty string.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)y#description WORD<Z-32>

Switch(config -if)#no description

Syntax description WORD<1-32>
no description

Parameter | WORD<Z-32> Specify port descri ption string.

Mode Interface Configuration

Example This example shows how to modify port descriptions.
Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# description userport
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21.4 DUPLEX

U s eduplexV

command to change port dupl ex

Switch# configure terminal

Switch(config)# interface {Interface-ID}
Switch(config -if)#duplex (auto | full | half)

configur

Syntax duplex (auto | full | half)
Parameter | auto Specify port duple x to auto negotiation.
full Specify port duplex to force full duplex.
half Specify port duplex to force half duplex.
Default Default port duplex is auto
Mode Interface Configuration
Example This example shows how to modify port duplex configuration.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# duplex full

Switch(config -if)# exit

This example shows how to show current interface link speed

Switch# show interfaces status
Switch# fig ©
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21.5 EEE

Us eeeel’

c 0o mma n de poroto enable the energy efficient Ethernet Feature . Use

T n ofdgm of this command to disable eee. IEEE 802.3az Energy Efficient Ethernet
(EEE) is a standard that allows physical layer transmitters to consume less power

during periods of low data activi ty. The only way to show this configuration is using

Tshow running-config ¢ o mmand .

Switch# configure terminal

Switch(config)# interface {Interface-ID}

Switch(config -if)# eee

Switch(config -if)#no eee

Syntax eee
no eee
Parameter | None
Default Default eee state is disabled
Mode Interface Configuration
Example This example shows how to configure port gil and gi2 to be protected

port.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# eee

This example shows how to show current jumbo -frmae size
Switch# show running -config interface gil

= running-config interfaces gil
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21.6 FLOWCONTROL

Us eflowfontrolU command to change port f | Ppnmwdddnont r ol
to restore flow control to default (off) configuration.

Switch# configure termin al
Switch(config)# interface {Interface-ID}
Switch(config -if)#flowcontrol (auto | off | on)

Switch(config -if)#no flowcontrol

Syntax flowcontrol (auto | off | on)

no flowcontrol

Parameter | auto Automatically enables or disables flow control on the interfac e.
off Disable port flow control.

on Enable port flow control.

Default Default port flow control is off

Mode Interface Configuration

Example This example shows how to modify port duplex configuration.
Switch(config)# interface GigabitEthernet 1

Switch(c onfig-if)# flowcontrol on

This example shows how to show current flow control configuration
Switch# show interfaces GigabitEthernet 1
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21.7 JUMBO-FRAME

Ajumbo frame is an Ethernet frame with a payload greater than the standard

maximum transmission unit (MTU) of 1,500 bytes.Jumbo frames are used on local

area networks that support at least 1 Gbps and can be as large as 10,000 bytes. Use

TJumbo-framelV command to modify maxi mum fr ame

configurationisusing Ts h ow r-ai @ m ficongrdnd.

Switch# configure terminal
Switch(config)# jumbo -frame <1518-10000>

Syntax jumbo -frame <1518-10000>

Parameter | <1518-10000>Specify the maximum frame size.

Default Default maximum frame size is 1522.

Mode Global Configuration

Example This example shows how to modify maximum frame size on gil to

10000 bytes.
Switch# configure terminal

Switch(config)# jumbo-frame 9216
A1t g T

Switch# show running -config
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21.8 PROTECTED

Us eprofected U mmand to make port to be protected. Protected port is only

allowed to communicate with unprotected port. In other words, protected port is not

allowed to communicate with another protected port. Use T n ofddn to make port

unprotected.

Switch# configure terminal

Switch(config)# interface {Interface-ID}

Switch(config -if)# protected

Switch(config -if)#no protected

Syntax protected
no protected
Default Default protected state is no protected.
Mode Interface Configuration
Example This example shows how to configure port gil and gi2 to be protected

port.

Switch# configure terminal

Switch(config)# interface range gill-12

Switch(config -if-range)# protected

This example shows how to show current protected port state.

Switch#

show interfaces GigabitEthernet 11-12 protected

[adwls e termi
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21.9 SHOW INTERFACE

Us eshoy interfaceU command t o show dpatameters, gndstatus. count e

U s eshoV interface statusUU command t o s how br shewintefase t
protected U

command to show protected status.

Switch# show interfaces {/F PORTS}
Switch# show interfaces {/F PORTSgtatus
Switch# show interfaces {/F PORTSprotected

Syntax show interfaces {/F PORTS}
show interfaces {/F PORTS$tatus
show interfaces {//F PORTSprotected
Parameter | {/F PORTS3pecify port to show.
Mode Privileged EXEC
Example This example shows how to show current counters

This example shows how to show current protected port state.

Switch# show interfaces GigabitEthernet 1-2 protected
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This example shows how to show current port status

SW|tch# show mten‘aces GlgabltEthernet 1-2 status
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21.10 SPEED

Us espegd command to change port speed configura
configure to the physical maximum speed. For example, in fas t Ethernet port, speed

1000 is not available. You cannot configure the speed on the SFP module ports, but

you can configure the speed to not negotiate (nonegotiate) if it is connected to a

device that does not support autonegotiation.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)# speed (10 | 100 | 1000]auto)

Syntax speed (10 | 100 | 1000jauto)

Parameter | 10 Force 10 Mbps operation

100 Force 100 Mbps operation

1000 Force 1000 Mbps operation

auto Enable AUTO speed configuration

Default Default port speed is auto with all available abilities.

Mode Interface Configuration

Example | This example shows how to modify port speed configuration.
Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# speed 100
Switch# show runnlng conflg mterfaces GlgabltEthernet 1
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21.11 SHUTDOWN

Us eshufdown command to di s alimdshutdpsmtSt t anéenabke Tpol
port is error disablnmsdhutdownUs ccnroemnraenads ccra,n uad es oT r
the port manually.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)# shutdown

Switch(config -if)#no shutdown

Syntax shutdown

no shutdown

Default Default port admin state is no shutdown.
Mode Interface Configuration

Example | This example shows how to modify port duplex configuration.
Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# shutdown

This example shows how to show current admin state configuration
Switch# show running -config interfaces gil
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22. PORT ERROR DISABLE

When a port is in error-disabled state, it is effectively shut down and no traffic is sent or
received on that port. The ErrDisable feature is implemented to handle critical
situations where the switch detected excessive or late collisions on a port, port duplex
misconfiguration, Ether Channel misconfiguration, Bridge Protocol Data Unit (BPDU)
port-guard violation, UniDirectional Link Detection (UDLD), and other causes.

The error-disable function let the switch to shut down a port when it encounters
physical, driver or configuration problems. A port being error -disabled is not by itself a

cause for alarm, but for a reason of a problem that must be resolved. When a port is in
error-disabled state, it will shut down and no traffic is sent or received on that port.
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22.1 ERRDISABLE RECOVERY CAUSE

Ports would be disabled because of the invalid actions detected by protocols. To
enable the port error disable recovery from the specific cause, use t he command
errdisable recovery cause in the Global Configuration mode.

Switch# configure terminal

Switch(config)# errdisable recovery cause(alllacl|arp-inspection |bpduguard| broadcast -

flood|dhcp -rate-limitjpsecure -violation|selfloop|unicast-floodjunknown -multicastflood)

Switch(config)# no errdisable recovery cause(all| acl| arpinspection
|bpduguard|broadcast -flood|dhcp -rate-limit|psecure -violation| selfloop| unicast-
flood|junknown - multicastflood)

Syntax

errdisable recovery cause(all| acl| arp-inspection| bpduguard| broadcast -
flood| dhcp -rate-limit] psecure -violation| selfloop| unicast-flood| unknown -
multicastflood)

no errdisable recovery cause(alll acl| arp inspection| bpduguard|
broadcast- flood| dhcp -rate-limit| psecure-violation| selfloop| unicast-
flood| unknown - multicastflood)

Parameter

all Enable the auto recovery for port error disabled from all causes.

acl Enable the auto recovery for port error disabled from the ACL
cause.

arp-inspection Enable the auto recovery for port error disabled
from the ARP inspection cause.

bpduguard Enable the auto recovery for port error disabled from the
STP BPDU Guard cause.

broadcast -flood Enable the auto recovery for port error disabled
from the broadcast flooding cause.
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dhcp -rate-limit Enable the auto recovery for port error disabled
from the DHCP rate limit cause.

psecure-violation Enable the auto recovery for port error disabled from
the port security cause.

selfloop Enable the auto recovery for port error disabled from the STP
self-loop cause.

unicast-flood Enable the auto recovery for port error disabled from the
unicast flooding cause.

unknown -multicastflood = Enable the auto recovery for port error
disabled from the unknown multicast flooding cause.

Default Error disable recovery is disabled for all cause
Mode Global Configuration
Example The following example enables the port error disable recovery for the

STP BPDU Guard and selfloog cause.

Switch# configure terminal

Switch(config)# errdisable recovery cause bpduguard
Switch(config)# errdisable recovery cause selfloop

The following example To remove the port error disable recovery from
the specific cause.

Switch# configure terminal

Switch(config)# no errdisable recovery cause bpduguard

Switch(config)# no errdisable recovery cause selfloop
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22.2 ERRDISABLE RECOVERY INTERVAL

To set the recovery time of the error disabled ports, use the command ErrDisable
recovery interval in the Global Configuration mode.

Switch# configure terminal

Switch(config)# errdisable recovery interval (seconds)

Syntax errdisable recovery interval seconds

Parameter | seconds The time in seconds to recover from a specific error - disable
state. The valid range is 0 to 86400 seconds, and the default value is
300 seconds.

Default The default recovery time is 300 seconds

Mode Global Configuration

Example The following example set the agimg time to 500 seconds.
Switch# configure terminal
Switch(config)# errdisable recovery interval 60
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22.3 SHOW ERRDISABLE RECOVERY

To show the error disable configuration and the interfaces in the error disabled state,
use the command show ErrDisable recovery in the Privileged EXEC mode.

Switch# show errdisable recovery

Syntax show errdisable recovery

Mode Privileged EXEC

Example | The following example shows the error disable configuration, and the
interfaces in the error disabled state.

Switch# show errdisable recovery
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23. PORT SECURITY

Port Security helps secure the network by preventing unknown devices from
forwarding packets. When a link goes down, all dynamically locked addres ses are
freed. The port security feature offers the following benefits:

You can limit the number of MAC addresses on a given port. Packets that have a
matching MAC address (secure packets) are forwarded; all other packets (unsecure
packets) are restricted .

You can enable port security on a per port basis. Port security implements two traffic
filtering methods, dynamic locking, and static locking. These methods can be used
concurrently.

Dynamic locking

You can specify the maximum number of MAC addresses t hat can be learned on a
port. The maximum number of MAC addresses is platform dependent and is given in

the datasheet. After the limit is reached, additional MAC addresses are not learned.

Only frames with allowable source MAC addresses are forwarded. Dynamically
locked addresses can be converted to statically locked addresses. Dynamically

locked MAC addresses are aged out if another packet with that address is not seen

within the age-out time. You can set the time out value. Dynamically locked MAC
addresses are eligible to be learned by another port. Static MAC addresses are not
eligible for aging.

Static locking

you can manually specify a list of static MAC addresses for a port. Dynamically locked
addresses can be converted to statically locked addresses . By using port security, a
network administrator can associate specific MAC addresses with the interface,
which can prevent an attacker to connect his device. This way you can restrict
access to an interface so that only the authorized devices can use it. If an
unauthorized device is connected, you can decide what action the switch will take,
for example discarding the traffic and shutting down the port.
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23.1 PORTSECURITY (GLOBAL)

By using port security, users can limit the number of MAC addresses that can be
learned to a port, set static MAC addresses, and set penalties for that port if it is used
by an unauthorized user.it provides the ability to limit what addresses will be allowed to
send traffic on individual switchports within the switched network . T h eportfsecurity
command enables the port security functionality globally. Use the T n ofddin of this
command to disable. You can verify settings by the show port -security command.

Switch# configure terminal
Switch(config)# port-security

Switch(config )# no port-security

Syntax | port-security
no port-security
Default | Default is disabled
Mode Global Configuration
Example | The following example shows how to enable port security

Switch# configure terminal
Switch(config)# port-security
Switch# show port -security
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23.2 PORT-SECURITY (INTERFACE)

T h eportfsecurity) command enables the port security f
the T n dddn of this command to disable. You can verify settings by the show port -
security interface command.

Switch# configure terminal
Switch(config)# port-security

Switch(config)# no port-security

Syntax port-security

no port-security

Mode Port Configuration

Example | The following example shows how to enable port security on interface
GigabitEthernet 1

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# port-security

Switch# show port -security interfaces GigabitEthernet 1
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23.3 PORT-SECURITY ADDRES&IMIT

Us e pdrteseclfity address-limitlU c o mmand t o s-bmit numbeeanditkea r n i
violation action. Use the T n dodh of this command to restore the default settings. You

can verify settings by the show port -security interface command.

Switch# configure terminal
Switch(config)# port-security address-limit <Z-256> action (forward |discard |shutdown)

Switch(config)# no port-security address-limit

Syntax

port-security address-limit <Z-256>action (forward| discard| shutdown)
no port-security address-limit

Parameter

<I1-256>The learning-limit number. It specifies how many MAC
addresses this port can learn.

forward Forward this packet whose SMAC is new to system and exceed
the learning-limit number.

discard Discard this packet whose SMAC is new to system and exceed
the learning-limit number.

shutdown Shutdown this port when rec eives a packet whose SMAC is
new to system and exceed the learning limit number.

Default

The address-l i mi t def aul t is 1 and acti (

Mode

Port Configuration

Example

The following example shows how to enable port security on port 1 and
set the learning limit number to 10.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# port-security address-limit 1

Switch(config -if)# port-security violation protect

Switch# show port-security interfaces GigabitEthernet 1
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23.4 SHOW PORTSECURITY

U s eshoW port-security )

Switch# show port -security

command

t esecsritygbalpntomation.

Switch# show port-securit

Syntax show port -security
Mode Privileged EXEC
Example This example shows how to show port -security configurations.
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23.5 SHOW PORT-SECURITY INTERFACE

U s eshoWy port-security interfacesU ¢ o mmand t osearityonformatmm df the
specified port.

Switch# show port-security interface {/~ PORTS}

Syntax show port-security interface {//F FORTS}

Parameter | {/F PORTSH5elect port to show port -security configurations
Default No default value for this command.

Mode Privileged EXEC

Example This example shows how to show port -security configurations on
interface GigabitEthernet 1.

Switch# show port-security interfaces GigabitEthernet 1
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24. PROTOCOL VLAN

Protocol-based VLAN processes traffic based on protocol. You can use a protocol
based VLAN to define filtering criteria for untagged packets. If you do not change the
port configuration or configure a protocol based VLAN, switch assigns untagged
packets to VLAN 1. You can override this default behavior by defining port -based
VLANSs, protocol-based VLANs, or both. Switch always processes tagged packets
according to the 802.1q standard and does not forward them to protocol based
VLANS. If you assign a port to a protocol-based VLAN for a specific protocol, switch
assigns the protocol -based VLAN ID to untagged frames that it receives on the port for
that protocol. For other protocols, switch a ssigns the port VLAN ID to untagged frames
that it receives on the port, either the default PVID1 or a PVID that you assigned to the
port.

You define a protocol based VLAN by creating a group. Each group has a one -to-one
relationship with a VLAN ID, can include one to three protocol definitions, and can
include multiple ports. When you create a group, you must specify a name. The smart
switch assigns a group ID automatically.
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24.1 VLAN PROTOCOLVLAN GROUP (GLOBAL)

Use the vlan protocol-vlan group Global Configuration mode command to add protocol

vlan group with specific protocol type and value. Use the T n doth of this command to

remove protocol vlan group setting. You can verify your setting by entering the show

vlan protocol-vlan Privileged EXEC commarnd.

Switch# configure terminal

Switch(config)# vlan protocol-vlan group <Z-8> frame-type (ethernet ii |llc_other
|snap _1042) protocol-value VALUE

Switch(config)# no vlan protocol-vlan group <Z-8>

Syntax vian protocol-vian group <Z-&>frame-type
(ethernet_ii|lc_other|snap_1042)protocol-value VALUE
no vlan protocol -vlan group <1-8>

Parameter | <I-8> Specify protocol vlan group to configure
(ethernet_ii|llc_other|snap_1042)Specify protocol based frame type
VALUE Specify protocol value to configure

Mode Global Configuration

Example The following example show how to configure protocol vlian group:

Switch# configure terminal

Switch(config)# vlan protocol-vlan group 1 frame-type ethernet i
protocol -value 0x806

Switch(config)# vlan protocol-vlan group 2 frame-type llc_other protocol-
value 0x800

Switch# show vlan protocol -vian
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24.2 VLAN PROTOCOLVLAN GROUP (INTERFACE)

Use the vlan protocol-vlan binding Interface Configuration mode command to binding

protocol VLAN Group on specified interfaces. Use the T n dddm of this command to
cancel protocol VLAN Group Binding. You can verify your setting by entering the show

vlan protocol-vlan interfaces IF_PORTS Privileged EXEC command

Switch# configure terminal

Switch(config -if)# vlan protocol-vlan group <1-8>vlan <1-4094>

Switch(config -if)# no vlan protocol -vlan group <1-8>

Syntax vian protocol-vlan group <Z-8>vlan <1-4094>
no vlan protocol -vlan group <1-8>
Parameter | <I1-8> Specify protocol vlan group to binding
<1-4094> Specifies the Proto VLAN ID to configure.
Mode Interface configuration
Example The following example how to configure Protocol VLAN function on

specified interfaces.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)# vlan protocol -vian group 1 vian 2

Switch# show vlan protocol -vlan interfaces GigabitEthernet 1
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24.3 SHOW VLAN PROTOCOLVLAN

Use the show vlan proto-vlan command in EXEC mode to display Proto VLAN group
configuration.

Switch# show vlan protocol -vlan [group <Z-8>]

Syntax show vlan protocol -vlian[group <Z-8>]
Parameter | <I-8>Specify protocol vlan group to display
Mode Privileged EXEC

Example The following example how to display Proto VLAN group configuration
Switch# show vlan protocol -vian
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24.4 SHOW VLAN PROTOCOLVLAN INTERFACES

Use the show vlan protocol -vlan interface command in EXEC mode to display the
Protocol VLAN interfaces setting.

Switch# show vlan protocol -vlan interfaces {/F PORTS}

Syntax show vlan protocol -vlan interfaces {/~ PORTS}
Parameter | {/F PORTSEpecify interfaces proto col vlan to display
Mode Privileged EXEC

Example | The following example shows how to display the Protocol VLAN
interfaces setting
Switch# show vlan protocol -vlan interfaces GigabitEthernet 1

lan protocol-vlan interfaces GigabitEthernet 1
E g
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25. QOS

A communications network forms the backbone of an y successful organization. These
networks transport a multitude of applications and data, including high -quality video
and delay-sensitive data such as real-time voice. The bandwidth -intensive applications
stretch network capabilities and resources, but al so complement, add value, and
enhance every business process. Networks must provide secure, predictable,
measurable, and sometimes guaranteed services. Achieving the required Quality of
Service (QoS) by managing the delay, delay variation (jitter), bandwidth, and packet
loss parameters on a network becomes the secret to a successful end -to-end
business solution. Thus, QoS is the set of techniques to manage network resources.

IP Precedence and DSCP Compared

The IP header is defined in RFC 791, including al-byte field called the Type of Service
(ToS) byte. The ToS byte was intended to be used as a field to mark a packet for
treatment with QoS tools. The ToS byte itself was further subdivided, with the high -
order 3 bits defined as the IP Precedence (IPP) field. The complete list of values from
the ToS byt eT shitfeeld,iagditheadrrespoRdihg r&ames, is provided in
Figure.

|P Header

Ver |Length| ToS | Flags Checksum

/,’ 8 Bits Y
2 s . X
-3 Bits 4 Bits 1 Bit™
IP Precedence IP Precedence IP Precedence
Decimal Binary MName
|P Precedence 0 000 Routine
1 001 Priority
T 2 010 Immediate
3 011 Flash
4 100 Flash-Override
5 101 Critical
5] 110 Internetwork Control
7 111 Network Control

Fig 25.1 QoS in IP header with IP Precedence
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Ethernet LAN Class of Service

Ethernet supports a 3 -bit QoS marking field, but the field only exists when the Ethernet
header includes either an 802.1Q or ISL trunking header. IEEE 802.1Q defines its QoS
field as the 3 most significant bits of the 2 -byte Tag Control field, calling the field the
user-priority bits. ISL defines the 3 least-significant bits from the 1-byte User field,
calling this field the Class of Service (CoS).

LAN CoS Fields
ISL User Field (1 byte)
Frame Type CoS
[ [ | | |
ISL Header ISL Header (26 Bytes Original Frame
802.1Q/P Dest. Src _lE_theer Tag
Header P
User
Pr‘lDrll‘)l' VLAN ID
| Ll

802.1Q Tag Field (2 bytes)
Fig 25.2 QoS in IP header with LAN CoS Feilds
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25.1 QOS

Use T q o ®@rdmand to enable quality of service which according to basic trust type to
assign queue for packets, and packets with higher priority are able to send first. Use

T n doth of this command to disable quality of service.

Switch# configure terminal
Switch(config)#qos {map | queue | trust}

Switch(config)# no qos

Syntax gos {map | queue | trust}
no qos
Mode Global Configuration

Example | map Configure the QoS maps.
gueue Queue configuration

untrusted state.

This example shows how to change gos to basic mode.
Switch# configure terminal

Switch(config)# qos

This example shows how to check current gos mode.

Switch# show qos

trust Configure the global trust mode . Use the no form to return
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25.2 QOS COS

Sometimes, there is no qos information in the packets, such as CoS, DSCP, IP

Precedence. But we still can give the priority for packets by configuring the interface

default cos value. If there is no qos information in the packets, the device will use this

default cos value and find the cos -queue map to get the final destination queue. Use

Tgos comnsatl] to assign port def ault cos value.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)#gos cos <0-7>

Syntax Qos cos<0-7>

Parameter | cos<0-7>Specify the CoS value for the interface.

Default Default CoS value for interface is O.

Mode Interface Configuration

Example This example shows how to configure default cos value 7 on interface

gil.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# qos cos 7

Switch(config -if)# end

Switch# show qos interface GigabitEthernet 1
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25.3 QOS MAP

According to different trust type, packets will be assigned to different queue based on
the specific gos map. For example, if the trust type is trust cos, the device will get the
cos value in packet and reference the cos -queue mapping to assign the correct
queue.

The queue to cos, dscp or precedence maps are used by remarking function. If the
port remarking feature is enabled, the remarking function will reference these 3 tables
to remark packets.

Switch# configure terminall
Switch(config)# gos map (cos-queue | dscp-queue | precedence -queue) SEQUENCE to

<1-8>
Switch(config)# gos map (queue-cos | queue-precedence) SEQUENCE to <0-7>
Switch(config)# qos map queue -dscp SEQUENCE to<0-63>

Syntax gos map (cos-queue | dscp-queue | precedence -queue) SEQUENCE to
<1-8>

gos map (queue-cos | queue-precedence) SEQUENCE to <0-7>

gos map queue -dscp SEQUENCE to<0-63>

Parameter | cos-queue Configure or show CoS to queue map

dscp-queue Configure or show DSCP to queue map

precedence -queue Configure or show IP Precedence to queue map.
gueue-cos Configure or show queue to CoS map

gueue-dscp Configure or show queue to DSCP map
gueue-precedence Configure or show queue to IP Precedence map
SEQUENCESpecify the cos, dscp, precedence or queue with one o r
multiple values.

<I-8>Specify the queue id

<0-7>Specify the cos or precedence values

<0-63>Specify the dscp values

Default The default values of cos-queue are showing in the following table.

© 2022 COMMANDO Networksc., USAAIl rights reserved.

517



CoS Queue ID
0 2
1 1
2 3
3 4
4 5
5 §)
6 7
7 8
The default values of dscp-queue are showing in the followin g table.
DSCP Queue ID
07 |
8~15 2
16-23 3
24-31 4
32-39 5
40~47 6
48~55 7
56—-63 8
The default values of ip precedence are showing in the following table
IP Precedence Queue ID
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
The default values of queue-cos are showing in the following table.
Q‘I‘Ie)“e CoS
1 1
2 0
3 2
4 3
5 4
6 5
The default values of queue-dscp are showing in the following table.
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Queue .
D DSCP
| 0
2 8
3 16
4 24
5 32
6 40
7 48
8 56
The default values of queue-precedence are showing in the following
table.
Qlllf)ue IP Precedence
| 0
2 |
3 2
4 3
5 4
6 5
7 6
8 7

Mode

Global Configuration

Example

This example shows how to map cos 6 and 7 to queue 1.

Switch# configure terminal
Switch(config)# gqos map cos-queue 6 7to 1
Switch# show qos map cos -queue

This example shows how to map queue 4 and 5 to cos 7.

Switch# configure terminal
Switch(config)# gos map queue-cos 45 to 7

© 2022 COMMANDO Networksc., USAAIl rights reserved.

519



Switch# show qos map queue -cos
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25.4 QOS QUEUE

The device support total 8 queues for QoS queuing. It can set the queue to be strict

priority queue or weighted queue to prevent starvation. The queue with higher id value

has higher priority. First, you need to decide how many strict priority queue you need.

The strict priority queue will always occupy the higher priority queue. For example, i f

you specify the strict priority number to be 2, then the queue 7 and 8 will be the strict

priority queues and the others are weighted queues. After you setup the number of

strict priority queue, you need to setup the weight for the weighted queues by usi ng

Tqos

g u e u ecommenid.Aha th¢ bandwidth will be shared by the weight you

configured between these weighted queues.

Switch# configure terminal
Switch(config)# qos queue strict -priority-num <0-8>
Switch(config)# gos queue weight SEQUENCE

Switch# show qos queueing

Syntax

gos queue strict -priority-num <0-8>
gos queue weight SEQUENCE
show qos queueing

Parameter

strict-priority-num <0-8> Specify the strict priority queue number weight
SEQUENCE Specify the nonstrict priority queue weight value. The valid
gueue weight value is from 1 to 127.

Default

Default strict priority queue number is 8, it means all queues are strict
priority queue.
The default queue weight for each queue is shown in following table.
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Q'I“lf)ue Queue Weight

1 1

2 2

3 3

4 4

5 5

6 9

7 13

8 15
Mode Global Configuration
Example This example shows how to setup device with 3 strict priority queues
and give other weighted queues with weight 5, 10, 15, 20, 25.
Switch# configure terminal
Switch(config)# qos queue strict -priority-num 3
Switch(config)# gos queue weight 5 10 15 20 25
Switch# show qos queueing
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25.5 QOS REMARK

QoS remarking feature allow you to change priority information in packets based on

egress queue. For example, you want all packets egress from interface queue 1 to

remark the cos value to be 5 for next tier of device, yo u can enable the cos remarking

feature on interface and configure the queue -cos map for queue 1 map to cos 5.

UseTqgos

r eamanankl Id enable remarking feature on specific type. Anduse T n o

gow r e roanméntto disable it.

Switch# configure terminal
Switch(config)# qos remark (cos | dscp | precedence)

Switch(config)# no qos remark (cos | dscp | precedence)

Syntax gos remark (cos | dscp | precedence)
no qos remark (cos | dscp | precedence)
Parameter | cos Enable/Disable cos remarking.
dscp Enable/Disable dscp remarking.
precedence Enable/Disable precedence remarking
Default Default CoS remarking is disabled. Default DSCP remarking is disabled.
Default IP Precedence remarking is disabled.
Mode Interface Configuration
Example This example shows how to e nable remarking features on interface gil.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# gos remark cos
Switch(config -if)# qos remark dscp

Switch# show gos interface GigabitEthernet 1
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25.6 QOS TRUST

In QoS basic mode, there are 4 trust types for device to judge the appropriate queue of
the packets. This command is able to switch between these trust types.

CoS

IEEE 802.1p defined 3bits priority value in vlan tag. Trust this value in packets and
assign queue according to cos -queue map.

DSCP

IETF RFC2474 defined 6bits priority value in IP packet (highest 6bits in ToS field). Trust
this value in packets and assign queue according to dscp -queue map.

IP Precedence

The highest 3bits priority value in IP packet ToS field. Trust this value in packets and
assign queue according to precedence -queue map.

CoS-DSCP

Trust DSCP for IP packets and assign queue according to dscp -queue map. Trust CoS
for non-IP packets and assign queue according to cos -queue map.

Switch# configure terminal
Switch(config)# qos trust (cos | cos-dscp | dscp | precedence)

Syntax gos trust (cos | cos-dscp | dscp | precedence)

Parameter | cos Specify the device to trust CoS

cos-dscp Specify the device to trust DSCP for IP packets, and trust CoS
for non-IP packets.

dscp Specify the device to trust DSCP

precedence Specify the device to trust IP Precedence

Default Default QoS trust type is cos.
Mode Global Configuration
Example This example shows how to change qos basic mode trust types.
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Switch# configure terminal

Switch(config)# qos trust cos

Switch(config)# qos trust cos-dscp

Switch(config)# qos trust dscp

Switch(config)# qos trust precedence

This example shows how to check current qos trust type.
Switch# show gos
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25.7 QOS TRUST (INTERFACE)

Interface Configuration After QoS function is enabled in basic mode, the device also
supports per interface enable/disable the qos function. If the trust state on interface is
enabled, all ingress packets of this int erface will remap according to the trust type and

the gos maps. Otherwise, all ingress packets will assign to queue 1.

UseTqgos

to enalsld tiUst state on interface anduse T h o g o sto disable susty

state on interface.

Switch# configure terminal
Switch(config)# qos trust

Switch(config)# no qos trust

Syntax gos trust
no qos trust
Default Default interface gos trust state is enabled.
Mode Interface Configuration
Example | This example shows how to disable qos trust state on interface gil.

Switch #configure terminal
Switch(config)# interface GigabitEthernet 1
Switch(config -if)#gos trust

Switch# show qos interface GigabitEthernet 1
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25.8 SHOW QOS

UseT s h o w cgnomsrldl to show gos state and trust type.

Switch# show gos

Syntax show qos

Mode Privileged EXEC

Example | This example shows how to check current gos mode.
Switch# show gos
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25.9 SHOW QOS INTERFACE

UseTshow gos icommend foaslwe pdd default cos, remarking state and
remarking type state information.

Switch# show qos interface {/~ PORTS}

Syntax show qos interface {/F PORTS}

Parameter | {IF PORTSJelect port to show qos configurations

Mode Privileged EXEC

Example This example shows how to show qos configurations on interface gil.

Switch# show qos interface GigabitEthernet 1
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25.10 SHOW QOS MAP

UseTs how qosommaadtdSshow all kinds of mapping for qos remapping and
remarking features.

Switch#show gos map [(cos -queue | dscp-queue | precedence -queue | queue-cos |
gueue-dscp | queue -precedence)]

Syntax show gos map [(cos-queue | dscp-queue | precedence -queue | queue-
cos |queue-dscp | queue -precedence)]

Parameter | cos-queue Show CoS to queue map.

dscp-queue Show DSCP to queue map. precedence -queue Show IP
Precedence to queue map. queue -cos Show queue to CoS map.
gueue-dscp Show queue to DSCP map.

gueue-precedence Show queue to IP Precedence map.

Mode Privileged EXEC

Example This example shows how to show all qos maps.

Switch# show qos map
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25.11 SHOW QOS QUEUEING

Use hlow qos qanemare itorsigpf qos queueing information.

Switch# show qos queueing

Syntax show gos queueing
Mode Privileged EXEC

Example | This example shows how to check current qos queueing information.
Switch# show gos queueing
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26. RATE LIMIT

Rate-limiting for all traffic operates on a per-port basis to allow only the specified
bandwidth to be used for inbound or outbound traffic. When traffic exceeds the
configured limit, it is dropped. This effectively sets a usage level on a given port and is
a tool for enforcing maximum service level commitments granted to network users.
This feature operates on a per-port level and is not configurable on port trunks. Rate -
limiting is designed to be applied at the network edge to limit traffic from non -critical
users or to enforce service agreements such as those offered by Internet Service
Providers (ISPs) to provide only the bandwidth for which a customer has paid.

The Leaky Bucket Algorithm

Faucet —_ =P
. Host
vy computer
| ¥ Packet
Unreguiated
flow
| -~
Loaky ) |
bucket - f' ] The bucket
Water f Intertace ¢ 3 holds
\ f containing - -t packets
n\ ({ a leaky buckat
S = Regulated
flow
Water drips out of the

hole at a constant rate -

Network

(a) (b)

(a) A leaky bucket with water. (b) a leaky bucket with packets.

Fig 26.1 Leaky bucket Model

All traffic rate-limiting, Rate-limiting for all traffic operates on a per -port basis to allow
only the specified bandwidth to be used for inbound or outbound traffic. When traffic

exceeds the configured limit, it is dropped. This effectively sets a usage level on a given
port and is a tool for enforcing maximum service level commitment s granted to
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network users. This feature operates on a per -port level and is not configurable on port
trunks. Rate-limiting is designed to be applied at the network edge to limit traffic from
non-critical users or to enforce service agreements such as thos e offered by Internet
Service Providers (ISPs) to provide only the bandwidth for which a customer has paid.

Uses:

1) Rate-limiting can be applied by a RADIUS server during an authentication client
session. Applying rate-limiting to desirable traffic is not recommended .

2) The switches also support ICMP rate-limiting to mitigate the effects of certain ICMP -
based attacks. ICMP traffic is necessary for network routing functions. For this

reason, blocking all ICMP traffic is not recommended.

filter or rate-limiting at
aggregation layer
from untrusted to trusted

most of the DNS
attack from this
side, so you

: network
must securing
your network at
your agg royter F;i DNS- DNS-
Py S —— I Servers2 Servers1
//( Other Service >\ Aggre at:on g
K Provider FW FW s
or intemet <
! - ? IPIMPLS
e “I Backbone

Aggrégation
or Edge

Fig 26.2 Rate limiting on Aggregation Layer

© 2022 COMMANDO Networlksc., USAAII rights reserved.

T Al Your
tomers

534



26.1 RATE LIMIT EGRESS

Us e ratedimitpgressy command to configure theTregWess
form of this command to disable the shaper. You can verify your setting by entering the
show running -config interfaces com mand.

Switch# configure terminal
Switch(config)# interface { Interface-ID}

Switch(config -if)#rate-limit egress <16-1000000>

Switch(config -if)#no rate-limit egress

Syntax rate-limit egress <16-1000000>

no rate-limit egress

Parameter | <16-1000000> Specify t he committed information rate.

Default Default rate limit is disabled.

Mode Interface configuration

Example The following example shows how to configure ingress port rate limit
and egress port shaper.

Switch# configure terminal

Switch(config)# interface gil
Switch(config -if)# rate-limit egress 2048
Switch# show running -config interfaces gil
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26.2 RATE LIMIT EGRESS QUEUE

Us e tratedimitpgress queuelV command to configure the egre
the T n douh of this command to disable the queue shaper. You can verify your setting
by entering the show running -config interface command.

Switch# configure terminal
Switch(config)# interface { Interface-ID}

Switch(config -if)#rate-limit egress queue <1-8><16-1000000>

Switch(config -if)#no rate-limit egress queue<1-8>

Syntax rate-limit egress queue <1-8><16-1000000>

no rate-limit egress queue<1-8>

Parameter | <1-8>Specify the egress shaper queue number

<16-1000000>Specify the queue rate

Default Default queue rate limit is disabled.

Mode Interface configuration

Example The following example show how to configure ingress port rate limit and
egress port shaper.

Switch# configure terminal

Switch(config)# interface gil
Switch(config -if)# rate-limit egress queue 3 2048
Switch# show running -config interfa ces gil
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26.3 RATE LIMIT INGRESS

Us e tratedimitingressU command to | imit the 1 ncomi

the T n dddn of this command to disable the rate limit. You can verify your setting by

entering the show running -config interfaces command.

Switch# configure terminal

Switch(config)# interface { Interface-ID}

Switch(config -if)#rate-limit ingress<16-1000000>

Switch(config -if)#no rate-limit ingress

Syntax rate-limit ingress<16-1000000>
no rate-limit ingress
Parameter | <16-1000000>Spe cify the ingress limit rate
<1-8>Specify the egress shaper queue number
Default Rate limiting is disabled.
Mode Interface configuration
Example The following example shows how to configure ingress port rate limit.

Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# rate-limit ingress 128
Switch# show running -config interfaces gil
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