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Chapter 1 Introduction

COMMANDO Solder C3000 Series Switches offers a state of art quality product that
can serve on real time high-speed Performance with input power AC as well as DC,
covers larger physical distance up to 250 meters with copper cables as compared to
other brands best switch es. This seriesis having advance L3 features, which are highly
reliable, conformance to international open standards , durable, serviceable, aesthetics,
perceived quality, enhanced performance with larger range with copper cables and
usability leads to value to money. Easy Management via lots of options like RIP V1/2,
OSPF, Advanced Web-based Graphical User Interface (Web GUI), Industry standard
Command Line interface (CLI), RADIUS/TACACS+, LLDP/LLDP-MED, Time based
PoE/PoE+ Scheduling, DHCP server as wellas zero touch provisioning whichever is
suitable to our esteem customers.

COMMANDO Soldier C3000 Series switches are L3 Aggregation and Access Series
Modular Routing Switches are fully managed L3 having 4, 24 and 48 GE switch ports
or 24/48 SFP ports with perpetual POE/PoE+/Ultra PoE++ IEEE 802.3 af/at/bt (15.4W,
30W, 90W) compliant or Non PoE models plus additional fixed 10G or 1G fiber/ 10GE
or 1GE copper uplink ports or modular uplink as per requirement with perpetual
PoE/PoE+/PoE++ for no power downtime required for network resiliency and high
availability which delivering robust performance and intelligent switching for growing
networks. This series switches are easy to deploy, use, manage and designed
exclusively for enterprise-class aggregation layer and as edge networks Switches,
specially built for Security, 10T, and Cloud networking needs of growing businesses,
high-end campus networks for Small-Medium Business (SMB). Designed for
operational simplicity to lower total cost of ownership, they enable scalable, secure,
and energy-efficient business operations wi th intelligent and automated services. This
intelligent managed routing switches designed for networks requiring High
performance, High port density, High uplink bandwidth, Flexibility, Fault Tol erance, and
Advanced Software features for maximum Return on Investment (ROI). Switch models
are designed for full PoE capability on all ports, power and fan redundancy , Layer 3
feature support static and dynamic routing, these are optimized for t oday Ts
surveillance, mobile and 10T needs. Designed for operational simplicity to lower total



cost of ownership, they enable scalable, secure, and energy -efficient business
operations with intelligent and automated services.

It has high performance fixed uplink w ith fiber/coppe r 10G, 1G/10GE, 1GE ports fixed
and modular up link which helps it to meet the requirement of high -end campus LAN,
Metro/Enterprise networks. Each switch is capable to deliver 15.4W PoE, 30W PoE+
and 90W PoE++ power on all ports along with au tomated power ( ON/OFF) scheduling
with perpetual IEEE 802.3af compliant POE (Power over Ethernet), 802.3at compliant
PoE+ (Power over Ethernet plus) and IEEE802.3bt type-4, Ultra PoE++(Ultra Power over
Ethernet plus plus) and having power budget up to 2400 W with RPS. Swiches are
PoE/PoE+/Ultra POE++ capable to provide power across all access ports for wireless
APs, security cameras, and other IoT devices which are used in surveillance. These
switches are powerful and flexible enough for users to deploy PoE /PoE+/Ultra PoE++
standard supplies up to 90W of power per po rt which is backward compatible with
30W and 15.4W PD which makes it ideal for applications using high power wireless
access points, PTZ (Pan Tilt Zoom) IP cameras, Surveillance cameras, VoIP tedphony
systems, kiosks, POS terminals, thin client, 802.11ac and 802.11ax access points, small
cells, and connected LED lighting devices over longer distances up to 250 meters. The
90W Ultra PoE++, IEEE 802.3bt technology drives high-power infrastructure f or smart
building systems, safe cities, thin clients, and a lot more. Facility managers and building
owners can adopt the standard to future -proof their all PoE/PoE+/Ultra PoE++
networks requirements. The outcome for them is lower installation and wiring ¢ osts.
| t T svaresincludes OSPF, RIP, Static route, QoS Trdfic classification based on Layer
2, Layer 3, Layer 4, and priority information Actions including ACL, CAR, and re-
marking, Queue scheduling modes such as PQ, WFQ and PQ+WRR, Congestion
avoidance mechanisms, including WRED and tail drop, Traffic shaping,
SNMPv1/iv2civ3, Zero Touch Provisioning (ZTP), 802.1x authentication, RADIUS and
TACACS+ authentication for login, DoS, ARP, MAC address attacks, broadcast storms,
and heavy-traffic and ICMP attack defenses, Remote Network Monitoring (RMON).

These switches have advanced Security features, and advanced Quality of Service
(QoYS), ideal for all organizations considering reliable, affordable hardware with well -
known CLI and simple Web managed real time interface. Automated PoE/PoE+/Ultra
PoE++ scheduling, Scripting capabilities, Layer 3 routing, Automatic MDIX and Auto -



negotiation on all ports select the right transmission modes (half or full duplex) as well

as data transmission for crossover or straight -through cables dynamically. Moreover,
with its innovative energy-efficient technology, can save up to 58% of power

consumption, making it an eco -friendly perfect solution for your business network.
These switches come with lifetime free software upgrades and patching to enhance
features and supports patching, which provides fixes for critical bugs and security
vulnerabilities between regular maintenance upgrades. This support allows customers

to add new features and upgrades without having to pay a single dollar.

It has a 4K-entry VLAN table which provides VLAN classification according to port -
based, protocol-and-port-based, MAC-based, and Flow-based capability. It also
supports IVL (Independent VLAN Learning), SVL (Shared VLAN Learning), and IVL/SVL
(both Independent and Shared VLAN Learning) for flexible network topology
architecture. It provides IEEE802.1ad (Q-in-Q) for double tag insertion and removal
function. In additions, VLAN translation function is also supported for Metro Ethernet
applications with up to 32K entries L2 MAC table are supported with 2 -left 4-way
hashing algorithm which can effectively reduce collision ratio. An independent 4K -
entry Multicast table is used to support Multicast functions, such as IGMP snooping.
The device supports a 4K-entry VLAN/Ingress/Egress Access Control List (ACL). The
ACL function supports L2/L3/L4 match fields and performs configurable actions, such
as Drop/Permit/Redirect/Mirror /Logging/Policing/Ingress VLAN conversion/Egress
VLAN conversion/QoS remarking/VLAN tag status assignment. Per-port ingress/egress
bandwidth con trol and per-queue egress bandwidth control are supported. The device
provides three types of packet scheduling, including SP (Strict Priority), WFQ
(Weighted Fair Queuing), and WRR (Weighted Round Robin). Each port has 8 physical
gueues, and each queue pr ovides a leaky bucket to shape the incoming traffic into the
average rate behavior. The Broadcast/Multicast/Unknown -Multicast/Unknown -Unicast
storm suppression function can inhibit external and i nternal malicious attacks. The
device supports 4 -sets of port mirror configurations to mirror ingress and egress traffic.
RSPAN, sFlow are also supported for traffic monitoring purposes. For network
management purposes, complete MIB counters are supported to provide forw arding
statistics in real time. The link aggre gation function enhances link redundancy and
increases bandwidth linearly. It offers robust QoS to optimize traffic on your Business
Network, these switches provide (Port-based/802.1p/DSCP) QoS to keep latency-



sensitive video and voice traffic jitter-free moving smoothly. Additionally, port -based,
tag-based VLAN, Voice VLANs can improve security and meet more network
segmentation requirements. This series switches also have provisioning of QOS, Static
and dynamic routing for IPV6 clients.

Simplified Configuration and Management
Zero-Touch Provisioning (ZTP) simplifies installation of the switch.

Easy to manage via Console/web-Based Management (Web GUI) / Telnet/ SSH/
HTTPS.

Remote Manageability

Remote manage ment is the process that allows the administrators t o take full control
of all operations using a remote. This remote management via Web GUI / Telnet /
SSH / HTTPS will reduce time and money spent on management and maintenance
and physical presence of Network Engineer.

Management by CLI - Console, Telnet (RFC854) up to 3 sessions

Management by Web GUI - HTTP, HTTPS for management Based on Remote
Configuration and maintenance Using Telnet.

In this CLI guide we will understand Management by Command Line Interface (CLI)
through console port, telnet management mode .



Accessing the Switch via console port
How to Login COMMANDO Series C3000via console port?

The console interface is used by connecting the Switch to a VT100 3compatible
terminal or a computer running an ordinary terminal emulator program (e.g., the Hyper
Terminal program included with the Windows operating system) using an RS 3232C
serial cable. Your terminal parameters will need to be set to:

300 compatible
115200 baud
data bits

Warity

One stop bit

<< << <<

No fl ow control

Users may also access the same functions over a Telnet interface. Once you have set
an IP address for your Switch, you can use a Telnet program (in VTZL00 compatible
terminal mode) to access and cont rol the Switch. All the screens are identical, whether
accessed from th e console port or from a Telnet interface.

Step 1: Connect the Switch console port with PC/Laptop via console cable.

¥ Console Port




Fig-1. Connection of console port with PC/Laptop via console cable.

Step 2: The communication parameters configuration of the Putty Terminal with
console is shown below Baud rate (Speed):115200

ﬁ PuTTY Configuration ? x
Cateqgory:
= S;:ssion Basic options for your PuTTY session
g TE"" I.pgfing Specify the destination you want to connect to
‘T_T&a,baa y Serial ine Speed
 Bel [com4 |[115200 |
- Features Connection type:
= Window (O Raw (O Telnet () Rlogin (CJS5H (@) Serial
E;p:ea.rance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
[=I- Connection e
- Data Save
o
-~ Telnet Delete
- Rlogin
[~ 5SH
-~ Sefal Close window on exit:
(O Aways ()Never (@ Only on clean exit
. Mboit || Hep [ Open ] Cancel

Fig-2. Putty configuration in PC for console port access



Step 3: Click on T O p e YoWwill get following window.
With the console port properly connected to a management computer, the following
screen should be visible.

192,168.0.1 - PuTTY - O X

Fig-3. COMMANDO Series C3000 Switch CLI access via console port




How to Login COMMANDO Series C3000Web GUIland Enable Telnet?

Before Accessing Command Line Interface via telnet, you have to login to Web GUI of
COMMANDO C3000 Switch. Connect one Ethernet port to your system with RJ45
LAN cable.

Ethernet port port
=, —
Pc Switch

Configuration cable

Fig-4. COMMANDO Series C3000 Switch port connected with PC via RJ45 LAN
cable.

In PC following LAN setting required.

Open Network and sharing center .

Click change Adapter settings.

Double click on Local Area Connection.

Click Properties.

Double click on Internet Protocol Version 4 (TCP/IPv4)option and set default IP as
shown below .

= =4 4 -4

IP Address: 192.168.0.(2-254)
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.1



General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
{®) Use the following IP address:

IP address: |192.168. 0 . 10 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |

Obtain OMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[]validate settings upon exit el

oK Cancel

Fig-5. Local Area Connection properties for Web Interface

Now Open any web browser type http://192.168.0.1 and hit T E n t f@lowiig window
will appear.

Use following login details to enter in Web GUImode,
Username: admin

Password; *#ikik

(Note: Password is mentioned on backside of device)

Enter the login button. COMMANDO C3000 series switch starting Page appears .


http://192.168.0.1/

C3000-24GP+4X x ar

& C @ O 8 192.168.0.1/login.htm

Username: (zdmin )

Password: (sessssss

Fig-6. COMMANDO C3000 Switch Web GUIAdministrator Login Page

Save | Logout | Reboot | Debug

Status  System Information

GeiT  GPe  Gexl

System Information -y
System Time

w

cez2

Logging Wessage - L o - =
v Fort
Link Aggregation
WAC Address Table
~ Network
v Port
v POE Sefting
~ VLAN
v MAC Address Table

~ Spanning Tree

~ Status

-4
=

] s ] |
soi s seeen

~ Discovery
~ DHCP

~ Wulticast
v Routing
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~ ACL

v QoS
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v Diagnostics
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Fig-7. COMMANDO C3000 Switch Web GUIstarting Page

Following steps are required to access CLI via telnet lines.
Management>>Management Access>>Management Service
Click on Management



Click on Management Access

Click on Management Services
Telnet Click on (v

T A p pdngTUS a vhe thnfiguration.

This is required stage before accessing COMMANDO C3000 Switch Command Line
Interface (CLI)to enable T T e | Bedefalilt, T T e | seeviteUs disabled by default, so
you must enable it manually.

Management >>Management Acce ss>>Management Service is very important page to
enable and disable Telnet, SSH, HTTP, HTTPS SNMP and Set Session Timeout (By
default 10min), Password Retry Count (By default 3), Silent Time (To block all further
login attempts until the timer expires B y default is O second) .

COMMANDD
Save | Logout | Reboot | Debug

M t  M: t Access Management Service

~ P

~ Port

~ POE Setting
~ VLAN

~ MAC Address Table
~ Spanning Tree
~ Discovery

~ DHCP

~ Multicast

~ Routing

~ Security

~ ACL

v Qod

~ Diagnostics

Enable
Enable
Enable

Enable

~ Management
User Account

~ Management Access
Management Service
Management ACL
IManagement ACE

~ Firmware

~ Configuration

¥ SNWP

v RMON
Restore Factory Default v

Fig-8. COMMANDOC3000 Switch Management Access service.



Users access CLI through TELNET
Following are the steps to access CLlIvia telnet.

Step 1: Connect the LAN port of PC/Laptop with any Ethernet port of the switch by
LAN cable.

Step 2:

The communication parameters configuration of the Putty Terminal with TELNET is
shown below :

IP Address:192.168.0.1

Port: 23
ﬁ PuTTY Configuration \EI
Category:

=5 Sgssion Basic options for your PuTTY session

e |_.og|ging Specify the destination you want to connect to
Tmé;:boa o Host Name (or I address) Port
Bl 152.168.0.1 23
- Features Connection type:

= Window ' Raw @ Telnet () Rlogin (7} 55H (7 Serial
ﬁppea!ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
+- Selection
 Colours Default Settings Load

=]- Connection
- Proxy
- Rlogin
+- 5SH
""" Seria Close window on exit:

) Mways () MNever @ Only on clean exit
I About J I Help J [ Open ] I Cancel

Fig-9. Putty configuration in P C for Telnet access

Step 3: Click on T O p e vioUwill get following window.
Username: admin
Password; ik

(Note: Password is mentioned on backside of device)



192.168.0.1 - PuTTY — O *

Fig-10. COMMANDO Series C3000 Switch CLI access via telnet



1.1Web browse based graphic al user interface (Web GU))

Introduction

COMMANDO C3000 Series SoldierOS had a web browser based graphical user
interface (Web GUI). This is inbuilt in each COMMANDO C3000 series switches. You
can use either the CLI via Console/Telnet or Web GUI for managing C3000 Series
Switches. COMMANDO Networks recommend that you u se this Web GUI which can
configure almost everything as you needed in simple and user-friendly manner. This
Web GUI is a state of art having world class features with which you can configure
basic, advance, and special feature very easily. After setting the Proper PC LAN
parameter given above and in Web browser giving IP address 192.168.0.1 you will get
the login page.

| 9 /=

COMMANID

Username: (
Password: (

Fig 1.1 Username and Password page of C3000 Series Switches

\J\_/




C3000-24GP+4X x ar

&« a @ O 8 192.168.0.1/login.htm

Username: (admin )

Password: (sesscsss

Fig 1.2 Default Login page of C3000 Series Switches

Note: With C3000 Web ba sed Graphical User Interface (Web GU)

1. You can change default IP 192.168.0.1to any desired IP address.

2. You can change Factory set username --> admin and password -->***¥xtk
3. Factory set default Password is written on the Backside of device.

After you login the web page successfully, you will see the System information page
which provides you real time status of Switch . This page shows very important System
information of this C3000 device which can help in troubleshooting network issues .
The upper frame is the front panel frame, which shows the connection situation of

each port. If a port is connected and link is up and working properly then the
corresponding port on the front panel will be green.



Save | Logout | Reboot | Debug
Status  System Information

System Information

System Time C3000-24GP+4X

ECEeTE T
Loggig sssags ]| NN - -
A . L. ) LB LB BN
ink Aggregation - @910 GR1Z GRIL o6 GRz GElM
MAC Address Table g  wn a wn v - ” - "

@ G

Fig 1.3 System Information page of C3000 Series Sw itches



1.2 Main Menu Description in Web GUI

The left-hand panel shows the configuration the configuration web pages tabs. All
configuration web pages are hidden by the group head label. To expand the group
head label, click the down arrow sign on the left side of main WEB page. Then this
down arrow key can expand group head label to get specific Web pages for Switch to
configure as per requirement of users.

In C3000 Series Switches SoldierOS comes with POE+/PoE++ as Well as Non PoE
models. COMMAMDO SoldierOS has 15 Group heads for C3000 PoE based switches.

Lots of functions and protocols can be easily configured by Web GUI and very handy
and easy to troubleshoot any networking issue.



b Status

MNetwork

Port

POE Setting

VLAN

MAC Address Table

4

{

€ € <

Spanning Tree

4

Discovery
DHCP

Multicast

{

Routing
Security
ACL
QoS

Diagnostics

< € ¢ ¢ ¢ € <

Management

Fig 1.4 WEB Pages for C3000 Series Switches.
Quick Start Device Configuration

To simplify C3000 Series device configuration through quick navigation, the Getting
Started page provides links to the most used pages.



Table 1.1 C3000 Series Switches SoldierOS Web Software Framewor ks.

Group head label

Corresponding Web p ages

Status

System Information
System Time
Logging Message
Port

Statistics

Error Disabled
Bandwidth Utilization
Link Aggregation

MAC Address Table

Network

DNS

Hosts

Port

Port Setting
Error Disabled
Link Aggregation
Group

Port Setting
LACP

EEE

Jumbo Frame

Port Security




Protected Port

Storm Control

POE Setting POE Port Setting
POE Port Timer Setting
Note: 1. Only Available in PoE/PoE+/Ultra
PoE++ Switches.
2. Intelligent PoE/PoE+/Ultra  PoE++
Scheduler is special feature of COMMANDO
C3000 Series Switche s.

VLAN VLAN
Create VLAN

VLAN Configuration
Membership
Port Setting
Voice VLAN
Property

Voice OUI
Protocol VLAN
Protocol Group
Group Binding
MAC VLAN
MAC Group

Group Binding




Surveillance VLAN
Property
Surveillance OUI
GVRP

Property
Membership

Statistics

MAC Address Table

Dynamic Address
Static Address
Filtering Address

Port Security Address

Spanning Tree

Property

Port Setting

MST Instance
MST Port Setting

Statistics

Discovery

LLDP

Property

Port Setting

MED Network Policy
MED Port Setting

Packet View




Local Information
Neighbor

Statistics

DHCP

Property

IP Pool Setting

VLAN IF Address Group Setting
Client List

Client Static Binding Table

Multicast

General
Property
Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
IGMP Srooping
Property
Querier
Statistics

MLD Snooping

Property




Statistics
MVR
Property
Port Setting

Group Address

Routing

IPv4 Management and Interfaces
IPv4 Interface

IPv4 Routes

ARP

IPv6 Management and Interfaces
IPv6 hterface

IPv6 Addresses

IPv6 Routes

IPv6 Neighbors

RIPRoutes Management
RIPRoutes Setting

OSPF Routes Management

OSPFRoutes Setting

Security

RADIUS

TACACS+

AAA

Method List




Login Authentication
Authentication Manager
Property

Port Setting

MAC-Based Local Account
WEB-Based Local Account
Sessions

DoS

Property

Port Setting

Dynamic ARP Inspection
Property

Statistics

DHCP Snooping
Property

Statistics

Option82 Property
Option82 Circuit ID

IP Source Guard

Port Setting

IMPV Binding

Save Database




ACL

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPv6 ACL
IPv6 ACE

ACL Binding

QOS

General

Property

Queue Scheduling

CoS Mapping

DSCP Mapping

IP Precedence Mapping
Rate Limit

Ingress / Egress Port

Egress Queue

Diagnostics

Logging
Property
Remote Server
Mirroring

Ping

Traceroute




Copper Test
Fiber Module
uUDLD
Property

Neighbor

Management

User Account
Management Access
Management VLAN
Management Service
Management ACL
Management ACE
Firmware

Upgrade

Active Image
Configuration
Upgrade

Save Configuration
SNMP

View

Group

Community

User




Engine ID
Trap Event
Notification
RMON
Statistics
History
Event
Alarm

Restore Factory Default




1.3 Save, Logout, Reboot, Debug Buttons

1.3.1 Save

By clicking Save button will copy running-config to startup-config to save the current
running configuration to the startup configuration file in Switch Memory. This means
that if power failure or device OFF/ON configuration will not be lost and remained as

per saved configuration.

=3
COMMANDD
Logout | Reboot | Debug

Status  System Information

» Status

~ Network

wv Port

~ POE Setting

~ VLAN

~ MAC Address Table
~ Spanning Tree

Fig 1.3.1 Save button

Save running configuration to startup configuration. Do you
want to continue?

Fig 1.3.2 Applying Save button



1.3.2 Logout

Logging out means to end access to a COMMANDO Switch on a Web GUI Logging
out informs the COMMANDO Switch that the current user wishes to end the login

session.

3

COMMANDD

Status  System Information

» Status
B C3000-24GP+4X 5 GP9  GPI GP13  GPIB
v Port i * : e G e : ST g
 POE Setting - s : . I‘gl I‘?l I‘gl l?l
B e e e e
~ MAC Address Table mooe 1 - GFI0 GF1Z  GF4 GPIG

Save || Reboot | Debug

GPIT  GPI9  GP21  GP23

W v e e

GRS GFI)  GR:  GR24

~ Spanning Tree

Fig 1.3.3 Logout but ton on WEBGUI

Logout will disconnect your current session. Do you want to
continue?

Fig 1.3.4 Applying Logout button on Web GUI



1.3.3 Reboot

Reboot means boot again. COMMANDO Switch is force by this command to power
OFF and immediately Power-On. This command forcefully restarting the Switch again.

Save | Logout \| Debug

Status  System Information

» Status

~ Network

~ Port

~ POE Setting

~ VLAN

~ MAC Address Table
~ Spanning Tree

Fig 1.35 Reboot button on Web GUI

Reboot the system and unsaved changes in the configuration
will be lost. Do you want to continue?

Fig 1.3.6 Applying Reboot button on Web GUI



1.3.4 Debug

Debug is used to find and resolve bugs or defects. Debugging is the process of
troubleshooting for detecting and removing of existing and potential issue in network.

Save | Logout | Reboot \
Status  System Information

Status o
Network

Port

POE Setting

VLAM

MAC Address Table
Spanning Tree
Discovery

DHCP

Multicast

|SFFeze  SFP-20_ S

Routing
Security

k3
23
oo

Diagnostics
Management

€ € < << << << << << < <[w

175700
Time

Save | Logout | Reboot | [MuT
Status  System Information

Status
Network
Fort
POE Setting Showing [All v entries Showing 010 0 of 0 entrizs. ar
VLAN
WAC Address Table | Entry | Message |
Spanning Tree | 0 results found. ‘
Discovery Frst | | Previous | (1 | Newt | | Last
T Delete

Wulticast

Debug Messages

Routing
Security

ACL

Qos
Diagnostics
Wanagement

L A A A O I A A Rl

Fig 1.3.7 View Debug message on Web GUI



Chapter 2 COMMANDO C3000 SoldierOS WEB Status

Group Header: Status

After clicking Status down arrow keys four corresponding web pages tabs are opened.
System Information: This section describes how to view system information and
configure various options on the device. This web page shows the Exact running
status of device along with LED Indication like Power, System, connection and activity
for all ports, UP/Down status of all ports as well as configuration for devices such as
System Information, Model, System Name, System Location, System Contact, Serial
Number, MAC Address, IPv4 Address, IPv6 Address, System OID, System Uptime,
Current Time, Loader Version, Loader Date, Frmware Version, Firmware Date. This
page also gives enabled status device management lines like Telnet, SSH, HTTP,
HTTPS, SNMP.

System Time: System time options for configuring the system time, time zone, and
Daylight Savings Time (DST).

Logging Message: You can enable or disable logging on the Lo g Settings page and
select whether to aggregate log messages.

Port: You can view port statistics and reset the port counters.

Link Aggregation: Enable/disable the Link Aggregation Control (LAG) protocol and
configure the potential member ports to the de sired LAGs by using the LAG
Management page. By default, all LAGs are empty.

MAC Address Table: There are two types of MAC addresses] static and dynamic.
Depending on their type, MAC addresses are either stored in the Static Address table
or in the Dynamic Address table, along with VLAN and port information. Static
addresses are configured by the user, and therefore, they do not expire. These pages
describe how to add MAC addresses to the system. It covers Configuring Static MAC
Addresses, Managing Dynamic MAC Addresses.



2.1 System Information

This is the main display page of C3000 SoldierOS. This web page shows the Exact
running status of device along with LED Indication like Power, System, connection and
activity for all ports, UP/Down status of all ports as well as configuration for devices
such as System Information, Model, System Name, System Location, System Contact,
Serial Number, MAC Address, IPv4 Address, IPv6 Address, System OID, System
Uptime, Current Time, Loader Version, Loader Date, Firmware Version, Firmware Date.
This page also gives enabled status device management lines like Telnet, SSH, HTTP,
HTTPS, SNMP.

Status  System Information

T
T
L
™
T
0
T
k-
o
s
™
=

i om
HTTP ;; Enabied ' 1mm 1Earm mmm 1R 12080

Fig 2.1 System information Web page




2.1.1 Changing the System Name, Location and Contact
Following are the steps to change the Default System Name, Location and Contact.
Status>>System Information>>Edit button

Status  System Information

« Status

System Information
System Time
Logging Message
~ Port
Link Aggregation
MAC Address Table
v MNetwaork
v Port
vPESsng @ [ essassnnsssTmnnannssssnnnnE e —
R I e e

v MAC Address Table 5 Model | C3000-24GP+4X

» 3panning Tree : System Name *

« Discovery
~ DHCP Parrazissziaziaszazizifiirisiisiiiiiiasissisisisiasiisisasisissassasisees
v Mulficast

Fig 2.1.1 Changing the System Name, System Location and System Contact

After clicking Status>>System Information>>Edit button, Modify the System Name,
System Location and System Contact as per u s e reguifements.



Status  System Information

- Status

System Information
System Time Edit System Information

Logging Message

v Port

Link Aggregation : System Name :

v Port f System Contact | .

v POESetting L e oot
3 TR Apply Close

v MAC Address Table
»~ Spanning Tree

~v Discovery

v DHCP

v Multicast

v Routing

v Security

v ACL

w QoS

v Diagnostics
v Management

Fig 2.1.2 Changing System Name, System Location and System Contact

After changing System Name, System Location and System Contact click on Apply
button. Then you can see the changed System Name, System Location and System
Contact.



- Status

System Information
System Time
Logging Message
~ Port

Link Aggregation
MAC Address Table

w MNetwork

w Port

w POE Setting

w VLAN

v MAC Address Table

w Spanning Tree

~ Discovery

v DOHCP

« Multicast

Status  System Information

C3000-24GP+4X

¢ C3000-24GP+4X

Fig 2.1.3 Viewing Changed System Name, System Location and System Contact




2.2 System Time

Synchronized system clock is critical because every aspect of managing, securing,
planning, and debugg ing a network involves determining when events occur. Without
synchronized clocks, accurately correlating log files between devices when tracking
security breaches or network usage is impossible. Synchronized time also reduces
confusion in shared file systems, as it is important for the modific ation times to be
consistent, regardless of the machine on which the file systems reside. For these
reasons, it is important that the time configured on all the devices on the network is
accurate.

System time can be set manually by the user, dynamically from an SNTP server, or
synchronized from the PC running the Web GUI If an SNTP server is chosen, the
manual time settings are overwritten when communications with the server are
established. As part of the boot proces s, the device always configures the time, time
zone, and DST. These parameters are obtained from the PC running the Web GUI,
SNTP, values set manually, or if all else fails, from the factory defaults.

The following methods are available for setting the sy stem time on th e Switches
Manual{ You must manually set the time.

From PC| Time can be received from the PC by using browser information.

This method of setting time from PC works with both HTTP and HTTPS connections.
SNTP] Time can be received from SNTP time servers. SNTPensures accurate netw ork
time synchronization of the device up to the millisecond by using an SNTP server for
the clock source.

This page allow user to set time source, static time, time zone and daylight-saving
settings. Time zone and daylight saving takes effect both static time or time from SNTP
server.

To display System Time page, click Status>> System Time



= Status
System Information
System Time
Logging Meszsge

~ [Port
Link Aggregation
MAC Address Table

w Metwork

~ Port

«~ POE Setting

w WLAN

s MAC Address Table

~ Spanning Tree

~ Discovery

~ DHCP

s« Multicast

«~ Routing

~ Security

w ACL

w Qo5

« Diagnostics

« Managermsnt

Status  System Time

_______________________________________________________________________________________________________

1 (O SNTP

Source From Computer H
| T ® Manual Time |

_____________________________________________________________________________________________________

________________________________________________________________________________________________

r---rr:.::-:-rmr““tuttuumwwm::fr.!rr-r-r----------------1
| Address Type E :_ . |
prsssssssmmmmm s NN EEEE A AR EEEEE R q
Server Address &
o

Server Port + | 127

e
Date } [2013-12-31
p.................1............. rmmmsmee

None
Recurring
Type Mon-recurring
! Usa
[ Europen

S —— e P |

=l- Operational Status

i
e A PPl A B B 0 o]

Current Time §; 2019-12-31 17:34:20 UTC-7

"
1 '
Iy L o e e e a

Aoy

Fig 2.2.1 Default System Time configuration page

Time Zone and Daylight Savings Time (DST)

A time zone is one of the areas into which the world is divided where the time is

calculated as being a particular number of hours behind or ahead of GM. The main

purpose of Daylight-Saving Time (called "Summertime " in many places in the world) is

to make better use of daylight. We change ou r clocks during the summer months t o

move an hour of daylight from the morning to the evening.
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Status

System Time

System Information
System Time
Logging Message
~ Port

Link Aggregation
MAC Address Table

w Network

~ Port

POE Setting

VLAN

w MAC Address Table

w Spanning Tree
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DHCP

Multicast

~ Routing

w Security
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QoS

Diagnostics

~ Management
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UTC +2:00
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Fig 2.4.2 Timezone configuration page
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w Port
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MAC Address Table
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Port

POE Setting
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MAC Address Table
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DHCP

Multicast

Routing

Security

ACL

QoS

Diagnostics
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Status

System Time

Time

[17:34:20

Daylight Saving Time

Type

@ None

() Recurring
() Non-recurring
O USA

() Europen

Offset

From: Day Week Month

Time

Recurring

To: Day Week Month

Time

From

Non-recurring |

v To:

| Operational Status

Current Time

2019-12-31 17:34:20 UTC-7

Apply

Fig 2.4.3 Daylight saving time configuration page

From Computer

This is the best way to configure the time setting in switch. C3000 Series Switches will
take and sync with logging PC time automatically. This is a recommended setting to
have proper time setting in switch. Just select proper time zone as per country or
requirement.

To configure and view this recommended setting click on Status>> System Time and
use source From Computer.



Status  System Time

- Status |A
System Information H ) SNTP
System Time ! Source From Computer
Logging Message i () Manual Time
v Port , | Time Zone |
Link Aggregation H H
MAC Address Table
v Network SNTP
v Port Address Type :;';_ihaﬂ%
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« VLAN Server Address I
v MAC Address Table Server Port 123 1- 65535, default 123)
~ Spanning Tree
~ Discoveary Manual Time
v DHCP Date | [021-02-18 YYYY-MM-DD
~ Multicast
v Eeh Time § (06270 HH:MM:SS
~ Security

Fig 2.4.4 Time configuration from connected computer page
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Fig 2.4.5 Time configuration from connected computer page

SNTP

The simple network time protocol (SNTP) is a time synchron ization protoco |

of the

TCP/IP protocol family. It is based on the connectionless user datagram protocol (UDP)

and can be used on all supporting devices to synchronize system time in IP networks

(IPv4 and IPv6). Time can be received from SNTP time servers.SNTP ensures accurate

network tim e synchronization of the device up to the millisecond by using an SNTP

server for the clock source. You can also set local or public time server IP or Hosthname

if time server is locally available.



Status  System Time
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Fig 2.4.6 SNTPConfiguration page

After changing Time, you can verify the changed time from system information page.



Status  System Information
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Fig 2.4.5 System Information page displaying current time.




2.3 Logging Message
This page shows the log messages Logging Message Table of RAM by System Log
feature, which enables the device to generate multiple independent logs. Each log is a
set of messages describing system events. System Log feature, which enables the
device to generate multiple independent logs. Each log is a set of messages
describing system events. By default, notification Log message sent to the console
interface. Log written into a cyclical list of logged events in the RAM and erased when
the device reboots. Log written to a cyclical log -file saved to the Flash memory and
persists across reboots. To view the logging me ssages stored on the RAM, click Status

>> Logging Message and use Viewing option RAM

Note: By default, RAM option will be selected.

- Status
System Information
System Time
Logging Message

v Port

Link Aggregation
MAC Address Table

~ Network

~ Port

~ POE Setting

~ VLAN

~ MAC Address Table

Status  Logging Message

Logging Message Table

Viewing

Save | Logout | Reboot | Debug

Shoming [ Al ¥ | antres Showing 110 1 of 1 entries Q I:I
Log ID ‘ Time Severity Description ‘
1 Feb15202106:34:09 info LOGGING-0-START: Logging is started
First | [ Previous | () [ Next | [ Last
Clear Refresh

Fig 2.3.1 Logging Message Table of RAM

To view the logging messages stored on the Flash, click Status >> Logging Message
and use Viewing option Flash.

« Status
System Information
System Time
Logging Message

~ Port

Link Aggregation
MAC Address Table

~ Network

~ Port

~ POE Setting

v VLAN

~ MAC Address Table

Status  Logging Message

Logging Message Table
Viewing
Showing zr ries Shawing 0 to 0 of 0 entries

Save | Logout | Reboot | Debug

ar 1

Log ID ‘ Time ‘ Severity ‘ Description

0 results found.

Clear Refresh

Fig 2.3.2 Logging Message Table of Flash

First | | Previous | [ [ Next| [ Last



The number of entries to be shown for logging message table are shown

Save | Logout | Reboot | Debug
Status  Logging Message

~ Status A
:;z::: ‘Tn‘:l;mamn Logging Message Table
o g Mer-saue Viewing [RAM  ~

v Port

Link Aggregation Shouing [T entries Shoing 1 10 27 of 27 antres Q
MAC Address Table

v Network m Al Time Severity Description

v Port 10 H2021174222 notice  AAAD-CONNEGT New tip connection for user admin, source 192.158.0.22 ACCEPTED, aggregated (1)

~ POE Setiing 30 H2021174222 nolice  AAAS-CONNECT New hitp connection for user admin, source 192.168.0.22 ACCEPTED

v VLAN %0 2021174103 notice  AAAS-DISCONNECT hiip connection for ser (null), source 182.168.0 22 TERMINATED

RgAiCAddaaspaile 100 3021174057 nolice  AAAS-DISCONNECT telnet connection for user , source async TERMINATED

d S?a””‘”g jzes 5 Dec31202117:36:01 info SYSTEM-5-S8H_START: SSH senvice is started
7 [EEEEY 6 Dec31202117:36:01 info SYSTEM-6-TELNET_START: TELNET senvice is started
R (s 7 Dec31202117:32:49  notice AAA-B-CONNECT New hitp connection for user admin, source 192 168.0.22 ACCEPTED
: ’:::‘::;t 8 Dec31202117:27:12 notice AAA-5-DISCONNECT. telnet connection for user , source async TERMINATED
v Sy 9 Dec31202117:2342 info SYSTEM-5-WEB_TIMEOUT: GUI session timeout: user admin, source 182.168.0.22
v ACL 10  Dec31202117:23.42 notice AAA-B-DISCONNECT. hitp connection for user admin, source 192.168.0.22 TERMINATED
+ QoS 11 Dec31202117:11:12 notice AAA-5-CONNECT Mew http connection for user admin, source 192 168.0.22 ACCEPTED
+ Diagnostics 12 Dec31202117:.01:07 notice PORT-5-LINK_DOWN: Interface VLANZ link down, aggregated (2)
+ Management 13  Dec31202117:01:07 notice PORT-5-LINK_DOWN: Interface Gi 1etd link down, (2)

14 Dec31202117:00:09 notice PORT-5-LINK_UP: Interface YLANZ link up, aggregated (3)

15 Dec31202117:00:09 info PORT-5-SPEED_DUPLEX: Interface GigabitEthernett link speed 100M duplex full, aggregated (3) v

Fig 2.3.3 Logging Message Table of Entries selection



2.4 Port

A management informatio n base (MIB) isa database used for managing the entities in
a communication network. Most often associated with the Simple Network
Management Protocol (SNMP), the term is also used more generically in contexts such
as in OSI/ISO Network management model.

2.4.1 Port Statistics

This page shows Port statistics like MIB Counter & Refresh rate for each port. By
default, Port Gigabit Ethernet 1 is selected, and refresh rate is 10 seconds. The Port
configuration page displays port summary and stat us information. To view particular
port status, click Status >> Port >> Statistics and select Port.

Note: Default selection is GE1

Save | Logout | Reboot |

Status Port Statistics

+ Status
System Information Port i
System Time -
Logging Message (?j:n All
() Interface
Port =
~Ten MIB Counter ;= Etperiike
Statistics ) RMON
Error Disabled
Bandwidth Utilization @) gzr;z
Link Aggregation Refresh Rate ® 10 sec
MAC Address Table ) 30sec
v Network . e ———

Fig 2.4.1 Port selection for MIB Counter Statistics



Status Port  Statistics

« Status
System Information | Port | :
System Time r .................. e R R R MR MR MMM EEEmEEEEEEE 1
Logging Message H : @ mer[ace |
~ Port MIB Cnunleré 4 Etherlike
Statistics ' RMOM
. prrsrsssmm N N NN EEEEEEEEEEEEEEEEEEEEEEE 4
Error Disabled ' ) None
Bandwidih Utilization Refresh Rat ! ) 5sec
Link Aggregation AL @ 10sec
MAC Address Table |+ 10 ) 30sec
v Network
v Port EzeT
w POESelting 0 M e
v VLAN L.I.'lt.?':'.‘???.---_.--“m._. ................................................................................ ]
v MAC Address Table [ E—— e R ;
~ Spanning Tree L..........TPH'E??.‘?.".E%;.??E .......................................................................... J
+ Discovery {S— e ]
+ DHCP i iflnDigcards ; 0 i
prsssrsssms e e rsmssss s EEEEEEEEEEEEEEEEEEE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEE o4
« Mullicast i ifOutOctets ;| 2499383 :
fremsssssmsma - R 4
~ Routing i ifOutUcastPkts | 6161 !
........................ rmssssmsssssEssssE s s EEEEEEEEEEEEEEEEEEEESEsE s EEEEEEEEEEEEEEEEEEEEEmeey
v Security ifOutNUcastPkts | 1173 !
prsssrsssss e s msssss s S EEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 4
w ACL i ifQutDizcards ; 0 i
(LT T T - e rsmssss s EEEEEEEEEEEEEEEEEEE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEE o4
v QoS ifinMulticastPkts | 387 |
i . | keeeesessseeccsssssse———— e rsmsssssEss s EEEEEEEEEEEEEEEE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 4
v Diagnostics ifinBroadcastPkts | 45 i
........................ rmssssmsssssEssssE s s EEEEEEEEEEEEEEEEEEEESEsE s EEEEEEEEEEEEEEEEEEEEEmeey
v Management ifOutMulticastPkts | 1019 1
........................ rmssssmsssssEssssE s s EEEEEEEEEEEEEEEEEEEESEsE s EEEEEEEEEEEEEEEEEEEEEmeey

ifOutBroadcastPkts @ 154

...........................................................................................................

Fig 2.4.2 Gigabit Ethernet 5 port selection for MIB Counter Statis tics

The other common type of MIB used for polling statistics is a MIB counter. Interface

MIB used to measure traffic on a network interface. The MIB will show you a running

total number of the octets (bytes) of traffic that have went in/out of the interf ace.




+ Status | -

System Information
System Time
Logging Message
» Port
Statistics
Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table

v Network

~ Port

~ POE Setting

~ VLAN

~ MAC Address Table
~ Spanning Tree

~ Discovery

DHCP

Multicast

L4

<

L4

Routing
Security
ACL

QoS
Diagnostics

{ € ¢ £ £

Management 57

Status  Port  Statistics

etherStatsOctets

etherStatsPkis

etherStatsBroadcastPkts § 45
etherStatsMulticastPkts » 4560

etherStatsUnderSizePkis

etherStatsOverSizePkts

""""""""" etherStatsFragments | 0
| etherStatsJabbers | 0
| etherStatsCollisions | 0

i— etherStatsPktsG5to127Octets
| efherStatsPkisizsto2ssOctets | 120 :

etherStatsPkts256t05110ctets

etherStatsPkts512to10230ctets ; 1138 ;

Fig2.4.3 RMON MIB Counte Statistics




2.4.2 Port Error Disabled

The ErrDisable feature is implemented to handle special situations where the switch

detected excessive or late collisions on a port, port duplex misconfiguration,

EtherChannel misconfiguration, Bridge Protocol Data Unit (BPDU) portguard violation,
UniDirectional Link Detection (UDLD), and other (miscellaneous) causes.

The error-disable function allows the switch to shut down/ Protect /Restrict a port
when it encounters physical, driver or configuration problems. A port being error-
disabled is not by itself a cause for alarm, but a symptom of a problem that must be
resolved. To display the Error Disabled web page, click Status >> Port >> Error
Disabled.

Status Port Error Disabled

- Status

System Information Error Disabled Table
System Time

Logging Message

~ FPort
Statistics ' || Port | Reason | Time Left (sec)
Error Disabled [ ] GE1 — —
Bandwidth Utilization [l GE2 — —
Link Aggregation (] GE3 N .
MAC Address Table (] GE4
v Metwaork
Port (] GE5
v Po
GE6 — —
v POE Setting O
v VLAN (] GET7 — —
v MAC Address Table L) ocEs
v Spanning Tree () GE9 — -
v Discovery (] GE10 —- —
v DHCP (] GEM — -




Fig 2.4.4 Default Port Error disabled Table

Recovering form Error disabled state

To recover a port that is in an ErrDisable state, manual intervention is required, and the
administrator must access the switch and configure the specific port with 'shutdown’
followed by the 'no shutdown' comma nd in CLI. This command sequence will enable
the port again, however, if the problem persists expect to find the port in ErrDisable
state again soon. In Web GUI can easily recover from error disable by selecting port
and pressing recovery bu tton.

Save | Logout | Reboot | Debug
Status  Port  Error Disabled

« Status

System Information Error Disabled Table
System Time

A Port
Statistics | Port ‘ Reason ‘ Time Left (sec) ‘

GE1 = =
GE2 — _
GE3 = =
GE4 = =
GES = =
GE6 — _
GET = =
GES = =
GE9 = =

Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table
~ Network
~ Port
v POE Setting
v VLAN
v MAC Address Table

v Spanning Tree

Fig 2.4.5 Recovering form error disabled state.
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2.4.3 Port Bandwidth Utilization

Bandwidth utilization for each port can be seen by this page and for the switch fabric
itself. Easiest way to look at all ports, this shows how much bandwidth for e ach switch
port interfaces are using. In other words, it helps you monitor bandwidth. This page
allow user to look bandwidth utilization in real time. This page will refresh automatically
by default in 5 second. To display Bandwidth Utilization web page, c lick Status >> Port
>> Bandwidth Utilization.

Save | Logout | Reboot | Debug

Status  Port  Bandwidth Utilization
v Staws = RefreshRate |5 v sec 4
System Information
System Time
Logging Message
A Port
Statistics
Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table
~ Network
~ Port
Port Setting
Error Disabled
Link Aggregation
EEE
Jumbo Frame
Port Security
Protected Port
Storm Contral
~ POE Setting
~ VLAN
~ MAC Address Table

<

~ Spanning Tree
~ Discovery

Fig 2.4.6 Bandwidth utilization and refresh rate




2.5 Link Aggregation

Link aggregation is a way of bundling a bunch of individual Ethernet/ Fast Ethernet/
Gigabit Ethernet links together, so they act like a single logical link. The official IEEE
standard for link aggregation used to be called 802.3ad.

Link aggregation groups (LAGs) allow you to combine multiple Ethernet links into a
single logical link. Network devices treat the aggregation as if it were a single link,
which increases fault tolerance and load sharing. Specify LAG membership before you
enable the LAG. The switch supports up to eight LAGs. To display the Link Aggregation
web page, click Status >> Link Aggregation.

Status  Link Aggregation

- Status i

System Information
System Time
Logging Message
~ Port
Statistics
Error Disabled

Link Aggregation Table

LAG | Name | Type | Link Status | Active Member | Inactive Member

Bandwidth Utilization LAG1 - -

Link Aggregation LAG 2 — =

MAC Address Table LAG 3 — —

w Metwork LAG 4 — —
~ Port LAGS — —
Port Setting LAG 6 — —
E.rrnr Dlsableq LAG 7 . .

~ Link Aggregation

EEE LAG 8 — —

Fig 2.5.1 Default Link Aggregation tabl e information.



Link Aggregation Table

LAG | Mame | Type | Link Status | Active Member | Inactive Member

LAG1 LAG-1 Static Up GE25,GE27
LAG 2 — —
LAG 3 — —
LAG 4 — —
LAG 5 — —
LAG 6 — —
LAG 7 — —
LAG 8 — —

Fig 2.5.2 Link Aggregation table information.



2.6 Mac Address Table

A MAC address table, sometimes called a Content Addressable Memory (CAM) table,
is used on Ethernet switches to determine where to forward traffic on a L AN.

There are two types of MAC addre sses] static and dynamic. Depending on their type,

MAC addresses are either stored in the Static Address table or in the dynamic address
table, along with VLAN and port information. Static addresses are configured by the

user, and therefore, they do not expire. To display the MAC Address Table web page,
click Status >> MAC Address Table.

Save | Logout | Reboot | Debug
MAC Address Table  Dynamic Address

v Status

v Network

Aging Time

v Port

v POE Setting
v VLAN Apply
w MAC Address Table

Dynamic Address Dynamic Address Table
Static Address

Filtering Address Shoving eniries Showing 1 to 1 of 1 entries Q l:l

Port Security Address
O) | vaN | mAC Address | Port | |

O 1 B8:2ATZABFCAC GE2

v Spanning Tree

w Discovery
v DHCP First | | Previcus | (1] | Next | | Last
v Multicast Refresh Add Static Address

Fig 2.6.1 Mac Address Table information

Save | Logout | Reboot | Debug

MAC Address Table  Static Address

v Status

2 (ST Static Address Table

v Port

v POE Setting Shnwmgenlnes Showing 0 to 0 of 0 entries Q I:l
v VLAN

1 | VLAN | MAC Address | Port | |

0 results found

w MAC Address Table
Dynamic Address

Static Address Add Edit Delete
Filtering Address

Port Security Address

Fig 2.6.2 Default Static Mac Address Table information

First Previous 1 Next Last



Chapter 3 Network

DNS: The Domain Name System (DNS) translates domain names into IP addresses for
the purpose of locating and addressing hosts. As a DNS client, the Switch resolves
domain names to IP addresses using one or more configured DNS servers.

Hosts: DNS Hosts, also known as host record in your domain's that makes the
connection between your domain name and its matching IP address.



3.1 DNS

The Domain Name System (DNS) translates domain names into IP addresses for the
purpose of locating and addressing hosts. As a DNS client, the device resolves domain
names to IP addresses using one or more configured DNS servers.

To configure and view Domain Name System (DNS), click Network >> DNS

Network  DNS

~ Status
* Network

DNS Configuration
DNS

Hosts T T
v Port E DNS Status ¢ & D1S30l®
i " () Enable

w POE Setting
w MAC Address Table
w Spanning Tree Apply

v Discovery
DHCP .

v DNS Server Configuration

v Multicast

~ Routing

~ Security
— [ | Preference | DNS Server |

v QoS 0 results found.

v Diagnostics Add Delete

v Management

Fig 3.1.1 DNS configuration page



Status

Network

DNS

Hosts
Port
POE Setting
WLAM
MAC Address Table
Spanning Tree
Discovery
DHCP
Multicast
Routing
Security

w ACL
v QoS
« Diagnostics

L

Management

Network DNS

Add DNS Server

Fig 3.1.2 Add DNS Server page

Status

Network

DNS

Hosts
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
Discovery
DHCP
Multicast
Routing
Security
ACL
Qos
Diagnostics
Management

Network DNS

DNS Configuration

DNS Status |

DNS Default Name

DNS Server Configuration

[] | Preference | DNS Server |
O 1 192168.03

Add Delete

Fig 3.1.3 DNS Server configuration page



3.2 Hosts

The Domain Name System, more popular as DNS, is responsible for associating
domain names, the user-friendly names of websites, with their corresponding real

system names - IP addresses. These IP addresses ae vital for bringing the website
online and in the DNS system are known as A records. This page shows information
about DNS Host Configuration. To configure and view Domain Name System (DNS)
Host configuration, click Network >>Hosts

COMMANDO
Save | Logout | Reboot | Debug

Network  Hosts

~ Stalus
~ Network

DNS Host Configuration

DNS

Hosts
v Port Q
+ POE Setiing | Host | IPvailPv6 Address |
v VLAN 0 results found
v MAC Address Table

Add Delete

~ Spanning Tree
~ Discovery
v DHCP Dynamic Host Mapping
~ Multicast
+ Routing Q

~ Security
v ACL
v QoS
~ Diagnostics Clear

Host | Total | Elapsed | Type | IPv4IPv6 Address

0 results found

~ Management

Fig 3.2.1 DNS Host Hank configuration page



Network  Hosts

~ Status

+ Network |
DNS Add Host

Hosts
~ Port
POE Setting
VLAN
MAC Address Table
Spanning Tree Apply Close
Discovery
DHCP
Multicast

b
b
b
b
b
b
b
~ Routing

~ Security

~ ACL

w QoS

~ Diagnostics

~ Management

Fig 3.2.2 Add DNS Host and IP address configuration page

Save | Logout | Reboot | Debug
Network  Hosts

v Status
v Network |

DNS
Hosts

Port Q

POE Setting {O] Host | 1Pvanpvs Address ]
VLAN | ] commandonetworks.com 192.168.0.3 |
MAC Address Table

Spanning Tree

Discovery

DHCP Dynamic Host Mapping
Multicast

Routing Q

Seamiy | Host | Total | Elapsed | Type | IPv4/IPV6 Address l

ACL
0 results found. |
Qos

Diagnostics Clear
Management

Fig 3.2.3 DNS Host configuration page

DN$ Host Configuration

Add Delete
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Chapter 4 Port

Port Setting: You can view the summary or detailed information on the switch
ports using this page. To see the summary information on all ports on the switch. Port
setting allows to configure all ports description, status, speed, duplex, flow control.

Error Disabled: This page enables automatically reactivating a port that has been
shutdown / restrict /protect be cause of an error condition.

Link Aggregation: Link Aggregation Control Protocol (LACP) is part of the IEEE
specification (802.3az) that enables you to bundle several physical ports together to
form a single logical channel (LAG). LAGs multiply the bandwidth, increase port
flexibility, and provide link redundancy between two devices.

Group: Select the LAG number. Traffic load balancing over the active member ports of
a LAG is managed by MAC Addresses, IP and MAC Addresses.

Port Setting: You can view the summary or detailed information of LAG ports using this
page.

LACP. Select to enable LACP on the selected LAG. Traffic load balancing over the
active member ports of a LAG is managed by MAC Addresses, IP and MAC Addresses.

EEE This page enables the IEEE 8023az Energy Efficient Ethernet (EEE) function,
cable length power saving, and link -up and link-down power saving.

Jumbo Frame: A jumbo frame is an Ethernet frame with a payload greater than the
standard maximum transmission unit (MTU) of 1,500 bytes. Jumbo frames are used on
local area networks that support at least 1 Gbps and can be as large as 10,000 bytes.

Port Security: Network security can be increased by limiting access on a port to users

with specific MAC addresses. The MAC addresses can be either dyn amically learned
or statically configured. Port security monitors received and learned packets. Ports are
limited to users with specific MAC addresses.

Protected Port: Protected Ports provide Layer 2 isolation between interfaces.



Storm Control: Storm prote ction enables you to limit the number of frames entering the
Switch and you can select the types of frames that are counted towards this limit.

Mirroring: Port mirroring is used on a network device to send a copy of network
packets seen on one switch por t, multiple other ports, or on to network monitoring
connection on another port on the switch.



4.1 Port Setting

This page shows Port statistics like Port State, Link Status, speed & Flow control for

each port. Port setting allows multiple ports Descript ion, status, speed, duplex, flow

control selection pages.

The switch comes with default port settings that should allow you to connect to the

Ethernet Ports without any necessary configuration. Should there be a need to change

the name of the ports, Port State, negotiation settings or flow control settings, you can

do this in the Port settings as shown below:

Select Port number, Click on Edit, Enter the Port description, Select/Deselect Port

State to Enable or Disable it.
10M/100M/1000M . This page shows port current status and allow user to edit port

conf i

gur at i

ons.

Select the Port speed Auto to Manually from

Sel

ect

port

To display Port Setting web page, click Port >> Port Setting

v Status

v Network

~ Port

Port Setting
Error Disabled
Link Aggregation
EEE

Jumbo Frame
Port Security
Protected Port
Storm Control

~ POE Setting

~ VLAN

v MAC Address Table

+ Spanning Tree

<

v Discovery
v DHCP

Port

Port Setting Table

Port Setting

entry

and

cl

Save | Logout | Reboot | Debug

ar 1

0 | Entry ‘ Port ‘ Type Description State Link Status | Speed Duplex ‘ Flow Control |
0 1 GE1 1000M Copper Enabled Up 100M (100M) Auto (Ful)  Disabled (Off)

O 2 GE2 1000M Copper Enabled Dovin 100M Auto Disabled

(] 3 GE3 1000M Copper Enabled Down 100M Auto Disabled

O 4 GE4 1000M Copper Enabled Down Auto Auto Disabled

O 5 GE5 1000M Copper Enabled Dovin Auto Auto Disabled

(] 6 GE6 1000M Copper Enabled Down Auto Auto Disabled

O 7 GE7 1000M Copper Enabled Down Auto Auto Disabled

O & GES 1000M Copper Enabled Dovin Auto Auto Disabled

(] 9 GE9 1000M Copper Enabled Down Auto Auto Disabled

O 10 GE10 1000M Copper Enabled Up Auto (1000M) Auto (Fully Disabled (Off)

Fig 4.1.1 Portsetting table pa ge

c k



Save | Logout | Reboot |

Port  Port Setting

~ Status

v Network Port Setting Table

~ Port
Port Setting Q I:
Error Disabled — -

~ Link Aggregation ‘ Entry ‘ Port | Type Description State Link Status | Speed Duplex | Flow Control ‘

EEE 1 GE1 1000M Copper Enabled Up 100M (100M) Auto (Full)  Disabled (Off)
Jumbe Frame 2 GE2 1000M Copper Enabled Down 100M Auto Disabled
Port Security 3 GE3 1000M Copper Enabled Down 100M Auto Disablad
Protected Port 4 GE4  1000M Copper Enabled Down Auto Auto Disabled

. POSE’;;H"Q"U‘" 5 GE5  1000M Copper Enabled Down Auto Auto Disabled

o VLAN 6 GE6 1000M Copper Enabled Down Auto Auto Disabled

« MAC Address Table T GET7 1000M Copper Enabled Down Auto Auto Disabled

v Spanning Tree 8 GE8 1000M Copper Enabled Down Auto Auto Disabled

« Discovery 9 GES 1000M Copper Enabled Down Auto Auto Disabled

+ DHCP 10 GE10 1000M Copper Enabled Up Auto (1000M) Auto (Full) Disabled (Off)

+ Multicast 1 GE11 1000M Copper Enabled Down Auto Auto Disabled

~ Routing 12 GE12 1000M Copper Enabled Down Auto Auto Disabled

v Security 13 GE13 1000M Copper Enabled Down Auto Auto Disabled

v ACL 14 GE14 1000M Copper Enabled Down Auto Auto Disabled

v QoS - 15 GE15 1000M Copper Enabled Down Auto Auto Disabled

Fig 4.1.2 Port setting multiple ports selection page.

Port Port Setting

~ Status

~v Network
+ Port Edit Port Setting

Port Setting
Error Disabled
~ Link Aggregation

EEE
Jumbo Frame | e
Part Security ! State | Enable H
Protected Port =
Auto
Storm Control Auto - 10M
POE Setting Auto - 100M
VLAN Auto - 1000M O 10G
MAC Address Table Auto - 10M/100M

A

W

A

~ Spanning Tree .?:ltlo

~ Discovary Half

« DHCP P -

~ Multicast Enable

~ Routing Disable
~ Security

v ACL Apply Close

Fig 4.1.3 Port setting multiple ports Description, status, speed, duplex, flow control
selection page.



4.2 Error Disabled

When a port is in error-disabled state, it will shut down and no traf fic is sent or received
on that port. Automatic Recovery Interval to enable the error recovery

mechanism for the port security err -disable state by default is 300 seconds.

BPDU Guard It enable the error recovery mechanism from BPDU guard error-disable
state.

UDLD: It enable error recovery mechanism for the UDLD shutdown state.

Self Loop: If by mistake the ports on switches are connected by cables and self-loop is
formed then recovery mechanism for the self-loop shutdown state.

Broadcast flood: A "Flood" is an uncontrolled broadcast, usually caused by a fault, such

as when there is a loop in the physical network then recovery mechanism for the
broadcast flood hanging state.

Unknown Multicast flood: Unknown multicast traffic is flooded to all Layer 2 ports then
recovery mechanism for the Unknown Multicast flood hanging state.

ACL: It enable. error recovery mechanism for the ACL deny error -disable state.

Port Security: It enable the error recovery mechanism for the port security err -disable
state.

DHCP Rate Linit: By default, DHCP rate limit is disabled. The maximum rate of sending
DHCP messages to the DHCP server can be enabled. Excess packets in a specified
period are discarded.

ARP Rate limit The ARP packet rate limit feature allows you to limit the rate of ARP
packets delivered to the switch. An ARP attack detection -enabled device will send all
received ARP packets to the Switch for inspection. Processing excessive ARP packets

will make the Switch malfunction or even crash. This feature can prevent ARP packets
rate.

To configure and view Port Error disabled, click Port >> Error Disabled



Port Error Disabled

v Status -

v Network : Recovery Interval : |300 Sec (30 - 86400) :

« Port | | - A — S
Port Settin e
ErrorDisailed BPDU Gua:E(:i | D:

~ Link Aggregation UDLDE D _:

EEE Self Loop : D-
Jumbo Frame == Fessias essed
Port Security I D: |
Protected Port : Unknown Multicast Flood H D )
Storm Control : Unicast Flood i D )

+ POE Setting ) Ac,_ ul

v VLAN : Port Secunty H D=

~ MAC Address Table == :

DHCP Rate lelt [

v Spanning Tree

v Discovey 0 i ARP Rate lelti () Enable 4

v DHCP Apply

v Multicast

v Routing

v Security

v ACL

v QoS A

Fig 4.2.1 Error disabled selection page.



Port Error Disabled

~ Status -
v Network N
- Port | 2 !
Port Setting r " e eemesesssssosoooooooooocoooooooo
Error Disabled BPDU Guard | Enable
~ Link Aggregaton [ UDLD Enable
EEE Self Loop Enable
Jumbo Fra.rne i Broadcast Flood i [| Enable
Part Security S —
Protected Port e ) M
Storm Control Unicast Flood : [_| Enable
v POE Setting 7 ACL ! Enable
~v VLAN Port Security @ [| Enable
v MAC Address Table -
DHCP Rate Limit : [_| Enable
~ Spanning Tree [ ——
. ' ARP Rate Limit © [_| Enable
v Discovery B i oo
~ DHCP Aol
v Multicast ey
v Routing
~ Security
v ACL
v QoS3 -

Fig 4.2.2 Enabling various parameters in Error disabled selection page.



4.3 Link Aggregation

Link aggregation groups (LAGs) alow you to combine multiple Ethernet links into a

single logical link. Network devices treat the aggregation as if it were a single link,

which increases fault tolerance and load sharing. Specify LAG membership before y ou
enable the LAG. The switch support s up to Eight static LAGs.

This page shows Link Aggregation configuration.

4.3.1 Group

Link aggregation group function allows you to aggregate multiple physical ports into
one logic port to increase bandwidth. This swi tch supports up to 8 g roups Link
Aggregation & up to 8 ports as one group. This page is to configure link aggregation
group load balance algorithm and select group member.

To view the Group menu, Click Port >> Link Aggregation >> Group.

Save

Port Link Aggregation  Group

~v Status
v Network o e -
~ Port Load Balance Algorithm :: :\% m’l?:gi?;sﬁs :
Port Setting |
Error Disabled Apply
~ Link Aggregation
Group
Port Setting Link Aggregation Table
LACP
EEE
Jumbe Frame " . 7
Port Security _ | LAG ‘ Name | Type | Link Status | Active Member | Inactive Member
Protected Port O LAG1 - -
Storm Control O LAG2 -
v POE Setting ) LAG3
~ VLAN ) LAG4 -
v MAC Address Table O LAGSE
v Spanning Tree ) LAGE .
v Discovery O LAGT
v pree O 1AGs -
v Multicast
v Routing Edit

Fig 4.3.1 Link Aggregation group select ion page.



Save | Log

Port Link Aggregation  Group

v Status a
v Network T T T e
. MAC Address
+ Port Load Balance Algorith IP-MAC Address
Port Setting

Error Disabled

. Link Aggregation

LN SO S S S 4

Group
Port Setting
LACP
EEE
Jumbao Frame
Port Security
Protected Port
Storm Control
POE Setting
VLAN
MAC Address Table
Spanning Tree
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DHCP
Multicast
Routing

o

Apply

Link Aggregation Table

ar

| LAG ‘ Name ‘ Type ‘ Link Status | Active Member | Inactive Member

® LAG1 = =
LAG 2 =
LAG 3 —
LAG 4 =
LAG 5 —
LAG 6 =
LAG 7 —

) LAGS =

Edit

Fig 4.3.2 Link Aggregation LAG selection for editing page.
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Port Setting
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Port Security
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Fig 4.3.3 Link Aggregation Edit LAG page.
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System Information
System Time
Logging Message
v Port
Link Aggregation
MAC Address Table
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~ Port
Paort Setting
Error Disabled
~ Link Aggregation
Group
Port Setting
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EEE
Jumbeo Frame
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Apply
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LAG | Name | Type | Link Status | Active Member | Inactive Member

L

[

-

\

[

-

\

My Yy OOy Oy O
J AL

L

J

LAG1 COMMANDO  Static Up

LAG 2
LAG 3
LAG 4
LAG 5
LAG 6
LAG 7
LAG 8

GE1

GE2

Edit

Fig 4.3.4 Link Aggregation Table page.

~ Status

Systern Information
System Time
Logging Message
~ Port
Link Aggregation
MAC Address Table
~ Network
« Port
Port Setting
Error Disabled
~ Link Aggregation
Group
Port Setting
LACP
EEE
Jumbo Frame
Port Security
Protected Port
Storm Control
~ POE Setting
~ VLAN
v MAC Address Table

Port

Link Aggregation

Edit Link Aggregation Group

Group

: LAG ; 2
Name | [COMMANDOLACP
Tyoe | O Static
YPE i @ LaCP
Available Port Selected Port
GET1 - GE3 "
GE12 GE4
GE13 GE6
Member ¢ | ¢ 14 GE5
GE15 GET
GE16 GEB
GE17 GE9
GE18 - GE10 -
Apply Close

Fig 4.3.5 LACP Edit LAG page.




Port Link Aggregation Group

A Status -
System Information H B
! . MAC Address !
System Time Load Balance Algorithm i IP-MAC Address
Logging Message - ettt

v Port

Link Aggregation Apply
MAC Address Table
v Network Link Aggregation Table
- Port
Part Setting
Error Disabled | LAG | Name | Type | Link Status | Active Member | Inactive Member
~ Link Aggregation — -
Group O LAG1 COMMANDO Static Up GET GE2
Port Setting () LAG2 COMMANDOLACP LACP Down GE3-GE10
LACP ) LAG3
EEE O LAG4
Jumbo Frame .::;. LAGS _ ___
Port Security —
Protected Port = UEBE - -
Storm Control O LAGT — -
v POE Setting ) LAGS — —
~ VLAN S —
v Edit
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4.3.2 Port Setting

This page shows Port Setting Table of LAG like Type, Description, State, Link Status,
Speed, Duplex & Flow control. This page shows LAG port current status and allow user
to edit LAG port configurations. Select LAG entry and click Edit button to e dit LAG port
configurations.

To display LAG Port Setting web page, click Port >> Link Aggregation >> Port

Setting.
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Error Disabled (] LAGS Enabled  Down  Auto Auto Disablad
~ Link Aggregation )
Group [[] LAGSH Enabled Down Auto Auto Disabled
Port Setting [] LAGT Enabled Dewn Auto Auto Disabled
LACP [[] LAGS Enabled Down Auto Auto Disabled
EEE
Jumbo Frame Edit
Port Security

Protected Port
Storm Control

v POE Setting
~ VLAN

Fig 4.3.7 Link Aggregation port setting table page



Port Link Aggregation Port Setting
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Port Link Aggregation Port Setting
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4.3.3 LACP

Link Aggregation Control Protocol (LACP) is part of the IEEE specification (802.3az)
that enables you to bundle several physical ports together to form a single logical
channel (LAG). The Link Aggregation Control Protocol (LACP) provides a method to
control the bundling of several physical ports together to form a single logical channel.
LAGs multiply the bandwidth, increase port flexibility, and provide link redundancy
between two devices.

Two types of LAGs are supported:
Static LAG: A LAG is static if the LACP is disabled on it. The group of ports
assigned to a static LAG are always active members.

Dynamic LAG: In Dynamic LAG LACP is enabled on it. The group of ports assigned to
dynamic LAG determines which ports are active member ports. The non -active ports
are standby ports ready to replace any failing active member ports.

Load Balancing Traffic forwarded to a LAG is load-balanced acr oss the active member
ports, thus achieving an effective bandwidth close to the aggregate bandwidth of all
the active member ports of the LAG.

Traffic load balancing over the active member ports of a LAG is managed by a hash -
based distribution function tha t distributes Unicast and Multicast traffic based on Layer
2 or Layer 3 packet header information.

The device supports two modes of load balancing:

MAC Addresses: Based on the Destination and Source MAC addresses of all packets.
IP and MAC Addresses Based on the Destination and Source IP addresses for IP
packets, and Destination and Source MAC addresses for non-IP packets.

Timeout: The Timeout controls the period between BPDU transmissions. Long will
transmit LACP packets each second, while Short will wait for 30 second s before
sending a LACP packet.



Port Priority: It controls the priority of the ports. If the LACP partner wants to form a
larger group than is supported by this device, then this parameter will control which
ports will be active & which port s will in backup role. Lower the number means greater
the priority. By default, system priority for LACP is 32768.

LAG is treated by the system as a single logical port. In particular, the LAG has port
attributes like a regular port, such as state and spee d. The device supports 8 LAGs
with up to 8 ports in a LAG group. Link Aggregation Control Protocol (LACP) provides a
standardized means for exchanging information between Switches connected by
multiple links that require high-speed redundant links. This page allow user to
configure LACP global and port configurations. Select ports and click Edit button to
edit port configuration. To display the LACP Setting page , click Port >> Link
Aggregation >> LACP.
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Fig 4.3.6 Link Aggregation LACP Port Setting Table page
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4.4 EEE

802.3az EEE is designed to save power when there is no traffic on the link. IEEE
802.3az Energy Efficient Ethernet (EEE) function, cable length power saving, and link -
up and link-down power saving. It Combines the Energy Efficient Ethernet (EEE) 802.3
MAC sublayer with the 10/100/1000BASE -TX physical layers to support operation in
Low Power and save power during periods of low link utilization. Short Cable Power
Saving dynamically detects and adjusts power that is required for the detected cable
length. Link-Down Power Saving reduces the power consumption consider ably when
the network cable is dis connected. When the network cable is reconnected, the
switch detects an incoming signal and restores normal power. This page shows Port
setting for EEE, i.e(Energy Efficient Ethernet) is a technology that
reduces switch power consumption during periods o f low network t raffic. By default,
EEE isdisabled on C3000 Series Switch and after enabling EEE on Switch it required
50sec time required for EEE activation. This page allow user to configure Energy
Efficient Ethernet settings. To configure the EEE, click Port >> EEE.
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4.5 Jumbo Frame

Jumbo frame s are frames larger than the standard Ethernet frame size of 1518 bytes,
which includes the Layer 2 header and Frame Check Sequence (FCS). In other words,
jumbo frames refer to Ethernet packets of up to 10000 bytes in size. This page shows
the maximum transmission unit (MTU) size of packet that the switch can
receive/transmit. User can change the MTU configuration in this page. By default,
Jumbo frames are disabled. This page allow user to configure switch jumbo frame size
. To Configure Jumbo Frame, click Port >> Jumbo Frame.
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Fig 4.5.1 Jumbo frame enable page
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4.6 Port Security

Port security monitors received and learned packets. Access to locked ports is limi ted
to users with specific MAC addresses. Violation Action is when a device with an
unauthorized MAC address attempts to use the port, the port will be administratively
disabled and must be manually re -enabled.

Protect: Drops packets with unknown source MAC addresses until secure MAC
addresses is learned.

Restrict: A port security violation restricts packet after Security Violation. This result into
increase in counter and causes an SNMP Notification to be generated.

Shutdown: Discards packets from any un learned source and shuts down t he port. The
port remains shut down until reactivated, or until the device is rebooted.

Sticky: You can Enable/Disable MAC addresses to be sticky. These can be dynamically
learned or manually configured, stored in the addres s table, and added to the runnin g
configuration . If these addresses are saved in the configuration file, the interface does
not need to dynamically relearn MAC address when the switch restarts .

This page allow user to configure port security settings for e ach interface. When

port security is enabled on interface, Violation action will be performed per limitation.
To Configure Port Security, click Port>> Port Security
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O | Entry | Port | State Address Limit ‘ Total | Configured | Violate Number | Violate Action Sticky
O 1 GE1 Disabled 1 0 0 0 Protect Disabled
O 2 GE2 Disabled 1 0 0 0 Protect Disabled
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O 5 GE5 Disabled 1 0 0 0 Protect Disabled
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4.7 Protected Port

Protected Ports provide Layer 2 isolation between interfaces ports and LAGs that
share the same VLAN. Packets received from protected ports can be forwarded only to
unprotected egress ports. Port protection is not subject to VLAN membership. Devices
connected to protected ports are not allowed to communicate with each other, even if
they are members of the same VLAN.

This shows Protected Port function to make port to be protected. Protected port is only
allowed to communicate with unprotected port. In other words, protected port is not
allowed to communicate with another protected port. To Configure Protected Port,
click Security >> Protected Port.
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4.8 Storm Control

When Broadcast, Multicast, or Unknown Unicast frames are received, they are
duplicated, and a copy is sent to all possible egress ports. This means that in practice
they are sent to all ports belonging to the relevant VLAN. In this way, one ingress frame
is turned into many, cre ating the potential for a traffic storm.

Storm protection enables you to limit the number of frames entering the device and to
define the types of frames that are counted towards this limit. By default, storm control
is disabled. Broadcast storm control is a feature in which the switch intentionally
ceases to forward all broadcast traffic if the bandwidth consumed by incoming
broadcast frames exceeds a designated threshold.

If a particular type of ingress traffic (unicast, broadcast and mul ticast) is more than the
rising threshold configured on a switch, the interface goes to blocked state for that
particular traffic. Storm control prevents traffic on a LAN from being disrupted by a
broadcast, multicast, or unicast storm on a port. To configure Storm Control global
setting, click Security >> Storm Control.
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i O 8 GE3 Enabled Enabled 1002 Dissbled 100 Disabled 10000  Drop
w Muiticast
_— O g GED Ensbled Enzbled 1002 Dissbled 100  Diz=bled 10000  Drop
- mn
- tH O 10 GE10 Enabled Enabled 1002 Dissbled 100 Disabled 10000  Drop
~ Security
oFL O 11 GE11 Ensbled Enabled 1008 Dissbled 100 Dizsbled 10000  Drop
o
e O 12 GE1Z2 Enasbled Enabled 1008 Dissbled 100 Dissbled 10000  Drop
o
) i O 13 GE13 Ensbled Enabled 1008 Dissbled 100 Dizsbled 10000  Drop
~ Dizgnostics
O 14 GE14 Ensbled Enabled 1008 Dissbled 100 Dissbled 10000  Drop
~ Management
O 15 GE15 Ensbled Enabled 1008 Dissbled 100 Dizsbled 10000  Drop

Fig 4.8.4 Storm contr ol port setting selection page



Chapter 5 VLAN

VLANA VLAN is simply an administratively
the same broadcast domain.

Create VLAN: You can create a VLANs. Each VLAN must be configured with a unique
VID (VLAN ID) with a value from 2 to 4094.

VLAN Configuration: VLAN configuration lets you assign ports on the switch to a VLAN
with an ID number in the range of 124094. By default, all ports are members of VLAN 1.

Membership: After you create a new VLAN ID, use the VLAN membership option to add
ports to the VLAN.

Port Setting: For setting ports for mode like Hybrid, Access, Trunk, Tunnel and PVID (%
4094).

Voice VLAN: The voice VLAN feature can help ensure that the sound qual ity of an IP
phone is safeguarded from deteriorating when the data traffic on the port is high.

Property: You can select one VLAN as the voice VLAN, select the Class of Service (CoS)
for voice traffic, and enable or disable the voice VLAN for specific por ts that carry traffic
from IP phones.

Voice OUI: Automatic assignment of traffic to Voice VLAN is done using the
Organizationally Unique Identifier (OUI) MAC Address. The first three bytes in a MAC
address contain the manufacturer ID (Organizationally Uniq ue Identifiers - OUI) and the
last three bytes contain a unique station ID.

Protocol VLAN: A protocol based VLAN processes traffic based on protocol. You can
use a protocol based VLAN to define filtering criteria for untagged packets. If you do
not change the port configuration or configure a protocol based VLAN, the switch
assigns untagged packets to V LAN 1.

Protocol Group: Groups of protocols can be defined and then bound to a port. After the
protocol group is bound to a port, every packet originating f rom a protocol in the group
is assigned the VLAN that is configured in the Protocol -Based Groups page.

dedne



Group Binding: To add group binding for available ports after selection to particular
VLAN for a specific group ID.

MAC VLAN You define a MAC to VLAN mapping by configuring an entry in the MAC to
VLAN table. An entry is specified using a source MAC address and the appropriate
VLAN ID. The MAC to VLAN configurations are shared across all ports of the device

MAC Group: When a frame is received from a VLAN that is configured to forward,
based on MAC group addresses

Group Binding--> Group Id can map the MAC addresses.

Surveillance VLAN: Surveillance VLAN function ensures the quality of real-time video for
monitoring and control without compromising the tran smission of conventional
network data. This is a special feature of C3000 series Switches.

Property -->VLAN configuration for CCTV is very important to protect the IP cameras
against unauthorized access and to separate the security camera system from other
computers and devices that are connected to the IP network.

Surveillance OULI: IP surveillance cameras of multiple manufacture having different OUI.
You can add a specific manufacturer with the OUI. Surveillance cameras will transmit
their data on a Surveillance VLAN.

GVRP: The GVRP page displays information regarding GARP VLAN Registration
Protocol (GVRP)frames that were sent or received from a port. GVRP is a standards -
based Layer 2 network protocol, for automatic configuration of VLAN information on
switches.

Property--> GARP VLAN Registration Protocol (GVRP) is required for automatic
distribution of VLAN membership information among VLAN -aware bridges. GVRP helps
VLAN-aware bridges to automatically learn VLANSs to bridge ports mapping. Individual
configuration of each switch and VLAN membership registration is not required.

Membership--> GVRRcompliant switches use GARP to register and de-register
attribute values, such as VLAN IDs, with each other.



Statistics--> This page shows information for VLAN Configuration like VLAN creation, to
assign VLAN Membership, assign per port VLAN configurations.



5.1 VLAN

VLAN (Virtual Local Area Network) logically divide one LAN (Local Area Network) into a
plurality of subsets, and each subset will form their own broadcast area network. In
short, VLAN is a communication technology that logically divide one physical LAN i nto
multiple broadcast area network (multiple VLAN). Hosts within a VLAN can
communicate directly but VLAN groups can not directly communicate with each other.
So, it will limit the broadcast packets within a VLAN since it cannot directly access
between VLAN groups, thus it improves network security.

5.1.1 Create VLAN

This page allows user to add or delete VLAN ID entries. Each VLAN entry has a unique
name, user can edit VLAN name in edit page.
To Create VLAN, click VLAN >> VLAN >> Create VLAN

VLAN VLAN  Create VLAN

~ Status
v Network i Available VLAN ~ Created VLAN
v A VLAN 1
~ POE Setting ' IVLAN 3
~ VLAN ! i |VLAN 4 [EJ
VIAN | VLAN ¢ |yiLans
~ |
v |VLAN 6
Create VLAN VLAN T
VLAN Configuration VLAN 8
Membership VLAN 5 -
Port Setting
~ Voice VLAN
Appl
~ Protocol VLAN =
v MAC VLAN
v Surveillance VLAN VLAN Table
v GVRP
v MAC Address Table snowing [All_ |entres Srowing 1o 1 oft =nives

~ Spanning Tree

[ | VLAN | Name | Type | VLAN Interface State

~ Discovery

1 default  Default Enabled
~v DHCP
~ Multicast
. Edit Delete
~ Routing
~ Security -

Fig 5.1.1 Create VLAN Default Page



VLAN Creation:

T Click on TCreate VLANU from menu, sel ect
Press T>WeldctuwdaquiredVLAcl i ck on TAppl yU.
1 To change default name of VL AN, Select the VLAN VWIBN& cl
Table, Enter the Name for VLAN & Click on
VLAN VLAN  Create VLAN
w Status
v Sem"‘ 1 Available VLAN  Created VLAN
~ Port
VLAN 4 VLAN 1
~ POE Setting VLAN 5 VLAN 2
- VLAN i |VLAN 6 VLAN 3
A~ VLAN ol | vant VLAN 10
Create VLAN i VLAN 9
VLAN Configuration VLAN 11
Membership VLAN 12 -
Part Setting
~ \oice VLAN
Appl
v Protocol VLAN PRy
v MAC VLAN
v Surveillance VLAN VLAN Table
v GVRP
w MAC Address Tahle Shawwgen:ras Showing 1to 4 of 4 eniries
~ Spanning Tree —
« Discovery O | VLAN | Name | Type | VLAN Interface State
< RS 1 default Default Enabled
« Multicast O 2 VLAN000OZ  Static Disabled
YR Cuting O 3 VLANQOO3  Static Disablad
v Security O 10 VLANOO10 Static Disabled

Fig 5.1.2 VLAN Page after VLAN creation
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VLAN VLAN  Create VLAN

~v Status a i |VLAN 5 VLAN 2
| i |VLAN 6 VLAN 3 !
pgtictwork [ VLANG hyanT VLAN 10 i
~ Port ! i |VLAN 8
v POE Setting i i |VLAN S |
! i |VLAN 11 '
- VLAN VLAN 12 - i
~ VLAN - et .
Create VLAN . Apply
VLAN Configuration
Membership
Port Setting VLAN Table
~ Voice VLAN
~ Protocol VLAN Showing entries Showing 1 to 4 of 4 eniries
~ MAC VLAN
« Surveillance VLAN (| VLAN | Name | Type | VLAN Interface State
v GVRP 1 default Default Enabled
v MAC Address Table 2 VLANQ0D2  Static Disabled
~ Spanning Tree O 3 VLANOQOD3  Static Disabled
~ Discovery O 10 VLANO0O10  Static Disabled
~ DHCP
~ Multicast Edit Delete
~ Routing
~ Security -

Fig 5.1.3 VLAN Default name after VLAN creaton

VLAN VLAN  Create VLAN

Status -
MNetwork
Port Edit VLAN Name

POE Setting

- VLAN

] |commanbo

~ VAN e e

Create VLAN
VLAM Configuration

Membership e
Port Setting

Voice VLAN

Protocol VLAN

MAC VLAN

Surveillance VLAN

GVRP

v MAC Address Table

~ Spanning Tree

LRI I 4

~v Discovery
DHCP
Multicast
Routing
Security

< < <K

Fig 5.1.4 Edit VLAN name after VLAN creation
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Status
Network
Port

POE Setting

-

VLAN

~ VLAN

€ € £ £ ¢ € <

Create VLAN
VLAN Configuration
Membership
Port Setting
Voice VLAN
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table

Spanning Tree

L G R G 4

Discovery
DHCP
Multicast
Routing
Security

-

VLAN VLAN  Create VLAN

i VLAN 5 VLAN 2 i
§ VLAN 6 VLAN 3 i
| VLAN 7 VLAN 10 i
! VLAN 8 i
§ VLAN 9 §
! VLAN 11 !
! VLAN 12 < 5
| Apply
VLAN Table
‘Showing entries Showing 1 to 4 of 4 eniries
()| VLAN | Name | Type | VLAN Interface State
1 default Default Enabled
0 a W Static Disablad
O 3 VLANO003 Static Disabled
O 10 VLANOO10 Static Disabled
| Edit || Delete

Fig 5.1.5 VLAN Table after VLAN name change page



5.1.2 VLAN Configuration

This page allow user to configure the membership for each port of selected VLAN.
For VLAN Configuration, click VLAN >> VLAN Canfiguration. C1 i c k

from menu,

Ports whi

Status
Network
Part
POE Setting
- VLAN
~ VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting
Voice VLAN
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table

S
e
W
e

LSS SR G 4

W

~ Spanning Tree
~ Discovery

v DHCP

~ Multicast

v Routing

~v Sacurity

ch

-

Sel

ect

TVLANU

required to

VLAN

name

add to

VLAN  VLAN Configuration

VLAN Configuration Table

VLAN

on

from Dmaohp

t he

VLAN,

Fig 5.1.6 VLAN configuration table page

default
COMMANDO
Entry &ﬁmgg?g | Membership _ PVID | Forbidden |

17 GET Trunk Excluded Tagged ® Untagged ]
2 GE2 Trunk Excluded Tagged ® Untagged ]
3 GE3  Trunk Excluded Tagged @ Untagged (]
4 GE4  Trunk Excluded Tagged ® Untagged ]
5 GE5  Trunk Excluded Tagged @ Untagged (]
6 GEE  Trunk Excluded Tagged ® Untagged ]
7 GE7  Trunk Excluded Tagged @ Untagged 0
& GE&8  Trunk Excluded Tagged ® Untagged ]
9 GES  Trunk Excluded Tagged ® Untagged 0
10 GE10  Trunk Excluded Tagged @ Untagged 0
1 GE1  Trunk Excluded Tagged @ Untagged 0
12 GE12  Trunk Excluded Tagged @ Untagged ]
13 GE13  Trunk Excluded Tagged @ Untagged 0
14  GE14  Trunk Excluded Tagged @ Untagged (]

TCreat e

down
t hen



VLAN VLAN VLAN Configuration

~ Status —
~ Network VLAN Configuration Table
wv Port
v POE Setting VLAN |[VLANOO10
+ VLAN
~ VLAN Entry | Port | Mode | Membership PVID | Forbidden |
Create VLAN 1 GE1  Trunk ® Excluded O Tagged O Untagged 0
VLAN Configuration 2 GE2 Trunk ® Excluded O, d Ount d
Membership run : xclude : agge : ntagge ]
Port Setting 3 GE3  Trunk ® Excluded (' Tagged () Untagged ]
v Voice VLAN 4 GE4  Trunk ® Excluded O Tagged O Untagged 0
v Protocol VLAN 5 GE&  Trunk ® Excluded CTa gged O Unta gged ]
v MAC VLAN 6 GE6  Trunk ® Excluded O Tagged O Untagged O
v Surveillance WLAN 7 GET  Trunk ® Excluded O, d Ount g
« GVRP run : xclude : agge : ntagge ]
« MAC Address Table 8 GE&8  Trunk '\?J Excluded L:,' Tagged L:J Untagged ]
~ Spanning Tree 9 GES  Trunk '\?,' Excluded '\:,' Tagged '\:J Untagged ]
« Discovery 10 GE10 Trunk 0 Excluded '1:1' Tagged '1:2' Untagged O
« DHCP 11 GEM  Trunk ® Excluded (O Tagged ) Untagged 0
« Multicast 12 GE12 Trunk ® Excluded O Tagged O Untagged 0
~ Routing 13 GE13  Trunk ® Excluded OTa gged O Unta gged ]
v Security - 14 GE14 Trunk  ®Excluded O Tagged O Untagged 0

Fig 5.1.7 VLANSelection tap on VLAN configuration table page
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Status
Network
Port

POE Setting

~ VLAN

~ VLAN

W
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Fig 5.1.8 VLANconfiguration for Ports selection page

Create VLAN
VLAN Configuration
Membership
Port Setting
Voice VLAN
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table

Spanning Tree

€ £ £ <«

Discovery
DHCP
Multicast
Routing
Security

-

VLAN Configuration Table

VLAN |VLANOD10

VLAN VLAN  VLAN Configuration

Membership

PVID | Forbidden |

Entry | Port | Mode |
1 GE1 Trunk
2 GE2 Trunk
3 GE3  Trunk
4 GE4  Trunk
5 GE5  Trunk
6 GE6  Trunk
T GEV Trunk
8 GE8 Trunk
9 GES Trunk
10 GE10 Trunk
11 GE!1  Trunk
12 GE12 Trunk
13 GE13 Trunk
14 GE14 Trunk

® Excluded
® Excluded
®) Excluded
® Excluded
® Excluded
® Excluded
® Excluded
® Excluded
® Excluded
® Excluded
@® Excluded
® Excluded
® Excluded

® Excluded

O Tagged
O Tagged
) Tagged
@) Tagged
@) Tagged
@) Tagged
O Tagged
O Tagged
O Tagged
O Tagged
O Tagged
O Tagged
O Tagged
O Tagged

@] Untagged
O Untagged
) Untagged
@) Untagged
@) Untagged
@) Untagged
@] Untagged
O Untagged
O Untagged
O Untagged
O Untagged
O Untagged
O Untagged
O Untagged
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5.1.3 Membership

This page allow user to view membership information for each port and edit
membership for specified interface.
For VLAN Membership page, click VLAN>> Membership

VLAN VLAN  Membership

w Status
v Metwork Membership Table
« Port
v POE Setting
v VLAN | Entry | Port | Mode | Administrative VLAN | Operational VLAN
-~ V'é"r:ate VLAN 1 GE1  Trunk 1UP 1UP
VLAN Configuration .:;- 2 GE2 Trunk 1UP 1up
Membership 3 GE3 Trunk 1UP 10F 1UP, 10F
Port Setting @) 4 GE4 Trunk 1UP, 10F 1UP, 10F
v Voice VLAN 0 5 GE5 Trunk 1UP 10F 1UP, 10F
: ;::;?:;‘FN 6 GE6 Trunk 1UP, 10F 1UP, 10F
~  Surveillance VLAN O 7 GEY Trunk — 1UP up
« GVRP O) 8 GEB Trunk 1UP 1UP
v MAC Address Table O 9 GE3  Trunk 1UP 1UP
~ Spanning Tree O 10 GE10 Trunk 1UP 1UP
~ Discavery O 11 GEM1  Trunk 1UP 1UP
v DHCP @) 12 GE12 Trunk 1UP 1UP
~ Multicast O 13 GE13 Trunk 1UP 1UP
~ Routing @) 14 GE14 Trunk 1UP 1UP
v Security - @) 15 GE15 Trunk 1UP 1UP

Fig 5.1.9 VLANMembership table age



VLAN VLAN  Membership

w Status
~ Network Membership Table
~ Port
w POE Setting
v VLAN | Entry | Port | Mode | Administrative VLAN | Operational VLAN
~ wirl:ate AN 1 GE1 Trunk 1UP 1UP
VLAN Configuration r::- 2 GE2 Trunk 1UP 1UP
Membership 3 GE3  Trunk 1UP 10F 1UP 10F
Port Setting @] 4 GE4 Trunk 1UP 10F 1UP 10F
~ Voice VLAN @) & GE5 Trunk 1UP 10F 1UP. 10F
v Protocol VLAN O 6§ GE6 Trunk 1UP. 10F 1UP. 10F
v MAC VLAN _
v Surveillance VLAN r GE7T  Trunk 1UP 1uP
v GVRP (® 8 GEB Trunk 1UP 1UpP
v MAC Address Table O 9 GES Trunk 1UP ity
v Spanning Tree @) 10 GE10 Trunk 1UP 1UP
~ Discovery ) 11 GE1 Trunk 1UP 1UP
v DHCP @] 12 GE12 Tunk 1UP 1UP
~ Multicast ) 13 GE13 Trunk 1UP 1UP
v Routing O 14 GE14 Trunk 1UP 1UP
v Security - O 15 GE15 Trunk 1UP 1UP

Fig 5.1.10 VLAN membership to be changed for selected port GE8 page
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Network
Port

POE Setting
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~ VLAN

~ VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting
Voice VLAN
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table

LR G 4

W

~ Spanning Tree
~ Discovery

v DHCP

~ Multicast

~ Routing

~ Security

-

VLAN VLAN  Membership
Edit Port Setting
Port| GEB
Mode @ Trunk
2 - 10P ~
10 T
Membership . .

(O) Forbidden

Excluded
! @ Tagged

() Untagged

PVID
Apply Close

Fig 5.1.11 Edit VLAN membership for selected port GE8 page




VLAN VLAN Membership

: it:::rk | Entry | Port | Mode | Administrative VLAN | Operational VLAN
S e 1 GE1 Trunk 1UP 1UP
v POE Setting ®) 2 GE2 Tmunk 1UP 1UP
- VLAN ®) 3 GE3 Trunk 1UP 10F 1UP, 10F
—~ VLAN ®) 4 GE4 Tmunk 1UP 10F 1UP, 10F
Create VLAN ®) 5 GE5 Trunk 1UP 10F 1UP, 10F
VLAN Configuration @) 6 GE6  Trunk 1UP 10F 1UP, 10F
;ﬂe;n;etrt_ship O 7 GE7 Trunk 1UP 1uUP
on 58 g O 6 1UP. 3T
¢ S
v MAC VLAN ®) 10 GE10 Trunk 1UP 1UP
~ Surveillance VLAN O 11 GEM  Tmunk 1UP 1Up
v GVRP @] 12 GE12 Trunk 1UP 1UP
v MAC Address Table O 13 GE13 Trunk 1UP 1UP
~ Spanning Tree O 14 GE14 Trunk 1UP 1UP
v Discovery O 15 GE15 Tunk 1UP 1UP
: E:E;ﬁ ®) 16 GE16 Trunk 1UP 1UP
N— 17 GE17 Tunk 1UP 1UP
o Teary ] ®) 18 GE18 Trunk 1UP 1UP
Y 10 E4AQ Trnl- 411D 411D

Fig 5.1.12 VLAN 3 membership for Port GE8 table page



5.1.4 Port Setting

This page allow user to configure ports VLAN settings. The attributes depend on
different VLAN port mode.

For Port Setting page, click VLAN >> Port Setting

VLAN VLAN  Port Setting

v Status
v Netwark Port Setting Table
v Port
v POE Setting
« VLAN — o .
OJ | Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
~ VLAN 0 1 GE1  Tmunk 1 Al Enabled Disabled  0x8100
Create VLAN .
VLAN Configuration ] 2 GE2 Trunk 1 Al Enabled Disabled 0x8100
Membership ] 3 GE3  Trunk 1 Al Enabled Disabled 0x8100
Port Setting ] 4 GE4  Trunk 1 Al Enabled Disabled  0x8100
v Voice VLAN 0O 5 GE5  Trunk 1 Al Enabled Disabled  0x8100
v Protocol VLAN 0 6 GE6  Trunk 1Al Enabled Disabled  0x8100
~ MAC VLAN .
v Surveillance VLAN ] 7T GE7T  Trunk 1 Al Enabled Disabled 0x8100
« GVRP ] 8 GE&  Trunk 1 Al Enabled Disabled 0x8100
v MAC Address Table [} 9 GES  Trunk 1 Al Enabled Disabled 0x8100
v Spanning Tree ] 10 GE10  Trunk 1 Al Enabled Disabled 0x8100
v Discovery ] 11 GE11 Trunk 1 Al Enabled Disabled 0x8100
~ DHCP m 12 GE12  Trunk 1 Al Enabled Disabled 0x8100
~ Multicast ] 13 GE13  Trunk 1 Al Enabled Disabled 0x8100
v Routing ] 14 GE14  Trunk 1 Al Enabled Disabled  0x8100
v Security - W 15 GE15  Trunk 1 Al Enabled Disabled 0x8100

Fig 5.1.13 VLAN port setting table page



VLAN VLAN  Port Setting

wv Status
~ Network Port Setting Table
wv Port
~w POE Setting
v VLAN | O | Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
~ VLAN ] 1 GE1 Trunk 1 Al Enabled Disabled 0x8100
Create VLAN
VLAN Configuration 2 GE2  Trunk 1 Al Enabled Disabled 0x8100
Membership 3 GE3  Trunk 1 Al Enabled Disabled  0x8100
Port Setting 4 GE4  Trunk 1 Al Enabled Disabled  0x8100
v Voice VLAN 5 GE5  Trunk 1 Al Enabled Disabled  0x8100
v Protocol VLAN m 6 GE6  Trunk 1 Al Enabled Disabled  0x8100
~ MAC VLAN
« Surveillance VLAN ] 7 GE7  Trunk 1 Al Enabled Disabled  0x8100
v GVRP ] 8 GE8  Trunk 1 Al Enabled Disabled 0x8100
v MAC Address Table ] 9 GEY  Trunk 1 Al Enabled Disabled 0x8100
v Spanning Tree ] 10 GE10  Trunk 1 Al Enabled Disabled 0x8100
w Discovery ] 11 GE11  Trunk 1 Al Enabled Disabled  0x8100
v DHCP | 12 GE12  Trunk 1 Al Enabled Disabled 0x8100
v Multicast 0 13 GE13  Trunk 1 Al Enabled Disabled  0x8100
v Routing O 14 GE14 Trunk 1 Al Enabled Disabled  0x8100
W Security - ] 15 GE1%  Trunk 1 Al Enabled Disabled  0x8100

Fig 5.1.14 VLAN port setting for selected port page
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Fig 5.1.15 Editport setting for selected ports page
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COMMANDO

VLAN VLAN  Port Setting

~ Status -
v Network Port Setting Table
v Port
~ POE Setting
v VLAN | O | Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
A~ VLAN ] 1 GE1 Trunk 1 Enabled Disabled 0x8100
Create VLAN
VLAMN Configuration U £ i
Membership 0 E3 3
Port Setting ] E4 3
» Voice VLAN N E5 B
v Protocol VLAN 0 6 GEs 1 Enabled Disabled  0x8100
v MAC VLAN
v Surveillance VLAN ] 7 GE7 1 Al Enabled Disabled 0x8100
« GVYRP ] 8 GE8 1 Al Enabled Disabled 0x8100
~ MAC Address Table ] 9 GE9 1 Al Enabled Disabled 0x8100
~ Spanning Tree ] 10 GE10  Trunk 1 Al Enabled Disabled 0x8100
~ Discovery ] 11 GE11 Trunk 1 Al Enabled Disabled 0x8100
~v DHCP 0 12 GE12  Trunk 1 Al Enabled Disabled 0x8100
~ Multicast ] 13 GE13  Trunk 1 Al Enabled Disabled 0x8100
v Routing ] 14 GE14  Trunk 1 Al Enabled Disabled 0x8100
v Security - [} 15 GE15 Trunk 1 Al Enabled Disabled 0x8100

Fig 5.1.16 After Editing port setting for selected p orts page



5.2 Voice VLAN

In a LAN, voice devices, such as IP phones, VolP endpoints, and voice systems are
placed into the same VLAN. This VLAN is referred as the voice VLAN. Voice VLAN
allows you to easily prioritize IP voice traffic through the switch. This page shows the
configuration to enable the functional Voice VLAN on the device.

Voice VLAN can propagate the CoS/802.1p and DSCP settings by using LLDP MED
Network policies. The LLDP-MED is set by default to response with the Voice QoS
setting if an appliance sends LLDP-MED packets. MED-supported devices must send
their voice traffic with the same CoS/802.1p and DSCP values, as received with the
LLDP-MED response.

You can disable the automatic update between Voice VLAN and LLDP -MED and use
his own netw ork policies. Working with the OUI mode, the device can additionally
configure the mapping and remarking (CoS/802.1p) of the voice traffic b ased on the
OUI. By default, all interfaces are CoS/802.1p trusted. The device applies the quality of
service based on the CoS/802.1p value found in the voice stream. In Auto Voice VLAN,
you can override the value of the voice streams using advanced QoS. For Telephony
QUI voice streams, you can override the quality of service and optionally remark the
802.1p of the voice streams by specifying the desired CoS/802.1p values and using
the remarking option under Telephony OUI.

5.2.1 Property

Voice VLAN Configuration:

Click on TVoi ce VLANU, t hen TPropertyU

Enabl e/ Di sabl e, ANUemamel efcctomTWlr opdown,
RemarkingVU & Click on TAppl yU.

Configuration object and description:

CoS/802.1p: Select a CoS/802.1p value that to be used by LLDP-MED as a voice
network policy. This page allow user to configure global and per interface settings of
voice VLAN. For Voice VLAN Property, click VLAN>> Voice VLAN>> Property.
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~ Status

~ Network

v Paort

~ POE Setting

~ VLAN

~v VLAN
~ Voice VLAN
Property
Voice OUI
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
MAC Address Table

Spanning Tree

s
s
s
s

Discovery
DHCP
Multicast
Routing
Security
ACL

QoS

LN G A A R S S G ¢

VLAN  Voice VLAN  Property
5 State | (] Enable |
| vLAN | |
| Ccos/soz1p| ) Enable |
| Remarking ! H
Aging Time

Apply

Port Setting Table

()| Entry | Port | state | Mode | QoS Policy
O 1 GE1 Disabled  Auto  Voice Packet
O 2 GE2 Disabled  Auto  Voice Packet
O 3 GE3 Disabled  Auto  Voice Packet
O 4 GE4 Disabled  Auto  Voice Packet
O 5 GE& Disabled  Auto  Voice Packet
M f  GFR Nisahlad Autn Voice Packeat

Fig 5.2.1 Default Voice VLAN state seting table page




VLAN  Voice VLAN  Property

v Status o
~ Network H
v Port
v POE Setting R
v VLAN CoS17802.1p
« VLAN Remarking
A Voice VLAN : o
Property ,. e
Voice OUI
v Protocol VLAN | Apply |
v MAC VLAN
U Suelance VLA Port Setting Table
v MAC Address Table
~ Spanning Tree
v Discovery O | Entry | Port | State | Mode | QoS Policy
v DHCP [} 1 GE1 Disabled Auto  Voice Packet
~ Multicast O 2 GE2 Disabled Auto  Voice Packet
v Routing O 3 GE3 Disabled Auto Voice Packet
~ Security O 4 GE4 Disabled Auto Voice Packet
v ACL 0 5 GE5 Disabled Auto Voice Packet
v Qo3 v ( f GFR  Disabled Auto  Voice Packat

Fig 5.2.2 Change Voice VLAN setting CoS/802.1p Remarking page



VLAN  Voice VLAN  Property

~ Status o
v o Network T T
~ Port
v POE Setting [
v VLAN Cosssoztp B Eree
~ VLAN Remarking
. Voice VLAN !
Property S
Voice OUI
v Protacol VLAN | Apply |
~ MAC VLAN
v oamelence VLAN Port Setting Table
~ MAC Address Table
v Spanning Tree
w Discovery O | Entry | Port | State | Mode | QoS Policy
v DHCP [} 1 GE1 Disabled  Auto  Voice Packet
~ Multicast 2 GE2  Disabled Auto  Voice Packst
v Routing 3 GE3 Disabled Auto Voice Packet
v Security 4 GE4 Disabled Auto Voice Packet
v ACL 0 5 GE5 Disabled Auto Voice Packet
v QoS v M f GFR  Nisablad  Auta  Vnice Packet

Fig 5.2.3 Voice VLAN setting CoS/802.1p Remarking page
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5.2.2 Voice OUI

Voice OUls are assigned by the Institute of Electrical and Electronics Engineers,
Incorporated (IEEE) Registration Authority. Since the number of I[P phone
manufacturers is limited and well -known, the known OUI values cause the relevant
frames, and the port o n which they are seen, to be automatically assigned to a Voice

VLAN. Organizationally Unique Identifiers (OUI) are the first three bytes of a MAC
Address, while the last three bytes contain a unique station ID. You can add a specific

manufacturer with the OUI. Once the OUI is added, all traffic received on voice VLAN
ports from the specific IP phone with a listed OUI is forwarded on the voice VLAN.
Unlike the telephony OUI mode that detects voice devices based on telephony OUI,

Auto Voice VLAN mode depends on auto smart port to dynamically add the ports to

the voice VLAN.

This page allow user to add, edit or delete OUI MAC addresses. Default has 8
predefined OUlI MAC address. This page shows the configuration to enable the
functional OUI Voice VLAN on the interfaces.

For Voice OUI, click VLAN >> Voice VLAN >> Voice OUI.
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Fig 5.2.6 Voice VLAN Voice OUI Table page
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5.3 Protocol VLAN

A protocol based VLAN processes traffic based on protocol. You can use a protocol
based VLAN to define filtering criteria for untagged packets. The protocol VLAN
defines the protocol profile, which comprises the frame encapsulation and protocol
type. One port can be configured with several protocol profiles. When the protocol
VLAN is enabled on the port, the protoc ol profile is configured on the port.

5.3.1 Protocol Group

It shows the configuration to add protocol VLAN group with specified pro totype and
value. This page allow user to add or edit groups settings of protocol VLAN. For
Protocol Group, click VLAN >> Rrotocol VLAN >> Protocol Group.

Save | Logout | Reboot | Debug
VLAN  Protocol VLAN  Protocol Group

w Status
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Fig 5.3.1 Default Protocol VLAN Protocol Group Table page
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Fig 5.3.2 Add Protocol group page
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5.3.2 Group Binding

This page allow user to bind protocol VLAN group to each port with VLAN ID. For
Group Binding, click VLAN>> Protocol VLAN >> Group Binding.

Save | Logout | Reboot | Debug
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Fig 5.3.5 Default Group Binding Table page
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5.4 MAC VLAN

The MAC-based VLAN classification enables packets to be classified according to their
source MAC address. MAC-based VLAN is to divide VLAN ID to the packet according
to the source MAC address of the untag packet received by the port.

5.4.1 MAC Group

This page allow user to add or edit g roups settings of MAC VLAN.
For MAC page , click VLAN >> MAC VLAN >> MAC Group.

COMMANDO
Save | Logout | Reboot | Debug
VLAN MACVLAN MAC Group

~ Status
v Network MAC Group Table
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v VLAN 0 results found
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Fig 5.4.1 Default MAC Group Table page

Click on TMAC GroupUlU from menu, Click on TAddU,
Addr easds[Wa s kallieandCl i ck on TAppl yU.
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5.4.2 Group Binding

This page creates MAC-based VLAN groups and map them to a specific interface
(Ports/LAG).
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Fig 5.4.4 Blank Group binding table page

Fig 5.4.5 Blank Group binding for hybrid ports page



