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INTRODUCTION

COMMANDO Soldier E2000 Series Switches are fully managed, PoE+ Gigabit Ethernet L2+ switch

with network resiliency and high availability, delivering robust performance and intelligent
switching for growing networks. This series switches are easy to deploy, use, manage and
designed exclusively for the networking needs of growing businesses. The security features
equi pped with todayTs advance networking hard
switches can be deployed in harsh environments to deliver hassle free mission -critical network
services and surveillance requirements.

COMMANDO Soldier E2000 Series Switches Series are fixed-configuration, with flexible uplinks
Gigabit Ethernet switches that provide enterprise -class access for campus and branch
applications. Designed for the digital wor kpl act
needs. These switches are powerful and flexible enough for users to deploy wireless access
points, surveillance cameras, IP phones and other PoE supported devices over longer distances
up to 250 meters. COMMANDO Soldier E2000 Series provide easy device Desktop as well as
Rack/Wall mounting, on boarding, configuration, monitoring, and  troubleshooting. These fully
managed switches can provide advanced Layer 2 and basic Layer 3 features as well as supports
IEEE 802.3afcompliant POE (Power over Ethernet) and 802.3at-compliant POE+ (Power over
Ethernet plus). Each switchport is capable to deliver 15.4 W PoE or 30 W PoE+ power on all ports
along with automated power (ON/OFF) scheduling. All Switches are PoE/PoE+ capable to provide
power across all access ports for wireless APs, security cameras, and other [0T devices. Designed
for operational simplicity to lower total cost of ownership, they enable scalable, secure, and
energy-efficient business operations with intelligent and automated services.

COMMANDO Soldier E2000 Series Switches Series provides a convenient and cost-effective
wired access Rack and Wall mountable solution that can be quickly set up with Zero Touch
Provisioning. Theses switches deliver enhanced application, visibility, network reliability, and
network resiliency and high availability.

COMMANDO Soldier E2000 Series Switches has wire-speed back haul bandwidth capacity with
flexible up to 1 Gigabit Ethernet copper/Fiber uplinks. This series also offers robust QoS, To
optimize traffic on your Business Network, these switches provide (Port -based/802.1p/DSCP) QoS
to keep latency -sensitive video and voice traffic jitter -free moving smoothly. Additionally, port -
based, tag-based VLAN, Voice Vlans can improve security and meet more network segmentation
requirements. This series switches also have provisioning of QOS, Static routing, IPV6 features.
Moreover, with its innovative energy-efficient technology, can save up to 58% of power
consumption, making it an Eco -friendly perfect solution for your business network.

The COMMANDO SoldierOS IP Base switches provides CLIand WEBUI based PoE/PoE+
scheduling Premium feature. POE/PoE+ Scheduling is a feature which allows you to specify the
amount of time at scheduled time that power is delivered to a POE/PoE+ port automatically
making Switch intelligent . This not only can be used to save power when devices are not in use,
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but as a security feature to prevent wireless access from being available outside of business
hours.It is possible to set a schedule for POE/PoE+, a start time, an end time and which ports the
PoE/PoE+ schedule applies to.
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ADMINISTRATION
General commands used in E2000 Series Switches are described in the Administration.
The switch administration is to perform some basic switch administration tasks.

1.1CONFIGURE

UseTconf i gur e cotmreandnoentea dlobkl configuration mode. In global configuration
mode, the prompt willshowas TSwi t ch( config) #U

Switch# configure terminal

Switch(config)#
Syntax configure
Mode Privileged EXEC

This example shows how to enter global configuration mode.
Switch#configure terminal terminal

Exampl
e Switch(config)#
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1.2CLEARARP

UseT c | amac¢ a ¢ hcenvhand to clear all or specific one arp

entry. Switch# clear arp-cache
Syntax clear arp-cache
Mode User EXEC PrivilegedEXEC

This example shows how to clear all arp entries.

Switch# clear arp-cache

e

Used to clear the non aged out unavailable
ARP entries
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1.3CLEARSERVICE
UseTcl ear sc@nmand to lell bl existing sessions for the select service.

Switch# clear (authentication|gvrp|interfaces|ip|ipv6
|lacp|line|lldp|logging|mac|mvr|port - security|[rmon|spanning -tree)

clear (authentication|gvrp|interfaces|ip|ipv6

Syntax
y |lacp|line|lidp|logging|mac|mvr|port - security|[rmon|spanning -tree)
Mode Privileged EXEC
This example shows how to clear interfaces,
Switch# clear interfaces GigabitEthernet 1 counters
Example
1.4ENABLE

In User EXEC mode, user only allows to do a few actions. Most of commands are only available in
privileged EXEC mode. UseT e n a bcbrmandhd to enter the privileged mode to do more actions
onswitch. I n privileged EXEC mode, use TexitU comma
with original user privilege level. If you need to go back to user EXEC mode with different privilege
level,use T d i s admrhnmeard to specify the privilege level you need. In privileged EXEC mode, the
promptwillshow T Swi t c h# U.

Switch>enable [ <1-15>]

Switch#disable [ <1-14>]

Synta
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enabl disable [ <Z-14>]

e [<z-
15>]
<1-15> Specify privileged level to enable
Paramet
er <1-14> Specify privileged level to disable
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Default privilege levelis 15 if no privilege levelis specified on enable command.

Default
Default privilege level is 1 if no privilege level is specified on disable command.
Mode User EXEC
This example shows how to enter privilieged EXEC mode and show current privilege
level. Switch>enable
Password:
Switch# show privilege
Exampl
e
Switch# disable
Switch>
1.5END

Use T e n doblimand to return to privileged EXEC mode directly. Every mode except User EXEC
mode has the T e n dobimand.

Switch# configure terminal
Switch(config)# interface GigabitEthernet 1

Switch(config -if)# end

Syntax end

Privileged EXECGlobal Configuration

Mode Interface Configuration

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



Line
Confi
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ion
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This example shows how to enter Interface Configuration mode and use end
command to go back to privieged EXEC mode

Switch# configure terminal
Exampl Switch(config)# interface GigabitEthernet 1
Switch(config -if)# end

Switch#
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1.6EXIT

In User EXEC mode,T e x ¢otrblnd will close current CLI session. In othermodes, Te xi t U
command will go to the parent mode. And every mode has the T e x coinrbiand.

Switch# exit

Syntax exit

User EXEC Privileged EXEC Global Configuration Interface Configuration Line

Mode . .
Configuration
This example shows how to enter privileged EXEC mode and use exit command to
go back to user EXEC mode.
Switch>enable
Exampl Switch# exit
e
Switch>
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1.7HISTORY

Use T hi s tcommgand to specify the maximum commands history number for CLI running on
console, telnet or ssh service. Every command input by user will record in history buffer. If all
history commands exceed configured history number, older ones will be deleted from buffer. Use

Tno hisdodiysUable the history feature. And wuse T
Switch# configure terminal

Switch(config)# line console

Switch(config -line)# history

100 Switch(config -line)# exit

history <1-256>

Synta
X no history

Parameter <1-256>Specify maximum CLI history entry

number. Default Default maximum history entry number is

128.

Mode Line Configuration

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



This example shows how to change console history number to 100, telnet history
number to 150 and ssh history number to 200.

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# history
100 Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# history
150 Switch(config -line)# exit
Switch(config)# line ssh
Switch(config -line)# history
200 Switch(config -line)# exit
This example shows how show line information.

Switch# show line

This example shows how show history

commands. Switch# show history
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1.8HOSTNAME

Use T h ost naommddd to modify hosthame of the switch. The system name is also used
to be CLIprompt.

Switch# configure terminal

Switch(config)# hostname {WORD}

Syntax hostname {WORD}

Parameter WORDSpecify the hostname of the

switch. Default  Default name string is

TSwitchU

Mode  Global Configuration

This example shows how to modify
contact information

Switch# configure terminal

Exampl ' '
Switch(config)# hostname commando

commando(config)#
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1.9INTERFACE

Some configurations are port based. In order to configure these configurations, we need to enter
Interface Configuration mode to configure them. Use T i n t e rcbmanend td enter the Interface
Configuration mode and select the port to be configured. In Interface Configuration mode, the
promptwillshowas TSwi t ¢ h{icfon# W g

Switch# configure terminal
Switch(config)# interface {/F PORTS}

Switch(config)# interface range {/F PORT starting IF_PORT ending

interface {/F PORTS}

Synta
X interface range {/F PORTS}

/IF_PORTSpecify the port to select. This parameter allows partial port name and
ignore case. For Example:
GigabitEthernet 1, GigabitEthernet2, GigabitEthernet3 and

Paramet so on If port range is specified, the list format is also

er
available.
For Example:
0il1,3,5
gi2,gil-3
Mode Global Configuration
Some configurations are port based. In order to configure these configurations, we
Usag need t o enter Il nterface Configuration mo
e command to enter the Interface Configuration mode and select the port to be

configured. In Interface Configuration mode, the promptwillshowas T Swi t ch ¢ c o
i f)#U
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This example shows how to enter Interface Configuration

mode Switch# configure terminal

Switch(config)# interface GigabitEthernet 1

Switch(config -if)#

Example

Switch# configure terminal
Switch(config)# interface range GigabitEthernet 1-3

Switch(config -if-range)#
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1.101P ADDRESS

UseTi p a d domeadttmodify administration ipv4 address. This address is very important.
When we try to use telnet, ssh, http, https, snmp to connect to the switch, we need to use this ip
address to access E2000 series switches.

Note:- By default Switch is having 192.168.0.1 as access IP.

Switch# configure terminal

Switch(config)# ip address {A.B.C.D})[mask {A.B.C.D}

Syntax ip address A.B.C.D [mask A.B.C.D]

address A.B.C.D Specify IPv4address for
Paramet
er switch mask A.B.C.D Specify net mask

address for switch

Default Default IP address is 192.168.0.1 and default net mask is

255.255.255.0. Mode Global Configuration
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This example shows how to modify the ipv4 address of the switch.

Default setting of E2000 series Switches

Switch# configure terminal

Switch(config)# ip address 192.168.1.1 mask 255.255.255.0

After this configuration you can access Switch with
192.168.1.1 IP address.

Exampl
e

Accessing New IP address with Telnet.

88 PuTIV Cont
Caea

This way to access with newly set IP address.
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1.11 DEFAULTGATEWAY

Use T i default-g a t e wcanyrldnd to modify default gateway address. And use T n @ default-
gat eway U

to restore default gateway address to factory

default. Switch# configure terminal

Switch(config)# ip default-gateway {A.B.C.D}

Switch(config)# no ip default-gateway

ip default-gateway {A.B.C.D}

Synta
X no ip default-gateway

Parameter A.B.C.DSpecify default gateway IPv4address for

switch Default  Default IP address of default gateway is

192.168.0.254. Mode  Global Configuration

This example shows how to modify the ipv4 address of the switch.
Switch# configure terminal

Switch(config)# ip default-gateway 192.168.1.10

Exampl
e

This example shows how to show current ipv4 default gateway of the switch.
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1.12I1P DHCP

UseT i dph ¢ gobimand to enabled dhcp client to get IP address from remote DHCP
server.UseT n o i p codchrhamdotdBisabled dhcp client and use static ip address.
Switch# configure terminal

Switch(config)# ip dhcp

Switch(config)# no ip dhcp

ip dhcp
Synta
X no ip
dhcp

Default Default DHCPclient is

disabled. Mode Global

Configuration

This example shows how to enable dhcp client.
Switch# configure terminal

Switch(config)# ip dhcp
Exampl
e This example shows how to show current dhcp client state of the

switch. Switch# show ip dhcp
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1.13IPV6 AUTOCONFIG

UseTi pa 6t oc o nofmhagdJSto enabled IPv6 auto configuration feature. Use T n @Vv6
autoconfi gl
command to disabled IPv6 auto configuration feature.

Switch# configure terminal
Switch(config)# ipv6 autoconfig

Switch(config)# no ipv6 autoconfig

ipv6 autoconfig
Synta
X no ipv6

autoconfig

Default Default IPv6 auto config is

enabled. Mode Global Configuration

This example shows how to enable IPv6 auto config.
Switch# configure terminal

Switch(config)# ipv6 autoconfig
ExampleThis example shows how to show current IPv6 auto config state.

Switch# show ipv6
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1.141PV6 ADDRESS

UseTi paddr econsmidnd to specify static IPv6 address.
Switch# configure terminal

Switch(config)# ipv6 address /X XX Xprefix <0-128>

Syntax ipv6 address XXX prefix <0-128>

address XX X:)Specify IPv6 address for switch

Paramet
er prefix <0-128> Specify IPv6 prefix length for switch
Mode Global Configuration
This example shows how to add static ipv6 address of the
switch. Switch# configure terminal
Switch(config)# ipv6 address fe80::20e:2eff:fefl:4b3c prefix
128 This example shows how to show current ipv6 address of
Exampl
e

the switch. Switch# show ipv6
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1.151PV6 DEFAULTGATEWAY
UseT i pdefault-g at e weyni#ind to modify default gateway IPv6.
Switch# configure terminal

Switch(config)# ipv6 default-gateway (X XXX}

Syntax ipv6 default-gateway /XX XX}

Parameter X X X:)XSpecify default gateway IPv6 address for

switch Mode Global Configuration

This example shows how to modify the ipv6 default gateway address of
the switch.

Switch# configure terminal

Switch(config)# ipv6 default-gateway fe80::dcad:beff:feef:103
Exampl

Switch# show ipv6
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1.161PV6 DHCP

UseTi p & B c pcdshmand to enabled dhcpv6 client to get IP address from remote DHCPv6
server.Use

T nipv6d h ¢ pobimand to disabled dhcpv6 client and use static ipv6 address or ipv6 auto config
address. Switch# configure terminal
Switch(config)# ipv6 dhcp

Switch(config)# no ipvé dhcp

ipv6é dhcp

Synta
X no ipv6é dhcp

Default Default DHCPv6client is

disabled. Mode Global Configuration

This example shows how to enable dhcp client.

Switch# configure terminal

Switch(config)# ipv6é dhcp

This example shows how to show current dhcpv6 client state of the

Exampl

e switch. Switch# show ipv6
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1.171P SERVICE

This is one of very important command to enable/disable management access via CLI. Use Ti p
(telnet | s s honmmardtotemmbld all kinds bfpnanagément services. Such as telnet,
ssh, http and https from CLI.

Switch# configure terminal

Switch(config)# ip (telnet | ssh | http | https)

Switch(config)# no ip (telnet | ssh | http | https)

ip (telnet | ssh | http | https)

Synta

X no ip (telnet | ssh | http | https)
telnet Enable/Disable telnet
service ssh Enable/Disable ssh

Paramet

er service
http Enable/Disable http service
https Enable/Disable https
service
Default telnet service is disabled.
Default ssh service is disabled.

Defaul

t Default http service is enabled.

Default https service is disabled.

Mode  Global Configuration
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This example shows how to enable telnet service and show current telnet service status.

Switch# configure terminal
Switch(config)# ip telnet
Telnet daemon enabled.
Switch(config)# exit

Switch# show line telnet

Exampl

This example shows how to enable https service and show current https service status.
Switch# configure terminal

Switch(config)# ip https

Switch(config)# exit

Switch# show ip https
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1.18IP SESSIONTIMEOUT

UseTi p s etsisnm eoonamméhd to specify the session timeout value for http or https service.
When user login into WEBGUI and do not do any action after session timeout will be logged out.

Switch# configure terminal

Switch(config)# ip (http | https) session-timeout <0-86400>

Syntax

Paramet
er

Default

minutes. Mode

Example

ip (http | https) session-timeout <0-86400>

httpSpecify session timeout for http
service. https Specify session timeout for
https service.

<0-86400> Specify session timeout minutes. 0 means never timeout.

Default session timeout for http and https is 10

Global Configuration

1.191P SSH
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This nfigure terminal
example
shows how
to change
http
session
timeout to
15min and
https
session
timeout to
20min

Switch(config)# ip http session-timeout 15

Switch(config)# ip https session-timeout 20
This example shows how to enable https service and show current https
service status. Switch# show ip http

_ Switch# show ip https
Switch#co

UseT i s hcddhmand to generate the key files for ssh

connection. Switch# configure terminal
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Switch(config)# ip ssh (v1|v2]all)

Switch(config)# no ip ssh (v1|v2]all

Synta

Paramet
er

Default

default Mode

Example

ip ssh (vi|v2]all)
no ip ssh

(vi|v2]all)

v1 Generate/Delete version 1 key
files v2 Generate/Delete version 2
key files

all Generate/Delete version 1 and 2 key files

Version 2 key files will be generated by

Global Configuration

1.20LINE
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T s how to delete and re-generate ssh version 2 key files.

h
i Switch# configure terminal
s
Switch(config)# no ip ssh v2
€ Switch(config)# do show flash
X
a Switch(config)# ip ssh v2
m
p Switch(config)# do show flash
I
e
S
h
0
w

Some configurations are line based. In order to configure these configurations, we need to enter
Line Configuration mode to configure them. Use T | i noewrand to enter the Line Configuration
mode and select the line to be configured.In Line Configuration mode, the prompt will show as
TSwitch¢ldamref)i#tgy

Switch#configure terminal

Switch(config)# line ( console | telnet | ssh)

Syntax line ( console | telnet | ssh)
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console Select console line to
configure. ParameterTelnet Select

telnet line to configure.

Ssh Select ssh line to configure.

Mode  Global Configuration

This example shows how to enter Interface Configuration mode

Switch# configure
Exampl  switch(config)# line

console Switch(config -

line)#
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1.21REBOOT

Use Tr e b ocontmbhd to make system hot restart. Switch will be Power OFF and again ON (
Restart ) with this command.

Switch# reboot
Syntax
reboo
t
Mode Privileged EXEC

This example shows how to restart the system

Examp| fpracens recooe ]

Switch# reboot
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1.22ENABLEPASSWORD

Use Tenabl e p a ®omnvamdrtal &fit password for each privilege level for enable
authentication. Use T n o e n aominamdJXo restore enable password to default empty value.
The only way to show this configuration isusing T s h o w r 4c ro mif doggmiind.

Switch# configure terminal

Switch(config)# enable [privilege <Z-15>] (password UNENCRYPYPASSWORD|

secret UNENCRYPYPASSWORD | secret encrypted ENCRYPTPASSWORD)

Switch(config)# no enable [privilege <0-15>]

Synta

Paramet
er

Default

Mode

enable [privilege <I-15>] (password UNENCRYPFPASSWORD |
secret UNENCRYPTPASSWORD| secret encrypted ENCRYPTF

PASSWORD) no enable [privilege <0-15>]

privilege <0-15>Specify the privilege level to configure. If no privilege level is
specified, default is 15.

password UNENCRYPTSpecify password string and make it not encrypted.
secret UNENCRYPT PASSWORDSpecify password string and make it encrypted.

secretencrypted ENCRYPT- PASSWORDEnter an encrypted password. Use this
keyword to enter a password that is already encrypted (for instance, a password
that you copied from another the configuration file of another device).

No default enable password for all privilege levels.

Global Configuration
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This example shows how to edit enable password for privilege level 15

Switch#configure terminal

Switch(config)# enable password abc

Configuration of privileged level for enable passwords
Exampl
This example shows how to set privilege level for enable password.

Switch#configure terminal

Switch(config)# enable privilege 15 secret xyz
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1.23EXEGTIMEOUT

Use T e x-@ ¢ me ocanmtimbhd to specify the session timeout value for CLI running on console,
telnet or ssh service. When user login into CLI and do not do any action after session timeout will
be logged out from the CLI session.

Switch# configure terminal
Switch(config)# line console

Switch(config -line)# exec-timeout <0-65535>

Syntax exec-timeout <0-65535>

Parameter  <0-65535> Specify session timeout minutes. 0 means never

timeout Default Default session timeout for all lines are 10 minutes.

Mode Line Configuration
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This example shows how to change console session timeout to 15min, telnet
session timeout to 20min and ssh session timeout to 25min. Timeout after specified
minutes (0 means no timeout)

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# exec-timeout
15 Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# exec-timeout
20
Switch(config -line)# exit

Exampl

e Switch(config)# line ssh
Switch(config -line)# exec-timeout
25 Switch(config-line)# exit

This example shows how show line information.

Switch# show line
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1.24PASSWORD THRESH

UseT p a s s wohrrde somniind to specify the password fail retry number for CLI running on
console, telnet or ssh service. When user input password to login and authenticate failed, the fail
retry number will increase one. After fail retry number exceed configured one, the CLI will block
login for the period of silent time which configured by the command T s i e nme U.
Switch# configure terminal

Switch(config)# line console

Switch(config -line)# password -

thresh 4

Syntax password -thresh <0-120>

Parameter  <0-120>Specify password fail retry number. 0 means no

limit. Default Default password fail retry number is 3.

Mode Line Configuration
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This example shows how to change console fail retry number to 4, telnet fail retry
number to 5 and ssh fail retry number to 6. The number of allowed password
attempts. (Range: 0-120; 0: no threshold)

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# password -
thresh 4 Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# password -
thresh 5
Switch(config -line)# exit

Exampl

e Switch(config)# line ssh
Switch(config -line)# password -thresh 6
Switch(config -line)# exit
This example shows how show line information.

Switch# show line
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1.25PING

Ping (Packet Internet Groper) tests the connection between two network nodes by sending
packets to a host and measure the round -trip time. Use T p i rc@gndiand to do network ping
diagnostic.

Switch# ping HOSTNAMHcount <1-999999999> ]
Syntax ping HOSTNAMHcount <I1-999999999>]
HOSTNAME Specify IPv4/IPv6 address or domain name to

Parameterpmg'

count <1-999999999> Specify how many times to ping.

User EXEC
Mode
Privileged EXEC
This example shows how to ping remote host
192.168.0.21 Switch# ping 192.168.0.21
Exampl
e
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1.26TRACEROUTE

Traceroute discovers the IP routes along which packets were forwarded by sending an IP packet
to the target host and back to the device. The Trace route page shows each hop between the
device and a target host, and the round -trip time to each such hop.

UseTt r a c e canmdane t’do network trace route

diagnostic. Switch# traceroute {A.B.C.D})[max_hop<2-255>]

Syntax Traceroute {A.B.C.D})[max_hop<2-255>]

A.B.C.DSpecify IPv4 to trace.

Paramet

er max_hop <2-255>Specify maximum hop to trace.
User EXEC

Mode

Privileged EXEC

This example shows how to trace route
host 192.168.0.21.
Exampl
e

Switch# traceroute 192.168.0.21
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1.27SHOW ARP

UseT s h maw pcddhmand to show all arp

entries. Switch# show arp

Syntax show arp

User EXEC
Mode
Privileged EXEC

This example shows how to show arp entries.

Exampl Switch# show arp
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1.28SHOW CPUUTILIZATION

UseTshaeapuut i | i zcanmand to Bhow current CPU

utilization. Switch# show cpu utilization

Syntax show cpu utilization
Mode Privileged EXEC

This example shows how to show current CPU
utilization.

Switch# show cpu utilization
Exampl
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1.29SHOW HISTORY
UseT s h b ws t to shgwltommands we input before.

Switch# show history

Syntax show history

User EXEC

Mod Privileged EXEC

e
Global
Configuration
This example shows how show history commands.
Switch# show history

Examp| (s

e
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1.30SHOW INFO

UseT s h o wm f conbhand to show system summary

information. Switch# show info

Syntax show info

User EXEC
Mode
Privileged EXEC
This example shows how to show system
version. Switch# show info
Exampl
e
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1.31SHOW IP

UseT s h 0 ywddmmand to show system IPv4address, net mask and default

gateway. Switch# show ip

Syntax show ip

User EXEC
Mode
Privileged EXEC
This example shows how to show current ipv4 address of the
switch. Switch# show ip
Exampl
e
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1.32SHOW IPDHCP

UseTs how i pcordnfarm po Bhow IPv4 dhcp client enable state.

Switch#show ip dhcp

Syntax show ip dhcp

User EXEC
Mode
Privileged EXEC

This example shows how to show current dhcp client state of the

Exampl  switch. Switch# show ip dhcp
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1.33SHOW IPHTTP

UseT s h oapwh t t qorifmand to show HTTP/HTTPS

information. Switch# show ip (http|https)

Syntax show ip (http|https)

Mode Privileged EXEC

This example shows how to show current ipv4 address of the

switch. Switch# show ip http

Exampl
Switch# show ip https
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1.34SHOW IPV6

UseT s h 0 w v @®rdmand to show system IPv6 address, net mask, default gateway and auto

config state. Switch# show ipv6

Syntax show ipv6

User EXEC
Mode
Privileged EXEC
This example shows how to show current ipv6 address of the
switch. Switch# show ipv6
Exampl
e
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1.35SHOW LINE
Use T s h olwi nart¥nand to show all line configurations including session timeout, history
count, password retry number and silent time. For telnet and ssh, it also shows the service

enable/disable state.

Switch#show line [(console | telnet | ssh)]

Syntax show line [(console | telnet | ssh)]

console Select console line to show.

Paramet telnet Select telnet line to show.

er
Ssh Select ssh line to show.
Mode Privileged EXEC
This example shows how show all | i nes T
information.
Switch# show line
Exampl
e
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1.36SHOW MEMORYSTATISTICS

UseTs haonemory st at i sotninands t&fshow current memory

utilization. Switch# show memory statistics

Syntax show memory statistics

Mode Privileged EXEC

This example shows how to show current system
memory statistics.

Exampl Switch# show memory statistics
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1.37SHOW PRIVILEGE

UseT s how i v i dorangaedUo show the privilege level of the current

user. Switch#show privilege

Syntax show privilege

User EXEC
Mod

e Privileged EXEC

This example shows how to show arp entries.

ExampleSwitch# show privilege
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1.38SHOW USERNAME

UseT s h v e r n aamemddid shows all user accounts in local

database. Switch# show username

Syntax show username

Mode Privileged EXEC

This example shows how to show existing user

accounts.

Exampl Switch# show username
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1.39SHOW USERS

UseT s h awws e rcemdiand show information of all active

users. Switch#show users
Syntax show users
Mode Privileged EXEC

This example shows how to show existing
user accounts.

Exampl  gyitch# show users
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1.40SHOW VERSION

UseT s h ovve r s icaonmadid to show loader and firmware version and build date.

Switch# show version

Syntax show version

User EXEC
Mode

Privileged EXEC

This example shows how to show system

Exampl version. Switch# show version
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1.41SILENT-TIME
Use Ts i | e n tcommandte ghecify the silent time for CLI running on console, telnet or ssh
service. When user input password to login and authenticate failed, the fail retry number will

increase one. After fail retry number exceed configured one, the CLI will block login for the period
of silent time which configured by the command T s i tte mte U

Switch# configure terminal
Switch(config)# line {console|telnet|ssh|http}

Switch(config -line)# silent-time <0-65535>

Syntax silent-time <0-65535>

Parameter <0-65535> Specify silent time with unit seconds. 0 means do not

salient. Default Default silent time is 0.

Mode Line Configuration
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This example shows how to change console silent time to 10, telnet silent time to
15 and ssh silent time to 20.

Switch# configure terminal
Switch(config)# line console
Switch(config -line)# silent-time
10 Switch(config -line)# exit
Switch(config)# line telnet
Switch(config -line)# silent-time
15
Switch(config -line)# exit
Exampl Switch(config)# line ssh
Switch(config -line)# silent-time
20 Switch(config -line)# exit

This example shows how show line information.

Switch# show line
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1.42SSL

Use T s scbnhand to generate security certificate files such as RSA,

DSA. Switch# ssl

Syntax ssl

Mode Global Configuration

This example shows how to generate certificate files.

Switch# ssli

Switch# show flash
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1.43SYSTEMNAME

UseTsyst em conanarel i modify system name information of the switch. The system
name is also used to be CLI prompt.

Switch# configure terminal

Switch(config)# system name {NAME}

Syntax system name {NAME
Paramet NAME Specify system name string.
er NAME
Default Default name stringisT Swi t ¢ h U
Mode Global Configuration
This example shows how to modify
contact information
Switch# configure terminal
Switch(config)# system name
Exampl commando commando(config)#
e

commando# show info
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1.44SYSTEMCONTACT

UseTsys temt acentmbhd to modify contact information of the
switch. Switch# configure terminal

Switch(config)# system contact

{CONTACT}Syntax system contact

{CONTACT}Parameter CONTACT

Specify contact string.

Default Default contactstringis TDe f £€wint act U

Mode Global Configuration

This example shows how to modify
contact information

Switch# configure terminal
Switch(config)# system contact callcommando

Exampl Switch# show info
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1.45SYSTEMLOCATION

UseTsys 1t ema tconomanid to modify location information of the
switch. Switch# configure terminal

Switch(config)# system location

{LOCATION}Syntax system location

{LOCATION}Parameter LOCATIONSpecify

location string.

Default Def ault | oc aDefaoltnL osctatiingn Us T

Mode Global Configuration

This example shows how to modify contact

information Switch# configure terminal

Switch(config)# system location home

This example shows how to show system location information

Exampl
e Switch# show info
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1.46TERMINALLENGTH
UseTt er mienmgddorhntdind to specify the maximum line number the terminal is able to print.

Switch#terminal length <0-24>

Syntax terminal length <0-24>

<0-24>Specify terminal length value. 0 means

Parameter -
no limit.

Default Default terminal length is 24.

User EXEC
Mode
Privileged EXEC

This example shows how to change terminal length.
Switch# terminal length 3

Exampl _ _ _
Switch# show running -config
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1.47USERNAME

Use Tus er n aameddd to add a new user account or edit an existing user account. And
use T n @ s er n atardeldte an existing user account. The user account is a local database for
login authentication.

Switch# configure terminal

Switch(config)# username WORD<0-32>[privilege (adminjuser|<0-15>)] (nopassword |
password UNENCRYPYPASSWORD | secret UNENCRYPYPASSWORD | secret encrypted
ENCRYPTF PASSWORD)

Switch(config)# no username WORD<0-32>
username WORD<0-32>[privilege (adminjuser|<0-15>)](nopassword | password

UNENCRYPYPASSWORD| secret UNENCRYPYPASSWORD| secret encrypted
Synta ENCRYPTFPASSWORD)

no username WORD<0-32>

Username WORD<0-32>Specify user name to
add/delete/edit. privilege admin Specify privilege level to
be admin (privilege 15) privilege user Specify privilege

level to be user (privilege 1) privilege <0-15>

Paramet

er Specify custom privilege level password.
UNENCRYPY PASSWORD Specify password string and make it not encrypted.
Secret UNENCRYPY PASSWORD Specify password string and make it encrypted.
secretencrypted ENCRYPT- PASSWORDEnter an encrypted password. Use this
keyword to enter a password that is already encrypted (for instance, a password
that you copied from another the configuration file of another device).

Default Default username T a d mihas phssword T ¢ 0 mma nwitto U
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privilege 15. Mode Global Configuration
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This example shows how to add a new user

account. Switch#configure terminal

Switch(config)# username test secret passwd

Exampl This example shows how to show existing user accounts.

Switch# show username
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AAA (Authentication, Authorization, Accounting)

The AAA feature allows you to verify the identity of, grant access to, and track the actions of users
managing E2000 Series switches. The E2000 Series switches support Remote Access Dial -In
User Service (RADIUS) or Terminal Access Controller Access Control device Plus (TACACS+)
protocols.

Based on the user ID and password combination that you provide, the E2000 Series switches
perform local authentication or authorization using the local database or remote authentication

or authorization using one or more AAA servers. A preshared secret key provides security for
communication between the E2000 series switches and AAA servers. You can configure a
common secret key for all AAA servers or for only a specific AAA server.

S
ss = ©

Fig 2.1.1 AAA E2000 Series Switches
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AAA AUTHENTICATION
AAA security provides the following services:

1) Authentication - Identifies users, including login and password dialog, challenge and response,
messaging support, and, encryption depending on the security protocol that you select.
Authentication is the process of verifying the identity of the person or device accessing the E2000
Series switches. This process is based on the user ID and password combination provided by the
entity trying to access the E2000 switch. The E2000 Series switches allow you to perform local
authentication (using the local lookup database) or remote authentication (using one or more
RADIUS or TACACS+ servers).

2) Authorization - Authorization Provides access controls.

AAA authorization is the process of assembling a set of attributes that describe what the user is
authorized to perform. Authorization in E2000 Series switches is provided by attributes that are
downloaded from AAA servers. Remote security servers, such as RADIUS and TACACS+,
authorize users for specific rights by associating attribute -value (AV) pairs, which define those
rights with the appropriate user.

3) Accounting - Provides the method for collecting information, logging the information locally,
and sending the information to the AAA server for billing, auditing, and reporting.

The accounting feature tracks and maintains a log of every management session used to access
the E2000 Series switches. You can use this information to generate reports for troubleshooting
and auditing purposes. You can store accounting logs locally or send them to remote AAA
servers.

Login authentication is used when user try to login into the switch. Such as CLI login dialog and

WEBUI login web page. Enable authentication is used only on CLI for user trying to switch from
User EXEC mode to Privileged EXEC mode.Both of them support following authenticate methods.

TACACS+ provides more control over the authorization of commands while in RADIUS, no
external authorization of commands is supported. All the AAA packets are encrypted in TACACS+

while only the passwords are encrypted in RADIUS is more secure.

Each list allows you to combine these methods with different orders. For example, we want to
authenticate login user with remote TACACS+ server, but server may be crashed. Therefore, we
need a backup plan, such as another Radius server. So we can configure the list with TACACS+
server as first authentication method and Radius server as second one.

Switch# configure terminal

Switch(config)# aaa authentication (login | enable) (default | /stname) [methodlist [[methodlist]
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[methodlist] [methodlist]

Switch(config)# no aaa authentication (login | enable) {listhame}

aaa authentication (login | enable) (default | /stname ) methodlist
Synta [methodlist] [methodlist] [methodlist]

no aaa authentication (login | enable) {listhame}

Parameter login Add/Edit login authentication list
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enable Add/Edit enable authentication list

default Edit default authentication list

listhame Specify the list name for authentication type

methodlist Specify the authenticate method, including none, local enable, tacacs+,
radius.

Default authentication list name for type loginis T d e f aaund défadilt method is

Default Tlocall
Default authentication list name for type enable is Td e f aandl tHethult
method is
Tenabl eU
Mode Global Configuration
This example shows how to add a login authentication list to authenticate with
order tacacs+, radius, local.
Switch(config)# aaa authentication login testl tacacs+ radius
local This example shows how to show existing login
authentication lists Switch# show aaa authentication login lists
Exampl
e

Switch(config)# aaa authentication enable testl tacacs+ radius
enable This example shows how to show existing enable
authentication lists Switch# show aaa authentication login lists

Enable
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2.1LOGINAUTHENTICATION

Different access methods are allowed to bind different login authentication lists.UseT |l ogi n
aut henticationU

command to bind the list to specific line (console, telnet, ssh).
Switch# configure terminal

Switch(config -line)# login authentication

{listname} Switch(config -line)# no login

authentication

login authentication {listhame}

Synta
X no login authentication

Parameterlisthame Specify the login authentication list name

to use. Default Default login authentication list for each line

isTdef aMobe Wine Configuration

This example shows how to create a new login authentication list and bind to
telnet line.

Switch(config)# aaa authentication logintestl (tacacs+| radius | local | none |enable)
Switch(config)# line telnet
Switch(config -line)# login authentication testl

Exampl This example shows how to show line binding

lists. Switch# show line lists
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22 1P HTTP LOGINAUTHENTICATION

Different access methods are allowed to bind different login authentication lists. Use Ti p ( ht t
https) |l ogi n aanmane to lini tbedidt tb WHBW access from http or https.

Switch# configure terminal

Switch(config)# ip (http | https) login authentication {/istname}
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Switch(config)# no ip (http | https) login authentication

Synta

Paramet
er

Default

ip (http | https) login authentication {listname}

no ip (http | https) login authentication

http : Bind login authentication list to user access WEBUI with http
protocol https: Bind login authentication list to user access WEBUIwith

https protocol /stname Specify the login authentication list name to use.

Default login authentication list for each line is

T d e f aMobet Albbal Configuration

Exampl

This example shows how to create two new login authentication lists and bind to http
and https. Switch# configure terminal

Switch(config)# aaa authentication login testl tacacs+ radius local

Switch(config)# aaa authentication login test2 radius local

Switch(config)# ip http login authentication testl

Switch(config)# ip https login authentication

test2 This example shows how to show line

binding lists. Switch# show line lists

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



2.3 ENABLEAUTHENTICATION

Different access methods are allowed to bind different enable authentication lists. Use
Tenabl e aut hcenmtarid to &ind the liat td specific line (console, telnet, ssh).

Switch# configure terminal
Switch(config -line)# enable authentication
{listhame} Switch(config -line)# no enable

authentication

enable authentication {listhame}
Synta
X no enable authentication

Parameterlisthame Specify the enable authentication list name

to use. Default Default enable authentication list for each line

isTdef aMobe Wine Configuration

This example shows how to create a new enable authentication list and bind to telnet line.
Switch# configure terminal

Switch(config)# aaa authentication enable testl tacacs+ radius enable
Exampl Switch(config)# line telnet

Switch(config -line)# enable authentication testl

2.4 SHOW AAAAUTHENTICATION

UseTs haama ut hent i eorantandotarddfow login authentication or Enable authentication
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method lists.

Switch# show aaa authentication (login | enable) lists

Syntax show aaa authentication (login | enable) lists
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login Show login authentication list.

Paramet

er enable Show enable authentication list.

Mode Privileged EXEC
This example shows how to show existing login authentication
lists. Switch# show aaa authentication login lists

Exampl . o

e This example shows how to show existing enable

authentication lists

Switch# show aaa authentication login lists
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2.5 SHOW LINELISTS

UseT s h dime | i sdomsnmdnd to show all lines binding list of

all. Switch#show line lists

Syntax show line lists

Mode Privileged EXEC

This example shows how to show line binding lists.

Switch# show line lists
Example
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2.6 TACACS DEFAULTCONFIG

UseTt ac acs -cdeerf fadorgntind to modify default values of tacacs+ server. These default
values will be used when user try to create a new tacacs+ server and not assigned these values.

Switch# configure terminal

Switch(config)# tacacs default-config [key TACACSKEY] [timeout <1-30>]

Syntax tacacs default -config [key TACACSKEY] [timeout <I-30>]

key TACACSKEYSpecify default tacacs+ server key string.

Paramet

er timeout <Z-30> Specify default tacacs+ server timeout value.
Default tacacs+ keyis T * * * * * * * * |f

Default
Default tacacs+ timeout is 5 seconds.

Mode Global Configuration
This example shows how modify default tacacs+ configuration
Switch# configure terminal
Switch(config)# tacacs default -config timeout 20
Switch(config)# tacacs default -config key tackey

Exampl This example shows how to show default

e tacacs+ configurations.

Switch# show tacacs default -config
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2.7 TACACSHOST

Use TT ACACISors tadimand to add or edit tacacs+ server for Authentication,
Authorization or accounting. Use T n ofddn to delete one or all TACACS+ servers from database.

Switch# configure terminal

Switch(config)# tacacs host {HOSTNAMEJ[port <0-65535>] [key TACPLUSKEY][priority <0O-

65535>

][timeout <Z-30>]

Switch(config)# no tacacs [host {HOSTNAMEJ

Synta

Paramet
er

Default

Mode

Example

tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY][priority <0-65535>
] [timeout <Z-30>]

no tacacs [host {HOSTNAME}

HOSTNAME Specify tacacs+ server host name, both IP address and domain
name are available.

port <0-65535> Specify tacacs+ server udp port
key TACPLUSKEYSpecify tacacs+ server key string
priority <0-65535> Specify tacacs+ server priority

timeout <Z-30> Specify tacacs+ server timeout value

Default tacacs+ keyis T * * * * * * * * |f,

Default tacacs+ timeout is 5 seconds.

Global Configuration

This example shows command execution,
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2.8SHOW TACACS DEFAULTCONFIG

UseT s h tawacs default-c o n f dorgmi#ind to show tacacs+

default. Switch# show tacacs default -config

Syntax show tacacs default -config

Mode Privileged EXEC

This example shows how to show default
tacacs+ configurations.

Exampl Switch# show tacacs default -config
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2.9SHOW TACACS

UseT s h b w ¢ aawrentdéind to show existing tacacs+ servers.

Switch# show tacacs

Syntax show tacacs

Mode Privileged EXEC

This example shows how to show existing tacacs+ server.

ExampleSwitch# show tacacs
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2.10 SHOW Default-config

UseTr adi us -cdoenffaongidnd to modify default values of radius server. These default
values will be used when user try to create a new radius server and not assigned these values.

Switch# configure terminal

Switch(config)# radius default-config [key RADIUSKEY] [retransmit <Z-10>] [timeout <I-30>]

radius default-config [key RADIUSKEY][retransmit <Z-10>] [timeout <I-30>

Syntax ]

key RADIUSKEYSpecify default radius server key string
Parameterretransmit <Z-10> Specify default radius server retransmit value

timeout <Z-30> Specify default radius server timeout value

Default radius key is T * * * * * * * * |
Defaul Default radius retransmit is 3
t

times. Default radius timeout is 3

seconds

Mode  Global Configuration

This example shows how modify default radius configuration,
Switch# configure terminal
Switch(config)# radius default-config timeout 20
Switch(config)# radius default-config key radiuskey

Exampl Switch(config)# radius default-config retransmit 5
This example shows how to show default radius configurations.
Switch# show radius default -config
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2.11RADIUSHOST

UseTr adh e s toldmand to add or edit an existing radius server. Use T n ofddm to delete
one or all radius servers from database.

Switch# configure terminal

Switch(config)# radius host {HOSTNAME } [auth-port <0-65535>] [key RADIUSKEY][priority <O-
65535>] [retransmit <I-10>] [timeout <I-30>] [type (login|802.1x|all)]

Switch(config)# no radius [host {HOSTNAME]

Synta

Paramet
er

Default

radius host HOSTNAME[auth-port <0-65535>] [key RADIUSKEY][priority <0-
65535>] [retransmit <Z-10>] [timeout <Z-30>] [type (login|802.1x|all)]

no radius [host HOSTNAMA

HOSTNAMEpecify radius server host name, both IP address and domain
name are available.

auth-port <0-65535> Specify radius server udp

port key RADIUSKEYSpecify radius server key

string priority <0-65535> Specify radius server

priority

retransmit <Z-10> Specify radius server retransmit times

timeout <Z-30> Specify radius server timeout value

Default radius timeout is 3

seconds. Mode Global Configuration

Exampl
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This Switch(config)# radius host 192.168.1.111 auth-port 12345 key radiuskey
exampl priorityl00 retransmit 5 timeout 10 type all

e shows

how to This example shows how to show existing radius

create a
new
radius
server

server. Switch# show radius

2.12SHOW RADIUS Defaultconfig
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UseT s h oadius default-c o n f dorgmdind to show radius default configurations.

Switch# show radius default -config
Syntax show radius default-config
Mode Privileged EXEC

This example shows how to show default radius

Exampl  configurations. Switch# show radius default -config
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2.13SHOW RADIUS
UseT s how d i aprandind to show existing radius servers.

Switch# show radius

Syntax show radius
Mode Privileged EXEC

This example shows how to show existing
radius server.

Exampl Switch# show radius
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ACL (ACCESS CONRTOLLIST)

An ACL is a sequential collection of permit and deny conditions that apply to packets. Packet
filtering can help limit network traffic and restrict network use by certain users or devices. ACLs
filter traffic as it passes through a switch and permit or deny packets crossing specified interfaces.
When a packet is received on an interface, the switch compares the fields in the packet against
any applied ACLs to verify that the packet has the required permissions to be forwarded, based
on the criteria specified in the access lists. One by one, it tests packets against the conditions in
an access list. The first match decides whether the switch accepts or rejects the packets.
Because the switch stops testing after the first match, the order of conditions in the list is critical. If
no conditions match, the switch rejects the packet. If there are no restrictions, the switch forwards
the packet; otherwise, the switch drops the packet. The switch can use ACLs on all packets it
forwards.

You configure access lists on a switch to provide basic security for your network. If you do not
configure ACLs, all packets passing through the switch could be allowed onto all parts of the
network. You can use ACLs to control which hosts can access different parts of a network or to
decide which types of traffic are forwarded or blocked. For example, you can allow e -mail traffic
to be forwarded but not Telnet traffic.

An ACL contains an ordered list of access control entries (ACEs). Each ACE specifies permit or
deny and a set of conditions the packet must satisfy in order to match the ACE. The meaning of
permit or deny depends on the context in which the ACL is used.

The switch supports IP ACLs and Ethernet (MAC) ACLSs:

1) IP ACLs filter IPv4 traffic, including TCP, User Datagram Protocol (UDP), Internet Group
Management Protocol (IGMP), and Internet Control Message Protocol (ICMP).

2) Ethernet ACLs filter non-IP traffic.

e =

Fig 3.1.1 IP ACL E2000 seriesSwitches
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3.1MAC ACL

MAC ACLs are ACLs that filter traffic using information in the Layer 2 header of each packet. You
can use ACLs to control which hosts can access different parts of a network or to decide which
types of traffic are forwarded or blocked at the router interfaces.

Use the mac acl command to create a MAC access list and to enter mac -acl configuration mode.

The name of ACL must be unique that cannot have same name with other ACL or QoS policy.

Once an ACL is created, an implicit Td e ny ACE grddted at the end of the ACL. That is, if
there are no matches, the packets are denied. Use the no form of this command to delete.

Fig 3.2.1 MAC ACL E2000 series
Switches Switch# configure terminal
Switch(config)# mac acl {NAME }
Switch(config)# no mac acl {NAME }
mac acl {NAME}

Synta
X no mac acl {NAME}

Parameter NAME Specify the name of MAC

ACL Mode Global Configuration

The example shows how to create a mac acl. You can verify settings by the
following show acl command

Switch# configure
Exampl terminal Switch(config)#
mac acl test Switch(mac -

acl)# show acl
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3.2PERMIT(MAC)

Use the permit command to add permit conditions for a mac ACE that bypass those packets hit the
ACE.
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The T s e q u e also efdesents hit priority when ACL bind to an interface. An ACE not specifies
Ts e qu e mazewduld assign a sequence index which is the largest existed index plus 20. If
packet content can match more than one ACE, the lowest sequence ACE is hit. An ACE cannot
be added if has the same conditions as existed ACE.

Switch# configure terminal

Switch(config)# mac acl {NAME}

Switch(config -mac-acl#[sequence <1-2147483647>]permit (A:B:C:D:E:F /A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlarI-4094>] [cos <O-7><0-7>][ethtype <0x0600 -OxFFFF}

Switch(config -mac-acl)#no sequence <I-2147483647>

Synta

Paramet
er

Mode

[sequence <1-2147483647>] permit (A:B:C:D:E:F/A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:F|anyylan <1-4094>] [cos <O0-7><0-7>][ethtype <0x0600 -
OXFFFF>]

no sequence <I1-2147483647>

<1-2147483647> b (Optional) Specify sequence index of ACE, the sequence
index represent the priority of an ACE in ACL.

(A:B:C:D:E:F/A:B:C:D:E:F|anypecify the source MAC address and mask of packet
or any MAC address.

(A:B:C:D:E:F/A:B:C:D:E:F|anypecify the destination MAC address and mask of
packet or any MAC address.

[vlan<1-4094>] (Optional) Specify the vlan ID of packet.
[cos <0-7><0-7>](Optional) Specify the Class of Service value and mask of packet.

[ethtype <Ox0600 -OxFFFFJ (Optional) Specify Ethernet protocol number of packet.

MAC ACL Configuration
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The example shows how to add an ACE that permit packets with source MAC
address 22:33:44:55:66:77. VLAN 3 and Ethernet type 1999. You can verify settings
by the following show acl command,

Switch# configure terminal

Switch(config)# mac acl test

Exampl
e Switch(mac -acl)# sequence 999 permit 22:33:44:55:66:77/ FF:FF.FF:FF:FF:Fany

vian 3
ethtype 0x2800

Switch(mac -al)# show

acl
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3.3DENY (MAC)ACL

Use the deny command to add deny conditions for a mac ACE that drop those packets hit the
ACE. TheT s e q u e nlso eepfesents hit priority when ACL bind to an interface. An ACE not
specifies T s e q u e indexenvduld assign a sequence index which is the largest existed index plus
20. If packet content can match more than one ACE, the lowest sequence ACE is hit. An ACE
cannot be added if has the same conditions as existed ACE. Use Ts hut d cowhutdown
interface while ACE hit.

Switch# configure terminal

Switch(config)# mac acl {NAME}

Switch(config -mac-acly#[sequence <1-2147483647>] deny (A:B:C:D:E:F/ A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:Flanyjvlan <1-4094>] [cos <O0-7><0-7>] [ethtype <Ox0600 -OxFFFF3
[shutdown]

Switch(config -mac-acl)# no sequence <I1-2147483647>

[sequence  <1-2147483647>] deny (A:B:C:D:E:F/A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:Flanyj¥lan <1-4094>] [cos <O0-7><0-7>] [ethtype <0Ox0600 -
Synta OXFFFFH [shutdown]

no sequence <I1-2147483647>

<1-2147483647> (Optional) Specify sequence index of ACE, the sequence index
represent the priority of an ACE in ACL.

(A:B:C:D:E:F/A:B:C:D:E:F|angpecify the source MAC address and mask of packet
or any MAC address.

(A:B:C:D:E:F/A:B:C:D:E:F|anypecify the destination MAC address and mask of
packet or any MAC address.

Paramet

er [vlan <1-4094>] (Optional) Specify the vlan ID of packet.
[cos <0-7><0-7>](Optional) Specify the Class of Service value and mask of
packet. [ethtype <Ox0600 -OxFFFF3(Optional) Specify Ethernetprotocol
number of packet [shutdown] (Optional) Shutdown interfaces while ACE hit.

Mode MAC ACL Configuration
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The example shows how to add an ACE that denies packets with destination MAC
address aa:bb:cc:xx:xx:xx and VLAN 9. You can verify settings by the following show acl
command

Switch# configure terminal
Switch(config)# mac acl test
Exampl Switch(mac -acl)# sequence 30 permit any any

Switch(mac -acl)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00 vian 9 shutdown

Switch(mac -acl)# show acl
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3.41P ACL

Use the ip acl command to create an IPv4 access list and to enter ip -acl configuration mode. The
name of ACL must be unique that cannot have same name with other ACL or QoS policy. Once

an ACL is created, animplicit Td e ny A&LKHgrebled at the end of the ACL. That is, if there are
no matches, the packets are denied. Use the no form of this command to delete.

(Revwora ) (Aderess & widcard )
101 pormit (BrOIGESI SSUGELIPHESLIP

ggggggg i
''''' ep Matchin
&l Options

others...

Fig 3.4.1 IP ACL with permit and
deny. Switch# configure terminal
Switch(config)# ip acl {NAME}

Switch(config)# no ip acl {NAME}

ip acl {NAME}
Synta
X no ip acl {NAME}
Parameter NAME Specify the name of IPv4
ACL Mode Global Configuration
The example shows how to create an IP ACL. You can verify settings by the
following show acl command
Switch# configure terminal
Exampl Switch(config)#ip acl iptest
e

-3?5__- -ip-acl)# do show

acl
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3.5PERMIT(IP)

Use the permit command to add permit conditions for an IP ACE that bypasses those packets hit

the ACE. TheT s e g u e also eeffesents hit priority when ACL bind to an interface. An ACE not
specifies T s e q u eimdexevbuld assign a sequence index which is the largest existed index plus
20. If packet content can match more than one ACE, the lowest sequence ACE is hit. An ACE
cannot be added if has the same conditions as existed ACE.

Switch# configure terminal
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Switch(config)# ip acl {NAME}

Switch(config -ip-acl)#permitip 192.168.1.0/255.255.255.0 any permiticmp any any echo -request
any

[sequence <1-2147483647>] permit (<0- 255>
lipinip|egpligp |[hmp|rdplipv6]| ipv6:routlipv6:frag|rsvplipv6:icmp|ospflpim|i2tp|ip)
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any)[(dscp|precedence) VALUE]]

[sequence <1-2147483647>]permit icmp(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any) (
<0-255>|echo-reply|destination -unreachable|source -quench|echo -request|router -
advertisement|router -solicitation|time - exceeded|timestamp|timestamp -
reply|traceroute|any) ( <0- 255>|any) [(dscp|precedence) VALUE]

[sequence <1-2147483647>]permit tcp (A.B.C.D/A.B.C.D|any)(<0-65535>
|echo|discard|daytime|ftp -data|ftp|telnet|smtp|time|hostname|whois|tacacs -
ds|domainjwww|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|drip| PORT_RANG E|any)
(A.B.C.D/A.B.C.DJ|any) (<0-65535> |echo|discard|daytime|ftp -

Synta datalftp|telnet|smtp|time|hostname|whois| tacacs -

ds|domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|drip] PORT_RANGE|any)[matc
h- all TCP_FLAG][(dscp|precedence) VALUE]

[sequence <1-2147483647>lpermitudp (A.B.C.D/A.B.C.DJ|any) (<0-65535>
|echo|discard| time|nameserver|tacacs -
ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbios - ns|snmp]|
snmptrap|who|syslog|talk|rip|PORT_RANGE]any) (A.B.C.D/A.B.C.DJ|any)

<0-65535>|echo
|discard|time|nameserver|tacacsds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE]|any) [(dscp|precedence) VALUE]

Nno sequence <1-2147483647>
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<1-2147483647> (Optional) Specify sequence index of ACE, the sequence index
represent the priority of an ACE in ACL.

(A.B.C.D/A.B.C.D|any)Specify the source IPv4 address and mask of packet or any IPv4
address.

(A.B.C.D/A.B.C.D|any)Specify the destination IPv4 address and mask of packet or any
IPv4address.

[dscp VALUH(Optional) Specify the DSCP of packet.

[precedence VLAUH(Optional) Specify the IP precedence of packet.

icmp -type Specify ICMP message type for filtering ICMP packet. Enter a type name of list

Ora parameternUmber of ICMP message type.

icmp-code Specify ICMP message code for filtering ICMP packet.

I14-source-port Specify TCP/UDP source port of for filtering TCP/UDP packet. Enter a port
name of list or a number of TCP/UDP port.

l4-destination-port Specify TCP/UDP destination port of for filtering TCP/UDP packet.
Enter a port name of list or a number of TCP/UDP port.

match -all Specify tcp flag for TCP packet. If a flag should be set it is prefixed by
"+".If a flag should be unset it is prefixed by "-". Available options are +urg, +ack, +psh,
+rst,

+syn, +fin,-urg, -ack, -psh, -rst, -syn and -fin.To define more than 1 flag - enter
additional flags one after another without a space (example +syn -ack).

Mode IP ACLConfiguration
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The example shows how to add a set of ACEs. You can verify settings by the following
show acl command.

This command shows how to permit a source IPaddress subnet.
Switch# configure terminal

Switch(config)# ip acl {commando}

Switch(config -ip-acl)#permit ip 192.168.1.0/255.255.255.0 any
This command shows how to permit ICMP echo-request packet with any IP

address. Switch(config -ip-acl)#permit icmp any any echo-request any

Example
This command shows how to permit any IP address HTTP packets with DSCP 5.

Switch(config -ip-acl)#permit tcp any any any www dscp 5

This command shows how to permit any source IP address SNMP packet connect to
destination IP address 192.168.1.1.

Switch(config -ip-acl)#permit udp any any 192.168.1.1/255.255.255.255 snmp

Switch(config -ip-acl)#show acl
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3.6DENY (IP)

Use the deny command to add deny conditions for an IP ACE that drop those packets hit the ACE.
The T s e q u e alsw efesents hit priority when ACL bind to an interface. An ACE not specifies
Ts e qu e mazewduld assign a sequence index which is the largest existed index plus 20. If
packet content can match more than one ACE, the lowest sequence ACE is hit. An ACE cannot be
added if has the same conditions as existed ACE. Use T s h u t d  shatd$wn interface while
ACE hit.

Switch# configure terminal
Switch(config)# ip acl {iptest}

Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255 any

[sequence <1-2147483647>] deny(<0-

255>|ipinip|egpligp|hmplrdp|ipv6|ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|I2tp]ip)
(A.B.C.D/A.B.C.D]jany)(A.B.C.D/A.B.C.D|any)[(dscp|precedenceVALUE]][shutdown]

[sequence <1-2147483647>] deny icmp
(A.B.C.D/A.B.C.D|any)(A.B.C.D/A.B.C.D|anyH{0- 255>|echo-reply|destination -
unreachable]|

source-quenchjecho -request|router -advertisement|router - solicitation|

time-exceeded|timestamp| timestamp -reply|traceroute|any) (<0-
255> |any) [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>]deny tcp (A.B.C.D/A.B.C.D|any) <0-65535> |echo|

discard|daytime]|ftp - data|ftp|telnet|smtp|time|hostname|whois|tacacs -
ds| domainjwww|pop2|pop3|syslog|talk|klogin|kshelljsunrpc|drip] PORT_RANGE]|any)(<©

Synta 65535>|echo|discard|daytime|ftp -

X data|ftp|telnet|smtp|time|hostname|whois]|
(A.B.C.D/A.B.C.D|any) (<0-65535>
|echo|discard|daytime|ftp -
data|ftp|telnet|smtp|time|hostname|whois|tacacsds|domainjwww|pop2|pop3|syslog|talk]
klogin|kshell|sunrpc|drip]PORT_RANGE]any)

[match-all TCP_FLAG] [(dscp|precedence) VALUE][shutdown]

[sequence <1-2147483647>]deny udp (A.B.C.D/A.B.C.D|any)&0-65535>
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lecho| s|snmp|snmptrap|who|syslog|

discar talk|rip]|PORT_RANGE]|any)(A.B.C.D/A.B.C.D|any3(-65535>

d|time |echo|discard|time|nameserver|tacacs -ds|domain|bootps|bootpc]tftp|

[name  sunrpc|ntp|netbiosns|snmp|snmptrap|who|syslog|PORT_RANGE|any)

server [(dscp|precedenc

[tacac ) VALUE] [shutdown]

s-

ds|do no sequence <I-2147483647>
main|

bootp

s|

w o To +*o® o3 —7UT oS —OT TS cw—UOwW e — OT 0 O T

n
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<1-2147483647> (Optional) Specify sequence index of ACE, the sequence index
represent the priority of an ACE in ACL.

(A.B.C.D/A.B.C.D|any¥ppecify the source IPv4 address and mask of packet or any IPv4
address.

(A.B.C.D/A.B.C.D|anyppecify the destination IPv4 address and mask of packet or any
IPv4address.

[dscp VALUE]Optional) Specify the DSCP ofpacket.
[precedence VLAUE](Optional) Specify the IP precedence of packet.

icmp -type Specify ICMP message type for filtering ICMP packet. Enter a type name of list

or a number of ICMP message type.
Paramet

er icmp -code Specify ICMP message code for filtering ICMP packet.

14-source-port Specify TCP/UDP source port of for filtering TCP/UDP packet. Enter a port
name of list or a number of TCP/UDP port.

l4-destination -port Specify TCP/UDP destination port of for filtering TCP/UDP packet.
Enter a port name of list or a number of TCP/UDP port.

match -allSpecify tcp flag for TCP packet. If a flag should be set it is prefixed by "+".If
a flag should be unset it is prefixed by "-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin,- urg, -ack, -psh, -rst, -syn and -fin.To define more than 1 flag - enter
additional flags one after another without a space (example +syn -ack).

[shutdown] (Optional) Shutdown interface while ACE hit.

Mode IP ACL Configuration

The example shows how to add an ACE that denies packets with source IP address
192.168.1.80. You can verify settings by the following show acl command

Switch# configure terminal

Switch(config)# ip acl iptest

Exampl
e Switch(config -ip-acl)#deny ip 192.168.1.80/255.255.255.255 any
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Switch(config -ip-acl)#show acl
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3.71PV6 ACL

Use the ipv6 acl command to create an IPv6 access list and to enter ipv6 -acl configuration mode.

The name of ACL must be unique that cannot have same name with other ACL or QoS policy.

Once an ACL is created, an implicit Td e ny ACHE yrddted at the end of the ACL. That is, if
there are no matches, the packets are denied. Use the no form of this command to delete.

Switch# configure terminal

Switch(config)# ipv6 acl {NAME}

Switch(config)# no ipv6 acl {NAME}

ipv6 acl {NAME}

Synta
X no ipv6 acl {NAME}
Parameter NAME Specify the name of IPv6
ACL Mode Global Configuration
The example shows how to create an IPv6 ACL. You can verify settings
by the following show acl command
Switch# configure terminal
Switch(config)# ipv6 acl
Exampl
e

ipv6test Switch(config -ipv6-

acl)# show acl

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



3.8PERMIT(IPV6)

Use the permit command to add permit conditions for an IPv6 ACE that bypasses those packets

hit the ACE. TheT s e q u e also epdesents hit priority when ACL bind to an interface. An ACE
not specifies T s e g u e indexewgduld assign a sequence index which is the largest existed index
plus 20. If packet content can match more than one ACE, the lowest sequence ACE is hit. An
ACE cannot be added if has the same conditions as existed ACE.

Switch# configure terminal
Switch(config)# ipv6 acl {ipv6test}

Switch(config -ipv6-acl)#permit ipv6 fe80:1122:3344:5566::1/64 any

[sequence <1-2147483647>] permit (<0-255>|ipv6) (X:X::X:Xk0-128>|any) (X:X::X:X/
<0-128>|any)[(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit icmp (X:X::X:X/ <0- 128>|any)

(X:X::X:XKkO0-128>|any) (<0-255>|destination - unreachable|packet -to0-

big|

time-exceeded|parameter -problem|echo -request|echo -reply|mid -query|mld -
report|mldv2 - report|mid -done| router- solicitation|router -advertisement|nd -ns|nd-
nalany) (<0- 255>

lany)[(dscp|precedence) VALUE]

[sequence <I1-2147483647>] permit tcp (X:X::X:X/<0-128>|any)

(<0-65535> |echo|discard|daytime|ftp -data|ftp|telnet|smtp]|
time|hostname|whois|taca
Synta cs- ds|domain|www]|pop2|pop3|syslog|

talk|klogin|kshell|sunrpc|drip|PORT_RANGE|any)X:X:: X:Xk0-128>|any)
(<0-65535> |echo|discard|daytime|ftp - data|ftp]|

telnet|smtp|time|hostname|whois|tacacs -ds|domain|jwww|pop2]|
pop3|syslog|talk|klogin|kshell|sunrpc|drip|PORT_RANGE|any)[match-allTCP_FLAG]
[(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit udp (X:X::X:X/<0-128>|any)

(<0-65535> |echo|discard|time|nameserver|tacacs -ds|domain]|
bootps|bootpc|tftp|sunrpc|ntp|netbios -
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card|time|nameserver|tacacs -ds|domain| bootps|bootpc|tftp|sunrpc|ntp|netbios -ns|
snmp|snmptrap|who|syslog|PORT_RANGE|any)
[(dscp|precedence) VALUE]

no sequence <I1-2147483647>

_CQO_UJ‘<UJ_OD'§_'CQJ""’"'CB:SUJ_'UBDUJ_U)D

talk]ri
p|POR
T_RAN
GE|an
y)
(X:X::X
:X/<0-
128>|
any)

(<0-
655
35>|
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<1-2147483647>(Optional) Specify sequence index of ACE, the sequence index
represent the priority of an ACE in ACL.

(X:X::X:X/<@128>|any) Specify the source IPv6 address and prefix of packet or any
IPv6 address.

(X:X::X:X/<G128>]any) Specify the destination IPv6 address and prefix of packet or any
IPv6 address.

[dscp VALUE](Optional) Specify the DSCP of packet.

[precedence VLAUE](Optional) Specify the IP precedence of packet.

Paramet Icmp-type Specify ICMP message type for filtering ICMP packet. Enter a type name of
er list or a number of ICMP message type.

icmp -code Specify ICMP message code for filtering ICMP packet.

l4-source-port  Specify TCP/UDP source port of for filtering TCP/UDP packet. Enter a
port name of list or a number of TCP/UDP port.

l4-destination-port Specify TCP/UDP destination port of for filtering TCP/UDP packet.
Enter a port name of list or a number of TCP/UDP port.

match -all Specify tcp flag for TCP packet. If a flag should be set it is prefixed by "+".If a
flag should be unset it is prefixed by "-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin, - urg, -ack, -psh, -rst, -syn and -fin.-To define more than 1 flag - enter
additional flags one after another without a space (example +syn -ack).

Mode IPv6 ACL Configuration

The example shows how to add a set of ACEs. You can verify settings by the following
show acl command.

This command shows how to permit a source IP address subnet.

Switch# configure terminal

Exampl Switch(config)# ipv6 acl {commando}

Switch(ipv6 -acl)# permit ipv6 fe80:1122:3344:5566::1/64 any
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Switch(ipv6 -acl)# show acl
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3.9DENY (IPV6)

Use the deny command to add deny conditions for an IPv6 ACE that drop those packets hit the

ACE. TheT s e q u e nlso eepfesents hit priority when ACL bind to an interface. An ACE not
specifies T s e q u e indexenvduld assign a sequence index which is the largest existed index plus
20. If packet content can match more than one ACE, the lowest sequence ACE is hit. An ACE
cannot be added if has the same conditions as existed ACE. Use Ts hut d cowhutdown
interface while ACE hit.

Switch# configure terminal
Switch(config)# ipv6 acl {ipv6test}

Switch(config -ipv6-acl)# permit ipv6 fe80:1122:3344:5566::1/64 any

[sequence <1-2147483647>] deny (<0-255>|ipv6) (X:X::X:Xk0-128>|any) (X:X::X:X/
<0-128>|any) [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny icmp (X:X::X:Xk0-128>|any) (X:X::X:Xk0-128>|any) (
<0-255>|destination- unreachable|packet -too-big|

time-exceeded|parameter -problem|echo -request|echo -reply| mld-query|mld -
report|midv2 - reportjmid -done| router- solicitation|router -advertisement|nd -ns|nd-
nalany) (<0- 255>

|any)[(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny tcp (X:X::X:X/<0-128>|any) (<0-65535>
|echo|discard|daytime|ftp -data|ftp|telnet|smtp]|
time|hostname|whois|tacacs -
Synta ds|domainjwww|pop2|pop3|syslog| talk|klogin|kshell|sunrpc|drip]PORT_RANGE|any)
X (X:X::X:XKk0-128>|any) (<0-65535> |echo|discard|daytime|ftp - data|ftp|

telnet|smtp|time|hostname|whois|tacacs -ds|domain|www|pop2]|
pop3|syslog|talk|klogin|kshelljsunrpc|drip|PORT_RANGE]anylmatch -all TCP_FLAG]
[(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny udp (X X::X:XKk0-128>|any) (<0-65535>
|echo|discard|time|nameserver|tacacs -ds|domain]|

bootps|bootpc|titp|sunrpc|ntp|netbi
0s- ns|snmp|snmptrap|whojsyslog]|

talk|rip]PORT_RANGE|any) (X:X::X:Xk0-128>|any) (<0-65535>
|echo|discard|time|nameserver|tacacs -ds|domain|
bootps|bootpc|titp|sunrpc|ntp|netbios -
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Parameter <1-2147483647>(Optional) Specify sequence index of ACE, the sequence
index represent the priority of an ACE in ACL.

(A.B.C.D/A.B.C.DJ]any) Specify the source IPv4 address and mask of packet or any
IPv4 address.

(A.B.C.D/A.B.C.D|any)Specify the destination IPv4 address and mask of packet or any
IPv4 address.

[dscp VALUE]Optional) Specify the DSCP of packet.
[precedence VLAUE](Optional) Specify the IP precedence of packet.

icmp -type Specify ICMP message type for filtering ICMP packet. Enter a type name of
Paramet list or a number of ICMP message type.

er
icmp -code Specify ICMP message code for filtering ICMP packet.

l4-source-port  Specify TCP/UDP source port of for filtering TCP/UDP packet. Enter a
port name of list or a number of TCP/UDP port.

l4-destination -port Specify TCP/UDP destination port of for filtering TCP/UDP packet.
Enter a port name of list or a number of TCP/UDP port.

match -all Specify tcp flag for TCP packet. If a flag should be set it is prefixed by "+".1f a
flag should be unset it is prefixed by "-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin, - urg, -ack, -psh, -rst, -syn and -fin.To define more than 1 flag - enter
additional flags one after another without a space (example +syn -ack).

[shutdown] (Optional) Shutdown interface while ACE hit.

Mode IP ACL Configuration

The example shows how to add an ACE that denies packets with destination IP
address fe80::abcd. You can verify settings by the following show acl command

Switch# configure terminal

Switch(config)# ipv6 acl {ipv6test}
Exampl

e Switch(config -ip-acl)#deny ipv6 any fe80::abcd/128
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Switch(config -ip-acl)#show acl
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3.10BIND ACL

Use the (macl|iplipv6) acl {NAME }command to bind an ACL to interfaces. An interface can bind
only one ACL or QoS policy. Use the no form of this command to return to unbind an ACL from
interface.

i
ip tcp udp

.

]

oo |
Fig 3.10.1 E2000 Series Switches bind an ACL to interface
Switch# configure terminal

Switch(config)# (macliplipv6) acl {NAME}

Switch(config)# [no] (mac]|ip|ipv6) acl {NAME}

(macliplipv6) acl {NAME}

Synta
X [no] (macliplipv6) acl {NAME}
(mac/ipfipv6) Specify a type of ACL to binding to interface
Paramet
er NAME Specify the name of ACL

Mode Interface Configuration

The example shows how to bind an existed ACL to interface.
Switch# configure terminal

Switch(config)# interface
Exampl GigabitEthernet 1 Switch(config-if)# ip
acl iptest

Switch(config -if)# do show running -config interfaces GigabitEthernet 1
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3.11SHOW ACL

Use the show acl command to show created ACLs. You can specify macip or ipv6 to show
specific type ACL or specify unique name string to show ACL with the name.

Switch#show acl
Switch#show (mac]|ip|ipv6) acl

Switch#show (mac]|ip|ipv6) acl (NAME)

show acl

Synta show (mac|ip|ipv6) acl
show (mac]ip|ipv6) acl NAME
(maclip|ipv6) Specify a type of ACL to show

Paramet
er NAME Specify the name of ACL

Mode  Global Configuration Context Configuration

The example shows how to show all IP ACL.

Exampl Switch# show ip acl

e
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3.12SHOW ACL UTILIZATION

Use the show acl utilization command to show the usage of PIE of ASIC. When an ACL bind to
interface, it needs ASIC resource to help to filter packet. An ASIC has limited resource. This
command help user to know the PIE usage of AISC.

Switch# show acl utilization

Syntax show acl utilization

Mode Global

Configuration

The example shows how to show

utilization ExampleSwitch# show acl utilization
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AUTHENTICATIONMANAGER

You can control access to your network through Switch by using authentication methods such as
802.1X, MAC Based and Web Based. Authentication manager implementation that delegates
responsibility for authentication to one or more authentication providers.The authentication
manager port setting page control all the authentication methods, such as 802.1x, MAC
authentication. It also handles network authentication requests and enforces authentication per
port basis. The Auth Manager maintains operational data for all port based network connection.
Use MAC-based authentication to authenticate devices based on their physical media access
control (MAC) address. WEB-Based authentication enables you to authenticate users on switches
by redirecting Web browser requests to a login page that requires users to input a valid username
and password before they can access the network. WEB -Based Local Account can be defined as
the process of verifying someone's identity by using pre -required details (Commonly username
and password).

802.1X: 802.1X is an IEEE standard for portbased network access control (PNAC). It provides an
authentication mechanism for devices seeking to access a LAN.

During the authentication process, the switch completes multiple message exchanges between
the end device and the authentication server While 802.1X authentications is in process, only
802.1X traffic and control traffic can transit the network.

The 802.1X authentication method only works if the end device is 802.1X -enabled, but many
single-purpose network devices such as printers and IP phones do not support the 802.1X
protocol. You can configure MAC RADIUS authentication on interfaces that are connected to
network devices that do not support 802.1X and for which you want to allow to access the LAN.
When an end device that is not 802.1X -enabled is detected on the interface, the switch transmits
the MAC address of the device to the authentication server. The server then tries to match the
MAC address with a list of MAC addresses in its database. If the MAC address matches an
address in the list, the end device is authenticated.
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4. 1AUTHENTICATION

UseTaut he nt comaand tmenable the global setting of 802.1x/MAC/WEB authentication
network access control. Use the T n ofddn of this command to disable 802.1x/MAC/WEB
authentication.

Switch# configure terminal

Switch(config)# authentication (dotlx|mac|web)

Switch(config)# no authentication

(dotlx|mac|web)

authentication (dotlx|mac|web)

Synta
X no authentication (dotlx|mac|web)
The following example shows how to enable
802.1x/MAC/WEB authentication.
Switch# configure terminal
Switch(config)# authentication dotlx
Switch(config)# authentication mac
Exampl Switch(config)# authentication web
e

Switch# show authentication

42AUTHENTICATIONINTERFACE)

UseTaut hent ineréadeicanméid to enable the port setting of 802.1x/MAC/WEB
authentication network access control. Use the T n ofddn of this command to disable
802.1x/MAC/WEB authentication.
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Switch# configure terminal
Switch(config)# authentication (dotlx|mac|web)
Switch(config)# no authentication

(dotlx|jmac|web)

authentication (dotlx|mac|web)
Synta
X no authentication (dotlx|mac|web)
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Default Default is disabled for all type
Mode Interface Configuration
The following example shows how to enable
802.1x/MAC/WEB authentication.
Switch# configure terminal
Switch(config)# interface GigabitEthernet
1 Switch(config -if)# authentication dot1x

Switch(config -if)# authentication mac

ExampleSwitch(config -if)# authentication web

Switch# show authentication interface GigabitEthernet 1
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4.3AUTHENTICATION MACGRADIUS

Use Taut hentmac a & d o mosmdand to configure the radius user id format used by
MAC authentication Radius method.

Switch# configure terminal

Switch(config)# authentication mac radius [mac-case (lower|upper)]

Syntax

Paramet
er

Default

[mac delimiter(colon|dot|hyphen|none) [gap (2]4]6)]]

authentication mac radius [mac-case (lower|lupper)]
[mac delimiter(colon|dotlhyphen|none) [gap (2|4|6)]]

mac-case (lower|upper) Select radius user id to be upper case or lower
case.mac- delimiter(colon|dot|hyphen|none)

Select radius user id delimiter colon; XX: XXX XX XX XX XX dot: XX XX XX XX XX XX
hyphen: XX XX XX XX XX-XX

none: XXXXXXXXXXXX
gap (2]4|6) Select delimiter
gap 2: XX- XX XX XX XX XX
41 XXXRXXXXXXXX

61 XXXXXXXXXXXX

Default radius id format is upper case with none

delimiter. Mode Global Configuration
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The following example shows how to configure MAC authentication radius id format
to be upper case with colon delimiter every 2 chars

Switch# configure terminal

Switch(config)# authentication mac radius mac -case upper

Switch(config)# authentication mac radius mac -delimiter colon gap 2

Exampl
e Switch# show authentication
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45AUTHENTICATION MAQLOCAL

UseTaut henti cat i eammanditc add laxa MAC Guthentication hosts in database.
This local host database is used when MAC authentication method is configuredas T | o ¢ Ehé U
MAC authentication module will find host in this local database and authenticated it. Use the no
form of this command to delete local host from database.

Switch# configure terminal

Switch(config)# authentication mac local mac-addr control auth [vlan <Z-4094>] [reauth-
period
<300-4294967294>] [inactive -timeout <60-65535>]

Switch(config)# authentication mac local mac-addr control

unauth Switch(config)# no authentication mac localmac -addr

authentication mac local mac-addr control auth [vlan <1-4094>] [reauth-
period
Synta <300-4294967294>] [inactive -timeout <60-65535>]

authentication mac local mac -addr control unauth

Switch(config)# no authentication mac local mac-addr

mac-addr MAC Authentication local MAC address.

control auth Host with this MAC address will be authorized.

control unauth Host with this MAC address will be force -unauthorized
Paramet vlan<1-4094>MAC Authentication host assigned VLAN.
o reauth-period <300 -429496 7294> MAC Authentication host reauthentication

period inactive-timeout.

<60-65535> MAC authentication host inactive timeout.
Default Default is no local MAC Authentication

entry. Mode Global Configuration
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The following example shows how to add a new local mac authentication host.

Switch# configure terminal

Switch(config)# authentication mac local 00:11:22:33:00:01 control auth vian
3

reauth-period 500 inactive -timeout 300

Switch# show authentication

Example
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46 AUTHENTICATION GUESIVLAN

UseTaut hentdguestu li aanrfnand to enable the global setting of guest VLAN and
specify guest VLAN ID. Use theT n ofddn of this command to disable guest VLAN.

Switch# configure terminal
Switch(config)# authentication guest-vlan <I-

4094> Switch(config)# no authentication guest -

vian

authentication guest -vlan <7-4094>
Synta
X no authentication guest -vlan

Parameter <1-4094>Guest VLAN ID

Default Default guest VLANIis

disabled Mode Global Configuration

The following example shows how to create
guest VLAN.

Switch# configure
terminal Switch(config)#
vlan 3 Switch(config -
vlan)# exit

Exampl
e Switch(config)# authentication guest -vian 3

Switch# show authentication
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4. 7AUTHENTICATION GUESIVLAN (INTERFACE)

Use Taut hent guesav [ a coldmand to enable the port setting of guest VLAN. Use
the TnoU

form of this command to disable guest

VLAN. Switch#configure terminal

Switch(config)# interface {interface -name}

Switch(config -if)#authentication guest -vian

Switch(config -if)#no authentication guest-

vlan

authentication guest -vian
Synta
X no authentication guest -vlan

Default Default guest VLANIs

disabled Mode Interface

Configuration

The following example shows how to enable
guest VLAN.

Switch#configure terminal
EXampIeSwitch(config)# interface
GigabitEthernetl Switch(config -if)#

authentication guest-vlan
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4. 8AUTHENTICATION HOSAMODE

UseTaut he nthost-mb id @abfinmand to configure the port, Authentication host mode. Use
the Tno U

form of this command to restore default

value. Switch#configure terminal

Switch(config)# interface {interface-name}

Switch(config)# authentication host -mode (multi-auth|multi-host|single-host)

Switch(config)# no authentication host -mode

authentication host-mode (multi-authjmulti-host|single-

Synta

X host) no authentication host -mode
multi-auth Multiple Authentication Mode. In this mode, every client need to
pass authenticate procedure individually.
multi-host Multiple Host Mode. In this mode, only one client need to be

Paramet . . . .

or authenticated and other clients will get the same access accessibility.
single-host Single Host Mode. In this mode, only one host is allowed to be
authenticated. It is the same as multi -auth mode with max hosts number configure
to be 1.

Default Default is multi-auth

mode. Mode Interface Configuration

Example
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The itch(config)# interface GigabitEthernet 2
follow Switch(config -if)# authentication host -mode multi -
ing host Switch# show authentication interface
exam GigabitEthernet 2

ple

show

s how

to

modif

y port

host

mode

to

multi-

host.

Switc

h#co

nfigur

termi

nal
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49AUTHENTICATION MAXHOSTS

UseTaut hent i ehaotsi to@mdianatm configure the port max hosts number for multi -auth
mode. The host exceed the max host number is not allowed to create authentication session and
do authenticating. Use T n ofddn of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)#authentication max-hosts <Z-

256> Switch(config -if)#no authentication max -

hosts

authentication max -hosts <1-256>
Synta
X no authentication max -hosts

Parameter<1-256> Available max host number in multi-auth

mode. Default Default max host number is 256

Mode Interface Configuration

The following example shows how to change port max
hosts number.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication max-hosts

Exampl 100

Switch# show authentication interface GigabitEthernet 2
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4.10AUTHENTICATIONMETHOD

UseTaut he ntmectah acdoliand to configure the port authentication method order.
Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication method local

radius
authentication method (local [radius] | radius [local])
Synta
X no authentication order
Local Use local account to authenticate
Paramet
er Radius Use remote RADIUS server toauthenticate

Default Default is RADIUSmethod in first place and no other

method. Mode Interface Configuration

The following example shows how to modify port authentication order to local
and then RADIUS.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication method local radius
Exampl

e Switch# show authentication interface

GigabitEthernet 2
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4.11AUTHENTICATIONORDER

Use Taut hent o ca écbndghand to configure the port authentication type order. Use
the TnoU

form of this command to restore default

value. Switch#configure terminal

Switch(config)# interface {interface-name}
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Switch(config -if)# authentication order (dotlx [mac] [web] | mac [dotlx] [web] | web)

Switch(config -if)# no authentication order

authentication order (dotlx[mac] [web] | mac [dotlx] [web] |
Synta
X web) no authentication order

dotlx Authenticating user by IEEE 802.1X
Parametermac Authenticating user by mac based authentication

web Authenticating user by web based

authentication Default Defaultis dotlx type in first place

and no other types. Mode Interface Configuration

The following example shows how to modify port authentication order to dotlx,
mac and web.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication order dotlx mac
web

Exampl
e Switch# show authentication interface GigabitEthernet 2
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4.12AUTHENTICATION POR-AICONTROL

UseTaut henportecad n b mommddid to enable the port authentication control mode. Use
the Tno U

form of this command to disable authentication port control

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication port -control (auto|force -auth|force -unauth)

Switch(config -if)# no authentication port -control

authentication port-control (auto|force-auth|force -

Synta
X unauth) no authentication port -control
Auto Need passing authentication procedure to get network accessibility
force-auth Port is force authorized and all clients have network accessibility.
Paramet
er force-unauth
Port is force unauthorized and all clients have no network accessibility.
Mode Interface Configuration
The following example shows how to configure port control to auto mode.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication port-control
auto
Exampl
e Switch# show authentication interface GigabitEthernet 1
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4.13AUTHENTICATION RADIUSATTRIBUTESVLAN

UseTaut henticaai dbni ba toerarsmnd to aonfigure the port RADIUS VLAN assign
mode. Use the T n ofddm of this command to disable the port RADIUS VLAN assign.

Switch# configure terminal
Switch(config)# interface {interface-name}
Switch(config -if)# authentication radius -attributes vlan (reject | static)

Switch(config -if)# no authentication radius -attributes vilan

authentication radius-attributes vlan (reject | static)

Synta

X no authentication radius -attributes vian
reject If get VLAN authorized information, just use it. However, if there is no
VLAN authorized information, reject the host and make it unauthorized.

Paramet

er static If get VLAN authorized information, just use it. If there is no VLAN
authorized information, keep original VLAN of host.

Default Default radius attributes VLAN assign mode is

static. Mode Interface Configuration

The following example shows how to configure port VLANassign to reject mode.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication radius -attributes vian reject

Switch# show authentication interface GigabitEthernet 2
Exampl
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4.14AUTHENTICATIONREAUTH

UseTaut henriea@atoihdind to enable the port reauthentication.Use the T n dddn of
this command to disable reauthentication.

Switch# configure terminal
Switch(config)# interface {interface-
name} Switch(config -if)#
authentication reauth

Switch(config -if)# no authentication reauth

authentication reauth
Synta
X no authentication reauth

Mode Interface Configuration

The following example shows how to enable
port reauthentication.

Switch# configure terminal
Switch(config)# interface
GigabitEthernet 2 Switch(config -if)#
authentication reauth

ExampIeSWitCh# show authentication interface GigabitEthernet 2
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4.15AUTHENTICATION TIMERNACTIVE

Use Taut henticati on ¢onnmaedr to donfigure tthie wertUinactive timeout
value.Sometimes, we may assign a long aging time for a host, but in fact, it is not active. This
inactive timeout will detect the host is active or not. If the host is inactive exceed this timeout, it
should be removed. Use T n ofddn of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication timer inactive <60-65535>

Switch(config -if)# no authentication timer inactive

authentication timer inactive <60-65535>

Synta

X no authentication timer inactive

Parameter <60-§5§35>Interval m seconds after which if there is no activity from the client
then it will beunauthorized

Default Default inactive timeout is 60

seconds. Mode Interface Configuration

The following example shows how to configure port inactive period.
Switch# configure terminal

Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication timer inactive 300

Switch# show authentication interface

Exampl
e GigabitEthernet 2
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4.16AUTHENTICATION TIMERQUIET

UseTaut henti cat i orommandne configura the potty quiet period value. After
authenticating fail many times and the port is guest VLAN disabled, the port/host will enter lock
state until quiet period expired. In lock state, the port/host is not allowed to do authenticating. Use
T n ofddn of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication timer quiet <0-65535>

Switch(config -if)# no authentication timer quiet

authentication timer quiet <0-65535>

Synta
X no authentication timer quiet
Parameter <0-65535>Interval in seconds to wait following a failed

authentication exchange

Default Default quiet period is 60

seconds. Mode Interface Configuration

The following example shows how to configure port quiet period.
Switch# configure terminal

Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication timer quiet 300

Switch# show authentication interface

Exampl

GigabitEthernet 2
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4.17AUTHENTICATION TIMEREAUTH

UseTaut hent i cat i omromindandne aonfigure thelportheblithentication period value

with unit second if the reauthentication time is not assigned by local database or remote

authentication server. On the other hand, if the reauthentication time is assigned by local

database or remote server, this configured reauthentication time will be ignored. Use T n ofddm of
this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-name}

Switch(config -if)# authentication timer reauth <300-4294967294>

Switch(config -if)# no authentication timer reauth

authentication timer reauth <300 -

Synta
X 429496 7294> no authentication timer reauth

<300 -4294967294> Time in seconds after which an automatic re-authentication
Parameter

should be initiated

Default Default reauthentication period is 3600

seconds. Mode Interface Configuration

The following example shows how to configure port reauthentication period.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2
Switch(config -if)# authentication timer reauth 300
Exampl Switch# show authentication interface

GigabitEthernet 2
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4.18AUTHENTICATION WEB.OCAL

UseTaut henti cat i oommanwdetdiaddllooataacbubt in database. This local account
database is used when web authentication method is configured as T | o ¢ dHe Uveb
authentication module will find account in this local database and authenticated it. Usethe T n o U
form of this command to delete local account from database.

Switch# configure terminal

Switch(config)# authentication web local username USERNAMEpassword (encryptedCRYPT-
PASSWORD| PASSWORD) [vlan <1-4094>] [reauth-period <300-4294967294>] [inactive -
timeout

<60-65535>]

Switch(config)# no authentication web local username USERNAME

authentication web local username USERNAME password (encrypted CRYPT-
PASSWORD | PASSWORD) [vlan <1-4094>] [reauth-period <300-
Synta 4294967294>
X ] [inactive -timeout <60-65535>]

no authentication web local username USERNAME

USERNAMELocal account user name
Encrypted CRYPT-PASSWORDEnNcrypted password.

PASSWORDUn-encrypted password.

:raramet vlan <1-4094> Assigned VLAN of this local account reauth -period
Re-authentication period <300-4294967294> of this local account inactive -timeout.
Inactive timeout <60-65535> of this local account.

Mode Global Configuration
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The following example shows how to add/delete a new local account.

Switch# configure terminal

Switch(config)# authentication web local username acctl password acctl vlan
3reauth-

period 301 inactive -timeout 61

Switch# show authentication
Exampl
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4.19AUTHENTICATION WEB MAXL.OGIN-ATTEMPTS

Use Taut henti cat i dagin-ametbe mpransnbhd to configure the port WEB
authentication max login attempt number. After login fail number exceed, the host will enter Lock
state and is not able to authenticate until quiet period exceed.Use T n ofddn of this command to
restore default value.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# authentication web max -login-attempts (infinite| <3-10>)

Switch(config -if)# no authentication web max -login-attempts

authentication web max-login-attempts (infinite|<3-

Synta

X 10>) no authentication web max -login-attempts
infinite Do not care user login fail number

Paramet

er <3-10> Allow user login fail number

Default Default max login attempt number

is 3. Mode Interface Configuration

The following example shows how to configure port max login
attempt number.

Switch# configure terminal
Switch(config)# interface GigabitEthernet 2

Switch(config -if)# authentication web max-login-attempts 5

ntication interface GigabitEthernet 2
Exampl
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4.20CLEAR AUTHENTICATIONSESSIONS

UseTcl ear aut hent i canmandtndelsteegising authentidation sessions. If no
parameter is specified, all sessions will be deleted.After authentication session is deleted, host
need to do authentication procedure again.

Switch# clear authentication sessions

Switch# clear authentication sessions interfaces

{/F PORTSHwitch# clearauthentication sessions mac

{mac-addr} Switch# clear authentication sessions

session-id {WORD}Switch# clear authentication

sessions type (dotlx|mac|web)

clear authentication sessions
clear authentication sessions interfaces {/F PORTS}

clear authentication sessions mac {mac-adar}

Synta
X clear authentication sessions session-id {WORD}
clear authentication sessions type (dotlx|mac|web)
interfaces /F_ PORTXElear sessions on specific
interface mac mac-addr Clear session with specific
Paramet
er MAC address session-id WORDClear session with
specific session IDtype
(dotlx|mac|web)type Clear session with specific authentication
Mode Privileged EXEC

Example
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Switch# clear authentication sessions

Switch# show authentication sessions
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4.21DOT1X

Use Td ot toxmtdand to enable the global setting of 802.1x. The Taut henticati o
command has the same effect as this one. This command is a backward compatible command.
Use the T n ofddn of this command to disable 802.1 x authentications.

Switch# configure terminal
Switch(config)# dotlx

Switch(config)# no dotlx

dotlx

Synta
X no dotlx

Default Default 802.1x is

disabled Mode Global

Configuration

The following example shows how to enable 802.1 x
authentications.

Switch# configure terminal
Switch(config)# dotlx
Switch# show

Exampl
€ authentication
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4.22DOT1X GUESTVLAN

UseTdot 1Xx -vgluaermstinand to enable the global setting of guest VLAN and specify guest
VLAN ID. Use theT n ofddn of this command to disable guest VLAN.

Switch# configure terminal
Switch(config)# dotlx guest-vlan <1-4094>

Switch(config)# no dotlx guest-vilan

dotlx guest-vian <1-4094>
Synta
X no dotlx guest-vian

Parameter <1-4094>Guest VLAN ID

Default Default guest VLANIs

disabled Mode Global Configuration

The following example shows how to create
guest VLAN.

Switch# configure terminal

Switch(config)# vlan 3

Switch(config -vlan)# exit

Switch(config)# dotlx guest-
Exampl

e vlian 3 Switch# show

authentication
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4.23DOT1X MAXREQ

UseTdot 1x-r engcinmand to configure the port 802.1x max EAP request value. The max
request is the maximum number of EAP requests that can be sent. If a response is not received
after the defined period (supplicant timeout), the authentication process is restarted. Use T n o U
form of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-

id} Switch(config -if)# dotlx max-

req <1-10> Switch(config -if)# no dotlx

max-req

dotlx max-req <I-10>
Synta
X no dotlx max-req

<1-10> The maximum number of EAP requests that can be sent. If a
Paramet response is not received after the defined period (supplicant timeout), the
er authentication process is restarted.
Default Default EAP max request number

is2. Mode Interface Configuration

The following example shows how to configure port 802.1x EAP TX period.
Switch# configure terminal
Switch(config)# interface
GigabitEthernet 2 Switch(config -if)#
Exampl dotlx max-req 1

e
Switch# show authentication interface GigabitEthernet 2
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4.24DOT1X PORTCONTROL

Use Tdot 1x-c @mtrnconimbhd to enable the port authentication control mode. The
Taut hent i ecatnit cominpldol hats the same effect. Use the T n ofddn of this command
to disable authentication port control.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# dotlx port-control (auto|force -auth|force -unauth)

Switch(config -if)# no dotlx port-control

dot1x port-control (auto|force -auth|force -unauth)

Synta
X no dotlx port-control
Auto Need passing authentication procedure to get network accessibility
force-auth Port is force authorized and all clients have network accessibility.
Paramet
er force-unauth
Port is force unauthorized and all clients have no network accessibility.
Mode Interface Configuration
The following example shows how to configure port control to auto mode.
Switch# configure terminal
Switch(config)# interface
GigabitEthernet 2 Switch(config -if)#
Exampl dotlx port-control auto
e

Switch# show authentication interface GigabitEthernet 2
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4.25DOT1XREAUTH

UseTdot 1x comnaanditdhebBble the port reauthentication. The Taut hent i cati or
command has the same effect, it is a backward compatible command

Switch# configure terminal
Switch(config)# interface {interface-
id} Switch(config -if)# dotlx reauth

Switch(config -if)# no dotlx reauth

dotlx reauth

Synta

X no dotlx reauth

Mode Interface Configuration
The following example shows how to enable

port reauthentication.

Switch# configure terminal
Switch(config)# interface {interface-id}
Switch(config -if)# interface
GigabitEthernet 2 Switch(config -if)# dotlx

Exampl

e reauth

Switch# show authentication interface GigabitEthernet 2
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4.26DOT1X TIMEOUT REAUTHPERIOD

UseTdot 1 x t i mocomimand & aoufiuhe the port reauthentication period value with unit
second if the reauthentication time is not assigned by local database or remote authentication

server. On the other hand, if the reauthentication time is assigned by local database or remote
server, this configured reauthentication time will be ignored. The Taut henti cation t
command has the same effect and it is a backward compatible command. Use T n ofddn of this
command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# dotlx timeout reauth -period <300-4294967294>

Switch(config -if)# no dotlx timeout reauth -period

dotlx timeout reauth-period <300-

Synta
X 4294967294 > no dotlx timeout reauth -

period

<300 -429496 7294> Time in seconds after which an automatic re -
Parameter .. .

authentication should be initiated

Default reauthentication period is 3600
Default

seconds. Mode Interface Configuration
Mode Interface Configuration

e
Exampl
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The how to configure port 802.1x reauthentication period. Switch# configure terminal

Switch(config)# interface GigabitEthernet 2

followin

g Switch(config -if)# dot1lx timeout reauth -period 300
exampl Switch# show authentication interface

e shows GigabitEthernet 2
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4.27DOT1X TIMEOUT QUIEPERIOD

UseTdot 1x ti mepoceurti oahidane o configure the port quiet period value. The
Taut hent i cat i onommanhdmasrthe gamé efféctyand it is backward compatible
command.After authenticating fail many times and the port is guest VLAN disabled, the port/host
will enter lock state until quiet period expired. In lock state, the port/host is not allowed to do
authenticating. Use T n ofddm of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# dotlx timeout quiet -period <0-65535>

Switch(config -if)# no dotlx timeout quiet -period

dotlx timeout quiet -period <0-65535>

Synta
X no dotlx timeout quiet -period
Parameter <0-65535>Interval in seconds to wait following a failed

authentication exchange

Default Default quiet period is 60

seconds. Mode Interface Configuration

The following example shows how to configure port 802.1x quiet period.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout quiet -period 300
Exampl Switch# show authentication interface

GigabitEthernet 2
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4.28DOT1X TIMEOUT SERVERIMEOUT

UseTdot 1 x t i mdadure cortnbhdetaconfigure the port 802.1x server timeout value.
The server timeout is the number of seconds that lapses before the device resends a request to
the authentication server.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# dotlx timeout server-timeout <1-65535>

Switch(config -if)# no dotlx timeout server-timeout

dotlx timeout server-timeout <1-65535>

Synta

X no dotlx timeout server-timeout

Parameter <1-65535> Number of seconds that lapse before the device resends a
request to the authentication server.

Default Default server timeout is 30 seconds.

Mode Interface Configuration
The following example shows how to configure port 802.1x server timeout.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dotlx timeout supp -timeout 150

Exampl Switch# show authentication interface

e

GigabitEthernet 2

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



© 2022 COMMANDO Networks Inc., USA. All rights reserved.



4.29DOT1X TIMEOUT SUPPTIMEOUT

Use Tdotlx timeout supp-t i me oaorbnmdnd to configure the port supplicant timeout
value. The supplicant timeout is the number of seconds that lapses before EAP requests are resent
to the supplicant.Use T n ofddn of this command to restore default value.

Switch# configure terminal

Switch(config)# interface {interface-id}

Switch(config -if)# dotlx timeout supp -timeout <I-65535>

Switch(config -if)# no dotlx timeout supp -timeout

dotlx timeout supp -timeout <Z-65535>

Synta

X no dotlx timeout supp -timeout
<I1-65535>

Parameter

Number of seconds that lapses before EAP requests are resent to the supplicant

Default Default supplicant timeout is 30

seconds. Mode Interface Configuration

The following example shows how to configure port 802.1x supplicant timeout.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 2
Switch(config -if)# dot1x timeout supp -timeout 120
Exampl Switch# show authentication interface

GigabitEthernet 2
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4.30DOT1X TIMEOUT TXPERIOD

UseTdot 1x t-pme bawdniihdxto configure the port 802.1x EAP TX period value. The TX
period is the number of seconds that the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the supplicant (client) before resending
the request. Use T n ofddm of this command to restore default value.

Switch# configure terminal
Switch(config)# interface {interface-id}
Switch(config -if)# dotlx timeout tx -period <I-65535>

Switch(config -if)# no dotlx timeout tx -period

dotlx timeout tx -period <1-65535>
Synta
X no dotlx timeout tx -period

<1-65535> Number of seconds that the device waits for a response to an Extensible
Paramet Authentication Protocol (EAP) request/identity frame from the supplicant (client)
er before resending the request.

Default Default EAP TX period is 30

seconds. Mode Interface Configuration

The following example shows how to configure port 802.1x EAP TXperiod.
Switch# configure terminal
Switch(config)# interface GigabitEthernet
2 Switch(config -if)# dotlx timeout tx-
Exampl period 10

Switch# show authentication interface GigabitEthernet 2
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4.31SHOW AUTHENTICATION

Use Tshow aut hent i canmand ntdf show all authentication manager
configurations. Use
T s h amthentication i nt e r fommaaduto show authentication manager configuration of

specific port. Switch# show authentication

Switch# show authentication interfaces {/F PORTS}

show authentication
Synta
X show authentication interfaces {/F PORTS}

Parameterinterfaces /F_ PORTSpecify port list to show port

configurations Mode Privileged EXEC

This example shows how to show the mac authentication configurations of port
GigabitEthernet 1.

Switch# show authentication

Exampl

€ Switch# show authentication interface GigabitEthernet 2
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4.32SHOW AUTHENTICATIONSESSIONS

UseT s h authentication s e s s i commsakll to show authentication detail session
information. Switch# show authentication sessions [detail]

Switch# show authentication sessions interface

{IF_PORTSHwitch# show authentication sessions

session-id {WORD}Switch# show authentication session

type (dotlx|mac|web)

show authentication sessions [detail]

show authentication sessions interface

Synta
X {IF_PORTS$how authentication sessions session -

id {WORD}show authentication session type

(dotlx|mac|web)

detail Show session detail information.

Interface /F_PORTSShow session detail information of specific port
Paramet - - - - - . g . .
or session-id WORD Show session detail information of specific session id

Type (dotlx|mac|web) Show session detail information of specific authentication type

Mode  Privileged EXEC

This example shows how to show current authentication session brief and

detail information.
Exampl Switch# show authentication sessions

Switch# show authentication sessions detalil
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DIAGNOSTIC

E2000 Series Switches Diagnostics offer proactive diagnostics and real -time alerts and provides
higher network availability and increased operational efficiency. Log files of a switch are classified
into: user log files and diagnostic log files. A diagnostic log file records the service processing flow
and fault information.These logs sent to the log buffer, console, or terminal monitors. You can set
up a switch to automatically transfer diagnostic information to a remote server. If a fault occurs,
you can provide troubleshooting and support.

Network Troubleshooting Flowchart

|

Fig 5.1.1 Network Troubleshooting Flowchart
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5.1SHOW CABLEDIAG

To show the estimated copper cable length attached to a specific interface, use the command
show cable- diag in the Privileged EXEC mode. For the proper information of the cable length, the
interface must be active and linked up.

Switch# show cable -diag interfaces {/F NMLPORTS}

Syntax show cable-diag interfaces {/F NMLPORTS}

Interfaces {/F_NMLPORTSDisplay the cable diagnostic information of the copper

Parameter _ . . .
media for an interface ID or a list of interfaces IDs.

Mode Privileged EXEC
The following example shows the result of cable diagnostic for the interface
GigabitEthernet 23

Exampl Switch# show cable -diag interfaces GigabitEthernet 23

e
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5.2SHOW FIBERTRANSCEIVER

To show the diagnostic information of the fiber transceivers use the command. show fiber -
transceiver in the Privilege EXEC mode.

Switch# show fiber-transceiver interfaces {/F NMLPORTS}

Syntax show fiber-transceiver interfaces {/F NMLPORTS}

interfaces {/F NMLPORTSPisplay the o diagnostic information of the fiber

Parameter _ . . .
transceiver for an interface ID or a list of interface IDs
Mode Privileged EXEC
The following example shows the diagnostic information for the interface g 25
and 26 , if, no SFP inserted.
Switch# show fiber-transceiver interfaces g 25-26
Example
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DHCP (Dynamic Host Configuration Protocol)

ip dhcp snooping database write-delay <15-

Synta

X 86400> no ip dhcp snooping database write -
delay

Parameter <15-86400> Specifies the seconds of timeout. Specify the duration for which
the transfer should be delayed after the binding database changes

Default DHCP snooping database write-delay is 300

seconds Mode  Global Configuration

The example shows how to set write-delay timer to 60 seconds. You can verify
settings by the following show ip dhcp snooping database command.

Switch# configure terminal

Switch(config)# ip dhcp snooping database write-delay 60
Exampl
e Switch(config)# do show ip dhcp snooping database

6.211P DHCP SNOOPING DATABASEIMEOUT

Use the ip dhcp snooping database timeout command to modify the timeout timer. Usethe T n o U
form of this command to default setting.

Switch# configure terminal
Switch(config)# ip dhcp snooping database timeout <0-86400>
Switch(config)# no ip dhcp snhooping database timeout
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ip dhcp snooping database timeout <0-
Synta
X 86400> no ip dhcp snooping database

timeout

<15-86400> Specifies the seconds of timeout.Specify (in seconds)how long to wait
Paramet for the database transfer process to finish before stopping the process. Use 0 to
er define an infinite duration, which means to continue trying the transfer indefinitely
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Default DHCP snooping database timeout is 300 seconds

Mode Global Configuration

The example shows how to set timeout timer to 60 seconds. You can verify settings

by the following show ip dhcp snooping database command.

Switch# configure terminal

Switch(config)# ip dhcp snooping database timeout 60
Exampl e

Switch(config)# do show ip dhcp snoopi
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6.22CLEAR IP DHCP SNOOPING DATABASETATISTICS

Use the clear ip dhcp snooping database statistics command to clear statistics of DHCP
Snooping database.

Switch# clearip dhcp snooping database statistics

Syntax clear ip dhcp snooping database

statistics Mode Privileged EXEC

The example shows how to clear statistics of DHCP Snooping agent. You can verify
settings by the following show ip dhcp snooping database command.

switch# clear ip dhcp snooping database statistics

switch# show ip dhcp snooping database
Exampl

e
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6.23RENEW IP DHCP SNOOPIN®ATABASE

Use the renew ip dhcp snooping database command to renew DHCP Snooping database from

backup file. Switch# renew ip dhcp snooping database

Syntax renew ip dhcp snooping database

Mode Privileged EXEC

The example shows how to renew DHCP Snooping database. You can verify settings
by the following show ip dhcp snooping database and show ip dhcp snooping binding
command.

Switch# renew ip dhcp snooping database

Exampl Switch# show ip dhcp snooping database
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6.24SHOW IP DHCP SNOOPIN®ATABASE

Usethe show ip dhcp snooping database command to show settings of DHCP Snooping

agent. Switch# show ip dhcp snooping database

Syntax show ip dhcp snooping database

Mode Privileged EXEC

The example shows how to show settings of DHCP
Snooping agent.

Switch # show ip dhcp snooping database
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DOS Denialof-Service (DoS)

7.1DOS

A Denial-of-Service (DoS) attack is an attack meant to shut down a machine or network,
making it inaccessible to its intended users. DoS attacks accomplish this by flooding the target
with traffic, or sending it information that triggers a crash. In both instances, the DoS
attack deprives legitimate users (i.e. employees, members, or account holders) of the service or
resource they expected.

Victims of DoS attacks often target web servers of high -profile organizations such as banking,
commerce, and media companies, or government and trade organizations. Though DoS attacks
do not typically result in the theft or loss of significant information or other assets, they can cost
the victim a great deal of time and money to handle.

There are two general methods of DoS attacks: flooding services or crashing services. Flood
attacks occur when the system receives too much traffic for the server to buffer, causing them to
slow down and eventually stop. Popular flood attacks include:

ABuffer overflow attacks Xthe most common DoS attack. The concept is to send more traffic to
a network address than the programmers have built the system to handle. It includes the
attacks listed below, in addition to others that are designed to exploit bugs specific to certain
applications or networks.

AICMP flood = leverages misconfigured network devices by sending spoofed packets that
ping every computer on the targeted network, instead of just one specific machine. The
network is then triggered to amplify the traffic. This attack is also known as the smurf attack
or ping of death.

ASYN flood >sends a request to connect to a server, but never complete. Continues until all
open ports are saturated with requests and none are available for legitimate users to connect
to.

Other DoS attacks simply exploit vulnerabilities that cause the target networks or service to crash.
In these attacks, input is sent that takes advantage of bugs in the target that subsequently crash
or severely destabilize the network, so that it

To enable the specific Deniel of Service (DoS) protection, use the command dos in the Global
Configuration mode. Otherwise, use the no form of the command to disable the specific DoS
protection.

Switch# configure terminal

Switch(config)# dos ipv6-min-frag-size-length 1024
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Switch(config)# dos ipv6-min-frag-size-check
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dos (daegsa-denylicmp -frag-pkts -denylicmpv4 -ping-max- check|icmpv6 -ping-max-
check]|ipv6 -min-frag-size-check|land -deny|nullscan-deny|pod -deny|smurf -
deny|syn- sportl1024 -

deny|synfin-deny|synrst-deny|tcp -frag-off-min-check|tcpblat -deny|tcphdr -
min- check|udpblat -deny|xmas-deny)

dosicmp -ping-max-length MAX_LEN
Synta dos ipv6-min-frag-size-length MIN_LEN
dos smurf-netmask MASK
dos tcphdr -min-length HDR_MIN_LEN
no dos (tcp-frag-off-min-check|synrst -deny|synfin-deny|xma- deny|nullscan-deny|syn-
sportl1024 -deny|tcphdr -min-check|smurf - deny|icmpv6 -ping-max-check|icmpv4 -

ping- max-check]icmp -frag- pkts-deny|ipv6 -min-frag-size-check|pod -deny|tcpblat -
deny|udpblat - deny|land-deny|daeqsa-deny)
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daeqgsa-deny Drops the packets if the destination MAC address is equal to the source
MAC address.

icmp -frag-pkts-deny Drops the fragmented ICMP packets.

icmpv4-ping-max- check Checks the maximum size of ICMP ping packets, and drops
the packets larger than the maximum packet size defined by the command dos icmp -
ping-max- length MAX_LEN

icmpv6 -ping-max- check Checks the maximum size of ICMPV6 ping packets, and
drops the packets larger than the maximum packet size defined by the command dos
icmp -ping-max- length MAX_LEN.

ipv6-min-frag- size-check Checks the minimum size of IPv6 fragments, and drops the
packets smaller than the minimum size defined by the command dos ipv6 -min-frag-

size-length MIN_LEN.

land-deny Drops the packets if the source IP address is equal to the destination IP
address.

nullscan-deny Drops the packets with NULL scan.

pod-deny Avoids ping of death attack.

smurf-deny Avoids smurf attack.

syn-sportl1024-deny Drops SYN packets with sport less than 1024.
Paramet synfin-deny Drops the packets with SYN and FIN bits set.
er

synrst-deny Drops the packets with SYN and RST bits set.

tcp -frag-off-min- check Drops the TCP fragment packets with offset equals to one.

tcpblat -deny Drops the packages if the TCP source port is equal to the TCP destination
port.

tcphdr-min-check Checks the minimum TCP header and drops the TCP packets with
the header smaller than the minimum size defined by the command dos tcphdr -min-
length HDR_MIN_LEN.

udpblat-deny Drops the packets if the UDP source port equals to the UDP destination
port.
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value is 512 bytes.
Xxmas-
deny ipv6-min-frag- size-length MIN_LEN Specify the minimum size of IPv6 fragments. The
Drops valid range is from 0 to 65535 bytes, and default value is 1240 bytes.
the
packet smurf-netmask MASK Specify the netmask of smurf attack. The length range is from 0
s if the to 323 bytes, and default length is O bytes.
seque
nce tcphdr-min-length HDR_MIN_LENSpecify the minimum TCP header length. The
numbe length range is from O to 31 bytes, and default length is 20 bytes.
ris
zero,
and
the
FIN,
URG
and
PSH
bits
are set.

icmp -
ping-
max-
length
MAX_LE
N
Specify
the
maximu
m size of
the
ICMPV4/I
CMPvV6
ping
packets.
The valid
range is
from O to
65535
bytes,
and the
default
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All of DoS protections are enabled by default. The default parameter are:
- The maximum size of ICMP ping packages is 512 bytes

Default - The minimum size of IPv6 fragments is 1240 bytes.
- The Smurf netmask length is 0 bytes.

- The minimum TCP header length is 20 bytes

Mode Global Configuration

The following example sets the minimum fragment size to 1024 bytes, and
enables the minimum size of IPv6 fragments validation.

Switch# configure terminal

Switch(config)# dos ipv6-min-frag-size-length 1024

Exampl
P Switch(config)# dos ipv6-min-frag-size-check
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7.2DOS (INTERFACE)

To enable the DoS on the specific interface, use the command dos in the Interface
Configuration mode. Otherwise, use the T n ofddn of the command to disable the DoS on the
interface.

Switch# configure terminal

Switch(config)# interface {interface -

/D} Switch(config -if)# dos

Switch(config -if)# no dos

dos
Synta
X no dos

Default DoS protection is disabled on each

interface. Mode Interface Configuration

The following example enables the DoS on the interface
GigabitEthernet 2.

Switch# configure terminal

ExampleSwitch(config)# interface

Giabithernet 2 Switch(config -if)# dos

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



7.3SHOW DOS

To show the DoS protection configuration, use the command show dos in the Privileged EXEC
mode. For the status of DoS protection on each interface, use the command show dos interface
in the Privileged EXECmode.

Switch# show dos

Switch# show dos interface {/F PORTS}

show dos
Synta
X show dos interface {/F PORTS}

Parameterinterface {/F PORTSAn interface ID or the list of interface

IDs Mode Privileged EXEC

The following example shows the global DoS
protection configuration.

Switch# show dos

Exampl
e
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DYNAMIC ARPINSPECTION

A switch can use DAI (Dynamic ARP Inspection) to prevent certain types of attacks that leverage
the use of IP ARP messages. DAl is a security feature that validates ARP packets in a network. DAI
intercepts, logs, and discards ARP packets with invalid IP-to-MAC address bindings. This
capability protects the network from some man -in-the-middle attacks.

Fig 8.1 Dynamic ARP Inspection Setup

DAl ensures that only valid ARPrequests and responses are
relayed. The switch performs these activities:

Aintercepts all ARP requests and responses on untrusted ports

AVerifies that each of these intercepted packets has a valid IP -to-MAC address binding before
updating the local ARP cache or before forwarding the packet to the appropriate destination

ADrops invalid ARP packets

DAI determines the validity of an ARP packet based on valid IP-to-MAC address bindings stored in
a trusted database, the DHCP snooping binding database. This database is built by DHCP
snooping if DHCP snooping is enabled on the VLANs and on the switch. If the ARP packet is
received on a trusted interface, the switch forwards the packet without any checks. On untrusted
interfaces, the switch forwards the packet only if it is valid.

DAI can validate ARP packets against user-configured ARP access control lists (ACLs) for hosts
with statically configured IP addresses.
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8.11P ARPINSPECTION

Use the ip arp inspection command to enable Dynamic Arp Inspection function. Use the T n ofddn
of this command to disable.

Switch# configure terminal
Switch(config)# ip arp inspection

Switch(config)# no ip arp inspection

ip arp inspection

Synta
X no ip arp inspection
Default Dynamic Arp inspection is

disabled Mode Global Configuration

The example shows how to enable Dynamic Arp Inspection on VLAN 2. You can
verify settings by the following show ip arp inspection command.

Switch# configure terminal
Switch(config)# ip arp inspection
Exampl

Switch(config)# ip arp inspection vian

2 switch# show ip arp inspection
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8.2IP ARP INSPECTIONLAN

Use the ip arp inspection vlan command to enable VLANs on Dynamic Arp Inspection function.
Use the

T n ofddm of this command to disable VLANson Dynamic Arp Inspection function.

Switch# configure terminal

Switch(config)# ip arp inspection vlian {VLAN-L/ST}

Switch(config)# no ip arp inspection vlan {VLAN-L/IST}

ip arp inspection vlan {VLAN-LIST}

Synta

X no ip arp inspection vian {VLAN-LIST}

Parameter VLAN-LISTSpecify VLAN ID or a range of VLANs to enable or disable dynamic
Arp inspection

Default Default is disabled on all

VLANs Mode Global Configuration

The example shows how to enable VLAN 1-100 on Dynamic Arp Inspection, and then
disable VLAN 30-40 on Dynamic Arp Inspection. You can verify settings by the
following show ip arp inspection command.

Switch# configure terminal
Switch(config)# vlan 1-100

Exampl  switch(config)# ip arp inspection
Switch(config)# ip arp inspection vian 1-100

Switch# show ip arp inspection
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8.3IP ARP INSPECTIONRUST

Use the ip arp inspectiontrust command to set trusted interface. The switch does not check ARP
packets that are received on the trusted interface; it simply forwards it. Use the T n ofddm of this
command to set untrusted interface.

Switch# configure terminal

Switch(config)# |p arp inspection trust

Switch(config)# no ip arp inspection

trust

ip arp inspection trust
Synta
X no ip arp inspection trust
Default Dynamic Arp inspection trust is

disabled Mode Interface Configuration

The example shows how to set interface gil to trust. You can verify settings by the
following show ip arp inspection interface command.

Switch# configure terminal
Switch(config)# interface gi2
Exampl

Switch(config)# ip arp inspection trust

Switch# show ip arp inspection interface gi2

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



8.41P ARP INSPECTIONALIDATE

Use the ip arp inspection validate command to enable validate function on interface. The

T s !m@ cdwp ARP requests and reply packets that arp -sender-mac and ethernet - source-mac is

not match. The T d snia ¢ ddops ARP reply packets that arp -target-mac and ethernet -dst-mac is

not match. The T i pdidp ARP request and reply packets that sender -ip is invalid such as
broadcast multicast all zero IP address and drop ARP reply packets that target -ip is invalid. The
TalZzewmsed&ns wonTt drop al |l T e ofddn df tRis coardnthmdeosdisable U s €
validation.

Switch# configure terminal

Switch(config)# ip arp inspection validate src -mac
Switch(config)# ip arp inspection validate dst -mac
Switch(config)# ip arp inspection validate ip [allow -zeros]
Switch(config)# no ip arp inspection validate src -mac
Switch(config)# no ip arp inspection validate dst -mac

Switch(config)# no ip arp inspection validate ip [allow-zeros]

ip arp inspection validate src-
mac ip arp inspection validate
dst-mac

Synta

X ip arp inspection validate ip [allow-zeros]

no ip arp inspection validate src -mac

no ip arp inspection validate dst -mac

no ip arp inspection validate ip [allow -zeros]

Default Default is disabled of all

validation Mode Interface Configuration
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The example shows how to set interface gil to validate T s fmca ¢, Jd snta c d#id
Ti pVU, Tal |.vowcazverifysestings by the following show ip arp inspection
interface command.

Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# ip arp inspection validate src -mac
Exampl Switch(config -if)# ip arp inspection validate dst -ma

Switch(config -if)# ip arp inspection validate ip allow-

zeros Switch(config)# do show ip arp inspection

interface gi2
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8.51P ARP INSPECTION RATEIMIT

Use the ip arp inspection rate -limit command to set rate limitation on interface. The switch drop
ARP packets after receives more than configured rate of packets per second. Use the T n ofddn
of this command to return to default settings.

Switch# configure terminal
Switch(config)# ip arp inspection rate -limit <7-50>

Switch(config)# no ip arp inspection rate -limit

ip arp inspection rate -limit <7-50>
Synta
X no ip arp inspection rate -limit

Parameter <1-50>Set 1to 50 PPSof DHCP packet rate

limitation Default Default is un-limited of ARP packet

Mode Interface Configuration

The example shows how to set rate limit to 30 pps on interface gi2. You can verify
settings by the following show ip arp inspection interface command.

Switch# configure terminal
Switch(config)# interface gi2
Exampl

Switch(config)# ip arp inspection rate -limit 30

Switch(config)# do show ip arp inspection interface gi2
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8.6CLEAR IP ARP INSPECTIOBTATISTICS

Use the clear ip arp inspection interfaces statistics command to clear statistics that are
recorded on interface.

Switch# clearip arp inspectioninterfaces {/F PORTSstatistics

Syntax clear ip arp inspection interfaces {/F PORTS}

statistics Parameter /F_PORTSpecifies ports to clear

statistics

Mode Privileged EXEC
The example shows how to clear statistics on interface gil. You can verify settings
by the following show ip arp inspection interface statistics command.
switch# clear ip arp inspection interfaces gi2 statistics

Exampl : : : . :

e switch# show ip arp inspection interfaces gi2
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8.7SHOW |IP ARPINSPECTION

Use the show ip arp inspection command to show settings of Dynamic Arp

Inspection. Switch# show ip arp inspection

Syntax show ip dhcp snooping

Mode Privileged EXEC

The example shows how to show settings of Dynamic
Arp Inspection

E I . . . .
XaMPE s vitch# show ip arp inspection
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8.8SHOW IP ARP INSPECITONNTERFACE

Usethe show ip arp inspection interfaces command to show settings or statistics of

interface. Switch# show ip arp inspection interfaces {/F PORTS}

Switch#show ip arp inspection interfaces {/F PORTSstatistics

show ip arp inspection interfaces {/F PORTS}

Synta
X

show ip arp inspectioninterfaces {/F PORTS}
statistics

Parameter/F_PORTSpecifies ports to show

statistics Mode  Privileged EXEC

switch# show ip arp inspection

Example
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GVRP (GARP VLAN RegistrationProtocol)

9.1GVRP(GLOBAL)

GARP VLAN Registration Protocol (GVRP) is a Generic Attribute Registration Protocol (GARP)
application that provides 802.1Q -compliant VLAN pruning and dynamic VLAN creation on 802.1Q
trunk ports.

Fig 9.1 GVRP ParticipantList

With GVRP, the switch can exchange VLAN configuration information with other GVRP switches,
prune unnecessary broadcast and unknown unicast traffic, and dynamically create and manage
VLANSs on switches connected through 802.1Q trunk ports. You must enable GVRP globally before
any GVRP processing occurs on the switch. Enabling GVRP globally enables GVRP to perform
VLAN pruning on IEEE 802.1Q trunk links. Pruning occurs only on GVRRenabled trunks.

Fig 9.2 GVRP VLANsharing

Disable gvrp will clear all learned dynamic vlan entry and do not learn dynamic vlan anymore. Use
t s h ogw r tp Show configuration.

Switch# configure terminal
Switch(config)# gvrp

Switch(config)# no gvrp

gvrp
Synta
X no gvrp

Default GVRP is disabled
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Mode Global

Configuration
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The following example specifies that set global gvrp test.
Switch# configure terminal

Switch(config)# gvrp

Examplegitch# show gvrp
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9.2GVRP(INTERFACE)

t ngov rwplflemove dynamic port from vlan.t g v mysstTwork at port mode is trunk.
Switch# configure terminal

Switch(config)# gvrp

Switch(config)# no gvrp

Switch# show gvrp configuration interfaces gi2

gvrp
Synta
X no gvrp
Default GVRPis disabled on

interface Mode Interface mode

The following example specifies that set port gvrp test. The port gvrp enable must
set port mode is trunk firstly.

Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# switchport mode
Exampl

€ trunk Switch(config)# gvrp

Switch# show gvrp configuration interfaces gi2
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9.3GVRP REGISTRATIOMODE

When set registration-mode is fixed or forbidden, will remove the port from vlan which is dynamic
port and not learning vian.

Switch# configure terminal
Switch(config# interface {interface-1D}

Switch(config -if)# gvrp registration -mode (normal | fixed | forbidden)

Syntax gvrp registration-mode (normal | fixed | forbidden)

(normal | fixed | forbidden) normal: register dynamic vlan, and transmit all vlian
Paramet  attribute. fixed: do not register dynamic vlan, and only transmit static vlan attribute.
er forbidden: do not register dynamic vlan, and only transmit default vlan attribute.

Mode Interface mode

The following example specifies that set gvrp registration mode test.
Switch# configure terminal

Switch(config)# interface gi2

Switch(config -if)# gvrp registration -mode fixed
Exampl

Switch# show gvrp configuration interfaces gi2
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9.4GVRP VLANCREATEFORBID

t g vvlam-creation-f o r bwill doffremove dynamic port from vlan
immediate. Switch# configure terminal

Switch(config# interface {interface-/D}

Switch(config -if)# gvrp vlan-creation -forbid

Switch(config -if)# no gvrp vlan-creation -

forbid

gvrp vlan-creation-forbid

Synta
X no gvrp vlan-creation-forbid

Mode Interface mode

The following example specifies that set port gvrp vlan-creation-
forbid test.

Switch# configure terminal
Switch(config)# interface gi2
ExampleSwitch(config -if)# gvrp vlan-creation-forbid

Switch(config -if)#exit

Switch# show gvrp configuration interfaces gi2
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9.5CLEAR GVRPSTATISTICS
This command will clear the ports error statistics or statistics info.

Switch# clear gvrp (error-statistics | statistics) [interfaces {/F PORTS}

Syntax clear gvrp (error-statistics | statistics) [interfaces {/F PORTS}

(error-statistics | statistics) [interfaces IF_PORTS] Errorstatistics: error gvrp packet

Parameter - . . . -
statistics Statistics: gvrp event message statistics Specifies posts to clear statistics
Mode Privileged EXEC
The following example specifies that clear gvrp error statistics and statistics
test. Switch# clear gvrp statistics
Switch# clear gvrp error-statistics
Example
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9.6SHOW GVRPSTATISTICS

This command will display the ports error statistics or statistics info.
Switch# show gvrp (statistics | error-statistics) [interfaces

{IF PORTY}

Syntax show gvrp (statistics | error -statistics) [interfaces {/F PORTS}

none Display all ports (statistics| error- statistics) [interfaces /F_PORTPH

Paramet
er statistics ZGVRP statistics error-statistics GVRP error statistics Specifies posts

Default Display all ports statistics

info Mode Privileged EXEC

The following example specifies that display gvrp error statistics and
statistics test.

Switch# show gvrp statistics

Exampl
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9.7SHOW GVRP

This command will display the gvrp global

info. Switch# show gvrp

Syntax show gvrp

Mode Privileged EXEC

The following example specifies that display
gvrp test.

ExampleSWitCh# show gvrp
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9.8SHOW GVRPCONFIGURATION

This command will display the ports configuration

info. Switch# show gvrp configuration

Syntax show gvrp configuration [interface {/F PORTY}

Parameter°Ne [interfaces /F PORTF Display all ports configuration Display Specifies
posts configuration

Mode  Privileged EXEC

The following example specifies that display gvrp port configuration

test. Switch# show gvrp configuration

Example
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IGMP SNOOPING

Syntax show ip igmp snooping router [(dynamic | forbidden |static )]

none Show ip igmp router include dynamic and static and forbidden

Parameter qynamic | forbidden | static) Display Ip igmp router info for different

type

Mode  Privileged EXEC

The following example specifies that show ip igmp snooping

router. Switch# show ip igmp snooping router

Exampl .
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10.30SHOW IP IGMP SNOOPINQUERIER

This command will display all of the static vlan ip igmp,querier

info. Switch# show ip igmp snooping querier

Syntax show ip igmp snooping querier

Mode Privileged EXEC

The following example specifies that show ip igmp snooping
querier test.

Switch# show ip igmp snooping querier
Exampl
e
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10.31SHOW IP IGMPSNOOPING
This command will display ip igmp snooping global info.

Switch# show ip igmp snooping

Syntax show ip igmp snooping

Mode Privileged EXEC

The following example specifies that show ip igmp

snooping test.

Switch# show ip igmp snooping

Exampl
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10.32SHOW IP IGMP SNOOPING/LAN
This command will display ip igmp snooping vian
info. Switch# show ip igmp snooping vlan [VLAN

LIST

Syntax show ip igmp snooping vlan [ VLAM-L/ST

none Show all ip igmp snooping vian info

Paramet
er [VLAN-LIST]Show specifies vlan ip igmp snooping info

Mode  Privileged EXEC

The following example specifies that show ip igmp snooping
vlan test.

Switch# show ip igmp snooping vian 1

Exampl ,
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10.33SHOW IP IGMP SNOOPING FORWARBLL
This command will display ip igmp snooping forward all info.

Switch# show ip igmp snooping forward -all [vian VLAN-LIST]

Syntax show ip igmp snooping forward -all [vlan VLAM-L/ST]

none Show all ip igmp snooping vlan forward -all info
Paramet
er [vlan VLANALIST Show specifies vian of ip igmp forward info.

Mode  Privileged EXEC

The following example specifies that show ip igmp snooping
forward -all test.

Exampl Switch# show ip igmp snooping forward -all vlan 2

e
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10.34SHOW IP IGMPPROFILE

This command will display ip igmp profile info.

Switch# show ip igmp profile [<I-128>]

Syntax show ip igmp profile [ <Z-128>]

none Show allip igmp snooping profile
Paramet
er info [ <Z-128>] Show specifies index

profile info

Mode  Privileged EXEC

The following example specifies that show ip igmp
profile test.

Exampl Switch# show ip igmp profile
e
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10.35SHOW IP IGMPFILTER
This command will display ip igmp port filter
info. Switch# show ip igmp filter [interfaces

IF_PORTE

Syntax show ip igmp filter [interfaces /F_PORTH

none Show all port filter

Paramet
er [interfaces /A PORTEShow specifies ports filter

Mode  Privileged EXEC

The following example specifies that show ip igmp filter test. Switch# show ip
igmp filter

Exampl
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10.36SHOW IP IGMP MAXGROUP
This command will display ip igmp port max -group.
Switch# show ip igmp max-group [finterfaces

IF_PORTE

Syntax show ip igmp max -group [interfaces /F_PORTF

none Show all port max-group

Paramet
er [interfaces |F_PORTEShow interfaces

Mode  Privileged EXEC

The following example specifies that show ip igmp max-
group test.

Switch# configure terminal
Switch(config)# interface {/nterface-/D}
Switch(config -if)#ip igmp max-groups

Exampl 50 switch# show ip igmpmax -group
e
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10.37SHOW IP IGMP MAXGROUPACTION
This command will display ip igmp port max -group action.
Switch# show ip igmp max-group action [finterfaces

IF_PORTE

Syntax show ip igmp max -group action [interfaces /F_ PORTH

none Show all port max-group action

Paramet
er [interfaces /F PORTE Show specifies ports max -group action

Mode  Privileged EXEC

The following example specifies that show ip igmp max-group
action test.

Switch# configure terminal
Switch(config)# interface gi2
Switch(config -if)#ip igmp max -groups action replace

Exampl Switch# show ip igmp max -group action
e
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IP SOURCEGUARD

IP SOURCEGUARD

IP Source Guard is a security feature that restricts IP traffic on untrusted Layer 2 ports by filtering
traffic based on the DHCP snooping binding database or manually configured IP source bindings.
This feature helps prevent IP spoofing attacks when a host tries to spoof and use the IP address
of another host. Any IP traffic coming into the interface with a source IP address other than that
assigned (via DHCP or static configuration) will be filtered out on the untrusted Layer 2 ports.

IP Source Guard

Fig 11.1 IP Source Guard Concept

The IP Source Guard feature is enabled in combination with the DHCP snooping feature on
untrusted Layer 2 interfaces. It builds and maintains an IP source binding table that is learned by
DHCP snooping or manually configured (static IP source bindings). An entry in the IP source
binding table contains the IP address and the associated MAC and VLAN numbers. The IP Source
Guard is supported on Layer 2 ports only, including access and trunk ports.

IP Source Guard prevents IP and/or MAC address spoofing attacks on untrusted layer two
interfaces. When IP source guard is enabled, all traffic is blocked except for DHCP packets. Once
the host gets an IP address through DHCP, only the DHCP-assigned source IP address is

permitted. You can also configure a static bin™“smmmmmmn T Feomem T

- DHCP Snooping creates IP to MAC |- Initially all traffic blocked

bindings - Snoops DHCP Address

- DAl Intercepts all ARP requests |- Cr

- Intercepted ARP is validated - Inst
r
o

IP to MAC binding
per port VACL to deny
er than snooped source

against IP to MAC binding traffi ped sou
against IP and MAC

I

- Does not switch ARP packets with |- Pro
invalid source address spoofing
- Used primarily to prevent MITM - Will not prevent a MITM attack

Dynamic ARP Inspection IP Source Guard

Comparison between DAI and IP Source Guard:-

Fig 11.2 Comparison between DAI and IP Source Guard
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11.11P SOURCEVERIFY

Uses the ip source verify command to enable IP Source Guard function. Default 1P Source Guard
filter source IP address. The T ma-and-i pfiters not only source IP address but also source MAC
address. Use the no form of this command to disable. You can verify settings by the show ip
source interfaces command.

Switch# configure terminal

Switch(config)# interface {/nterface-1D}

Switch(config -if)# ip source verify /mac-and-

ip] Switch(config -if)# no ip source verify

ip source verify /mac-and-ip]

Synta
X no ip source verify
Parameter mac-and-ip Verify by mac and ip address bundle
Default IP Source Guard is disabled on interface. Default is that verifying ip
address only. Mode Port Configuration
The example shows how to enable IP Source Guard with source IP address
filtering on interface gil.
Switch#configure terminal
Switch(config)# interface gi2
Exampl Switch(config -if)#ip source
e

verify
Switch(config -if)# ip source verify mac-and-ip

Switch(config -if)# do show ip source interfaces gil -2
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11.2IP SOURCEBINDING

Use the ip source binding command to create a static IP source binding entry has an IP
address, its associated MAC address, VLAN ID interface. Use the T n ofddm of this command to
delete static entry.You can verify settingsbythe Ts how i p souctommeandi ndi ngU
Switch# configure terminal

Switch(config)# ip source binding {A:B:C:D:E:F}vlan <1-4094> (A.B.C.D)interface {/F PORT}

Switch(config)# no ip source binding {A:B:C.D:E:Filan <1-4094> (A.B.C.D)interface {/F PORT}

ip source binding {A:B:C:D:E:Filan <1-4094> (A.B.C.D)interface {/F PORT}

Synta
X no ip source binding {A:B:C:D:E:Flvlan <1-4094> (A.B.C.D)interface {/F PORT}
A:B:C:D:E:F Specify a MAC address of a binding
entry VLAN <1-4094>Specify a VLAN ID of a
Paramet
er binding entry
A.B.C.D Specify IP address and MASK of a bindingentry.
/IF_POR Bpecify interface of a binding entry.
Mode Global Configuration
The example shows how to add a static IP source binding entry.
Switch# configure terminal
Switch(config)# ip source binding 00:11:22:33:44:55 vlan 1 192.168.1.55
Exampl interface
€ GigabitEthernet 1

Switch(config)# do show ip source binding

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



11.3SHOW IP SOURCHNTERFACE

Use the show ip source interface command to show settings of IP Source Guard of

interface. Switch# show ip source interfaces {/F PORTS}

Syntax show ip source interfaces

IF_PORTS®arameter/F_PORTSpecifies

ports to show Mode Privileged EXEC

The example shows how to show settings of IP Source Guard of

interface gil

Exampl Switch# show ip source interfaces gi2
e
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11.4SHOW IP SOURCEBINDING

Use the show ip source binding command to show binding entries of IP Source

Guard. Switch# show ip source binding /(dynamic/static)]

Syntax show ip source binding [(dynamic|static)]

dynamic Show entries that added by DHCP snooping
Paramet

er learn static Show entries that added by user

Mode  Privileged EXEC

The example shows how to show static binding entries of IP
Source Guard.

Exampl Switch# show ip source binding
e
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LINKAGGREGATION

LACP, a sub component of IEEE 802.3ad, provides additional functionality for link aggregation
groups (LAGSs). Use the link aggregation feature to aggregate one or more Ethernet interfaces to
form a logical point-to-point link, known as a LAG, virtual link, or bundle. The MAC client can treat

this virtual link like a single link.

Link aggregation increases bandwidth, provides graceful degradation as failure occurs, and
increases availability. It provides network redundancy by load -balancing traffic across all available
links. If one of the links fails, the system automatically load -balances traffic across all remaining
links.

When LACP is not enabled, a local LAG might attempt to transmit packets to a remote single
interface, which causes the communication to fail. When LACP is enabled, a local LAG

cannot transmit packets unless a LAG with LACP is also configured on the remote end of the link.

A typical LAG deployment includes aggregate trunk links between an access switch and a

........

distribution switch or customer edge (CE) device.

Fig 12.1 Link aggregation Concept
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12.1LAG

Link aggregation group function allows you to aggregate multiple physical ports into one logic
port to increase bandwidth. This command makes normal port join into the specific LAG logic port
with static or dynamic mode. Use T n 0o  ltodegv&/the LAG logic port.

Switch# configure terminal

Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)

Switch(config)# interface {/nteface-ID}

Switch(config -if)# lag <Z-8>mode (static | active | passive)

Switch(config -if)# no lag

Note:-Use static mode to enable LAG on Ports.

lag <Z-8>mode (static | active |

Synta
X passive) no lag
<1-8> Specify the LAG id for the interface
static Specify the LAG to be static mode and join the interface into this LAG.
active Specify the LAG to be dynamic mode and join the interface into this LAG
Paramet with LACP active port.
er
passive Specify the LAG to be dynamic mode and join the
interface into this LAG with LACP passive port
Mode Interface Configuration
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This example shows how to create a dynamic LAG and join fal-fa3 to this LAG.

Switch# configure terminal
Switch(config)# lag load-balance src-dst-mac-ip
Switch(config)# interface
GigabitEthernet 1 Switch(config-if)# lag
1 mode static
Exampl Switch(config)# interface
GigabitEthernet 3 Switch(config -if)# lag

1 mode static

To show current LAG status. Use command show lag

Switch# show lag
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12.2LAG LOAD-BALANCE

Link aggregation group port should transmit packets spread to all ports to balance traffic
loading. There are two algorithms supported and this command allows you to select the
algorithm.

Switch# configure terminal

Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)

Switch(config)# no lag load-balance

lag load-balance (src-dst-mac | src-dst-mac -

Synta

X ip) no lag load-balance
src-dst-mac Specify algorithm to balance traffic by using source and destination
MAC address for all packets.

Paramet

er src-dst-mac-ip Specify algorithm to balance traffic by using source and
destination P address for IP packets and using source and destination MAC
address for non-IP packets.

Default Default load balance algorithm is src-

dst-mac Mode Global Configuration

This example shows how to change load balance algorithm to src-dst-mac-ip.
Switch# configure terminal

Switch(config)# lag load-balance src-dst-mac-ip

To show current load balance algorithm use show lag.
Exampl

€ Switch# show lag
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12.3LACP

Link Aggregation Control Protocol (LACP) is part of the IEEE specification

(802.3az) that enables you to bundle several physical ports together to form

a single logical

channel (LAG). The Link Aggregation Control Protocol (LACP) provides a method to control the
bundling of several physical ports together to form a single logical channel. LAGs multiply the
bandwidth, increase port flexibility, and provide

link redundancy between two

devices. Two types of LAGs are

supported:

Static LAG : ALAG s static if the LACP is disabled on it. The group of

ports assigned to a static LAG are always active members.

Dynamic LAG : In Dynamic LAG LACP is enabled on it. The group of ports

assigned to dynamic LAG determines which ports are active member ports. The non -active ports
are standby ports ready to replace any failing active member ports.

Load Balancing Traffic forwarded to a LAG is load -balanced across the active member ports, thus
achieving an effective bandwidth close to the aggregate bandwidth of all the active member ports

of the LAG. Traffic load balancing over the active member ports of a LAG is managed by a
hash-based distribution function that distributes Unicast and Multicast traffic based on Layer 2 or
Layer 3 packet header information.

The device supports two modes of load balancing:

MAC Addresses :Based on the Destination and Source MAC addresses of all packets.

IP and MAC Addresses: Based on the Destination and Source IP addresses for IP packets, and
Destination and Source MAC addresses for non-IP packets.

Timeout: The Timeout controls the period between BPDU transmissions. Long will transmit LACP
packets each second, while Short will wait for 30 seconds before sending a LACP packet.
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Port Priority: It controls the priority of the ports. If the LACP partner wants to form a larger group
than is supported by this device then this parameter will control which ports will be active & which

ports will in backup role. Lower the number means greater the priority. By default system priority
for LACP is 32768.

LAG is treated by the system as a single logical port. In particular, the LAG has port attributes
similar to a regular port, such as state and speed.

The device supports 8 LAGs with up to 8 ports in a LAG group. Link Aggregation Control
Protocol (LACP) provides a standardized means for exchanging information between Switches

connected by multiple links that require high -speed redundant links.

Switch# configure terminal
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Switch(config)# lag load-balance (src-dst-mac | src-dst-mac-ip)
Switch(config)# interface {/nteface-/D}

Switch(config -if)# lag <Z-8>mode (static | active | passive)
Switch(config -if)# no lag

Note:-Use active and passive mode to enable LACP on Ports.

lag <Z-8>mode (static | active |

Synta
X passive) no lag
<1-8> Specify the LAG id for the interface
static Specify the LAG to be static mode and join the interface into this LAG.
active Specify the LAG to be dynamic mode and join the interface into this LAG
Paramet with LACP active port.
er
passive Specify the LAG to be dynamic mode and join
the interface into this LAG with LACP passive port
Mode Interface Configuration
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This example shows how to create a dynamic LAG and join fal-fa3 to this LAG.

Switch# configure terminal

Switch(config)# lag load-balance src-dst-mac-ip
Switch(config)# interface

GigabitEthernet 1 Switch(config-if)# lag

1 mode active Switch(config)# interface
GigabitEthernet 3

Switch(config -if)# lag 1 mode active

Exampl This example shows how to show current LAG status.

Switch# show lag

Switch# show lacp neighbor
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12.3LACP PORTFPRIORITY

LACP port priority is used for two connected DUT to select aggregation ports. Lower port priority
value has higher priority. And the port with higher priority will be selected into LAG first.

Switch# configure terminal
Switch(config)# interface { Inteface-1D}
Switch(config -if)# lacp port-priority <Z-

65535> Switch(config -if)# no lacp port -

priority

lacp port-priority <1-65535>
Synta
X no lacp port -priority

Parameter<1-65535> Specify port priority

value Default Default port priority is 1.

Mode Interface Configuration
This example shows how to configure interface GigabitEthernet 3 with lacp port
priority to 1.
Switch# configure terminal
Switch(config)# interface
GigabitEthernet 3 Switch(config -if)#
Exampl

lacp port-priority 1 Switch# show lacp

neighbor detail
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12.4LACP SYSTEMPRIORITY

LACP system priority is used for two connected DUT to select master switch. Lower system
priority value has higher priority. And the DUT with higher priority can decide which ports are able
to join the LAG.UseT ho | ac p-ps Yy ® togehigreldb the default priority value.

Switch# configure terminal

Switch(config)# lacp system-priority <1-65535>

Switch(config)# no lacp system-priority

lacp system-priority <1-65535>
Synta
X no lacp system-priority

Parameter< 1-65535> Specify system priority

value Default Default system priority is

32768.

Mode  Global Configuration

This example shows how to configure lacp system priority

to 32768.

Switch# configure terminal

Switch(config)# lacp system-priority 32768

Exampl Switch# show lacp neighbor detail
e
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12.5LACP TIMEOUT

LACP need to send LACP packet to partner switch to check the link status. This command
configure the interval of sending LACP packets.

Switch# configure terminal
Switch(config)# interface {/nteface-/D}
Switch(config -if)# lacp timeout (long |

short) Switch(config -if)# no lacp timeout

lacp timeout (long | short)

Synta
X no lacp timeout
long Send LACP packet every 30 seconds.
Paramet
er short Send LACP packet every 1 second

Default Default LACPtimeout is

long. Modelnterface Configuration

This example shows how to configure interface GigabitEthernet 3 lacp
timeout to long.

Switch# configure terminal

Switch(config)# interface

GigabitEthernet 3 Switch(config -if)#
Exampl

lacp timeout long Switch# show lacp

internal detail
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12.6SHOW LACP

UseTs how | & cdpdmsignd to displays the system identifier that is being used by LACP. The
system identifier is made up of the LAPC system priority and the switch MAC address.

Use Ts holacp ¢ o u ntomndnd to display LACP statistic information. Use T s h olaep
internal U

command to display local information.

UseTs how | ac p cammandth displayWemote Information State of the specific port. These
are the allowed values:

bndl Port is attached to an aggregator and bundled with
other ports. Susp Portisin a suspended state; it is not
attached to any aggregator. hot-sby Port is in a hot-standby
state.

lindiv Portis incapable of bundling with any other port.

lindep Portis in an independent state (not bundled but able to switch data traffic. In this case,
LACP is not running on the partner port).

Down-Port is down.
State variables for the port, encoded as individual bits within a single octet with these meanings:

Abit0 LACP_ Activity

Abitl LACP_Timeout
Abit2 Aggregation

Y b i Syn8hronization
Y b iCollécting

Y b iDistsibuting

Y b iDeféulted

Y b iEkpwed

Switch# show lacp sys-id
Switch# show lacp [ <Z-8>] counters

Switch# show lacp [ <Z-8>] (internal | neighbor) [detail]
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show lacp sys-id
Synta Show lacp [ <Z-8>] counters

show lacp [ <Z-&>] (internal | neighbor) [detail]

Mode Privileged EXEC
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This example shows how to show LACP statistics.

Switch# show lacp counters

Switch# show lacp internal
e

This example shows how to show LACP
remote information.

Switch# show lacp neighbor
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12.7SHOW LAG

UseT s h d va gddhmand to show current LAG load balance algorithm and members

active/inactive status. Switch# show lag

Syntax show lag

Mode Privileged EXEC

This example shows how to show current
LAG status.

Switch# show lag
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LLDP

LLDP (Link Layer Discovery Protocol) is an IEEE (Institute of Electrical and Electronics Engineers)
standard protocol (IEEE 802.1AB) that defines messages, encapsulated in Ethernet frames for the
purpose of giving devices a means of announcing basic device information to other devices on
the LAN (Local Area Network) through periodic retransmissions out each port every 30 seconds
by default.

Switch A l Switch O Switch B

=
& o il

Switch LLDP-Enabled Swiich |

Fig 13.1Link Layer Discovery Protocol
Concept What is the need for LLDP?

With all kinds of devices connecting to the network these days, installing, tracking and
managing each of them can be quite difficult in large networks.

There are many applications for LLDP. Some of them are,

ATo automate the deployment of access devices like IP Phones, Wireless Access Points, etc.

ATo help troubleshoot network attached devices.

ATo automate firmware management

ATo discover the type and location (switch port) of a network device, connected anywhere on the
network.

ATo build a complete network topology (which is also automatically updated after
adds/moves/changes).

ATo identify and place a device (like IP phone) on the correct VLAN meant for it, automatically.

ATo identify how a device can be powered up (from the main line, from an external source,

etc) and how much power it needs.

ATo get information like hardware revision, firmware version, serial no, manufacturer/model

name, etc from LLDP supported devices connected to the network.

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



13.1LLDP

UseT | | comrand to enable LLDP RX/TX ability. The LLDP enable status is displayed by T s h o w
| | dcpnihand. Use the T n ofddn of this command to disable the LLDP. When LLDP is disabled,

the behavior of receiving LLDP PDU would be decided by T | | domrd&and.

Switch# configure terminal

Switch (config)# lldp

Switch (config)#no lldp

lidp
Synta
X no lidp

Mode Global Configuration

The following example sets LLDP enable/disable.
Switch# configure terminal

Switch (config)# lldp

Switch# show lldp

Exampl
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13.2LLDP RX

UseT | | d pommahbt to enable the LLDP PDU RX ability. The configuration could be shown by
T s h dw dcpnuhand. Use the T n ofddn of this command to disable the RX ability.

Switch# configure terminal
Switch(config)# interface {/nterface-
/D} Switch(config -if)# lldprx

Switch(config -if)# no lldprx

lldprx
Synta
X no lidprx
Mode Port Configuration
This example sets port gil to enable LLDP TX, port gi2 to disable RX but enable TX,
port gi3 to enable RX but disable TX, port gi4 to disable RX and TX.
Switch# configure terminal
Switch(config)# interface range gl-
10 Switch(config -if-range)# lldp rx
Switch(config -if-range)# lldp tx
Switch# show lldp interfaces g1-
Exampl
e 10
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13.3LLDP TXINTERVAL

UseT | | dipnttxe rceman&ntlto configure the LLDP TX interval. It should be noticed that both

Tl | dipn x e randd |l U ddpet | xaaifetks the LLDP PDU TX time. The larger value of the two
configurations decides the TX interval. The configuration could be shown by Ts holw dp U
command. Use the T n ofddn of this command to restore the interval to default value.

Switch# configure terminal

Switch(config)# lldp tx-interval <5-

32768> Switch(config)# no lldp tx-

interval

lldptx-interval <5-32768>
Synta
X no lidptx-interval

Paramete; =2 32 768>
épecify the LLDP PDU TX interval in unit ofsecond

Default Default TXinterval is 30
seconds Mode Global Configuration

This example sets LLDP TXinterval to 100 seconds.
Switch# configure terminal

Switch(config)# lldp tx-interval 100

Exampl
e

Switch# show lldp
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13.4LLDP REINITDELAY

UseT Il | dpd el aadctdifigure the LLDP re-initials delay. This delay avoids LLDP generate too
many PDU if the port is up and down frequently. The delay starts to count when the port links
down. The port would not generate LLDP PDU until the delay counts to zero. The configuration
could be shown by Ts h o w tommrdapdUUse the T n ofddm of this command to restore the
delay to default value.

Switch# configure terminal

Switch(config)# lldp reinit-delay <1-10>

Switch(config)# no lldp reinit-delay

Lldp reinit-delay <Z-10>

Synta
X no lldp reinit-delay
parameter <7 10>

Specify the LLDP re-initial delay time in unit of second.

Default Default reinital delay is 2

seconds Mode  Global Configuration

This example sets LLDP re-initial delay to 5
seconds. Switch# configure terminal

Switch(config)# lldp reinit-delay 5

Exampl
e

Switch# show lldp
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13.5LLDP HOLDTIMEMULTIPLIER

UseTl | dp h-emud t i manmand t&fconfigure the LLDP PDU hold multiplier that decides
time-to- live (TTL) value sent in LLDP advertisements: TTL = (txinterval * holdtime -multiplier). The
configuration could be shown by T s h o w ¢toimdapdUUse the T n ofddgm of this command to
restore the multiplier to default value.

Switch# configure terminal

Switch(config)# lldp holdtime -multiplier <2-10>

Switch(config)# no holdtime -multiplier

lidp holdtime -multiplier <2-10>
Synta
X no holdtime -multiplier

Parameter<2-10>Specify the LLDP hold time

multiplier Default lldpholdtime -multiplier 4

Mode  Global Configuration

This example sets LLDP hold time multiplier to
3. Switch# configure terminal

Switch(config)# lldp holdtime -multiplier 3

Exampl
e

Switch# show lldp
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13.6LLDP LLDPDU

UseT!l | dp Ilcéminpnd to ddnfigure the LLDP PDU handling behavior when LLDP is globally
disabled. It should be noticed that if LLDP is globally enabled and per port LLDP RX status is
configured to disabled, the received LLDP PDU would be dropped instead of taking the global
disable behavior. The configuration could be shownby T s h o w dorhndhndlWse the T n ofddn
of this command to restore the behavior to default.

Switch# configure terminal

Switch(config)# lldp lldpdu (filtering|flooding|bridging)

Syntax lldp lldpdu (filtering|flooding|bridging)

bridging When LLDP is globally disabled, LLDP packets are bridging (bridging

LLDP PDU to VLAN member ports).

Paramet filtering When LLDP is globally disabled, LLDP packets are filtered (deleted).

er
flooding When LLDP is globally disabled, LLDP packets are flooded (forwarded to
all interfaces).

Default Default LLDP PDU handling behavior when LLDP disabled is

flooding Mode  Global Configuration

This example sets LLDP disable action to bridging.
Switch# configure terminal
Switch(config)# lldp lldpdu bridging

Exampl
e Switch# show lidp

13.7LLDP MED

UseTIl | dp toncerdigute the LLDP MED enable status. If LLDP MED is enabled, LLDP MED
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capability TLV and other selected MED TLV would be attached. The configuration could be shown
by Ts how | | dcpmmamé. dd& the T n ofddn of this command to disable the LLDP MED
status.

Switch# configure terminal

Switch(config)# interface {/nterfac-1D}
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Switch(config -if)# [ldp med

Switch(config -if)# no lldp med

lldp med
Synta
X no lidp med

Default lldp med

Mode Port Configuration

This example sets port gil to enable LLDP MED, port gi2 to disable LLDP

MED. Switch# configure terminal

Switch(config)# interface range g1-10
Examp|eSwitch(config-if-range)# lldp med

Switch# show lldp interfaces g 1-10 med
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13.8LLDP MED FASTSTART-REPEATCOUNT

UseT!| | dp mstad-repeatsct o u nconhand to configure the LLDP PDU fast start TX repeat
count. When port links up, it will send LLDP PDU immediately to notify link partner. The number of
LLDP PDU sends when it links up depends on fast-start-repeat-count configuration. The LLDP
PDU faststart transmits in interval of one second. The fast start behavior works no matter LLDP
MED is enabled or not. The configuration could be shownby Ts how | | dopmance dsEthe
T n ofddn of this command to restore count to default.

Switch# configure terminal
Switch(config)# lldp med fast-start-repeat-count <1-10>

Switch(config)# no lldp med fast -start-repeat-count

lldp med fast-start-repeat-count <7-10>
Synta
X no lldp med fast -start-repeat-count

Parameter<Z-10> LLDP PDU fast start TXrepeat

counts. Default Default fast start TX repeat count

is 3

Mode  Global Configuration

This example sets fast start repeat count to 10.

Switch# configure terminal

Switch(config)# Illdp med fast-start-repeat-count
10

Exampl
e Switch# show lldp med
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13.9LLDP MEDLOCATION

UseT!l | dp me d cbnonand to coofigutd the LLDP MED locationdata. The Tcoor di na
Tci-vaided r e s s tg, | i [fetons are independent, so at most three location TLVs could be

sent if their data are not empty. The configuration of location could be shown by Ts how | |

i nterf ace R@rdnd dee thaJT n ofddn of this command to clear location data.

Switch# configure terminal
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Switch(config)# interface {/nterface-/D}

Switch(config -if)# lldp med location (coordination|civic -address|ecs-elin) ADDR

Switch(config -if)# no lldp med location (coordination|civic -address|ecs-elin)

Synta

Paramet
er

Default

lldp med location (coordination|civic -address|ecs-elin)
ADDR no lidp med location (coordination|civic -address|ecs-

elin)

Co-ordination civic-address ecs-e|l i n ADDR Location typel itmU
is abbreviation of emergency call service Zemergency location identifier number

Specify the location data. Input format is hexadecimal values without colon (for
example: 1234AB). For coordination location type, the length of ADDR is 16 bytes. For
civic-address, the length is 6 to 160 bytes.

For ecs-elin, the length is 10 to 25 bytes.

Default Deafult is no location

data. ModeMode Port Configuration

Exampl

This example sets location data for interface gil.
Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# lldp med location coordinate
112233445566778899AABBCCDDEEFF00

Switch(config -if)# lldp med location civic -address
112233445566 Switch(config-if)# lldp med location ecs-elin

112233445566778899AA Switch# show lldpinterfacesgil med
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13.10LLDP MED NETWORKPOLICY

UseTl | dp me d-prod ti soyrmdkd to configure the LLDP MEDnetwork policy table and
add a network policy entry that can be bind to ports. If LLDP MED network policy voice auto mode
is enabled, T v o i tgpe kktwork policy cannot be created since it is in auto mode. The network
policy table configuration could be shownby Ts how | | c¢gnmané d U

Use the T n ofddin of this command to remove network policy entry of specific index. A network
policy can be removed only when it is not bind to any port.

Switch# configure terminal

Switch(config)# Ildp med network -policy <Z-32> app (voice|voice-signaling|guest- voice|guest-
voice- signaling|softphone -voice |video-conferencing|streaming - video|video-signaling) vilan
<1-4094> vlan-type (tag|untag) priority <0- 7>dscp <0-63>

Switch(config)# no lldp med network -policy <1-32>

Synta

Paramet
er

Mode

lldp med network -policy <Z-32>app (voice|voice-signaling|guest- voice|guest-voice-
signaling|softphone -voice|video-conferencing|streaming - video|video-signaling) vlan
<I- 4094> vlan-type (tag|untag) priority <0- 7>dscp <0-63>

no lldp med network -policy <1-32>

<1-32>Specify the network policy index.

voice-signaling Specify the network policy application type.
<1-4094>Specify the VLAN IDtag untag Specify the VLAN tag status
<0-7>Specify the L2 priority

<0-63>Specify the DSCP value

Global Configuration
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This example create 2 network

policies. Switch# configure terminal

Switch(config)# lldp med network-policy 1 app voice-signaling vilan 2 vlan-type
tag

priority 3 dscp 4

Switch(config)# lldp med network -policy 32 app video- conferencingvlan 5 vlan-type
tag priority 1dscp 63

Exampl  switch# show Illdp med

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



13.11LLDP MED NETWORKPOLICY(INTERFACE)

UseTIl | dp me dp mleitamopbhdkto bind the network policy to port interface. The bonded
network policy of one port should be with different types. If network policy TLV is selected over a
port, the bonded network policies would be attached in LLDP MED PDU. The configuration of
network policy binding could be shownby Ts how | Il dp medU command.

Switch# configure terminal
Switch(config)# interface {Interface-ID ranges}

Switch(config -if-range)#lldp med network -policy (add|remove) <I-32>

Syntax lldp med network -policy (add|remove) <I-32>

add Add network policy binding for ports.
Parameterremove Remove network policy binding for ports.

<1-32> Specify the network policy

index Mode Port Configuration

This example binds network policy for interface gil and gi2.
Switch# show lldp med

Switch# configure terminal
Switch(config)# interface range g1-10
Exampl
P Switch(config -if-range)#lldp med network -policy add

1 Switch# show lldp interfaces g1-10 med

13.12LLDP MED TLVSELECT
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UseT I | dp -me d earmihd to configure the LLDP MED TLV selection. It should be noticed

that even no MED TLV is selected, MED capability TLV would be attached if LLDP MED is enable.
The configuration could be shown by Ts how | | dcpmmamé. dd¢ the T n ofddm of this
command to remove all selected MED TLV over the dedicated ports.

Switch# configure terminal
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Switch(config)# interface {/nterface-1D}
Switch(config -if)# lldp med tlv-select MEDTLV [MEDTLV] [MEDTLV]MEDTLV]

Switch(config -if)# no lldp med tlv -select

lldp med tlv-select MEDTLV[MEDTLV][MEDTLV] [MEDTLV] no

Synta

X lidp med tlv-select

Parameter MEDTLV .MEDoptlonaI TLV. Available optional TLVs are : network-policy, location,
poe- pse, inventory.

Default network -policy TLV

Mode Port Configuration
This example sets port gil-2 to select LLDP MED network policy, location, POE
PSE, inventory TLVs, and it sets port gi3-4 to un-select all LLDP MED TLVs.
Switch# configure terminal
Switch(config)# interface gl
Switch(config -if)# lldp med tlv-select network -policy location inventory
Switch(config)# interface g2

Exampl

e Switch(config -if)# no lldp med tlv-

select Switch# showlldp interfaces

gl-2 med
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13.13LLDP TLWSELECT

UseT | | espetll eoonbimdnd to attach selected TLV in PDU. The configuration could be shown by
Ts how domndapdWse the T n ofddn of this command to remove all selected TLV.

Switch# configure terminal
Switch(config)# interface {Interface-ID ranges}
Switch(config -if-range)# lldp tiv-select TLV [TLV][TLV][TLV][TLV][TLV][TLV][TLV]

Switch(config -if-range)# no lidp tlv-select

Lidp tiv-select TLV [TLV] [TLV] [TLV] [TLV] [TLV] [TLV][TLV]

Synta
X no lldp tlv-select
TLV Specify the selected optional TLV. Available optional TLVs are : sys-name (system
Paramet Name), sys-desc (system description), sys-cap (system capability), mac-phy (802.3
er MAC- PHY), lag (802.3 link aggregation), max- frame-size (802.3 max frame size), and
management - addr (management address).
Mode Port Configuration
This example selects system name, system description, system capability,
802.3 MAC-PHY, 802.3 link aggregation, 802.3 max frame size, and management
address TLVs for interface gil and gi3.
Switch# configure terminal
Switch(config)# interface range g 1,3
Switch(config -if-range)# lldp tlv-select port-desc sys-name sys-desc sys-cap mac-
Exampl| phy lag mgx-'frame-sme
e Switch(config -if-range)# end

Switch# show lldp interfaces g 1,3
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13.14LLDP TLW-SELECTPVID

UseTI! | dpell ect commanddtdfconfigure the 802.1 PVID TLV attachenable status. The
configuration could be shownby T s h o w ¢tolmmdapdUUse the T n ofddn of this command to
restore the pvid to default value.

Switch# configure terminal

Switch(config)# interface {/nterface-1D}

Switch(config -if)# lldp tlv-select pvid

(disable|enable) Switch(config-if)# no lldp tlv-

select pvid

Lidp tlv-select pvid

Synta
X (disable|enable) no lidp tlv-select
pvid
Disable Disable LLDP 802.1 PVID TLV attachstate
Paramet
er Enable Enable LLDP 802.1 PVID TLV attachstate

Mode  Port Configuration

This example sets port gil PVIDTLV attaches status to disable and port gi2 to
enable. Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# lldp tlv-select pvid

disable Switch(config -if)# interface gi2

Switch(config -if)# lldp tlv-select pvid

Exampl enable Switch# show lidp interfaces
e
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13.15LLDP TLW-SELECT VLANNAME

UseT | | d-pelettivian-n a mectdhmand to add or remove VLAN list for 802.1 VLAN -NAME TLV.
The configuration could be shownby T s h o w doinndapd

Switch# configure terminal
Switch(config)# interface {/Interface-ID}

Switch(config -if)# lldp tlv-select vlan-name (add|remove) {VLAN-L/ST}

Syntax lidp tlv-select vlan-name (add|remove) {VLAN-LIST}

add VLANM-L/ST Add VLAN list for LLDP 802.1 VLAN-NAME TLV on the specific
interface. The configured ports should be member of all the specified VLANSs or the

Paramet  VLAN- LIST is not valid.
er
remove VLAN-LIST Remove VLAN list of LLDP 802.1 VLANNAME TLV frominterface

Mode Port Configuration
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This example add VLAN 100 to VLAN-NAMETLV for port gil0.

Switch# configure terminal
Switch(config)# vlan 100
Switch(config -vlan)# exit
Switch(config)# interface g2
Switch(config -if)# switchport trunk allowed vlan add 1,100
Switch(config -if)# lldp tlv-select vlan-name add 100
Switch(config -if)# end
Exampl

Switch# show lldp interfaces @il

Switch# show lldp interfaces g2
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13.16LLDP TX

UseT | | d gomimand)to enable the LLDP PDU TX ability. The configuration could be shown by
T s h dw dcpnuhand. Use the T n ofddn of this command to disable the TX ability.

Switch# configure terminal
Switch(config)# interface {/nterface-
/D} Switch(config -if)# lldp tx

Switch(config -if)# no lldp tx

lldp tx
Synta
X no lldp tx
Mode Port Configuration
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This example sets port gil to enable LLDP TX, port gi2 to disable RX but enable TX,
port gi3 to enable RX but disable TX, port gi4 to disable RX and TX.

Switch# configure terminal
Switch(config)# interface gl
Switch(config -if)# lldp rx
Switch(config -if)# lldp tx
Switch(config -if)# interface
g2 Switch(config -if)# no lldp
rx Switch(config -if)# lidp tx
Switch(config -if)# interface
g3
Switch(config -if)# lldp rx
Exampl Switch(config -if)# no lldp tx
Switch(config -if)# interface
g4 Switch(config -if)# no lldp
rx Switch(config -if)# no lldp

tx Switch(config -if)# end

Switch# show lldp interfaces g 1-4
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13.17LLDP TXDELAY

UseT | | dide It agmidiand to configure the delay in seconds between successive LLDP frame
transmissions. The delay starts to count in any case LLDP PDU is sent such as by LLDP PDU
advertise routine, LLDP PDU content change, port link up, etc. The configuration could be shown
by Ts h ow conimdnp.Wsethe T n dddn of this command to restore the delay to default value.
Switch# configure terminal

Switch(config)# lldp tx-delay <I-

8192> Switch(config)# no lldp tx-

delay
lidp tx-delay <1-8192>
Synta
X no lidp tx-delay
Parameter<1'8192>8pec'fy the LLDP tx delay in unit of

seconds.

Default Default TXdelay is 2

seconds Mode Global

Configuration

This example sets LLDP PDU TXdelay to 10

seconds. Switch# configure terminal

Switch(config)# lldp tx-delay 1

Switch# show lldp

Exampl
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13.18SHOW LLDP

UseTshow bnd@dpbtbow | | dp conmarelstd display ULDP global information
including LLDP enable status, LLDP PDU TX interval, hold time multiplier, reinitial delay, TX delay,
and LLDP packet handling when LLDP is disabled. Single port information displayed includes port
LLDP RX/TX enable status, selected TLV to TX and IP address. The abbreviations in optional TLVs
are: port description (PD), system name (SN), system description (SD), and system capability (SC).

Switch# show lldp

Switch# show lldp interface {/F NMLPORTS}

show lidp

Synta
X show lldp interface {/F NMLPORTS}

Parameter/F NMLPORTSpecify the ports to display

information Mode Privileged EXEC

This example displays lldp information of port gil and

gi2 Switch# show lldp interfaces gil,gi2

Example

13.19SHOW LLDP LOCAL-DEVICE

UseTs how | |-dp v i ocomabkhd to show the local configuration of LLDP PDU. By the
commands, a user can view the contents of LLDP/ LLDP-MED TLVs that would be attached in

LLDP PDU.
Switch# show lldp local-device

Switch# show lldp interfaces {/F NMLPORTS3pcal-device
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show lldp local-device

Synta
X show lldp interfaces {/F NMLPORTIpcal-device
Parameter/F_NMLPORTSSpeufy the ports to

display information
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Mode  Privileged EXEC

This example displays the local device information.

Switch# show lldp local-device

Example
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13.20SHOW LLDPMED

UseT s h dldp me d ¢dmmand to display the LLDP MED configuration
information. Switch# show lldp med

Switch# show lldp interfaces {/F NMLPORTShed

show lldp med

Synta
X show lldp interfaces {/F NMLPORTShed
Parameter/F_NMLPORTSSpeC|fy the ports to

display information

Mode  Privileged EXEC

This example displays the LLDP MED

information. Switch# show lldp med

Exampl
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13.21SHOW LLDPNEIGHBOR

UseTshow | | dp corenang to bisplaylthe received neighbor LLDP PDU information.
When LLDP PDU is received on LLDP RX enable ports, system would store the PDU information in
database until time to live of the PDU counts down to zero.

Switch# show lldp neighbor

Switch# show lldp interfaces {/F NMLPORTS}eighbor

show lldp neighbor

Synta
X show lldp interfaces {/F NMLPORTS¥eighbor
Parameter/F—NMLPORTSSpeC'fy the ports to

display information

Mode  Privileged EXEC

This example displays the neighbor

Exampl information. Switch# show lidp neighbor

e
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13.23SHOW LLDP STATISTICS

UseTs htdwst at i sotninands t&fdisplay the LLDP RX/TXstatistics.
Switch# show lldp statistics

Switch# show lldp interfaces {/F NMLPOR TStatistics

show lldp statistics

Synta
X show lldp interfaces {/F NMLPORTStatistics
Parameter/F_NMLPORTSSpeC|fy the ports to

display information

Mode  Privileged EXEC

This example display the LLDP

statistics. Switch# show lldp statistics

Exampl

Switch(config)# show lldp interfaces gil statistics
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13.24CLEAR LLDPSTATISTICS

UseTc | ddpmloble st at i sotninands t&fclear the LLDP RX/TX

statistics. Switch# clear lldp globle statistics

Syntax clear lildp globle statistics

Mode Privileged EXEC

This example shows how to clear LLDP statistics.
Exampl

e Switch# clear lldp statistics
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13.25SHOW LLDP TLVOVERLOADING

The LLDP PDU is composed by TLVs and selected number TLVs may compose a large PDU
that the system cannot handle. The maximum PDU length is to take the smaller number of jumbo
frame size minus 30 bytes (30 bytes kept for header) or 1488 bytes. Use Ts how |1 d
over |l oacdmmang t display the length of LLDP TLVs and if the TLVs overload the PDU
length. The TLVs with status marked T o v e r |woudd dotbe transmitted.

Switch# show lldp interfaces {/F NMLPORTS}Ss-

overloading Syntax  show lldp

interfaces {/F NMLPORTS}s-overloading

Parameter/F_ NMLPORTSpecify the ports to display

information Mode Privileged EXEC

This example display the LLDP TLVs overloading status of

port gil.

Switch# show lldp interfaces gil tlvs -overloading
Example
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LOGGING

Almost all information technology systems generate a log, which serves as a record of all the
activity that the system conducted in its operation. Such logs are generated by network
infrastructure devices (firewalls, switches, domain name service devices, routers, load balancers),
computer platforms (servers, appliances, and smartphones), operating systems (Windows, Linux,
l0S) and applications (client/server, web applications, cloud -based utilities).

In an application, a network log is typically a file that contains a record of events that occurred in

the application. It contains the record of user and process access calls to objects, attempts at

authentication, and other activity. Generally, an event is categorized as an error, a warning, or an
informational activity. The specific format and data that are in a log are typically determined by the

application designer, to meet various application requirements, and then implemented by the
application developer.
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14.1CLEARLOGGING

To clear the log messages from the internal logging buffer and flash, use command Tcl e a
|l oggi ngVU
in the Privileged EXECmode.

Switch# clear logging

Syntax clear logging

buffered Clear the log messages stored in the RAM.

Paramet
er file Clear the log messages stored in the Flash.

Mode  Privileged EXEC

The following example clear the log messages stored in RAM
and Flash.

Exampl

o Switch# clear logging buffered

Switch# clear logging file
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14.2LOGGING

To enable logging service on the switch, use the command logging in the Global Configuration
mode. Otherwise, use the no form of the command to disable the logging service on the switch.
The status of global logging server is available from the command show logging in the Privileged
EXEC mode. When the logging service is enabled, logging on and off at each destination rule can
be individually configured by the command logging console, logging buffered, logging file, and
logging host in the Global Configuration mode. If the logging service is disabled, no messages will
be sent to these destinations.

Switch# configure terminal

Switch(config)# logging

Switch(config)# no logging
logging

Synta
X no logging

Default Logging service is

enabled Mode  Global

Configuration

The following example disables and enables the logging service
on the switch.

Switch# configure terminal
Switch(config)# no logging

Example
Switch(config)# logging

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



14.3LOGGINGHOST

To define the logging server, use the command logging host to add the remote logging server in
the Global Configuration mode. Otherwise, use the command no logging host to remove the
remote logging rules. For the host name configuration, logging service would try translating the
host name to IP address directly. Add the logging host would be failed on the failure of host name
translating.

Switch# configure terminal
Switch(config)# logging host (ip -addr|hostname) [facility facility] [port port] [severity seV]

Switch(config)# no logging host (ip -addr|hostname)

logging host (ip-addr|hostname) [facility facility] [port port] [severity
Synta
X sev] no logging host (ip -addr|hostname)

ipv4-addr IPv4 address of the remote logging server.
hostname Hostname of the remote logging server.

facilityfacility Specify the facility of the logging messages. It can be on of the following
value: local0, locall, local2, local3, local4, local5, local6, and local7. The default value
of facility is local7.

Paramet portport Specify the port number of the remote logging

er
server. The valid range is from 0 to 65535, and the
default value is 512.
severitysev Specify the minimum severity of the logging messages. The valid range is
from O to 7, and the number O to 7 represents emerg, alert, critical, error, warning,
notice, info, and debug individually. The default value of minimum severity level is 5
(emerg, alert, crit, error,warning, notice)

Mode Global Configuration
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Exampl
e

The following example adds the remote logging rules by IP and
Hostname. Switch# configure terminal

Switch(config)# logging host 192.168.0.20
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14.4LOGGINGSEVERITY

To set the minimum severity for the messages that are logged to RAM, console, or Flash, use the
command logging severity in the Global Configuration mode. Use the T n ofddgm of the command
to remove the mechanism of logging to RAM, console, or Flash individually.

Switch# configure terminal
Switch(config)# logging (buffered|console|file) [severity sev]

Switch(config)# no logging (buffered|console|file)

logging (buffered|consolelfile) [severity sev]
Synta
X no logging (buffered|console|file)

buffered Log messages to RAM.

console Log messages to console

buffer. file Log messages to Flash.

Paramet Severity sev Specify the minimum severity of the logging messages.

er
The valid range is from 0 to 7, and the number O to 7 represents emergency, alert,

critical, error, warning, notice, info, and debug individually. The default minimum
severity of the logging severity configuration is 5

(emerg, alert, crit, error, warning, notice).

Logging to buffered and console is enabled, and the default minimum severity

Default _ . . .
level is 5 (emerg, alert, crit, error, warning, notice).

Mode Global Configuration

Example
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The
followin
g
exampl
e sets
the
minimu
m
severity
level of
logging
to RAM
and
Flash
as
debuggi

ng.

Switch#
configur
e

terminal

Switch(
config)#
logging
buffere
d
severity
2
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14.5SHOW LOGGING

To display the global logging configuration, and the logging messages stored in the RAM and Flash,
use the command show logging in the Privileged EXEC mode.

Switch# show logging [buffered|file]

Syntax show logging [buffered|file]

Buffered Display the log messages stored in the
Paramet

er RAM. File Display the log messages stored in the

Flash.

Mode  Privileged EXEC

The following example shows the global

logging configuration.

Switch# show logging

Exampl -

Switch# show logging buffered
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MAC ADDRESSTABLE

A MAC address table, sometimes called a Content Addressable Memory (CAM) table, is used on
Ethernet switches to determine where to forward traffic on a LAN. Now let's break this down a
little bit to understand how the MAC address table is built and used by an Ethernet switch to help
traffic move along the path to its destination.

> < " e
ComputerA Computer 8
MAC: AAA

[MAC Address Table
[1: A28
|2
i

Fig 15.1 MAC AddressTable

Normally your switch will automatically learn MAC addresses and fill its MAC address table (CAM
table) by | ooking at the source MAC address of i ncc
know where to forward the frame.
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15.1CLEAR MAC ADDRESSTABLE

To clear the dynamic (learned) MAC entries from the MAC address table, the specific interface,
or the specific VLAN, use the command clear mac address -table in the Privileged EXEC mode.

Switch# clear mac address -table dynamic [interfaces /F PORTPvlan vian-id]

Syntax clear mac address -table dynamic [interfaces /F PORT}lan vian-id]

Interfaces IF_PORTSDelete all dynamic addresses learned on the specific

Parameternterface.

vlanvlan-id Delete all source addresses learned on the specific

VLAN Mode Privileged EXEC

The following example clears the learned MAC addresses on the interface

gil. Switch# clear mac address -table dynamic interfaces gil

Exampl
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15.2MAC ADDRESSTABLE AGINGTIME

To set the aging time of the MAC address table, use the command macAddress-table aging-
time in the Global Configuration mode.

Switch# configure terminal

Switch(config)# mac accress-table aging-time

{seconds} Syntaxmac accress -table aging-time

seconds

Parameter Seconds The time in seconds that an entry remains in the MAC address table. Its
valid range is from 10 to 630 seconds, and the default value is 300 seconds.

Default The default aging time is 300

seconds. Mode Global Configuration

The following example set the agimg time to 500
seconds. Switch# configure terminal
Exampl Switch(config)# mac address-table aging-time 500

e
Switch# show mac address -table aging-time
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15.3MAC ADDRESSTABLE STATIC

To add a static address to the MAC address table, use the command mac address -table static in
the Global Configuration mode. For the unicast MAC address filtering, use the command mac
address-table static with parameter drop to drop the packets with the specified source or
destination unicast MAC address. To delete the static entry from the MAC address table, use the
T n ofddgm of the command.

Switch# configure terminal

Switch(config)# mac address -table static mac -addr vlan vilan-id interfaces {/F PORTS}

Switch(config)# mac address -table static mac -addr vlan vian-id drop

Switch(config)# no mac address -table static mac -addr vlan vlan-id

mac address -table static mac -addr vlan {vlan-id} interfaces {/F PORTS}

Synta mac address-table static mac-addr vlan {vlan-id}

X
drop nomac address -table static mac -addr vian
vlan-id
mac-addr MAC address.
vlan vlan-id Specify the VLAN ID for the interface.

Parameter

Interface IF_PORTSSpecify the interface ID or a list of interface IDs.

drop Drop the packets with the specified source or destination
unicast MAC address.

Mode  Global Configuration

The following example adds a static address into MAC address table.
Switch# configure terminal

Switch(config)# mac address-table static 00:11:22:33:44:55 vilan linterfaces gi5

Exampl

e Switch(config)# mac address -table static 00:11:22:33:44:55 vlan 1drop
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15.4SHOW MAC ADDRESSTABLE

To show the entry in the MAC address table, use the command show macaddress -table in the
Privileged EXEC mode.

Switch# show mac address -table [dynamic|static] [interface /F PORTF[vlan vian- id]

Switch# show mac address -table [mac-addr] [vlan vlan-id]

show mac address-table [dynamic|static] [interface /F PORTF[vlan

Synta vian- id]

show mac address -table [mac -addr] [vlan vian-id]

dynamic Display only dynamic MAC addresses
static Display only static MAC addresses

Parameterinterface /F PORT®isplay the MAC addresses entries for a specifc interface.
vlan vlan-id Display the MAC address entries for a specific VLAN.

mac-addr Display entries for a specific MAC

address Mode  Privileged EXEC

The following example displays the entire MAC address

table. Switch# show mac address -table

Exampl
e Switch# show mac address -table static interfaces gil

Switch# show mac address -table 00:11:22:33:44:55 vian 100
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15.5SHOW MAC ADDRESSTABLE COUNTERS

To display the total entries in the MAC address table, use the command show mac address -
table counters in the Privileged EXEC mode.

Switch# show mac address -table

counters Syntax show mac address-

table counters Mode Privileged EXEC

The following example display numbers of addresses in the
address table.

Example
Switch# show mac address-table counters
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15.6SHOW MAC ADDRESSTABLE AGINGTIME

To show MAC address aging time, use the command show mac address-table aging-time in the
Privileged EXEC mode.

Switch# show mac address -table aging -

time Syntax show mac address-table

aging-time Mode Privileged EXEC

The following example displays aging time for the MAC
address table.

Example . . .
Switch# show mac address-table aging-time
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MAC VLAN

MAC VLAN :-The MAC-based VLAN feature allows incoming untagged packets to be assigned
to a VLAN and thus classify traffic based on the source MAC address of the packet. You define a
MAC to VLAN mapping by configuring an entry in the MAC to VLAN table

16.1VLAN MAC-VLAN GROUP(GLOBAL)

Use the vlan mac-vlan group command to create MAC address group. Use the T n ofddn of this
command to delete specify group.

Switch# configure terminal
Switch(config)# vlan mac-vlan group <I- 2147483647> mac-address mask <9-48>

Switch(config)# no vlan mac-vlan group mac -address mask <9-48>

vlan mac-vlan group <I- 2147483647> mac-address mask <9-48>

Synta
X no vian mac-vlan group mac -address mask <9-48>

<1-2147483647>Specify the group 1D
Parametermac-address Specify the MAC address to be mapped.

<9-48>Specify the mask length of MAC address.

Mode  Global Configuration

The following example shows how to create a MAC group with
group ID 3.

Switch# configure terminal
Switch(config)# vlan mac-vilan group 333 22:33:44:55:66:77 mask 48

Exampl
e Switch# show vlan mac-vlan groups
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16.2VLAN MAC-VLAN GROUP(INTERFACE)

Usethe T v | mact-vlan g r o utp ¢feate mapping of group and VLAN ID of an interface. Use
the Tno U

form of this command to delete

mapping. Switch# configure terminal

Switch(config)# interface {Interface-

ID}

Switch(config -if)# vlan mac-vlan group <I- 2147483647> vlan <1-4094>

Switch(config -if)# no vlan mac-vlan [group <I- 2147483647>]

vlan mac-vlan group <I- 2147483647> vlan <1-4094>

Synta
X no vlan mac-vlan [group <I-2147483647>]
<1-2147483647> Specify the group ID. (optional in no form) Delete all mapping
Paramet group if not specify.
er <1-4094> Specify the VLAN ID to give to match packet
Mode Interface Configuration
The following example shows how to mapping group id 333 to VLAN 100 on
interface GigabitEthernet 1.
Switch#
Switch# configure terminal
Switch(config)# interface GigabitEthernet 3
Switch(config -if)# switchport mode hybrid
Exampl Switch(config -if)# vlan mac-vlan group 333
e

vlan 2 Switch(config -if)#
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Switch# show vlan mac-vlan groups

Image not found or type unknown

Image not found or type unknown
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16.3SHOW VLAN MAGVLAN GROUPS

Use the show vlan mac-vlan groups command to display mac groups

configuration. Switch# show vlan mac-vlan groups
Syntax show vlan mac-vlan groups
Mode Privileged EXEC

This following example shows how to display

mac group.

Exampleswitch# show vlan mac-vlan groups
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16.4SHOW VLAN MAGVLAN INTERFACES

Use the show vlan mac-vlan interface command in EXECmode to display the mac-vlan interfaces

setting. Switch# show vlan mac-vlan [interfaces /F PORTEH

Syntax show vlan mac-vlan [interfaces /F PORTPH

Parameter/F_ PORTEOptional) Specify interfaces mac vlan to display. Display all ports if not
specif. Mode Privileged EXEC

The following example shows how to display the MAC-Based VLAN interfaces

Exampl setting Switch# show vlan mac -vlan interfaces GigabitEthernet 1

e

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



MANAGEMENTACL

An Access Control List (ACL) is a set of rules that is usually used to filter network traffic. ACLs
can be configured on network devices with packet filtering compatibilities, such as routers and
firewalls.

ACLs contain a list of conditions that categorize packets and help you determine when to allow
or deny network traffic. They are applied on the interface basis to packets leaving or entering an
interface

Access-list (ACL) is a set of rules defined for controlling the network traffic and reducing network
attack. ACLs are used to filter traffic based on the set of rules defined for the incoming or outgoing
of the network.

ACL features X

AThe set of rules defined are matched serial wise i.e matching starts with the first line, then

2nd, then 3rd and so on.

AThe packets are matched only until it matches the rule. Once a rule is matched then no further
comparison takes place and that rule will be performed.

AThere is an implicit deny at the end of every ACL, i.e., if no condition or rule matches then the
packet will be discarded.

Once the access-list is built, then it should be applied to inbound or outbound of the interface:

Administrator

= => R1 => Server
] Sy Fao/1 j
== u X

10.0.0.5/24 192.168.0.5/24

User
172.16.0.10/24

Fig 17.1 ACLFeature

Also there are two categories of access list,

ANumbered access list = These are the access list which cannot be deleted specifically once
created i.e. if we want to remove any rule from an Access-list then this is not permitted in the
case of numbered access list. If we try to delete a rule from access list then the whole access list
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will be deleted. The numbered access list can be used with both standard and extended access
list.

ANamed access list = In this type of access list, a name is assigned to identify an access list. Itis
allowed to delete a named access list unlike numbered access list. Like numbered access list,
these can be used with both standard and extended access list.

Rules for ACL X

AThe standard Access -list is generally applied close to the destination (but not always).

AThe extended Access-list is generally applied close to the source (but not always).

Awe can assign only one ACL per interface per protocol per direction, i.e.,only one inbound and

outbound ACL is permitted per interface.

AWe canTt remove a Aistifwearéusiogmuniered Aaces®-ksts If we try to
remove a
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rule then whole ACL will be removed. If we are using named access lists then we can delete a
specific rule.

AEvery new rule which is added into the access list will be placed at the bottom of the access
list therefore before implementing the access lists, analyses the whole scenario carefully.

AAs there is an implicit deny at the end of every access list, we should have at least a permit
statement in our Access-list otherwise all traffic will be denied.

AStandard access lists and extended access lists cannot have the same name.

Advantages of ACL X

Almprove network performance.

AProvides security as administrator can configure the access list according to the needs
and deny the unwanted packets from entering the network.

AProvides control over the traffic as it can permit or deny according to the need of network.

17.1MANAGEMENT ACCESSLIST

Use the management access -list command to create a management access list and to enter
management access -list configuration mode. The name of ACL must be unique that cannot have
same name with other management ACL. Use the T n ofddn of this command to delete.

Switch# configure terminal
Switch(config)# management access -list /NAME]

Switch(config)# no management access -list /NAME]

management access -list NAME

Synta
X no management access -list NAME

ParameterNAME The name of management

ACL Mode Global Configuration

The following example shows how to add a management ACL with name
Ttest U

Switch# configure terminal
Exampl

e Switch(config)# management access -list test
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17.2MANAGEMENT ACCESSCLASS

Use the management access-class command to activate a management ACL. Usethe Tho U
form of this command to delete.

Switch# configure terminal
Switch(config)# management access -class /NAME]

Switch(config)# no management access -class

management access -class /NAME]
Synta
X no management access -class

ParameterNAME The name of management ACL to

be used Mode  Global Configuration

The following example shows how to add a management ACL with name

Ttest Uy
Switch# configure terminal
Exampl
e Switch(config)# management access -class test
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17.3DENY

Use the deny command to add deny rules that drop those packets hit the
rule. Switch# configure terminal

Switch(config)# management access -list /NAME]

Switch(config-macl)# sequence <1-65535>] deny interfaces {/F PORTService
(all|http|https|snmp|ssh]telnet)

Switch(config -macl)#[sequence <I1-65535>] deny ip A.B.C.D/A.B.C.D interfaces {/F PORTS}
service (all|http|https|snmp]|ssh|telnet)

Switch(config-macl)# [sequence <I-65535>] deny ipv6 XX XX/<G128> interfaces
{IF PORTS}
service (all|http|https|snmp]|ssh|telnet)

[sequence <I-65535>] deny interfaces {/F PORTService
(all|http|https|snmp|ssh]|telnet) [sequence <I-65535>] deny ip A.B.C.D/A.B.C.D

Synta interfaces {/F_PORTS}

service (all|http|https|snmp|ssh|telnet)
[sequence <I-65535>] deny ipv6 X X X:X/<G128>interfaces {/F PORTS}

service (all|http|https|snmp|ssh|telnet)

<1-65535> (Optional) Specify sequence index of ACL entry, the sequence index
represent the priority of an entry in ACL. If not specified, the switch assigns a number
from 1 in ascending order.

interfaces IF_PORTS Specify the interface ID or a list of interfacelDs.

Paramet

er ipA.B.C.D/A.B.C.DSpecify the source IP address and mask of packet.
ipv6 X:X::X:X/<3128> Specify the source IPv6 address and prefix length of packet.
(all|http|https|snmp|ssh]telnet) Specify the type of services

Mode Management Access -List Configuration
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The following example shows how to add a deny rule to drop all types of services
packets that source ip is 1.1.1.1 from interface gi2.

Switch# configure terminal

Switch(config)# management access -list commando

Exampl Switch(config -macl)#sequence 1 deny ip 10.10.10.10/255.255.255.255 interfaces
e gi2 service all

Switch# sh management access -list commando
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17.4PERMIT

Use the permit command to add permit rules that bypass those packets
hit the rule. Switch#configure terminal
Switch(config)# management access -list /NAME]

Switch(config-macl)# sequence <I-65535>] permit interfaces  {/IF_PORTS}
service(all|http|https|snmp|ssh|telnet)

Switch(config-macl)# [sequence <I1-65535>] permit ip A.B.C.D/A.B.C.D interfaces
{IF PORTS}
service (all|http|https|snmp]|ssh|telnet)

Switch(config-macl)# [sequence <I-65535>] permit ipv6 XX X X/<G128> interfaces
{IF_ PORTS}
service (all|http|https|snmp]|ssh|telnet)

[sequence <I-65535>] permit interfaces {/F PORTSjervice

(all|http|https|snmp|ssh]telnet)

[sequence <I-65535>] permit ip A.B.C.D/A.B.C.D interfaces {/F PORTS}

Synta )
X service (all|http|https|snmp|ssh|telnet)
[sequence <1-65535>] permit ipv6 X X. X X/<G128>interfaces
{IF PORTSJervice (all|http|https|snmp|ssh|telnet)
<1-65535> (Optional) Specify sequence index of ACL entry, the sequence index
represent the priority of an entry in ACL. If not specified, the switch assigns a number
from 1 in ascending order.
interfaces /F_PORTSpecify the interface ID or a list of interface 1Ds.
Paramet
er ip A.B.C.D/A.B.C.D Specify the source IP address and mask of packet.
ipv6 X: XX X/<G128>Specify the source IPv6 address and prefix length of
packet. (alljhttp|https|snmp|ssh|telnet) Specify the type of services
Mode Management Access -List Configuration
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The following example shows how to add a permit rule to bypass http service
packets that source ip is 2.2.2.2 from interface gi2.

Switch# configure terminal

Switch(config)# management access -list test

Exampl
e Switch(config -macl)# sequence 2 permit ip 2.2.2.2/255.255.255.255 interfaces gi2
service http

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



17.5NO SEQUENCE

Usethe T n cséfjuence command to delete an entry in management ACL.
Switch# configure terminal

Switch(config)# management access -list /NAME]

Switch(config -macl)# no sequence <1-65535>

Syntax no sequence <I-65535>

Parameter<1-65535> Specify sequence index of ACL entry to

delete. Mode Management Access -List Configuration

The following example shows how to delete an
entry. Switch# configure terminal

Switch(config)# management access -list test

Exampl
e

Switch(config -macl)# sequence 10 deny interfaces gil
service all
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17.6SHOW MANAGEMENT ACCESSCLASS

Usethe show management access-class command to show the active management

access-list. Switch# show management access -class

Syntax show management access -class

Mode Privileged EXEC

The example shows how to show management

access-class ExampleSwitch# show management access -

class
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17.7SHOW MANAGEMENT ACCES&.IST

Use the show management access-list command to show management

ACL. Switch# show management access -list /NAME]

Syntax show management access -list /NAME]

p NAME Specify the name of management ACL
arameter =
to displayed

Mode  Privileged EXEC

The example shows how to show management

access-list Switch# show managementaccess -list 1
Example
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MIRROR

You can analyze network traffic passing through ports by using Switched Port Analyzer (SPAN).
This sends a copy of the traffic to another port on the switch that has been connected to a
SwitchProbe device, another Remote Monitoring (RMON) probe or security device. SPAN mirrors
receive or transmit (or both) traffic on one or more source ports to a destination port for analysis.

Remote SPAN (RSPAN) extends SPAN by enabling RMON of multiple switches across your
network. The traffic for each RSPAN session is carried over a user-specified RSPAN VLAN that is
dedicated for that RSPAN session in all participating switches. The SPAN traffic from the sources
is copied onto the RSPAN VLAN through a reflector port and then forwarded over trunk ports
carrying the RSPAN VLAN to any RSPAN destination session monitoring the RSPAN VLAN.

SPAN and RSPAN do not affect the switching of network traffic on source ports. A copy of the

packets received or sent by the source interfaces are sent to the destination interface. Except for

traffic that is required for the SPAN or RSPAN session, reflector ports and destination ports do not
receive or forward traffic.

session

o
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Fig 18.1 Mirror and AnalyzerPort
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18.1MIRROR SESSION DESTINATIONNTERFACE

UsetheT mi rror sessi on d e sommamdtd sitaadesiinatibnenterfage of @ hbrt
mirror session. Use the T n oftfm of this command to stop a destination interface of a port
mirroring session. Usethe T n o0 mi r r o rcongnansl ® disalre &l mirror sessions or specific
mirror session.

Switch# configure terminal

Switch(config)# mirror session <Z-4>destination interface IF_NMLPORTallow-

ingress] Switch(config)# no mirror session <Z-4>destination interface IF_NMLPORT

Switch(config)# no mirror session (<Z-4>| all)
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mirror session <Z-4>destination interface IF_NMLPORTallow -ingress]
Synta no mirror session <I-4>destination interface IF_NMLPORT

no mirror session (<Z-4>| all)
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<1-4> Specify the mirror session to configure

Paramet
er IF_NMLPORTSpecify the SPAN destination. A destination must be aphysical port
allow- ingress Enable ingress traffic forwarding.
Default No monitor sessions are configured.
Mode Global Configuration
The following example shows how to create a local session 1 to monitor both
sent and received traffic on source port GigabitEthernet2.
Switch# configure terminal
Switch(config)# mirror session 1 destination interface GigabitEthernet 11 allow -ingress
Exampl
e

To disable Mirror session

Switch# configure terminal

Switch(config)# no mirror session 1destination interface GigabitEthernet 11

Switch(config)# no mirror session all
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18.2MIRROR SESSION SOURCENTERFACE

UsetheTmi rror sessi on sommandtestait aportenirrdr sessienUsethe T n o U
form of this command to stop a port mirroring session. Usethe Tnho mi rr orconsmansi® i 0 n
disable all mirror sessions or specific mirror session.

Switch# configure terminal

Switch(config)# mirror session <Z-4>source interfaces IF_PORTS (both | rx | tx)

Switch(config)# no mirror session <Z-4>source interfaces IF_PORTYboth | rx | tx)

Switch(config)# no mirror session (<Z-4>| all)

mirror session <I1-4>source interfaces IF_PORTS (both | rx | tx)
Synta no mirror session <Z-4>source interfaces IF_PORTSboth | rx |

tx) no mirror session (<Z-4>| all)

<I-4> Specify the mirror session to configure

IF_PORTSSpecify the source interface, Valid interfaces include

physical ports and port channels.

Paramet

er both Mirror tx and rx
direction rx Mirror rx
direction only
tx Mirror tx direction only

Mode Global Configuration

Example
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The SPAN session 1 to monitor both sent and received rate on source port gi3 -5.

followin Switch# configure terminal

g

exampl Switch(config)# mirrorsession 1 sourceinterfaces GigabitEthernet 3-5 both
e

shows Switch(config)# mirror session 1destination interface GigabitEthernet 2
how to

create Switch# show mirror session1

a local
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18.3SHOW MIRROR

Use the show mirror command to display mirror session configuration.

Switch# show mirror [session <Z-4>]

Syntax show mirror [session <I-4>]

Parameter <Z-4>Specify the mirror session to

display Mode Privileged EXEC

This following example shows how to display mirror

session configuration

Switch# show mirror

Exampl
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MLD SNOOPING

ipvé mid filter <1-128>

Synta
X no ipvé mid filter
<1-128> specifies profile 1D
Paramet
er [interfaces IF_PORTS] Specifies interfaces todisplay

Mode  Port Configuration

The following example specifies that set ipv6é mid
filter test.

Switch# configure terminal

Exampl . . . .
Switch(config)# interface gil

Switch(config -if)# ipv6 mld filter

1
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19.23IPV6 MLD MAXGROUPS

Use the ipv6 mld max-groups command to limit port learning max group number. When the port
has reach limitation, new group will not add this port. Static group is excluded. Use the T n ofddn
of this command to restore to default. You can verify settings by the show ipv6é mld max -groups
command.

Switch# configure terminal
Switch(config)# ipv6 mld max-groups <0-1024>

Switch(config)# no ipv6é mld max -groups

ipv6 mld max-groups <0-1024>
Synta
X no ipvé mld max -groups

Parameter<0-1024>specifies

profile ID Default Default is 1024

Mode  Port Configuration

The following example specifies that set ipv6 mld max-
groups test.

Switch# configure terminal
Exampl Switch(config)# interface gil

Switch(config -if)# ipv6é mld max-groups 10
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19.241P IGMP MAXGROUPSACTION

Use the ipv6 mld max-groups action command to set the action when the numbers of groups
reach the limitation. Use the T n oft¥m of this command to restore to default. You can verify
settings by the show ipv6 mld max-groups command.

Switch# configure terminal

Switch(config)# interface {INTERFCEID}

Switch(config -if)#ipv6é mld max-groups action (deny | replace)

Syntax ipv6 mld max-groups action (deny | replace)

(deny | replace) Deny: current port igmp group arrived max -gr oups, donTt
Paramet Replace: current port igmp group arrived max -groups, remove port for rand group,
er and add port to new group.

Default Default action is

deny Mode Interface mode

The following example specifies that set action replace test.

Switch# configure terminal
Exampl Switch(config)# interface gil

Switch(config -if)#ipv6 mld max -groups action replace
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19.25CLEAR IPV6 MLD SNOOPINGSROUPS

This command will clear the ipv6 mld groups for dynamic or static or all of type. You can verify
settings by the show ipv6 mld snooping groups command.

Switch# clear ipv6 mld snooping groups [(dynamic | static)]

Syntax clear ipv6 mld snooping groups [(dynamic | static)]

None Clear ipv6 mld groups include dynamic and
Paramet

er static (dynamic | static) ipv6 mld group type is

dynamic or static

Mode  Privileged EXEC

The following example specifies that clear ipv6 mid snooping

Exampl 9roups test.

€ Switch# clear ipv6é mld snooping groups static
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19.26CLEAR IPV6 MLD SNOOPINGTATISTICS

This command will clear the igmp statistics. You can verify settings by the show ipv6 mid

snooping command.

Switch# clear ipv6 mld snooping

statistics Syntaxclear ipv6 mid

snooping statistics Mode

Privileged EXEC

The following example specifies that clear ipv6 mid snooping statistics
ExampleteSt'

Switch# clear ipv6é mld snooping statistics
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19.27SHOW IPV6 MLD SNOOPING GROUPSOUNTERS

This command will display the ipv6 mld group counter include static

group. Switch# show ipv6 mld snooping groups counters

Syntax show ipv6é mid snooping groups counters

Mode Privileged EXEC

The following example specifies that display ipv6 mld snooping group
counter test.

ExampleSwitch# show ipvé mld snooping group counters

Total ipv6 mld snooping group number: 1
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19.28SHOW IPV6 MLD SNOOPINGGROUPS
This command will display the ipv6 mid groups for dynamic or static or all of type.

Switch#show ipv6é mld snooping groups [(dynamic | static)]

Syntax show ipv6 mld snooping groups [(dynamic | static)]

none Show ipv6 mld groups include dynamic and static
Paramet
er (dynamic | static) Display ipv6 mld group type is dynamic or static

Default display all ipvé mld
groups Mode Privileged EXEC

The following example specifies that show ipv6 mld snooping groups

Exampl test. Switch# show ipv6 mld snooping groups

e
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19.29SHOW IPV6 MLD SNOOPIN&ROUTER
This command will display the ipv6 mld router info.

Switch# show ipv6 mld snooping router [(dynamic | forbidden |static )]

Syntax show ipv6 mld snooping router [(dynamic | forbidden |static )]

none Show ipv6 mid router include dynamic and static and forbidden

F)aramete'r(dynamic [forbidden | static)Display ipv6é mid router info for different

type
Mode  Privileged EXEC

The following example specifies that show ipv6 mld snooping router

test. Switch# show ipv6 mld snooping router

Example ;

19.30SHOW IPV6 MLDSNOOPING
This command will display ipv6é mld snooping global info.

Switch# show ipv6é mild snooping

Syntax show ipv6 mld snooping

Mode Privileged EXEC
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The following example specifies that show ipvé mid
snooping test.

Switch# show ipv6 mld snooping

Exampl
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19.31SHOW IPV6 MLD SNOOPING/LAN
This command will display ipv6 mid snooping vlan info.

Switch#show ipv6é mild snooping vian

Syntax show ipv6 mld snooping vilan

none Show all ipv6 mild snooping vian
Paramet
er info Show specifies vlan ipv6 mld

snooping info

Default Show all ipv6 mld snooping vian

info Mode Privileged EXEC

The following example specifies that show ipv6 mld snooping vian

test. Switch# show ipv6 mld snooping vian 1

Exampl
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19.32SHOW IPV6 MLD SNOOPING FORWAR{ALL
This command will display ipv6 mld snooping forward all info.

Switch# show ipv6é mid snooping forward -all [vlian]

Syntax show ipv6 mld snooping forward -all [vlan]

none Show all ipv6 mld snooping vlan forward -all info
Paramet

er [vlan ] Show specifies vlan of ipv6 mld forward info

Default Show all vlan ipv6 mid forward all

info Mode Privileged EXEC

The following example specifies that show ipv6é mld snooping
forward -all test.

Exampl Switch# show ipv6 mld snooping forward -all
e
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19.33SHOW IPV6 MLDPROFILE
This command will display ipv6 mld profile

info. Switch# show ipvé mid profile[ <1-128>]

Syntax show ipv6 mld profile[ <Z-128>]

none Show allipv6 mld snooping profile
Paramet

er info [<1-128>] Show specifies index

profile info

Default Show allipv6 mld profile

info Mode Privileged EXEC

The following example specifies that show ipv6é mid profile test. Switch# show ipv6
mld profile

Exampl
e
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19.34SHOW IPV6 MLDFILTER
This command will display ipv6 mld port filter info.

Switch#show ipv6 mld filter [interfaces {/F PORTS}

Syntax show ipv6 mld filter [interfaces {/F PORTY}

none Show all port filter
Paramet
er [interfaces {/F PORTS/Show specifies ports filter

Mode  Privileged EXEC

The following example specifies that show ipv6 mld filter test. Switch# show ipv6
mid filter

Exampl

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



19.35SHOW IPV6 MLD MAXGROUP
This command will display ipv6 mld port max -group.
Switch#show ipv6é mld max-group

[interfaces {/F PORTS}

Syntax show ipv6 mld max -group [interfaces {/F PORTS}

none Show all port max-group

Paramet
er [interfaces {/F PORTS}Show specifies ports max -group

Mode  Privileged EXEC

The following example specifies that show ipv6 mld max-group

test. Switch# show ipv6 mld max -group

Example

19.36SHOW IPV6 MLD PORT MAXGROUPACTION

This command will display ipv6 mld port max -group action.

Switch# show ipv6 mld max-group action [interfaces {/F PORT|}

Syntax show ipv6 mld max -group action [interfaces {/F PORT}

Parameter
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none group action

Show all

port max [interfaces {/F PORTSShow specifies ports max -group action

Default Show all ports ipv6 mld max-group

action Mode Privileged EXEC
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The following example specifies that show ipv6 mld max -group action test.

Switch# show ipv6é mld max -group action

Exampl
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Multicast VLAN Registration (MVR)

mvr vlangroupinterfaces {/F PORTS}

Synta
X no mvr vian < VLAN-/D>groupinterfaces {/F PORTS}

VLAN-IDspecifies MVR VLAN ID for static

Paramet group /jp-addr Specifies multicast MVR group

er
address /F_PORT Specifies port list to set or
remove

Mode Global Configuration
The following example specifies that set mvr static group test.
The configure must configure mvr receiver port firstly.(eg. mvr port type)
Switch(config)#

Exampl mvr vlan 2 group 224.1.1.1interfaces gi2

e

Switch# show mvr members

20.9CLEAR MVRMEMBERS

This command will clear the mvr groups for selected type.

Switch# clear mvr members [dynamic|static]

Syntax clear mvr members [dynamic|static]

Parameter
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dynamic dynamic group
specifies

MVR static specifies MVR static group

Default Clear all of mvr
group Mode Privileged

EXEC
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The following example specifies that clear all mvr
groups test.

Exampl
e Switch# clear mvr members
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20.10SHOW MVRMEMBERS

This command will display the mvr groups for all of type.

Switch#show mvr members
Syntax show mvr members

Mode Privileged EXEC

The following example specifies that show mvr
groups test.

ExampleSwitch# show mvr members
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20.11SHOW MVRINTERFACE

This command will display mvr port type and port immediate

status. Switch# show mvr interface {/F PORTS}

Syntax show mvr interface {/F PORTS}

Parameter/F_ PORTSShow specifies port list

configuration Mode Privileged EXEC

The following example specifies that show mvr
interface test.

Switch# show mvr interface

Exampl
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20.12SHOW MVR

This command will display mvr global

information. Switch# show mvr

Syntax show mvr

Mode Privileged EXEC

The following example specifies that show mvr test.

Switch# show mvr
Example
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21.PORT

The switch comes with default port settings that should allow you to connect to the Ethernet Ports
without any necessary configuration. Should there be a need to change the name of the ports,
Port State, negotiation settings or flow control settings etc., you can do this in the Port settings by
below commands

21.1BACK-PRESSURE

Use Thack-pressureUcommand to make port to enable back pressure feature. Use T n of&dm
of this command to disable back pressure feature. The only way to show this configuration is using
Tshow running- configlV c ommand .

Switch# configure terminal

Switch(config -if)# back -pressure

Switch(config -if)# no back -

pressure

back-pressure

Synta
X no back -pressure

Default Default back pressure state is

enabled. Mode Interface Configuration

This example shows how to configure port gil and gi2 to be
protected port. Switch# configure terminal
Switch(config)# interface

Exampl
e GigabitEthernet 1 Switch(config -if)#

back-pressure
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Switch(co nfig-if)# no back -pressure

21.2CLEARINTERFACE

Use Tclear interface Ucommand to clear statistic counters on specific
ports. Switch# configure terminal

Switch(config)# clear interfaces {/F PORTSgounters

Syntax clear interfaces {/F PORTS}ounters
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Parameter /F_ PORTSpecify port to clear counters

Default No default value for this command.

Mode  Privileged EXEC

This example shows how to clear counters on
port gil.

Switch# clear interfaces gil counters
This example shows how to show current

Exampl
e counters Switch# show interfaces gil
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21.3DESCRIPTION

Use Tdescription Ucommand to give the port a name to identify it easily. If description includes
space character, please use double quoted to wrap it. Use T n ofddn to restore description to
empty string.

Switch# configure terminal
Switch(config)# interface {Interface-1D}
Switch(config -if)#description WORD<1-

32> Switch(config -ify#no description

description WORD<1-32>
Synta
X no description

ParameterWORD<-32> Specify port description

string. Mode Interface Configuration

This example shows how to modify
port descriptions.

Switch# configure terminal
Switch(config)# interface
Exampl

GigabitEthernet 1 Switch(config-if)#

description userport
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21.4DUPLEX

Use TduplexUcommand to change port duplex configuration.
Switch# configure terminal

Switch(config)# interface {Interface-ID}

Switch(config -if)#duplex (auto | full |

half)

Syntax duplex (auto | full | half)

auto Specify port duplex to auto
negotiation. Parameterfull Specify port duplex to
force full duplex. half Specify port duplex to force

half duplex.

Default Default port duplex is

auto Mode Interface

Configuration

This example shows how to modify port
duplex configuration.

Switch# configure terminal

Switch(config)# interface

GigabitEthernet 1 Switch(config-if)#
Exampl

e duplex full Switch(config -if)# exit

This example shows how to show current interface link
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S ed Switch# show interfaces status
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21.5EEE

Useeey command to make port to enable thEnefdier g)
of this command to disable eee. IEEE 802.3az Energy Efficient Ethernet (EEE) is a standard that
allows physical layer transmitters to consume less power during periods of low data activity. The
only way to show t hi showounringganfigl icooommasndusi ng T
Switch# configure terminal

Switch(config)# interface {Interface-

ID} Switch(config-if)# eee

Switch(config -if)y#no eee

eee
Synta
X no eee
ParameterNone

Default Default eee state is

disabled Mode Interface

Configuration

This example shows how to configure port gil and gi2 to be
protected port. Switch# configure terminal
Switch(config)# interface

Exampl GigabitEthernet 1 Switch(config-if)# eee

This example shows how to show current jumbo-frmae size

Switch# show running-config interface gil
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21.6FLOWCONTROL

Use Tflowcontrol Wcommand to change port flow control configuration. Use T n oft/m to
restore flow control to default (off) configuration.

Switch# configure terminal
Switch(config)# interface {Interface-1D}
Switch(config -if)#flowcontrol (auto | off |

on) Switch(config -if)#no flowcontrol

flowcontrol (auto | off | on)

Synta

X no flowcontrol
auto Automatically enables or disables flow control on the
interface.

Parameter

off Disable port flow control.

on Enable port flow control.

Default Default port flow control is

off Mode Interface Configuration

This example shows how to modify port duplex configuration.
Switch(config)# interface GigabitEthernet 1

Switch(config -if)# flowcontrol on

This example shows how to show current flow control

Exampl
e configuration Switch# show interfaces GigabitEthernet 1

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



© 2022 COMMANDO Networks Inc., USA. All rights reserved.



21.7JUMBO-FRAME

A jumbo frame is an Ethernet frame with a payload greater than the standard maximum
transmission unit (MTU) of 1,500 bytes. Jumbo frames are used on local area networks that
support at least 1 Gbps and can be as large as 10,000 bytes. U s gumpo-framelU c ommand
modify maximum frame size. The only way to show this configurationis using Ts how r4unn
¢ o n f dorgndind.

Switch# configure terminal

Switch(config)# jumbo -frame <1518-

10000> Syntax jumbo-frame <1518-

10000>

Parameter<1518-10000> Specify the maximum frame size.

Default Default maximum frame size is

1522. Mode Global Configuration

This example shows how to modify maximum frame size on gil to
10000 bytes.

Switch# configure terminal

Switch(config)# jumbo-frame 9216

Exampl

€ This example shows how to show current jumbo-frame size

Switch# show running-config jumbo -frame 9216
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21.8MEDIATYPE

Us emedia-typeU command t o change ¢ o mblon oddnroftthismandhandtot vy |
restore media type to default.

Switch# configure terminal

Switch(config)# interface {Interface-1D}

Switch(config -if)#media-type (auto-select | rj45 |

sfp) Switch(config -ify#no media-type
media-type (auto-select | 1j45 | sfp)

Synta
X no media-type

auto-select Select media automatically.
Parameterrj45 Select copper media.

sfp Select fiber media.

Default Default media type is

auto. Modelnterface

Configuration

This example shows how to modify combo port media
type to copper.

Switch# configure terminal
Exampl  gyitch(config)# interface gi25
Switch(config -if)# media-type

rj45
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21.9PROTECTED

Us eprofectedV command to make port to be protectec
communicate with unprotected port. In other words, protected port is not allowed to
communicate with another protected port. Use T n ofddn to make port unprotected.

Switch# configure terminal
Switch(config)# interface {Interface-
ID} Switch(config-if)# protected

Switch(config -if)#no protected
protected

Synta
X no protected

Default Default protected state is no
protected. Mode Interface Configuration

This example shows how to configure port gil and gi2 to be protected port.
Switch# configure terminal

Switch(config)# interface range gil1-12

Switch(config -if-range)# protected
Example
This example shows how to show current protected port

state. Switch# show interfaces GigabitEthernet 11-12

protected

21.10SHOW INTERFACE
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Us eshowinterface W command to show detail port coshow er s
interfacestatusU c ommand t o s how b rshowinteffaceptotesteadalt wcso.mmniasne
to show protected status.

Switch# show interfaces {/F PORTS}
Switch# show interfaces {/F PORTSstatus

Switch# show interfaces {/F PORTSprotected
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show interfaces {/F PORTS}

Synta  show interfaces {/F PORTShtatus
show interfaces {/F PORTS}

protected

Parameter{/F PORTS3pecify port to show.

Mode  Privileged EXEC

This example shows how to show current

counters Switch# show interfaces

GigabitEthernet 1

This example shows how to show current protected port
Exampl

e state. Switch# show interfaces GigabitEthernet 1-2

protected

This example shows how to show current port
status Switch# show interfaces

GigabitEthernet 1-2 status
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21.11SPEED

Use TspeedUcommand to change port speed configuration. The speed is only able to
configure to the physical maximum speed. For example, in fast Ethernet port, speed 1000 is
not available. You cannot configure the speed on the SFP module ports, but you can configure
the speed to not negotiate (nonegotiate) if it is connected to a device that does not support
autonegotiation.

Switch# configure terminal

Switch(config)# interface {Interface-

ID} Switch(config-if)# speed (10| 100

| 1000)

Switch(config -if)# speed auto [(10 | 100 | 1000 | 10/100)]

Switch(config -if)#speed nonegtiate

Switch(config -if)#no speed nonegtiate

speed (10| 100 | 1000)

speed auto [(10 | 100 | 1000 |

Synta
X 10/100)] speed nonegtiate
no speed nonegtiate
10 Specify port speed to force 10Mbits/s or auto with 10Mbits/s ability.
100 Specify port speed to force 100Mbits/s or auto with 100Mbits/s  ability.
Parameterl000

Specify port speed to force 1000Mbits/s or auto with 1000Mbits/s  ability.

10/100 Specify port speed to auto with 10Mbits/s and

100Mbits/s

Default Default port speed is auto with all available
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abilities. Mode Interface Configuration
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This example shows how to modify port speed configuration.
Switch# configure terminal

Switch(config)# interface
Exampl . . . .

GigabitEthernet 1 Switch(config-if)#
speed 100

Switch# show running-config interfaces GigabitEthernet 1
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21.12SHUTDOWN

Us eshufdownU command to di s anokhutdpwniUt t@anénadbé eTport .
di sabled by s omeshutdowsd ncommend] can al so recover:

Switch# configure terminal
Switch(config)# interface {Interface-
ID} Switch(config-if)# shutdown

Switch(config -ify#no shutdown

shutdown
Synta
X no shutdown

Default Default port admin state is no

shutdown. Mode Interface Configuration

This example shows how to modify port duplex configuration.
Switch# configure terminal

Switch(config)# interface

gil Switch(config-if)#

shutdown

This example shows how to show current admin

Example _ _
state configuration

Switch# show running-config interfaces gil
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PORT ERRORDISABLE

When a portis inerror-disabled state, it is effectively shut down and no traffic is sent or received
on that port. The ErrDisable feature is implemented to handle critical situations where the switch
detected excessive or late collisions on a port, port duplex misconfiguration, Ether Channel
misconfiguration, Bridge Protocol Data Unit (BPDU) portguard violation, UniDirectional Link
Detection (UDLD), and other causes.

The error-disable function let the switch to shut down a port when it encounters physical, driver or
configuration problems. A port being error -disabled is not by itself a cause for alarm, but for a
reason of a problem that must be resolved.

When a port is in error-disabled state, it will shut down and no traffic is sent or received on that port.

22.1ERRDISABLE RECOVERYAUSE

Ports would be disabled because of the invalid actions detected by protocols. To enable the port
error disable recovery from the specific cause, use the command errdisable recovery cause in the
Global Configuration mode.

Switch# configure terminal

Switch(config)# errdisable recovery cause(all|acl|arp -inspection |bpduguard| broadcast -
flood|dhcp -rate- limit|psecure -violation|selfloop|unicast -flood|unknown -multicastflood)

Switch(config)# no errdisable recovery cause(all| acl| arpinspection |bpduguard|broadcast -
flood|dhcp - rate-limit|psecure -violation| selfloop| unicast-flood|unknown - multicastflood)

errdisable recovery cause(all| acl| arp-inspection| bpduguard| broadcast- flood|

dhcp - rate-limit| psecure -violation| selfloop| unicast-flood| unknown -multicastflood)
Synta
X no errdisable recovery cause(all| acl| arp inspection| bpduguard| broadcast - flood|

dhcp - rate-limit| psecure -violation| selfloop| unicast-flood| unknown - multicastflood)
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all Enable the auto recovery for port error disabled from all causes.

acl Enable the auto recovery for port error disabled from the ACL cause.

arp-inspection Enable the auto recovery for port error disabled from the ARP
inspection cause.

bpduguard Enable the auto recovery for port error disabled from the STP BPDU
Guard cause.

broadcast -flood Enable the auto recovery for port error disabled from the
broadcast flooding cause.

Paramet
er dhcp -rate-limit Enable the auto recovery for port error disabled from the DHCP

rate limit cause.

psecure-violation Enable the auto recovery for port error disabled from the port
security cause.

selfloop Enable the auto recovery for port error disabled from the STP self -loop cause.

unicast-flood Enable the auto recovery for port error disabled from the unicast
flooding cause.

unknown -multicastflood Enable the auto recovery for port error disabled
from the unknown multicast flooding cause.

Default Error disable recovery is disabled for all cause

Mode Global Configuration
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The following example enables the port error disable recovery for the STP BPDU
Guard and self-loog cause.

Switch# configure terminal

Switch(config)# errdisable recovery cause bpduguard

Switch(config)# errdisable recovery cause selfloop

Exampl

The following example To remove the port error disable recovery from the specific
cause. Switch# configure terminal
Switch(config)# no errdisable recovery cause bpduguard

Switch(config)# no errdisable recovery cause selfloop
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22.2ERRDISABLE RECOVERWTERVAL

To set the recovery time of the error disabled ports, use the command errdisable recovery
interval in the Global Configuration mode.

Switch# configure terminal

Switch(config)# errdisable recovery interval

(seconds) Syntax errdisable recovery interval

seconds

Parameter seconds The time in seconds to recover from a specific error - disable state. The
valid range is O to 86400 seconds, and the default value is 300 seconds.

Default The default recovery time is 300

seconds Mode Global Configuration

The following example set the agimg time to 500 seconds.
Exampl Switch# configure terminal

e
Switch(config)# errdisable recovery interval 60
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22.3SHOW ERRDISABLERECOVERY

To show the error disable configuration and the interfaces in the error disabled state, use the
command show errdisable recovery in the Privileged EXEC mode.

Switch# show errdisable recovery

Syntax show errdisable

recovery Mode Privileged EXEC

The following example shows the error disable configuration, and the interfaces in the
error disabled state.

Switch# show errdisable recovery

Example
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PORTSECURITY

Port Security helps secure the network by preventing unknown devices from forwarding packets.
When a link goes down, all dynamically locked addresses are freed. The port security feature
offers the following benefits:

You can limit the number of MAC addresses on a given port. Packets that have a matching MAC
address (secure packets) are forwarded; all other packets (unsecure packets) are restricted.

You can enable port security on a per port basis. Port security implements two traffic filtering
methods, dynamic locking and static locking. These methods can be used concurrently.

Dynamic locking

you can specify the maximum number of MAC addresses that can be learned on a port. The
maximum number of MAC addresses is platform dependent and is given in the software Release
Notes. After the limit is reached, additional MAC addresses are not learned. Only frames with an
allowable source MAC addresses are forwarded.

Dynamically locked addresses can be converted to statically locked addresses. Dynamically
locked MAC addresses are aged out if another packet with that address is not seen within the

age-out time. You can set the time out value. Dynamically locked MAC addresses are eligible to
be learned by another port. Static MAC addresses are not eligible for aging.

Static locking

you can manually specify a list of static MAC addresses for a port. Dynamically locked addresses
can be converted to statically locked addresses.

By using port security, a network administrator can associate specific MAC addresses with the
interface, which can prevent an attacker to connect his device. This way you can restrict access
to an interface so that only the authorized devices can use it. If an unauthorized device is
connected, you can decide what action the switch will take, for example discarding the traffic
and shutting down the port.

23.1PORT-SECURITY(GLOBAL)

The Tport-security Ucommand enables the port security functionality globally. Use the T n ofdJm
of this command to disable. You can verify settings by the show port -security command.

Switch# configure terminal
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Switch(config)# port-security

Switch(config)# no port-security

port-security
Synta
X no port-security
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Default Default is disabled

Mode Global Configuration

The following example shows how to enable port
security

Switch# configure terminal

ExampleSwitch(config)# port-security

Switch# show port -security
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23.2PORT-SECURITY(INTERFACE)

T h eporf-securitylU command enables the port securThmneddi ur
of this command to disable. You can verify settings by the show port -security interface command.

Switch# configure terminal
Switch(config)# port-security

Switch(config)# no port-security

port-security

Synta
X no port-security

Mode Port Configuration

The following example shows how to enable port security on interface
GigabitEthernet 1

Switch# configure terminal

Switch(config)# interface

Exampl

e GigabitEthernet 1 Switch(config-if)#

port-security

Switch# show port -security interfaces GigabitEthernet 1
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23.3PORT-SECURITY ADDRESS.IMIT

Us e pdrteseclirity address-limitU c ommand t o s-lanit numtbeeand thee aiolationn g
action. Use the T n ofddn of this command to restore the default settings. You can verify settings

by the show port - security interface command.

Switch# configure terminal

Switch(config)# port-security address-limit <Z-256> action (forward |discard |shutdown)

Switch(config)# no port-security address-limit

port-security address-limit <Z-256>action (forward| discard|

Synta

X shutdown) no port -security address -limit
<1-256>The learning-limit number. It specifies how many MAC addresses this
port can learn.
forward Forward this packet whose SMAC is new to system and exceed the
learning-limit number.

Paramet ] . . _

er discard Discard this packet whose SMAC is new to system and exceed the
learning-limit number.
shutdown Shutdown this port when receives a packet whose SMAC is new to
system and exceed the learning limit number.

Default The address-limit default is 1 and action is

T d r oMod#. Port Configuration

Exampl
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The
followin
g
exampl
e
shows
how to
enable
port
security
on port
1 and

set the learning limit number to 10.

Switch# configure terminal

Switch(config)# interface GigabitEthernet 1
Switch(config -if)# port-security address-limit 1
Switch(config -if)# port-security violation protect

Switch# show port-security interfaces

GigabitEthernet 1
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23.4SHOW PORTFSECURITY

Use Tshow port-security Ucommand to show port-security global

information. Switch# show port -security

Syntax show port-security

Mode Privileged EXEC

This example shows how to show port -security configurations.

ExampleSW'tCh# show port-security
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23.5SHOW PORTFSECURITYINTERFACE

Use Tshow port-security interfaces Ucommand to show port-security information of the specified

port. Switch# show port-security interface {/F PORTS}

Syntax show port-security interface {/F PORTS}

Parameter{/F PORTS5elect port to show port-security

configurations Default No default value for this command.

Mode  Privileged EXEC

This example shows how to show port-security configurations on interface GigabitEthernet

1. Switch# show port -security interfaces GigabitEthernet 1
Exampl

e
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24.PROTOCOLVLAN

Protocol-based VLAN processes traffic based on protocol. You can use a protocol -based VLAN to
define filtering criteria for untagged packets. If you do not change the port configuration or
configure a protocol - based VLAN, switch assigns untagged packets to VLAN 1. You can override
this default behavior by defining port-based VLANS, protocol-based VLANS, or both. Switch always
processes tagged packets according to the 802.1q standard and does not forward them to
protocol-based VLANS.

If you assign a port to a protocol -based VLAN for a specific protocol, switch assigns the protocol -
based VLAN ID to untagged frames that it receives on the port for that protocol. For other

protocols, switch assigns the port VLAN ID to untagged frames that it receives on the port, either
the default PVID1 or a PVID that you assigned to the port.

You define a protocol based VLAN by creating a group. Each group has a one -to-one relationship
with a VLAN ID, can include one to three protocol definitions, and can include multiple ports.
When you create a group, you must specify a name. The smart switch assigns a group ID
automatically.

24.1VLAN PROTOCOEVLAN GROUP(GLOBAL)

Use the vlan protocol-vlan group Global Configuration mode command to add protocol vian
group with specific proto type and value. Use the T n ofddin of this command to remove protocol
vlan group setting. You can verify your setting by entering the show vlan proto -vlan Privileged
EXEC command.

Switch# configure terminal

Switch(config)# vlan protocol -vian group <Z-8> frame-type (ethernet_ii |lic_other|snap_1042)
protocol - value VALUE

Switch(config)# no vlan protocol-vlan group <Z-&>

vlan protocol-vlan group <Z-8>frame-type

Synta  (ethernet_ii|llc_other|snap_1042)protocolvalue
X
VALUEnNoO vlan protocol -vlan group <1-8>

<1-8> Specify protocol vlan group to configure

Parameter(ethemet_ii|llc_other|snap_1042)Specify protocol based frame
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type VALUE Specify protocol value to configure

Mode  Global Configuration
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The following example show how to configure protocol vian

group: Switch# configure terminal

Switch(config)# vlan protocol-vian group 1 frame-type ethernet_ii protocol-value
0x806

Exampl Switch(config)# vlan protocol-vlan group 2 frame-type llc_other protocol -value

0x800 Switch# show vlan protocol -vian
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24.2VLAN PROTOCOLVLAN GROUP(INTERFACE)

Use the vlan protocol-vlan binding Interface Configuration mode command to binding protocol
VLAN Group on specified interfaces. Use the T n ofddn of this command to cancel protocol VLAN
Group Binding. You can verify your setting by entering the show vlan protocol -vlan interfaces
IF_PORTS Privileged EXEC command

Switch# configure terminal

Switch(config -if)# vlan protocol-vlan group <I-8>vlan <1-4094>

Switch(config -if)# no vlan protocol-vlan group <I-&>

vlan protocol-vlan group <i-8&>vlan <1-4094>

Synta
X no vian protocol-vlan group <1-8>
<1-8> Specify protocol vlan group to binding
Paramet
er <1-4094> Specifies the Proto VLAN ID to configure.

Mode Interface configuration

The following example how to configure Protocol VLAN function on
specified interfaces.

Switch# configure terminal
Switch(config)# interface GigabitEthernet 1
Switch(config -if)# vlan protocol -vian group 1vlan

Exampl 2
e
Switch# show vlan protocol -vlan interfaces GigabitEthernet 1
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24.3SHOW VLAN PROTOCOLVLAN

Use the show vlan proto-vlan command in EXECmode to display Proto VLAN group

configuration. Switch# show vlan protocol -vlan[group <1-&>]

Syntax show vlan protocol -vian[group <1-8>]

Parameter <Z-8>Specify protocol vlan group to

display Mode Privileged EXEC

The following example how to display Proto VLAN

group configuration

Switch# show vlan protocol -vlan
Exampl

e

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



24.4SHOW VLAN PROTOCOLVLAN INTERFACES

Use the show vlan protocol-vlan interface command in EXEC mode to display the Protocol
VLAN interfaces setting.

Switch# show vlan protocol -vlan interfaces {/F PORTS}

Syntax showvlan protocol -vlan interfaces {/F PORTS}

Parameter{/F PORTSEpecify interfaces protocol vlan to

display Mode Privileged EXEC

The following example shows how to display the Protocol VLAN

interfaces setting

Switch# show vlan protocol -vlan interfaces GigabitEthernet 1

Example
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QOS

A communications network forms the backbone of any successful organization. These networks
transport a multitude of applications and data, including high -quality video and delay-sensitive
data such as real-time voice. The bandwidth -intensive applications stretch network capabilities
and resources, but also complement, add value, and enhance every business process. Networks
must provide secure, predictable, measurable, and sometimes guaranteed services. Achieving the
required Quality of Service (QoS) by managing the delay, delay variation (jitter), bandwidth, and
packet loss parameters on a network becomes the secret to a successful end -to-end business
solution. Thus, QoS is the set of techniques to manage network resources.

IP Precedence and DSCP Compared

The IP header is defined in RFC 791, including a tbyte field called the Type of Service (ToS) byte.

The ToS byte was intended to be used as a field to mark a packet for treatment with QoS tools.

The ToS byte itself was further subdivided, with the high -order 3 bits defined as the /P
Precedence (IPP)f i el d. The complete | ist of v a-bitfiddsand r o
the corresponding names, is provided in Figure.

Fig 25.1 QoS in IP header with IPPrecedence

Ethernet LAN Class of Service

Ethernet supports a 3-bit QoS marking field, but the field only exists when the Ethernet header
includes either an 802.1Q or ISL trunking header. IEEE 802.1Q defines its QoS field as the 3 most
significant bits of the 2 -byte 7ag Controlfield, calling the field the wser-priority bits. I1SL defines the
3 least-significant bits from the 1 -byte Userfield, calling this field the Class of Service (CoS)

LAN CoS Fields

[osar T VN ‘
LTJ','U IRATAAERET
5027080 Pk 2 byes)
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Fig 25.2 QoS in IP header with LAN CoSFeilds
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25.1Q0S

Use T q o sodimand to enable quality of service which according to basic trust type to assign
gueue for packets, and packets with higher priority are able to send first. Use T n ofddgin of this
command to disable quality of service.

Switch# configure terminal
Switch(config)# qos

Switch(config)# no qos

qos

Synta
X no qos

Mode Global Configuration

This example shows how to change qos to
basic mode.

Switch# configure terminal
Switch(config)# qos

Example
This example shows how to check current qos

mode. Switch# show qos
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25.2Q0S COS

Sometimes, there is no qos information in the packets, such as CoS, DSCP, IP Precedence. But
we still can give the priority for packets by configuring the interface default cos value. If there is no
gos information in the packets, the device will use this default cos value and find the cos -queue
map to get the final destination queue. Use T g 0 s comreabll to assign port default cos value.

Switch# configure terminal
Switch(config)# interface {Interface-

ID} Switch(config-if)#gos cos <0-7>

Syntax Qo0s cos<0-7>

Parametercos <0-7>Specify the CoS value for the

interface. Default Default CoS value for interface is O.

Mode Interface Configuration

This example shows how to configure default cos value 7 on
interface gil.

Switch# configure terminal
Switch(config)# interface

Exampl GigabitEthernet 1 Switch(config-if)# qos

cos 7
Switch(config -if)# end

Switch# show gos interface GigabitEthernet 1

25.3Q0S MAP
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According to different trust type, packets will be assigned to different queue based on the specific
gos map. For example, if the trust type is trust cos, the device will get the cos value in packet and
reference the cos - queue mapping to assign the correct queue.

The queue to cos, dscp or precedence maps are used by remarking function. If the port
remarking feature is enabled, the remarking function will reference these 3 tables to remark
packets.
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Switch# configure terminal

Switch(config)# qos map (cos-queue | dscp-queue | precedence -queue) SEQUENCEto
<1-8> Switch(config)# gqos map (queue -cos | queue-precedence) SEQUENCE to <0-7>

Switch(config)# qos map queue -dscp SEQUENCE to <0-63>

gos map (cos-queue | dscp-queue | precedence -queue) SEQUENCE to<Z-8>
Synta qos map (queue-cos | queue-precedence) SEQUENCE to <0-7>

gos map queue -dscp SEQUENCE to <0-63>

cos-queue Configure or show CoS to queue

map dscp -queue Configure or show DSCPto

queue map

precedence -queue Configure or show IP Precedence to
gueue map. queue -cos Configure or show queue to CoS
map

gueue-dscp Configure or show queue to DSCP map

P"J‘r""m“:'t":'rqueue-precedence Configure or show queue to IP Precedence map

SEQUENCE Specify the cos, dscp, precedence or queue with one or
multiple values.

<1-8>Specify th queue id
<0-7>Specify the cos or precedence values

<0-63>Specify the dscp values
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The default values of cos-queue are showing in the following table.

Co8 Queue T

The default values of dscp -queue are showing in the following table.

DSCP Queue 1T
[

Defaul

t The default values of queue-cos are showing in the following table.

Q‘l'l")“" Cos

]

The default values of queue-dscp are showing in the following table.

G DscP
1

8

The default values of queue-precedence are showing in the following table

Mode  Global Configuration
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This example shows how to map cos 6 and 7 to

queue 1. Switch#configure terminal
Switch(config)# qos map cos-queue 6 7to 1

Switch# show gqos map cos -queue

Exampl

This example shows how to map queue 4 and 5 to cos 7.
Switch# configure terminal
Switch(config)# qos map queue-cos 45to 7

Switch# show qos map queue -cos
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25.4Q0S QUEUE

The device support total 8 queues for QoS queuing. It is able to set the queue to be strict priority
gueue or weighted queue to prevent starvation. The queue with higher id value has higher priority.

First, you need to decide how many strict priority queue you need. The strict priority queue will
always occupy the higher priority queue. For example, if you specify the strict priority number to
be 2, then the queue 7 and 8 will be the strict priority queues and the others are weighted
queues.

After you setup the number of strict priority queue, you need to setup the weight for the weighted
gueues byusing Tg os g ue ueommand.drdth&/bandwidth will shared by the weight you
configured between these weighted queues.

Switch# configure terminal

Switch(config)# qos queue strict -priority -

num Switch(config)# qos queue weight

SEQUENCESwitch# show qos queueing

gos queue strict-priority-num <0-
Synta 8> gos queue weight SEQUENCE

show qos queueing

strict-priority-num <0-8> Specify the strict priority queue number weight

Paramet SEQUENCESpecify the non-strict priority queue weight value. The valid queue
er . .

weight value is from 1 to 127.

Default strict priority queue number is 8, it means all queues are strict priority

queue. The default queue weight for each queue is shown in following table.
Default
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Mode Global Configuration
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This example shows how to setup device with 3 strict priority queues and
give other weighted queues with weight 5, 10, 15, 20, 25.

Switch# configure terminal
Switch(config)# qos queue strict-priority-num 3
Exampl Switch(config)# qos queue weight 510 15 20 25

Switch# show qos queueing
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25.5Q0S REMARK

QoS remarking feature allow you to change priority information in packets based on egress

gueue. For example, you want all packets egress from interface fal queue 1 to remark the cos

value to be 5 for next tier of device, you can enable the cos remarking feature on fal and
configure the queue-cos map for queue 1 map to cos 5.

Use T q ase ma rcembdiand to enable remarking feature on specific type. And use T n gow
remar kU

command to disable it.
Switch# configure terminal
Switch(config)# qos remark (cos | dscp | precedence)

Switch(config)# no qos remark (cos | dscp | precedence)

gos remark (cos | dscp | precedence)

Synta
X no qos remark (cos | dscp | precedence)

cos Enable/Disable cos remarking.

Parameterdscp Enable/Disable dscp remarking.

precedence Enable/Disable precedence remarking

Default CoS remarking is disabled. Default DSCP remarking is

Defaul disabled.

t Default IP Precedence remarking is disabled.

Mode Interface Configuration
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This example shows how to enable remarking features on

interface gil. Switch#configure terminal
Switch(config)# interface GigabitEthernet 1

Switch(config -if)# qos remark cos
Exampl Switch(config -if)# gos remark dscp

Switch(config -if)# gos remark

precedence

Switch# show qos interface GigabitEthernet 1
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25.6Q0S TRUST

In QoS basic mode, there are 4 trust types for device to judge the appropriate queue of the
packets. This command is able to switch between these trust types.

CoS

IEEE 802.1p defined 3bits priority value in vlan tag. Trust this value in packets and assign queue
according to cos-queue map.

DSCP

IETF RFC2474 defined 6bits priority value in IP packet (highest 6bits in ToS field). Trust this
value in packets and assign queue according to dscp -queue map.

IP Precedence

The highest 3bits priority value in IP packet ToS field. Trust this value in packets and assign
gueue according to precedence -queue map.

CoS-DSCP

Trust DSCP for IP packets and assign queue according to dscp -queue map. Trust CoS for non-IP
packets and assign queue according to cos -queue map.

Switch# configure terminal

Switch(config)# qos trust (cos | cos-dscp | dscp | precedence)

Syntax qos trust (cos | cos-dscp | dscp | precedence)

cos Specify the device to trust CoS

cos-dscp Specify the device to trust DSCPfor IP packets, and
Parametertrust CoS for non-IP packets.

dscp Specify the device to trust DSCP

precedence Specify the device to trust IP

Precedence Default Default QoS trust type is cos.
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Mode  Global Configuration
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This example shows how to change gos basic mode
trust types.

Switch# configure terminal
Switch(config)# qos trust cos
Switch(config)# qos trust cos-dscp
Exampl Switch(config)# qos trust dscp
Switch(config)# qos trust precedence
This example shows how to check current gos trust

type. Switch# show qos
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25.7Q0S TRUST(INTERFACE)

Interface Configuration After QoS function is enabled in basic mode, the device also support per
interface enable/disable the qos function. If the trust state on interface is enabled, all ingress
packets of this interface will remap according to the trust type and the gos maps. Otherwise, all
ingress packets will assign to queue 1.

UseT q otsr u ® tnlble trust state on interface and use T n Qos t r u ® tiddble trust state on
interface. Switch# configure terminal
Switch(config)# gos trust

Switch(config)# no gos trust

gos trust
Synta
X no qos trust

Default Default interface gos trust state is

enabled. Mode Interface Configuration

This example shows how to disable gos trust state on
interface gil.

Switch# configure terminal

Switch(config)# interface

Example
GigabitEthernet 1 Switch(config -if)#qos

trust

Switch# show gos interface GigabitEthernet 1
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25.8SHOW QOS

UseT s h qw scbimmand to show qos state and trust type.

Switch#show gos

Syntax show qos

Mode Privileged EXEC

This example shows how to check current gos mode.

ExampleSwitch# show qos
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25.9SHOW QOSINTERFACE

UseTs hgesi nt er f caonrarsl UWo show port default cos, remarking state and remarking
type state information.

Switch#show qos interface {/F PORTS}

Syntax show qos interface {/F_ PORTS}

Parameter{/F PORTS3elect port to show qos

configurations Mode Privileged EXEC

This example shows how to show qos configurations on

interface gil.

Exampl Switch# show qos interface GigabitEthernet 1
e
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25.10SHOW QOSMAP

UseT s how q o sommangtdJshow all kinds of mapping for gos remapping and remarking
features.

Switch# show qos map [(cos-queue | dscp-queue | precedence -queue | queue-cos | queue-
dscp | queue- precedence)]

show gos map [(cos-queue | dscp-queue | precedence -queue | queue-cos

Syntax
y |gueue-dscp | queue-precedence)]
cos-queue Show CoS to queue map.
dscp-queue Show DSCP to queue map. precedence -queue Show IP Precedence
Paramet to queue map. queue -cos Show queue to CoS map.
er queue-dscp Show queue to DSCP map.
queue-precedence Show queue to IP Precedence map.
Mode Privileged EXEC
This example shows how to show all gos maps.
Switch# show qos map
Exampl
e
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25.11SHOW QOSQUEUEING

UseTshow qos q u e u e icamgasid to show qos queueing information.

Switch# show qos queueing

Syntax show qos queueing

Mode Privileged EXEC

This example shows how to check current gos
gueueing information.

ExampIeSW'tCh# show gos queueing
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RATELIMIT

Rate-limiting for all traffic operates on a per -port basis to allow only the specified bandwidth to be
used for inbound or outbound traffic. When traffic exceeds the configured limit, it is dropped. This
effectively sets a usage level on a given port and is a tool for enforcing maximum service level
commitments granted to network users. This feature operates on a per -port level and is not
configurable on port trunks. Rate -limiting is designed to be applied at the network edge to limit
traffic from non -critical users or to enforce service agreements such as those offered by Internet
Service Providers (ISPs) to provide only the bandwidth for which a customer has paid.

Fig 26.1 Leaky bucket Model

All traffic rate-limiting, Rate-limiting for all traffic operates on a per -port basis to allow only the
specified bandwidth to be used for inbound or outbound traffic. When traffic exceeds the
configured limit, it is dropped. This effectively sets a usage level on a given port and is a tool
for enforcing maximum service level commitments granted to network users. This feature
operates on a per-port level and is not configurable on port trunks. Rate -limiting is designed to be
applied at the network edge to limit traffic from non -critical users or to enforce service
agreements such as those offered by Internet Service Providers (ISPs) to provide only the
bandwidth for which a customer has paid.

Uses:-

1. Rate-limiting can be applied by a RADIUS server during an authentication client session.
Applying rate - limiting to desirable traffic is not recommended.

2. The switches also support ICMP rate-limiting to mitigate the effects of certain ICMP -based
attacks. ICMP traffic is necessary for network routing functions. For this reason, blocking all
ICMP traffic is not recommended.
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Fig 26.2 Rate limiting on Aggregation Layer
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26.1RATE LIMITEGRESS

Use the Trate-limit egressUcommand to configure the egress port shaper. Use the T n of&fm
of this command to disable the shaper. You can verify your setting by entering the show running -
config interfaces command.

Switch# configure terminal

Switch(config)# interface { Interface-1D}

Switch(config -if)#rate-limit egress <16-

1000000> Switch(config -if)#no rate-limit

egress
rate-limit egress <16-
Synta
X 1000000> no rate -limit egress

Parameter<16-1000000> Specify the committed

information rate. Default Default rate limit is disabled.

Mode Interface configuration

The following example shows how to configure ingress port rate limit and
egress port shaper.

Switch# configure terminal
Switch(config)# interface gil
Exampl Switch(config -if)# rate-limit egress

2048

Switch# show running -config interfaces gil
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26.2RATE LIMIT EGRESRQUEUE
Use the Trate-limit egress queue Ucommand to configure the egress queue shaper. Use the
T n oft¥m of this command to disable the queue shaper. You can verify your setting by entering

the show running -config interface command.

Switch# configure terminal
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Switch(config)# interface { Interface-1D}
Switch(config -if)#rate-limit egress queue <1-8><16-
1000000> Switch(config -if)#no rate-limit egress

queue<1-8>

rate-limit egress queue <1-8><16-

Synta
X 1000000> no rate-limit egress queue<1-
8>
<1-8>Specify the egress shaper queue number
Paramet
er <16-1000000>Specify the queue rate

Default Default queue rate limit is

disabled. Mode Interface configuration

The following example show how to configure ingress port rate limit and
egress port shaper.

Switch# configure terminal
Switch(config)# interface gil
Exampl Switch(config -if)# rate-limit egress queue 3

2048 Switch# show running -config interfaces

gil

26.3RATE LIMITINGRESS
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Us e rabedimifingressU command to | imit the i ncomi[mgiolh r a
of this command to disable the rate limit. You can verify your setting by entering the show
running-config interfaces command.

Switch# configure terminal

Switch(config)# interface { Interface-1D}

Switch(config -if)#rate-limit ingress<16-

1000000> Switch(config -if)#no rate-limit

ingress
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rate-limit ingress<16-

Synta

X 1000000> no rate-limitingress
<16-1000000>Specify the ingress limit rate

Paramet

er <1-8>Specify the egress shaper queue number

Default Rate limiting is disabled.

Mode Interface configuration

The following example shows how to configure ingress port

rate limit.

Switch# configure terminal

Switch(config)# interface gil

Switch(config -if)# rate-limit ingress 128

Exampl ) ) .
Switch# show running-config interfaces

gil
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RMON

Syntax show rmon history (<1-65535>| all)

<1-65535> specifies history index to
Paramet

er show all Show all existed history

Mode  Privileged EXEC

The example shows how to show RMON history entry.
switch(config)# rmon history 1 interface gil interval 30
owner admin

Exampl
e

switch# show rmon history 1
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27.10 SHOW RMON HISTORYSTATISTIC

Use the show rmon history statistic command to show statistics that are recorded by

RMON history. Switch #show rmon history <1-65535> statistic

Syntax show rmon history <1-65535> statistic

p <1-65535> specifies history index to show
arameter. -
history statistic

Mode  Privileged EXEC

The example shows how to show RMON history

Exampl

statistics switch# show rmon history 1 statistics
e

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



SNMP

Simple Network Management Protocol (SNMP) is an Internet Standard protocol for
collecting and organizing information about managed devices on IP networks and for modifying
that information to change device behavior.

SNMP has been defined with four major functional areas to support the core function of allowing
managers to manage agents:

Data Definition] The syntax conventions for how to define the data to an agent or
manager. These specifications are called the Structure of Management Information (SMI).

MIBs] Over 100 Internet standards define different MIBs, each for a different technology area,
with countless vendor-proprietary MIBs as well. The MIB definitions conform to the appropriate SMI
version.

Protocols| The messages used by agents and managers to exchange management data.

Security and Administration] Definitions for how to secure the exchange of data between
agents and managers.

Understanding SNMP

Fig 28.1 SNMP concept

SNMP Version

v1,-simple authentication with communities, but used MIB -1 originally.

v2 Uses SMIv2, removed requirement for communities, added Get Bulk and Inform messages, but
began with MIB-II originally. 2c Pseudo-release (RFC 1905) that allowed SNMPvZXstyle

communities with SNMPv2; otherwise, equivalent to SNMPv2.

v3 Mostly identical to SNMPv2, but adds significantly better security, although it supports
communities for backward compatibility. Uses MIB -I1.
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SNMP

Manager GET/SET Response

SNMP Agent
Trap

Trap Receiver

SNMP Community

Fig 28.2 SNMP Community concept
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28.1SHOW SNMP

To show the status of Simple Network Management Protocol (SNMP), use the command show
snmp in the Privileged EXEC mode.

Switch# show snmp
Syntax show snmp

Mode Privileged EXEC

The following example shows the SNMP status.

Exampleswitch# show snmp
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28.2SHOW SNMP COMMUNITY

To show the configuration of snmp communities, use the command show snmp community in the

Privileged EXEC mode.

Switch# show snmp

community Syntax show

snmp community Mode

Privileged EXEC

The following example shows the SNMP
communities configuration.

ExampleSwitch# show snmp community
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28.3SHOW SNMPENGINEID

To show the SNMPv3 engine IDs defined on the switch, use the command show snmp engine
id in the Privileged EXEC mode.

Syntax show snmp engine id
Mode Privileged EXEC
The following example shows the SNMP engine id

information.

ExampleSwitch# show snmp engineid
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28.4SHOW SNMP GROUP

To show the SNMP group configuration on the switch, use the command show snmp group in the
Privileged EXEC mode.

Switch# show snmp
group Syntax show
snmp group Mode

Privileged EXEC

The following example shows the SNMP
group configuration.

EXampleSwitch# show snmp group
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28.5SHOW SNMPHOST

To show the SNMP trap notification recipients defined on the switch, use the command show
snmp host in the Privileged EXEC mode.

Switch# show snmp

host Syntax show

snmp host Mode

Privileged EXEC

The following example shows the configuration of SNMP notification recipients on
the switch.

Examplegyyicch# show snmp host
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28.6SHOW SNMPTRAP

To show the status of SNMP traps on the switch, use the command show snmp trap in the
Privileged EXECmode.

Switch# show snmp

trap Syntax show

snmp trap Mode

Privileged EXEC

The following example shows the status of
SNMP traps.

ExarnloleSwitch# show snmp trap
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28.7SHOW SNMPVIEW

To show the SNMP view defined on the switch, use the command show snmp view in the Privileged
EXECmode.

Switch# show snmp

view Syntax show

snmp view Mode

Privileged EXEC

The following example shows the configuration of
SNMP view.

ExampleSwitch# show snmp view

© 2022 COMMANDO Networks Inc., USA. All rights reserved.



28.8SHOW SNMPUSER

To show the SNMP users defined on the switch, use the command show snmp user in the
Privileged EXECmode.

Switch# show snmp

user Syntax show

snmp user Mode

Privileged EXEC

The following example shows the configuration of
SNMP user.

Example . .
P Switch# show snmp user
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28.9SNMP

To enable the SNMP on the switch, use the command snmp in the Global Configuration mode.
Otherwise, use the T n ofddn of the command to disable to SNMP.

Switch# configure terminal

Switch(config)# snmp

Syntax snmp

Default SNMP is disabled by

default Mode Global

Configuration

The following example enables the SNMP.

Switch# configure terminal
Example

Switch(config)# snmp
EEEE
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28.10SNMP COMMUNITY

To define the SNMP community that permit access for SNMP v1 and v2, use the
command snmp community in the Global Configuration mode.

Switch# configure terminal
Switch(config)# snmp community community -name [view view-name]
(roJrw) Switch(config)# snmp community community -name group group -

name Switch(config)# no snmp community community -name

snmp community community -name [view view-name] (ro|rw)
Synta snmp community community -name group group -name

no snmp community community -name

community -name The SNMP community name. Its maximum length is 20 characters.

view view-name Specify the SNMP view configured by the command snmp view to
define the object available to the community.

ro Read only access (default)

Paramet

er rw Writable access
group group-name Specify the SNMP group configured by the command
snmp group to define the object available to the community.

Mode Global Configuration
The following example defines the SNMP community named private with the
default view all, and the access right is read -only.
Switch# configure terminal

Exampl . . , ,

e Switch(config)# snmp community private ro
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28.11SNMP ENGINEID

To define the SNMP engine on the switch, use the command snmp engineid in the Global
Configuration mode.
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Switch# configure terminal

Switch(config)# snmp engineid 00036D001122

Syntax Snmp engineid (default]ENGINEID)

default Default engine ID generated on the basis of the switch MAC address.

Paramet ENGINEIDspecify SNMP engine ID. The engine ID is the 10 to 64 hexadecimal
er characters, and the hexadecimal number must be divided by 2.
Default The default SNMP engine ID on the switch is based on switch MAC

address. Mode  Global Configuration

The following example configure the switch SNMP
engine 1D Switch# configure terminal

Exampl Switch(config)# snmp engineid 00036D001122
e
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28.12SNMP ENGINEIDRMOTE

To define the remote host for SNMP engine, use the command snmp engineid remote in the
Global Configuration mode and use the T n ofddn of the command to delete the remote host from
the SNMP engine.

Switch# configure terminal

Switch(config)# snmp engineid remote (ip -addr|ipv6 -addr) /ENGINEID]

Switch(config)# no snmp engineid remote (ip -addr|ipv6 -addr)

snmp engineid remote (ip -addr|ipv6 -addr) ENGINEID

Synta
X no snmpengineid remote (ip -addr|ipv6 -addr)
ENGINEICSpecify SNMP engine ID. The engine ID is a 10 to 64 hexadecimal
characters, and the hexadecimal number must be divided by 2.
Paramet ip-addr IP address of the remote host
er
ipv6-addr IPv6 address of the remote host
Mode Global Configuration
The following example adds the remote 192.168.1.11linto SNMP
engine Switch# configure terminal
Exampl _ _ o
e Switch(config)# snmp engineid remote 192.168.1.1100036D10000A
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28.13SNMP GROUP

To define the SNMP group, use the command snmp group in the Global Configuration mode, and
use the T n ofddin of the command to delete the configuration.SNMP group configuration is used
in the command snmp use to map SNMP users to the SNMP group. These users would be
automatically mapped to the SNMP views defined in this command. The security level for SNMP
vl or v2 is always noauth.

Switch# configure terminal

Switch(config)# snmp group group -name (1|2c|3) (noauth|auth|priv) read -view read -view write -
view write -view [notify -view notify-view]

Switch(config)# no snmp group group -name security-mode version (1|2c|3)

snmp group group-name (1]2c|3) (noauth|auth|priv) read-view read -
Synta view write -view write -view [notify -view notify-view]

no snmp group group -name security-mode version (1|2c|3)

group-name Specify SNMP group name, and the maximum length is 30
characters. (1]|2c|3) Specify the SNMP version.

noauth Specify that no packet authentication is performed.

auth Specify that no packet authentication without entryption is performed. It is
applicable only to the SNMPVv3 security mode.

priv Specify that no packet authentication with entryption is performed. It is

applicable only to the SNMPVv3 security mode.
Paramet

er read-view read- view Set the view name that enables configuring the agent,
and its maximum length is 30 characters.

write-view write- view Set the view name that enables viewing only, and its
maximum length is 30 characters.

notify-view notify- view Sets the view name that sends only traps with contents
that is included in SNMP view selected for notification.

The maximum length is 30 characters.
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Mode Global Configuration
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The following example adds SNMPv3

group Switch# configure terminal

Switch(config)# snmp group v3 version 3 auth read-
Exampl

view all write-view all notify-view all
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28.14SNMP HOST

To configure the hosts to receive SNMP notifications, use the command snmp host in the
Global Configuration mode and use the T n ofddn of the command to delete the configuration.

Switch# configure terminal

Switch(config)# snmp host (ip-addr|ipv6 -addrlhostmane) [traps|informs] [version (1|2c)]
community - name [udp -port udp -port] [timeout timeout] [retries retries]

Switch(config)# snmp host (ip-addr|ipv6 -addr|hostmane) [traps|informs] version 3

[(auth|noauth|priv)] community -name [udp -port udp -port] [timeout

timeout] [retries retries]

Switch(config)# no snmp host (ip -addr|ipv6 -addr|hostmane) [traps|informs] [version (1|2c|3)]

snmp host (ip-addr|ipv6 -addr|hostmane) [traps|informs] [version (1]2¢)] community -

name [udp -port udp -port] [timeout timeout] [retries retries] snmp host (ip -addr|ipv6 -
Synta addr|hostmane) [traps|informs] version 3 [(auth|noauth|priv)] community -name [udp -
X port udp -port] [timeout timeout] [retries retries]

no snmp host (ip -addr|ipv6 -addr|hostmane) [traps|informs] [version (1]|2c|3)]
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ip-addr The IP adderss of recipet.

ipv6-addr The IPv6 adderss of

recipet. hostname The host name

of recipet.

traps Send SNMP traps to the host. It is the default action.

informs Send SNMP informs to the host.
version (1]2c¢|3) Specify the SNMP version.

noauth Specify that no packet authentication is performed. It is applicable only to the

Paramet SNMPV3 security mode.

er
auth Specify that no packet authentication without entryption is performed. It is

applicable only to the SNMPVv3 security mode.

priv Specify that no packet authentication with entryption is performed. It is applicable
only to the SNMPv3 security mode.

community -name The SNMP community sent with the notification.
udp -portudp-port Specify the UDP port number.

timeout timeout Specify the SNMP informs timeout

retriesretries Specify the retry counter of the SNMP

informs.

Default The default SNMP version for the command is SNMPv1.

Mode Global Configuration

The following example adds the receipt 192.168.1.11 for the SNMP traps notification.
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Exampl  gyitch# configure terminal
e

Switch(config)# snmp host 192.168.1.11 private
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28.15SNMP TRAP

To send the SNMP traps, use the command snmp trap in the Global Configuration mode and
usethe Tno U

form of the command to disable the SNMP
traps. Switch# configure terminal
Switch(config)# snmp trap (auth|cold -start|linkUpDown|port -security|warm -start)

Switch(config)# no snmp trap (auth|cold -start|linkUpDown|port -security |warm -start)

snmp trap (auth|cold -start|linkUpDown|port -security|warm -start)
Synta
X no snmp trap (auth|cold -start|linkUpDown|port -security |[warm -start)

auth Enable the SNMP authentication failure trap.

cold-start Enable the SNMP cold start-up failure trap.
ParameterlinkUpDown Enable the SNMP link up and down failure trap.

port-security Enable the SNMP port security trap.

warm-start Enable the SNMP warm start-up failure trap.

Default All the SNMP traps are

enabled Mode  Global

Configuration

The following example disables and enables the SNMP link up and down
traps individually.

Switch# configure terminal

Exampl
e Switch(config)# snmp trap linkUpDown
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28.16SNMP USER

To define a SNMP user, use the command snmp user in the GlobalConfiguration mode and use
the ThoU

form to delete the SNMP user.

Switch# configure terminal
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Switch(config)# snmp user username group-name [auth (md5|sha) AUTHPASSWD] snmp
user username group -name auth (md5|sha) AUTHPASSWD priv PRIVPASSWD

Switch(config)# no snmp user username

snmp user username group -name [auth (md5|sha) AUTHPASSWD] snmp user
username group -name auth (md5|sha) AUTHPASSWD priv PRIVPASSWD

Synta
X Nno snmp user username
username Specify the SNMP user name on the host that connects to the SNMP
agent. The max character is 30 characters. For the SNMP v1 or v2c, the user name
must match the community name by the command snmp host.
group -name Specify the SNMP group to which the SNMP user belongs. The SNMP
group should be SNMPv3 and configured by the command snmp group.
auth (md5|) Specify the HMAC-MD5-96 authentication protocol as the user
Paramet 5 thentication.
er
auth (sha|) Specify the HMAC-SHA-96 authentication protocol as the user
authentication.
AUTHPASSWD The password for authentication and the range of length is from 8 to
32 characters.
Priv PRIVPASSWD The private password for the privacy key, and the range of length
is from 8 to 64 characters
Mode Global Configuration

The following example adds SNMP user v3 into the group v3 by the MD5

authentication. Switch# configure terminal

Exampl Switch(config)# snmp user v3 v3 auth md5 12345678
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28.17SNMP VIEW

To configure the SNMP view, use the command snmp view in the Global Configuration mode and
use the T n ofddm of the command to delete the SNMP view.The default SNMP view cannot be
deleted and modified by users. By default, the maximum numbers of SNMP view is limited to 16.

Switch# configure terminal

Switch(config)# snmp view view-name subtreeoid-tree oid-mask (alljoid-mask)
viewtype(included|excluded)

Switch(config)# no snmp view view -name subtree (alljoid -tree)

snmp view view-name subtreeoid -tree oid-mask (alljoid-mask)

Synta viewtype(included|excluded)

no snmp view view -name subtree (alljoid -tree)

view-name The SNMP view name. Its maximum length is 30 characters.

subtreeoid -tree Specify the ASN.1 subtree object identifier (OID) to be included or
excluded from the SNMP view.

Paramet  gjd-mask (all|oid- mask) Specify the OID family mask. It is used to define a family of
er view subtrees. For example, OID mask FA.80 is 11111010.10000000. The length of
the OID mask must be less than the length of subtreeOID.Viewtype

(included|excluded) Include or exclude the selected MIBs in the view.

Mode Global Configuration

The following example defines the SNMP view.
Switch# configure terminal

Exampl Switch(config)# snmp view private subtree 1.3.3.10id-mask all viewtype included
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SPANNINGTREE

revision rev
Synta
X no revision

Parameterrev The MSTP revision number. Its valid rage is from O to

65535 Default The default revision number is O.

Mode  MST Configuration

The following example defines the revision MSTP
configuration to 1.

Switch# configure terminal
Switch(config)# spanning-tree mst configuration
Switch(config -mst)# revision 1

Exampl

Switch# show spanning -tree mst configuration

29.4SHOW SPANNINGTREE

To display the spanning tree configuration, use the command spanning-tree in the Privileged EXEC

mode. Switch# show spanning-tree

Syntax show spanning-tree

Mode Privileged EXEC
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The following example shows the spanning
tree configuration.

Examplesyitch# show spanning-tree
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29.5SHOW SPANNINGTREEINTERFACE

To show the STP configuration and statistics for an interface, use the command show spanning -
tree interface in the Privileged EXEC mode.

Switch# show spanning-tree interfaces gil

Syntax show spanning-tree interface {/F PORTS]statistic]

interface /F PORTHn interface ID or the list of interface IDs.

Paramet
er statistic Display the STP statistic for an interface.

Mode  Privileged EXEC

The following example shows the STP configuration for the
interface gi23.

Exampl

o Switch# show spanning-tree interfaces gil
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29.6SHOW SPANNINGTREEMST

To show the information for a specific MSTP instance, use the command show spanning-tree
mst in the Privileged EXEC mode.

Switch# show spanning-tree mst 0

Syntax show spanning-tree mst instance -id
Parameterinstance -id The MSTP instance ID. Its valid range is from 0
to 15. Mode Privileged EXEC

The following example displays the information for the MSTP instance 0 and 1

individually. Switch# show spanning-tree mst 0

EXamp|e
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29.7SHOW SPANNINGTREE MSTCONFIGURATION

To show the global MST configuration, use the command show spanning- tree mst
configuration in the Privileged EXEC mode.

Switch# show spanning-tree mst

configuration Syntax show spanning-tree

mst configuration Mode Privileged EXEC

The following example shows the global MST
configuration.

ExampleSWitCh# show spanning-tree mst configuration
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29.8SHOW SPANNINGTREE MSTINTERFACE

To show the MSTP instance information on the specific interface, use the command show
spanning-tree mst interface in the Privileged EXEC mode.

Switch# show spanning -tree mst instance -id interface {/F PORTS}

Syntax show spanning-tree mst instance -id interface {/F_ PORTS}

instance-id The MSTP instance ID. Its valid range is from 0 to 15.
Paramet
er Interface /A PORT3n interface ID or the list of interface IDs.

Mode  Privileged EXEC

The following example shows the MSTP O and 1 information individually on the
interface gil.

Switch# show spanning -tree mst 0 interfaces gil

Exampl
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29.9SPANNING TREE

To enable the spanning tree, use the command spanning-tree in the Global Configuration mode
and use the

T n ofddm of the command to disable the spanning tree on the

switch. Switch# configure terminal

Switch(config)# spanning-tree

Switch(config)# no spanning-tree

spanning-tree
Synta
X no spanning-tree

Default Spanning-Tree is enabled by
default. Mode Global Configuration

The following example disables and enables the spanning
tree individually.

Switch# configure terminal
Switch(config)# spanning-tree

Examplegyitch# sh spanning-tree

29.10SPANNING TREEBPDU

BPDUs are data messages that are exchanged across the switches within an extended LAN
that uses a spanning tree protocol topology. BPDU packets contain information on ports,
addresses, priorities and costs and ensure that the data ends up where it was intended to go.

BPDU messages are exchanged across bridges to detect loops in an network topology. The
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loops are then removed by shutting down selected bridge interfaces and placing redundant
switch ports in a backup, or blocked, state.

To configure the action of Bridge Protocol Data Unit (BPDU) handling when STP is disabled, use
the command spanning -tree bpdu in the Global Configuration mode. To restore the configuration

to the default action, use the no form of the command.

Switch# configure terminal
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Switch(config)# spanning-tree bpdu (filtering|flooding)

Switch(config)# no spanning-tree bpdu

spanning-tree bpdu

Synta
X (filtering|flooding) no spanning -tree
bpdu
filtering Filter the BPDU when STP isdiabled.
Paramet
er flooding Flood the BPDU when the STP isdisabled.

Default The default configuration is

flooding. Mode  Global Configuration

The following example configures the action of BPDU handling to fliter when the
STP is disabled.
Exampl Switch# configure terminal

€ Switch(config)# spanning-tree bpdu filtering
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29.11SPANNING TREE BPDUFILTER

To enable the BPDU filter, use the command spanning -tree bpdu -filter in the Interface
Configuration mode; and use T n ofddn of the command to disable the BPDU filter.

Switch# configure terminal
Switch(config)# interface {Interfac-1D}
Switch(config -if)# spanning -tree bpdu -filter

Switch(config -if)# no spanning-tree bpdu -

filter

spanning-tree bpdu -filter
Synta
X no spanning-tree bpdu -filter

Default BPDUfilter is

disabled. Mode Interface

Configuration

The following example enables the BPDU filter for interface
GigabitEthernet 1.

Switch# configure terminal

E I : : ,
xamp eSWltch(conﬂg)# interface

GigabitEthernet 1 Switch(config -if)#

spanning-tree bpdu -filter
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29.12SPANNINGTREE BPDUGUARD

To enable the BPDU filter, use the command spanning -tree bpdu -guard in the Interface
Configuration mode and use no form of the command to disable the BPDU filter.

Switch# configure terminal
Switch(config)# interface {Interfac-1D}
Switch(config -if)# spanning -tree bpdu -guard
Switch(config -if)# no spanning-tree bpdu -
guard

spanning-tree bpdu -guard

Synta
X no spanning-tree bpdu-guard

Default BPDUguard is

disabled Mode Interface

Configuration

The following example enables the BPDU guard for
interface gil.

Switch# configure terminal

E I . . : L
xamp eSWltch(conﬂg)# interface GigabitEthernet

1 Switch(config-if)# spanning-tree bpdu -

guard
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29.13SPANNINGTREECOST

To configure the STP path cost for an interface, use the command spanning-tree cost in the
Interface Configuration mode; and use the no form of the command to restore it to the default
configuration.

Default setting are as follows:-

sssssss

Fig 29.6 STP costs

Switch# configure terminal
Switch(config)# interface {Interfac-ID}
Switch(config -if)# spanning-tree cost
{cost} Switch(config -if)# no spanning-tree

cost{cost}
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Synta

Paramet
er

Default

Mode

Exampl

spanning-tree cost {cost}

no spanning-tree cost{cost}

Cost The port path cost. For the long path cost method, its valid range is from 0 to
200000000; and the valid range is from 0 to 65535 for the short path cost method.
The value 0 indicates AUTO, which the port path cost is determined by the port speed
and the path cost method.

The default port path cost is 0, and it is determined by the port speed and the path cost
method (long or short).

Interface Long Short
Gigabit Ethernet 20000 4
(1000Mbps)

Fast Ethernet (100Mbps) 200000 19

Ethernet (10Mbps) 200000 100
0

Interface Configuration

The following example configures port path cost to 30000 for interface  gi2.
Switch#configure terminal
Switch(config)# interface gil

Switch(config -if)# spanning-tree cost 30000
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29.14SPANNING TREE FORWARDBDELAY

To configure the STP bridge forward delay time, which is the amount of time that a port remains in
the Listening and Learning states before it enters the Forwarding state, use the command
spanning-tree forward - time in the Global Configuration mode. To restore it to the default
configuration, use the T n ofbtm of the command.

When the forward delay time is configured, the following relationship should be

maintained: 2 * (forward -time - 1) >= Max-Age

Fig 29.7 Spanning Tree Default Timer
Switch# configure terminal
Switch(config)# spanning-tree forward -delay {seconds}

Switch(config)# no spanning-tree forward -time {seconds}

spanning-tree forward -delay {seconds}

Synta
X no spanning-tree forward -delay {seconds}

seconds STP forward delay time. Its valid range is from 4
Parameter

to 10 seconds.

Default The default forward delay time is 15

seconds. Mode Global Configuration
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The following example configures STP forward delay time to 25.

Switch# configure terminal
Switch(config)# spanning-tree forward -delay 25

Switch# show spanning-tree mst 0
Example
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29.15SPANNING TREE HELLOTIME

STP hello time is the time interval to broadcast its hello message to other bridges. To
configure the STP hello time, use the command spanning-tree hello-time in the Global
Configuration mode; and use the T n ofddm of the command to restore the hello time to default

configuration.

When the hello time is configured, the following relationship should be maintained:Max -Age >= 2 *
(hello- time + 1)

Switch# configure terminal
Switch(config)# spanning-tree hello-time seconds

Switch(config)# no spanning-tree hello-time

spanning-tree hello-time

Synta
X seconds no spanning -tree
hello-time
Parameterseconds STP hello time in second. Its valid range is from

1 to 10seconds

Default The default STP hello time is 2

seconds. Mode Global Configuration

The following example configures BPDU hello time to 4.

Switch# configure terminal
Exampl

€ Switch(config)# spanning-tree hello-time 4
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29.16SPANNING TREEEDGE

To enable the edge mode for an interface, use the command spanning -tree edge in the Interface
Configuration mode; and use the T n ofofm of the command to restore it to the default
configuration. In the edge mode, the interface would be put into the Forwarding state immediately
upon link up. If the edge mode is enabled for the interface and there are BPDUs received on the
interface, the loop might be occurred in the short time.

Switch# configure terminal

Switch(config)# interface {Interface-
ID} Switch(config-if)# spanning-tree
edge Switch(config -if)# no spanning -

tree edge

spanning-tree edge
Synta
X no spanning-tree edge

Default The default configuration is

disabled. Mode Interface Configuration

The following example enables the edge mode for the
interface gil.

Switch# configure terminal

ExampleSWitch(config)# interface

GigabitEthernet 1 Switch(config-if)#

spanning-tree edge
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29.17SPANNINGTREE LINKTYPE

To set the RSTP link-type for an interface, use the command spanning-tree link in the
Interface Configuration mode. For the default configuration, use the T n ofddm of the command.

Switch# configure terminal
Switch(config)# interface {Interface-ID}
Switch(config -if)# spanning-tree link-type (point-to-point|shared)

Switch(config -if)# no spanning-tree link-type(point-to-point|shared)

spanning-tree link-type (point-to-point|shared)

Synta
X no spanning-tree link-type(point-to-
point|shared)
point-to-point Specify the port link type is point to point.
Paramet
er shared Specify the port link type is shared.
Default The default configuration link type is point-to-point for the ports with full
duplex configuration, and shared for the ports with half duplex settings.
Mode Interface Configuration
The following example configures the link-type to point-to-point for the
interface GigabitEthernet 1.
Switch# configure terminal
Switch(config)# interface GigabitEthernet 1
Exampl
e Switch(config -if)# spanning-tree link-type point-to-point
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29.18SPANNING TREE MAXHOPS
To specify the number of hops for a BPDU to be forwarded in the MSTP region, use the command

spanning- tree max-hops in the Global Configuration mode and restore the setting to default
configuration by the T n ofddn of the command.
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Switch# configure terminal

Switch(config)# spanning-tree max-hops {counts}

Switch(config)# no spanning-tree max-hops {counts}

Synta

Parameter

Default

is 20 Mode

Exampl

spanning-tree max-hops {counts}

no spanning-tree max-hops {counts}

counts Specify the number of hops in an MSTP region before the BPDU is
discarded. The valid range is 1 to 40.

The default max-hops configuration

Global Configuration

The following example specifies the max hops for BPDUto 10.
Switch# configure terminal

Switch(config)# spanning-tree max-hops 10

29.19SPANNING TREE MAXIMUMAGE

To set the interval in seconds that the switch can wait without receiving the configuration
messages, before attempting to redefine its own configuration, use the command spanning -tree
maximum -age in the Global Configuration mode. For the default configuration, use the T n ofddm
of the commands.

When the maximum age is configured, the following relationship should be

maintained: 2 * (forward -time - 1)>= Max-Age >= 2 * (hello-time + 1)
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Switch# configure terminal
Switch(config)# spanning-tree maximum -age {seconds}

Switch(config)# no spanning-tree maximum -age

spanning-tree maximum -age {seconds}
Synta
X no spanning-tree maximum -age
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seconds The interval in seconds for a switch to wait the configuration

Parameter . . . . :
messages, without attempting to redefine its own configuration.
Default The default maximum age is 20 seconds.
Mode Global Configuration
The following example configures STP maximum age to 10.
Switch# configure terminal
Switch(config)# spanning-tree maximum-age 10
Example
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29.20SPANNING TREEMCHECK

To restart the Spanning Tree Protocol (STP) migration process (re-negotiate forcibly with its
neighborhood) on the specific interface, use the command spanning -tree mcheck in the Interface
Configuration mode.

Switch# configure terminal

Switch(config)# interface {Interface-

ID} Switch(config-if)# spanning-tree

mcheck

Syntax spanning-tree mechek

Mode Interface Configuration

The following example restarts the STP negotiation on the
interface gil.

Switch# configure terminal
EXampIeSwitch(config)# interface GigabitEthernet 1

Switch(config -if)# spanning-tree mcheck
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29.21SPANNINGTREEMODE

To specify the spanning tree operation mode, use the command of spanning - tree mode in the
Global Configuration mode. For the default configuration, use the command T n odganning-

tree force-version in the Global Configuration mode.

When the switch is configured as MSTP mode, it can use STP and RSTP for the backward
compatibility with switches working in STP and RSTP mode individually. For the RSTP
configuration, the switch can also use STP for the switches working in the STP operation.

Switch# configure terminal
Switch(config)# spanning-tree mode (mstp|rstp|stp)

Switch(config)# no spanning-tree force-version

spanning-tree mode

Synta

X (mstp|rstp|stp) no spanning -tree
force-version
mstp Enable the Multiple Spanning Tree (MSTP)
operation.

Parameter

rstp Enable the Rapid Spanning Tree (RSTP)operation.

stp Enable the Spanning Tree (STP)operation.

Default The default mode is

rstp. Mode Global

Configuration
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T ets the STP operation to MSTP. Switch#configure terminal

h Switch(config)# spanning-tree mode mstp
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29.22SPANNING TREE MSTCONFIGURATION

To enter the MST configuration mode for the MSTP configuration modification, use the command
spanning- tree mst configuration in the Global Configuration mode.

Switch# configure terminal

Switch(config)# spanning-tree mst configuration

Syntax spanning-tree mst configuration

Mode Global Configuration

The following example modifies the MSTP configuration in the MST
Configuration mode.

Switch#configure terminal

Switch(config)# spanning-tree mst

configuration Switch(config -mst)# instance 1

Exampl

e vlan 10-20 Switch(config-mst)# name test

Switch(config -mst)# revision 1
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29.23SPANNING TREE MSTCOST

To configure the path cost for MSTP calculations, use the command spanning -tree mst cost in the
Interface Configuration mode. If the loop occurs, the MSTP considers the path cost when
selecting the interface into the Forwarding state. For the default configuration, use the T n ofdgm
of the command. When configuring the path cost on the CIST (instance 0), it is equal to the
command spanning -tree cost in the Interface Configuration mode.

Switch# configure terminal

Switch(config)# interface {Interface-1D}

Switch(config -if)# spanning-tree mst instance -id cost {cost}

Switch(config -if)# no spanning-tree mst instance -id cost {cost}

spanning-tree mst instance -id cost {cost}

Synta
X no spanning-tree mst instance -id cost {cost}
instance-id Specify the instance ID. The valid range is from 0 to 15.
b . cost Specify the path cost for the interfaces on the specific MSTP instance. For the
arame long path cost method, its valid range is from 0 to 200000000; and the valid range is
er from 0 to 65535 for the short path cost method. The value O indicates AUTO, which
the port path cost is determined by the port speed and the path cost method.
The default port path cost is 0, and it is determined by the port speed and the path cost
method (long or short).
Interface Long
Shor
t
Default  icabit Ethernet 20000 4
(1000Mbps)

Fast Ethernet (100Mbps) 200000 19

Ethernet (10Mbps) 2000000 100

Interface Configuration
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Mode
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The following example configures the path cost of interface fal on the instance 1to

30000 Switch# configure terminal
Switch(config)# interface gil

Example Switch(config -if)# spanning-tree mst 1 cost 30000
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29.24SPANNING TREE MST PORTPRIORITY

To configure the interface priority on the specific instances, use the command spanning -tree mst
port- priority in the Interface Configuration mode. For the default configuration, use the T n ofddn
of the command.

The priority value must be the multiple of 16. When the port priority on the CIST (instance 0) is

configured, it is equal to the command spanning -tree port-priority in the Interface Configuration

mode.

Switch# configure terminal

Switch(config)# interface {Interface-1D}

Switch(config -if)# spanning-tree mst instance -id port-priority {priority}

Switch(config -if)# no spanning-tree mst instance -id {port-priority}

spanning-tree mst instance -id port-priority {priority}

Synta
X no spanning-tree mst instance -id {port-priority}
instance-id Specify the instance ID. The valid range is from 0 to 15.
Paramet
er prionity Specify the interface priority on the specific instance.
Default The default port priority on each instance

is 128 Mode Interface Configuration

The following example sets the port priority of gil on the instance 1 to 144 and set
the port priority of gil on the CIST (instance 0) to 96

Switch# configure terminal
Switch(config)# interface gil

Exampl Switch(config -if)# spanning-tree mst O port -priority 96
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29.25SPANNING TREE MSTPRIORITY

To configure the bridge priority on the specific instance, use the command spanning -tree mst
priority in the Global Configuration mode. To restore the default configuration, use the T n ofddgm
of the command.

The value of bridge priority must be the multiple of 4096. A switch with the lowest priority is the
root of the STP topology. For the configuration of bridge priority on the CIST (instance 0), it is
equal to the command spanning -tree priority in the Global Configuration mode.

Switch# configure terminal
Switch(config)# spanning-tree mst instance instance -id priority {priority}

Switch(config)# no spanning-tree mst instance instance -id {priority}

spanning-tree mst instance instance -id priority {priority}
Synta
X no spanning-tree mst instance instance -id {priority}

instance-id Specify the instance ID. The valid range is from 0 to 15.

Paramet prionty Specify the bridge priority on the specific instance. The valid range is from O to
er 61440. It ensures the probability that the switch is selected as the root bridge, and the
lower values has the higher priority for the switch to be selected as the root bridge.

Default The default priority on each instance is

32768. Mode Global Configuration

The following example modifies the bridge priority to 4096 on instance 0 and
instance 1 individually.

Switch# configure terminal

Switch(config)# spanning-tree mst O priority 4096

Exampl
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29.26SPANNINGTREE PATHCOSTMETHOD

To set the spanning tree path cost method, use the command spanning-tree pathcost method
in the Global Configuration mode.

If the short method is specified, the switch calculates the path cost in the range 1 through65535;
otherwise, it calculates the path cost in the range 1 to 200000000.

Switch# configure terminal

Switch(config)# spanning-tree pathcost method

(long|short) Syntax spanning-tree pathcost

method (long|short)

long The range for the path cost is from 1 to 200000000.
Paramet
er short The range for the path cost is from 1 to 65535

Default The default path cost method is

long. Mode Global Configuration

The following example modifies path cost
method to short.

Switch# configure terminal

Exampl
e

Switch(config)# spanning-tree pathcost method short
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29.27SPANNING TREE PORTPRIORITY

To configure the STP priority for an interface, use the command spanning - tree port-priority in the
Interface Configuration mode. For the default configuration, use the T n ofddgin of the command.
The priority value must be the multiple of 16.

Switch# configure terminal

Switch(config)# interface {Interface-ID}

Switch(config -if)# spanning-tree port-priority {priority}

Switch(config -if)# no spanning-tree port-priority {priority}

spanning-tree port-priority {priority}

Synta
X no spanning-tree port-priority {priority}
Parameter” rorty

Specify the priority for an interface. The valid range is from 0 to 240.

Default The default priority for each interface is
128. Mode Interface Configuration

The following example modifies the port priority to 96 for the interface gi2 .
Switch# configure terminal

Switch(config)# interface gi2
Exampl

e Switch(config -if)# spanning-tree port-priority 96

29.28SPANNING TREEPRIORITY

To configure the bridge priority, use the command spanning -tree mst priority in the Global
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Configuration mode. To restore the default configuration, use the no form of the command. The
value of bridge priority must be the multiple of 4096. A switch with the lowest priority is the root of
the STP topology. When switches with the same priority configuration in the environment, the
switch with lowest MAC address would be selected as the root bridge.

Switch# configure terminal
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Switch(config)# spanning-tree priority {priority}
Switch(config)# no spanning-tree {prionity}
spanning-tree priority {priority}
Synta
X no spanning-tree {priority}
instance-id Specify the instance ID. The valid range is from 0 to 15.

Paramet prionty Specify the bridge STP priority. The valid range is from O to 61440. It ensures
er the probability that the switch is selected as the root bridge, and the lower values has
the higher priority for the switch to be selected as the root bridge of the STP topology.

Default The default priority for the switch

32768. Mode Global Configuration

The following example modifies the bridge priority to 4096.
Switch# configure terminal

Switch(config)# spanning-tree priority 4096
Exampl

e
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29.29SPANNING TREE TXHOLD-COUNT

To limit the maximum numbers of packets transmission per second, use the command spanning -
tree tx-hold- count in the Global Configuration mode. For the default configuration, usethe T n o U
form of the command.

Switch# configure terminal

Switch(config)# spanning-tree tx-hold-count {count}

Switch(config)# no spanning-tree tx-hold-count {count}

spanning-tree tx-hold-count {count}

Synta
X no spanning-tree tx-hold-count {count}
Parameter Count Specify the tx-hold-count used to limit the maximum numbers of
packets transmission per second. The valid range is from 1 to 10.
Default The default value is 6.
Mode Global Configuration
The following example sets the tx-hold-count to 4.
Switch# configure terminal
Switch(config)# spanning-tree tx-hold-count 4
Exampl
e
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STORMCONTROL

Switches support rate -limiting traffic at Layer 2 using the storm-control commands. Storm control
can be configured to set rising and falling thresholds for each of the three types of port traffic:
unicast, multicast, and broadcast. Each rate limit can be configured on a per -port basis.

You can configure storm control to operate on each traffic type based on either packet rate or a
percentage of the interface bandwidth. You can also specify rising and falling thresholds for each
traffic type. | f you donTt specify a falling t
rising threshold, the switch port will forward all traffic up to the configured limit and will not wait

for that traffic to pass a specified falling threshold before forwarding it again.

When any of the configured thresholds is passed, the switch can take any of three additional
actions, also on a per-port basis. The first, and the default, is that the switch can rate -limit by
discarding excess traffic according to the configured command(s) and take no further action. The
other two actions include performing the rate -limiting function and either shutting down the port
or sending an SNMP trap.

30.1SHOW STORMCONTROL

UseTs how sctoanrt ncammddid to show all storm control related configurations including
global configuration and per port configurations. Use Ts how -sbat mol icomtandtb ac e
show selected port storm control configurations.

Switch# show storm -control

Switch# show storm -control interface {/F PORTS}

show storm -control

Synta
X show storm -control interface {/F PORTS}

Parameter/F_PORTSpecify port to

show. Mode Privileged EXEC

This example shows how to show storm control global

configuration. Switch# show storm -control
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Example
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