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Web Manual
This Guide is intended for network managers familiar with IT concepts and network

terminologies. No part of this document may be reproduced or transmitted in any form or by any
means without prior written consent of COMMANDO Networks Ltd.

Trademarks and Permissions

COMMANDO Networks trademarks are trademarks of COMMANDO Networks Ltd. The
COMMANDO trademarks, service marks ("Marks") and other COMMANDO trademarks are the
property of COMMANDO Networks. COMMANDO AIRAP0O1200 products are trademarks or
registered trademarks o f COMMANDO Networks Ltd. You are not permitted to use these Marks
without the prior written consent of COMMANDO Networks. All other trademarks and trade
names mentioned in this document are the property of their respective holders.

Notice

The purchased products, services and features are stipulated by the contract made between
COMMANDO Networks and the customer. All or part of the products, services and features
described in this document may not be within the purchase scope or the usage scope. Unless
otherwise specified in the contract, all statements, information, and recommendations in this
document are provided "AS IS" without warranties, guarantees or representations of any kind,
either express or implied.

The information in this document is subjec t to change without notice. Every effort has been
made in the preparation of this document to ensure accuracy of the contents, but all
statements, information, and recommendations in this document do not constitute a warranty

of any kind, express or implied.
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Overview

COMMANDO AirX series AIRAPO1200, 1200Mbps, 2.4GHz+5GHz 802.11ac wave 2, 128 Users, WiFi
5 based Cloud Outdoor Access Point. It works in standalone as well as Controller -based mode.
RouteX Series Controller enables communication between wireless users wit h speed up to
1200Mbps with advanced Wi -Fi 5, with built-in 2dBi FPC dual band MIMO Antenna. | is a dual Radio,
Cloud Outdoor Access Point with works in standalone as well as AirX Controller based mode of
operation. It is industrial grade Outdoor AP with w eather resistant IP65 case specifically for outdoor
installations.

It enables communication between wireless users with speed up to 1200Mbps with beamforming
Wave 2 technology. It is standalone as well as controller -based device, comes with dual band with
2.4GHz (300Mbps) and 5GHz (867Mbps), equipped with separate 1G WAN port and 1G LAN port. It
can provide powerful wireless access in large -scale, low-density, high-bandwidth environments such
as hotels, supermarkets, offices, restaurants, enterprise environments such as Small, Medium
enterprises, university campus, concert venue, gymnasium, etc.

It is industrial grade APO which can install at every place to work as a stable base station for wireless
users. Its ceiling-mounted design, integrated Ethernet inte rface, and sleek appearance make it easy
to deploy, and it can be seamlessly integrated into the ceiling or wall without disrupting the overall
interior design layout. It is an ideal choice for wireless access in large -scale, low-density, high-
bandwidth en vironments. It supports (IEEE 802.3af/at) POE/PoE+, which helps in easy installation by
eliminating the need of a dedicated power source and need of a power adapter. It can identify and
determine the correct transmission speed and half/full duplex mode of the attached devices. It also
supports standard Auto -MDI/MDI-X that can detect the type of connection to any Ethernet device
without requiring special straight or crossover cables, Store-and-Forward forwarding scheme to
ensure low latency and high data int egrity.

It is powerful, long range and advance Wi -Fi 5 Outdoor Access Point with weatherproof IP65 casing
and has configuration modes namely FAT and FIT mode (Default Mode is FIT mode). It supports
range of 91 meters and above depending on surrounding conditions with 2dBi FPC antenna. It is
industrial grade Wall/Ceiling IEEE 802.3af/at 48V PoE+ standard, install at every place to work as a
stable base station for access users. It is equipped with separate Gigabit Ethernet LAN PoE and LAN
port.

It can be installed at every place to work as a stable base station for wireless users. It has IP65
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resilient weatherproof enclosure protects the access points against harsh outdoor condition.
Lightning Protection 6KV with no Ingress of dust as well as waterproof enclosure. It is an ideal
choice for wireless access in large -scale, low-density, high-bandwidth environments.
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Fig 1. Physical port on AIR-APO1200

Table 1. Physical port on AIRAPO1200 Description.

Physical Port Description

Reset Reset Button, makes AP revert to default settings after pressing for
15sec.

LAN/PoE LAN Port, connect with PoE+ Switch or internet gateway.

LAN Dedicated LAN Port

DC DCinput power 12V,1.5A.
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Fig2. AIRRAPO1200 Description

Important Note: Access IP for AIRAPO1200 is 192.168.188.251 and default password is admin.

Recommended: It is required to delete browser history before taking access of device as it can give
cached pages error for access of device.

It supports three operational modes FIT,FAT & FAT Routing operation mode. In FITmode, AP works
with the RouteX Controller and all configuration is centrally managed by controller. In FAT mode,
AP can use WEBGUI and configure standalone AP. In FAT routing mode can also work as gateway
alone with standalone AP operation (Default mode is FIT-AP mode). It supports up to 128 wireless
users/clients & supports distance of 110 meters and above from AP in all directions for wireless
clients. It is industrial grade Wall/Ceiling Outdoor Access Point w ith speed up to 1200Mbps which
enhances the sharing of files, photo, audio, video and gaming experience over wireless network. It
can also be used as DHCP server and works as layer 3 device when configured in FAT-Routing
mode. It supports (IEEE803.3af/802.3at) POE/PoE+, which helps in easy installation by eliminating
the need of a dedicated power source and need of a power adapter. It can identify and
determine the correct transmission speed and half/full duplex mode of the attached devices. It also
supports standard Auto -MDI/MDI-X that can detect the type of connection to any Ethernet device
without requiring special straight or crossover cables,

You can access and manage AIR-AP0O1200 using the Web based GUI (Graphical User Interface),
also called WEB-GUI interface.

© 2026 COMMANDO Networks Pvt Ltd. All rights reserved.



Introduction

It supports FIT/FAT operation mode. In FIT mode, AP works with the RouteX Series controller and all
configuration is centrally managed by controller. In FAT mode, AP can use WEBGUI and configure
AP and routing mode. Default mode is FIT mode. It is equipped with the latest and fastest Wi -Fi
5(802.11ac) technology. It provides Gigabit Ethernet speed for LAN with PoOE+ (IEEE 802.3at) as
well as DC power to power ON AP. It is energy efficient AP is built well, rigorously tested, and can
sustain very rough environment. RF power adjusts according to congestion or disturbance in
environment and provides reliable performance. It has IP65 resilient weatherproof enclosure
protect the access points against harsh outdoor condition. Lightning protection £6KV with no
Ingress of dust as well as waterproof enclosure. It is standalone as well as controller -based Web-
GUI easy to use and manage device. It requires minimal configuration, so setup is simple and
hassle-free. Auto-negotiation senses the link speed of a network device in wired 10/100/1000Mbps
and also for wireless devices intelligently adjusts for compatibility and optimal performance by DFS.
It is ideal for installation to any desktops/wall/ceiling with limite d space. Dynamic LED lights provide
real-time work status display and basic fault diagnosis. Easy Installation, Plug -and-play installation
with no configuration required. It supports 128 wireless users/clients with Max 64 users to access
each band. It supports distance of 110 meters and above from AP in all directions for wireless
clients. It is equipped with dual power options, including DC input and PoE/PoE+ support, providing
redundancy to safeguard against power failures. This dual -power architecture en sures continuous
operation of the device, mitigating potential downtime and extending its operational lifespan. By
integrating this feature, businesses can protect against the financial and operational risks
associated with power disruptions, ensuring unin terrupted connectivity for critical network devices,
users, and servers. It support Flexible user Access Control Policies and network Security to meet

varied Customer needs. MAC Filtering function to block the access of illegal hosts.
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COMMANDO AIRAPO1200 FIT mode works with RouteX Controller

COMMANDO AIRAPO1200 supports FIT mode works with RouteX Controller, which can provide
cloud-based access and functions as follows.

Monitoring
Interface, Terminal, protocol, Policy, System, Flow Control.

System Setup
Basic Setting, Disk management, Cloud Account, Advanced Settings like ALG Set, Administration,
Upgrading, Reboot.

Network
Interfaces, DHCP, DNS, IP/MAC Group, Static Routes, VLANYPN Client, UPNP NAT, Port Mapping,
IPv6, IGMP Agent.

Flow Control
Multi-WAN features Load Balancing/ Protocol/Port Forward/Domain Name/Upload/Download,

Smart Flow Control, IP/MAC Limiters, protocol Library.

Access Controller
Wireless overview, AP Configuration, AP group, AP Firmware Upgrades, Wireless blacklist and

whitelist, User Information.

1. Wireless overview: Open Access Controller with ON/OFF button. The connected AP will
automatically enter the AP device list and can Manage AP. Running State of AP status with
Online AP, Offline AP, fast roaming, 5G first alongwith terminal statistics like 2.4G online, 5G
online, peak online, active terminal, inactive terminal. Wireless Network Rating with traffic
statistics, terminal association details with Access evaluation, Access times, Average access

success rate with Netw ork transmission quality.
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. AP Configuration: Access Point Configuration with All groupings, All Status like
Online/Offline/Upgrading, All Frequency like (2.4G+5G) & IP/MAC/Model/Remarks. Interference
Analysis with Start Searching AP, MAC, Remarks, BSSID, B5SID Remark, SSID, Signal Value,
Channel along with Import or Export configuration files. Default Configuration for 2.4G, 5G Radio
with other Setting like SSID1 Name.

SSID1 Security No Password, SSID1 VLAN Close, Hide SSID1 Name Open, SSID rate limit Open
Guest Mode Open (Isolate guest devices discovery and access to wired network) Channel Auto,
AP Signal 80% default Channel width. This channel width 20/40 MHz in 2G ban d and 5G band
can change to 80MH z or self-adaptation (auto), Airtime scheduling, advanced settings like
Beacon frame power.

Follow AP signal strength Beacon frame interval 200ms, RTS thresholdO, Low -rate access
license Allow all, Management frame rate 1Mbps.

. AP group: AP Group Add/Delete with Group name, Number of AP, channel, Maximum belt
capacity, SSID, Actions. With Add button click we can set Group name with 2.4G/5G control

state information.

. AP Firmware Upgrades: Access Point Upgrades with MAC/Model, Upgrade All, Batch Upgrade

with information like MAC Address, Current Version, Latest Version, Status, AP Remarks, Actions

. Wireless blacklist and whitelist: With Add, Import, Export, Enable, Disable, Delete which also

shows Mode, Terminal MAC address, SSID, AP, week, time, comment, Status, Actions

. User Information: User Information with IP/MAC/SSID, All Frequency (2.4G/5G), All users along
with weak signal users and normal users showing information like IP Address, MAC, AP

Information, SSID, Signal, Connect Time, Tx, Rx, Comment, Actions.

. Wireless Terminal VLAN: Allows segmentation of wireless clients into different VLANSs for

enhanced security, traffic management, and access control.

10
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8. Wireless Network Optimization: Improves wireless performance by automatically adjusting

channels, transmission power, and interference settings for a stab le and efficient connection.

Authentication : Captive Portal, VPN Server, Authentication Account, Push Notification.

Behavior: Behavior Audit with Mark MAC Address, MAC Control, Website Control, URL Control,
Application protocol Control, Secondary Routin g, QQ, Blacklist/Whitelist.

Firewall: ACL Rules, ARP binding, Connection Limiter, Advanced Firewall. Advanced application--
>Dynamic DNS, SNMP, Application across three layers, Wake on LAN, FTP Server, HTTP Server,

UDPXY Set.

Services: Ping Test, Capture Packet, Trace Route, IP Sub-netting, Speed Test, Diagnostics,
Watchdog.

Log: User Logs, Function Logs, System Logs.

COMMANDO AirX Ceiling APOTs also can be controlll

controller with Cloud Login http s://commandonetworks.com.cn/#/login

11
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https://commandonetworks.com.cn/#/login

COMMANDO AIRAPO1200 FAT mode works as autonomous / standalone

How to take access of COMMANDOAIR-APO1200?

1) Wired access Via LAN port connected to PC. (Method-1)

Power ON AIR-APO1200 either by PoE/PoE+switch or 12V, 1.5A adapter. Connect LAN port of AIR-
APO1200 to PC via RJ}45 cable.

Open Network and sharing enter . Go to Change adapter settings.

Double click on Local Area Connection. Go to Properties. Double click on Internet Protocol Version
4 (TCP/IPv4) option and set any IP address form 192.168.188.1 to 250 and Gateway of PC to be
set as 192.168.188.251 to as shown below.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(® Use the following IP address:

; IP address: | 192.168.188 . 10 |
| Subnetmask: | 255.255.255. 0 |
Default gateway: | 192.168 . 188 . 251 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: [ . . . |

Alternate DNS server: [ ; : ; |

[]Jvalidate settings upon exit A,

OK Cancel
Fig 3. IP setting in PC connected to AIRRAP01200

12
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Important Note: Clear browser history to mitigate cache web pages issue.

Open Browser and give IP address 192.168.188.251.

< > C | A Notsecure 192.168.188.251/login#/login [ Guest

OMMAND

fa
a or

login

[[J Remember password

Fig 4. Access page of AIR-AP0O1200

Note: By default password is admin. This password can be changed as per user requirement.

2) Wireless access Via SSIDconnected to PC.

Power ON AIRAPO1200.
Connect Default SSIDnamed T2 . 4 G_ der fT® &Gl_td @ withunbd tefdiult WiFi Password

required. It is open to all by default.

13
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Click on properties of connected SSIDT 2 . 4 G_ dor T5@_udfaulty .
Edit IP setting from DHCP to Manual and set any IP address form 192.168.188.1 to 252 and
Gateway of PC to be set as 192.168.188.251 to as shown below.

Note: All Default SSID and password can be changed as per user requirement.
ff. 2.4G_default

@ 5G_default

8z uacuest

A
Network & Internet settings

2 “
Mobile
Airplane mode hotspot

Fig 5. Default Open SSIDof AIRAPO1200

Edit IP settings
p(’(j(} ‘)HC | Manual v

ou have a limited data f  |pyg

IP address

| 192.168.188.20 ‘

Subnet prefix length

E |

Gateway

settings | 192.168.188.251 X |

Preferred DNS

Properties Alternate DNS
! 1

Save Cancel

Fig 6. Edit IPsetting from DHCPto Manual as shown for 2.4G_default
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Open any web browser like Chrome/Firefox/Internet Explorer/Opera etc and enter default IP
address 192.168.188.251 in address field.

Caution: If you have already taken any Other COMMANDO wireless device access. Then before
taking access of this device, you are required to clean the browser history to avoid cached pages
issue.

Important Note: If you reset it by pressing Reset button to factory r eset then access page will come
in Chinese language.

€ 5 C  ANotsere 192.168.188.251/login#/login & % o

Fig 7. Login page for AIRRAPO1200 Page
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v @ APlogin X |+

€« (¢] A\ Not secure  192.168.188.251/login#/login

O ieeEsiH

Fig 8. To change Login Language to English for AIRRAPO1200 Page

C A Notsecure  192.168.188.251/login#/login

fa

login

[J Remember password

Fig9. Login for AIRRAPO1200 Page
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Note: By default password is admin. This password can be changed as per user requirement.

v @ APBasic x o+ =

« (6] A Not secure 192.168.188.251/logind/thin_setting/index

&
e 8
¥2.3.3 Build202506051528 —

Basic

Basic Setting

98 Basic Hostname | AIR-APO3000AX

AP Mode] = FIT Mode

Figl10. Login page for AIRRAPO1200 Page

After getting this page select mode for operation for AIR-APO1200
1. FIT Mode: Default mode of operation and works with RouteX Controller.

2. FAT-Routing mode: Select this mode to be managed AP to be connected to the AP LAN for
management. When using the whole network management function, the AP mode should be
switched to FAT -routing mode or FAT-AP mode, and the superior equipment should turn off the
AC management function.

3. FAT-AP mode: There is no limit to selecting the AP connection interface in this mode. The
managed device is set wirelessly in Wi-Fi settings, and separate SSID setting is not supported.

17
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v @ ApBasic x  +

< C A Notsecure  192.168.188.251/login#/thin_setting/index

9 v2.3.3 Build202506051528

Basic

Basic Setting

* Hostname AIR-APO3000AX

AP Mode | FIT Mode Y]

FIT Mode

FAT-AP Mode

FAT-Routing Mode

Fig 11. Selection of FAT mode of operation for AIRR-AP0O1200 Page

~ @ APBasic x  +

<« C A Notsecure 192,168.188.251/login#/thin_setting/index

@ v2.3.3 Build202506051528

— Basic
—
Basic Setting
«
asic * Hostname AIR-APO3000AX
AP Mode FAT-AP Mode
NTP Setting

Time Zone (GMT +8:00) Beijing, Perth, Singapore, Hong

NTP Server @ Default NTP Server Manually Specified

System Time 2025-06-05 15:38:37

Save Cancel

Fig 12. Selected of FAT-AP mode of operation for AIR-AP0O1200 Page

18
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After selecting mode save and confirm.

v @ APBasic X o+ -
<« (] A Notsecure  192.168.188.251/login#/thin_setting/index S, '(@ GUES(J

Fig 13. Switching FAT-AP mode of operation for AIRRAPO1200 Page

Note: Enter the Password admin.

19
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~ @ APOverview X  + =

<« (¢] A Notsecure] 192.168.188.251/login#/index

9 v2.3.3 Build202506051528

Overview QOverview

—
Overview
&) Greriem &

AIR-APO3000AX Rate status Client Statistics

Down Internet 12.05 ks/ss O O O

Running:3m 12 s T 166 KB/s

Online Normal Weak signal

Device information Hardware information

Hostname: AIR-APQ3000AX

IP Address: 192.168.188.251

o 3
MAC: 8c:03:2:60:1b:76 Version: 23.3 2% 434
CcPU Memory
Radio Details 246G 5G
channel: 11 Width: 20 MHz Utilization: 46% Noise Floor: ~107 dbm

Interface information

Fig 14. Switching FAT-AP mode of operation for AIRRAP0O1200 Page

Very important to understand that if you are connecting WAN with DHCP setting on other
router/gateway/ device then the default IP 1 92.168.188.251 will be changed to IP got from DHCP server
due to following default setting in COMMANDO AP.
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v @ APinterface X o+

< €]

A Not secure

g v2.3.3 Build202506051528

192.168.188.251/login#/interface

Interface Interface

Interface

WAN

&% Interface

Internet Access

Subnet mask

Gateway

DNS acquisition

method

* Preferred DNS server

Alternate DNS server

DHCP

© Using DHCP Specify

m cancel

Fig 15. WAN setting in FAT-AP mode of operation for AIR-AP0O1200 Page

Monitoring > Terminal

= Monitoring

Terminal Monitoring

Interface

Terminal

=

it System

wired All

Number

shut down auto

O CPU: 9.14% D) MEM: 30% r TX: 50.89 KB/s

RX: 24.46 KB/s

Actions

= F ntrol 192.168.1.118
08:9b:4b:4f:c9:c 1

2 0B/s 0B/s 217 KB 1.95 KB 78d 12h 52m AP ‘N‘L.:- rking prohibites
fodify commen
Details

a [ 512 B orking prohibitfe

Modify comment

All Status 4

Showing 1-2 of 2 records
2
s
DHCP A Allinterface N

DHCP Server Hostname

OPPO-A3x-5G
DHCP Static

Galaxy-A33-5G
DHCP Leases

Oduvar-s-A34

AccessPoint

Black White List

192.168.1.118

IP Addres:

192.168.1.168 1a:89:2c:dea3:da 19:59:26
192.168.1.108 26:7exchidf:6a:05 19:58:35
192.168.1.136 la:ef:01:4b:21:0d 19:58:04

Fig 16. New IP for WAN from DHCPPage
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PerPage

[Dynamic allocation

20 Rows I | 1 /1Pages m

Actions

Static MAC Blacklist
Static MAC Blacklist
Static MAC Blacklist

Static MAC Blacklist
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Now this default IP 192.168.188.251 will not work and taken over by new IP 192.168.1.118 provided by
DHCP server providing internet.

v C 192.168.188.251 x + - X
€ > x| ©® 192.168.188.251/login#/interface * O 9@

[ All Bookmarks

=]

This site can't be reached
192.168.188.251 took too long to respond.

Try:
* Checking the connection
® Checking the proxy and the firewall
* Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

Fig 17. Default IPnonfunctional after getting DHCP on WAN port AIR-AP0O1200 Page

v @ APlogin x + = o %
¢ > C| AnNotseure 192.168.1.118/login#/login ®* O @
gg [ All Bookmarks

English

Fos
]

login

[] Remember password

Fig 18. New DHCP IP on WANport access page AIRRAP0O1200 Page

22
© 2026 COMMANDO Networks Pvt Ltd. All rights reserved.



v @ APOvenview X+ =

c ANotsecure[ 192.168.188.251/login#/index a & ([ ocuest)

é
(-]

Overview - Overview

Ttk
Overview Bk

€) Overview English

AIR-APO3000AX Rate status Client Statistics

Down teret L 0ss 0 0 0

Running: 15 m 345 Oess online Normal Weak signal

Device information Hardware information

=
Hostname: AIR-APOZ000AX
3, 44 o
MAC: 8c03£a60:1b:76 Version: 233 - 44 %
CPU Memory

Radio Details 56

channel: 11 Width: 20 MHz Utilization: 43% Moise Floor: -107 dbm

Interface information

Fig 19. Access of AIR-RAP0O1200 Page

Common issues faced While access of APO1200 access of device. This is due to Web page
Browsing history issue.

v @ APOverview X+ =
< c A Not secure| 192.168.188.251/login#/index &, (B Guest

9 v2.3.3 Build202506051528

Overview Overview

=
Overview
&) Overview ke

AIR-APO3000AX Rate status Client Statistics

Down Internet v 2 05 KB/s O O O

~
Running: 3m 12 s 1‘66 KB/s Online Normal Weak signal

Device information Hardware information

Hostname: AIR-APO3000AX

IP Address: 192.168.188.251

MAC: 8c:03:fa:60:1b:76 Version: 2.3.3

2% 43 %

CPU Memory

Radio Details 24G 5G

channel: 11 Width: 20 MHz Utilization: 46% Noise Floor: -107 dbm

Fig 20. Access of AIR-APO1200 in FAT AP mode browsing history error Page
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Passwords and autofill

c] ¢

D History Ctrl+H History
O  Grouped history & Downloads
¥ Bookmarks and lists
Recent tabs Ctrl+Shift+T
as  Tab groups
i Your devices £}  Extensions
() Sign in to see tabs from other devices W Delete browsing data..
Fig 21. History of Web pages error Page
e H isto ry Q, Search history
S By group

O  Chrome history ‘= By date

L0 Tabs from other devices

[l Delete browsing data [£

Fig 22. Delete History of Web pages for alltimes Page
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1. System overview

After login, System overview page will be showed. This page will show Information like WAN
connection status, number of user connected, Device name, IP address to access, firmware,
hardware like CPU and memory status, RF channel and bandwidth in 2G/5G Wi-Fialong with
interface information can help to troubleshoot network issue, if any very easily.

For System overview page click on System overview to display page information.

-

v @ APOveniew x o+ |
<« C A Notsecure 192.168.188.251/login#/index a & -(E Guest )

English

9 ¥2.33 Build202506051528

verview verview

Client Statistics

AIR-APO3000AX Rate status

Down ernet 160.06 0 0 0

Running: 5m S s Osss online Normal ‘Weak signal

Device information Hardware information
Hostname AIR-APO3000AX 1P Address: 192.168.188.251
9 43,
MAC: 8c03a60:16:76 Version: 2.3.3 9 ° 43 %
cpu Memory
Radio Details -
channel: 11 Width: 20 MHz Utlization: aa% Noise Floor: ~107 dbm

Interface information

Fig1.1Home page Components of AIRRAP0O1200 Page
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Configuration with icons
On right corner there are easy to configure icons which allows to upgrade, device reboot,
Reset to factory default, passwords and sign out along with Language setting for display pages.

v @ APOverview x  + = >
<« G ANotsecure 192.168.188.251/login#/index a & \(E Guest )

¥2.3.3 Build202506051528 English

AIR-APO3000AX Rate status Client Statistics

Down teret 160.06rs 0 0 0
Running:5mS s 0 B/s Online Normal Weak signal
Device information Hardware information

Hostname: AIR-APO3000AX IP Address: 192168188251
9 43¢,
MAC: 8c03f2:60:1b:76 Version: 23.3 Q ° 43 %
cpy Memory
Radio Details 56
«channel: 11 Width: 20 MHz Utilization: 44% Noise Floor: -107 dbm

Fig 1.2 Configuration with icons in AIRRAP0O1200 Page

Version Upgrade:

Displays the current configuration version of the AP and allows Automatic Updates.
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~ @ APOverview x 4+

m)

< C A Notsecure 192.168.188.251/login#/index Y &, (B cuest

1 o] -
() comorrtmmermmn W O 2 Engish

— Overview Overview
= Upgrade
Overview

€) overview

AIR-APQ3000AX Rate status Client Statistics

Down et L 0ss 0 0 0
Running: 6 m 365 3468 Online Normal Weak signal
Device information Hardware information

Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

1% 434

cpu Memory

MAC: 8¢0312:60:1b76 Version: 233

Radio Detals o

channel: 11 Width: 20 MHz Utilization: 46% Noise Floor: ~107 dbm

Interface information

Fig 1.3 Upgrade icons in AIRRAPO1200 Page
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Upgrade Version: Displays the current Configuration version is latest or not and Auto Upgrade
option you can upgrade firmware to get more functions and better performance.

Note:
1) After upgrading, the device will reboot automatically.
2) To avoid damage to device, please don't turn off the device while upgrading.
3) It is advised to back up the configuration before upgrading.

For Version upgrade click on upgrade icons.

~ @ APOverview x  + =

< C A Not secure  192.168.188.251/login#/index Q K2 ‘(@ GUES(/

& N O .
¥2.3.3 Build202506051528 &% O & Engish

Upgrade

Overview

AIR-APO3000AX Rate status Client Statistics

Down Internet L 0ess 0 0 ()

Running: §m 25's O Online Normal Weak signal

Device information Hardware information

Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

43

MAC: 8c03Fa60:16:76 Version: 233 o
CPU Memory

Radio Details s

channel: 11 Width: 20 MHz Utilization: 47% Noise Floor: =107 dbm

Fig 1.4 Version Checking in AIR-APO1200 Page
Reboot / Reset to factory default Icon:

The configuration will not be lost after rebooting. The Internet connection will be temporarily

interrupted while rebooting.

For Reboot, Click on Device reboot
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&« o> C A Notsecure  192.168.188.251/login#/index Q &,

e 1 ('4 /4 English

& 233 Build202506051528

Overview - Overview

Restart

Restore

Qverview

) Overview

AIR-APO3000AX Rate status Client Statistics

Down 'temet 1697 e/ 0 0 0
Running: 3 m 555 48085 online Normal Weak signal
Device information Hardware information

'
Hostname: AIR-APO3000AX IP Address: 192.168.188.251

. 3.
MAC: 8c03fa60:1b:76 Version: 2.3.3 1 % 4' i

cpu Memory

Radio Details 56

channel: 11 Width: 20 MHz Utilization: 45% Noise Floor: -107 dbm

Interface information

Fig 1.5 Device reboot and Restore factory option in AIR-APO1200 Page

~ @ AP Overview x  + -

€« > C A Not secure  192.168.188.251/login#/index Q 5,

Prompt X

o The network will be interrupted during reboot. Do

you want to continue?

caneel m

Fig 1.6 Reboot option in AIR-RAPO1200 Page
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Restore Factory:

Restore factory configuration feature allow end users to reset the AP to factory default settings, You
can restore the AP toits factory default settings by the Reset button or by factory reset option
in this page. It must be noted that once the AP is reset, all the current configuration settings will be
lost.

v @ APOverview x  + =

<« - C A\ Notsecure  192.168.188.251/login#/index e &, ([ Guest

Prompt X

During the recovery, the settings wil be initialized

@ and the current netwerk will be interrupted. Do

you want to continue?

ceneel m

Fig 1.7 Reset option in AIRRAP0O1200 Page

Password Setting:
On this page, you can modify the factory default username of the AP and create multiple new

password

Note:

The factory default password is admin.

You can modify default password. The Password length minimum 8 and maximum 64
characters, and can contain letters, numbers, and special symbols as per user. All the fields are

case- sensitive.
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v @ APOverview x  + =

€« C A Notseeure 192.168.188.251/login#/index Q 4 (® Guest )

() cssprommrms T NO] .’@. Engli:h

Overview > Overview

Password Setting

‘Overview sign out

€) overview

Rate status Client Statistics

Down et 160.08s 0 0 0

Running: 10m 55 5. 346 B/s online Normal Weak signal

Device information Hardware information
Hostname: AIR-APO3000AX 1P Address: 192.168.188.251
MAC: 8:03£a60:1b:76 Version: 2.3 02 43 %
cpu Memory
Radio Details | -
channel: 11 Width: 20 MHz Utilization: 71% Moise Floor: -105 dbm
Interface information
(o)
want
Fig 1.8 Password Setting option in AIRRAP0O1200 Page
v @ AP Password x 4+ =
< C A Notsecure 192.168.188.251/login#/password Q &, \(El GUESI/

- IR ——

System > Password

Password

Password Settings

* Old Password
* New Password

* Confirm Password

“ coneel

Fig 1.9 Login Setting option in AIRRAPO1200 Page
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¥ @ APPassword

X =+ —
< C A Notsecure 192.168,188.251/login#/password Q K2 ‘(@ GUES(/
1d202506051528

System - Password

English
Password

Password Settings

*0Id Password

New Password

commando
Confirm Password commando
ed
Password
cancel
Restart
Restore

Fig1.10Login Setting as per user in AIRRAPO1200 Page
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< C @ O 8 o+ 192.168.188.251/#/login

§;

T

COMMANDO

Remember password
pa

Fig1.11Login Setting as per new password in AIRRAP0O1200 Page

Sign Out:
Sign out means to end access of device. Sign out informs the device that the current user

wishes to end the login session. After Clicking Sign Out, it will be directed to Login page.
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v @ APOverview x  +

« > C A Notsecure  192.168.188.251/login#/index

ﬁ. v23.3 Build202506051528
— Overview - Overview
‘Overview

&) Overview

AIR-APO3000AX Rate status Client Statistics
Down "emet 1 60.08s 0
Running g: 10m 555 346 B/s Online Normal
Device information Hardware information
Hostname: AIR-APOS000AX 1P Address: 192.168.188.251
0%
MAC: 8c03a60:1b76 Version: 233 s
CPU
Radio Details
channel: 11 Width: 20 MHz Utilization: 719 Noise Floor: -105 dbm

Fig 1.12 Sign Out Setting in AIRRAPO1200 Page

< C @ O 8 o+ 192.168.188.251/#/login

login

Remember password
pa

Fig 1.13 After Sign out AIR-AP0O1200 Page Language Options:
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- o

A O] .?\ English

Password Setting

Weak signal

43 %

Memory
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Helps to select language as per choice of user.

v & APOverview X+ = X
<« C A Notsecure 192.168.188.251/login#/index aQa ¢ (&) Guest i

AIR-APO3000AX Client Statistics

Down "emet L 0sss 0 0 0

Running: 15 m 34 5 Ot Online Normal Weak signal

Device information Hardware information

-

Hostname: AIR-APO3000AX IP Address: 192.168.188.251

MAC: 8c032:60:16:76 Version: 233 i 44 %
CPU Memory

channel: 11 Width: 20 MHz Utilization: 43% Moise Floor: 107 dbm

Fig1.14 Language Option in AIR-APO1200 Page

Note: Default language setting is English. After Factory reset Default Langauge is chinese
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1.1WAN Information
In WAN Information of AP, Status of WAN connection along with device name, uptime and the

Rate status in bits/second is displayed of the AP is shown.

v @ APOveniew x o+ = X
3 C A Notsecure 192.168.188.251/login#/index [N K3 \@ Guest H

9 v2.3.3 Build202506051528

Client Statistics

AIR-APO3000AX Rate status

Down "rtemet L0 0 0 0

Running: 18 m 24 5 3468/ online Normal Weak signal

Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

439

MAC: Bc03:260:1b:76 Version: 233 g
cPU Memory

channel: 11 Width: 20 MHz Utilization: 44% Moise Floor: -107 dbm

Status: Connected

Port Speed: 1000 Mbps

Fig 1.1.1WAN Status of AIR-APO1200
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1.2 UserInformation
You can view User Information like how many wireless clients and their categories like online

user with Normal range or weak signal users which are connected to AP.

v @ APOverview X+ = X
3 C A Notsecure  192.168.188.251/login#/index Q RS \E Guest :

AIR-APO3000AX Client Statistics

Down "temet LOss 0 0 0

Running: 18 m 245 3465 Online Normal Weak signal

Hardware informat
-
Hostname: AIR-APO3000AX 1P Address: 192.166.188.251
MAC: 8c034a260:1b:76 Version: 233 g ° 43 %
cPU Memory

Rasio et -

channel: 11 Width: 20 MHz Utilization: 44% Noise Floor: ~107 dbm

Status: Connected

Port Speed: 1000 Mbps

Fig 1.2.1 Device Description of AIRRAP0O1200
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1.3 Device Information:
Device information show Equipment name default Equipment name is COMMANDO, Device model

name AIR-APO1200, current IP address by default 192.168.188.251 can change as per user
requirement and also device MAC address along with software current firmware version.

v @ APOverview x o+ = X
< G ANotsecwe 192.168.188.251/login#/index a & \(E Guest )

e v2.3.3 Build202506051528

AIR-APO3000AX Client Statistics

Do Internet L 08 0 0 0

Running: 18m 24 5 3466 Online Normal Weak signal

Hardw: format
-
Hostname: AIR-APO3000AX 1P Address: 192.166.188.251
43 5

MAC: 8c03:fa:60-16:76 Version: 23.3 i 43 %

cpPU Memory
Radio Details .
channel: 11 Width: 20 Mz Utilizstion: 445 Noise Floor: 107 dom

Interface information

)
wan

Status: Connected

Port Speed: 1000 Mbps

Fig 1.3.1 Device Information of AIR-APO1200
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1.4 Hardware information:
Hardware information shows CPU and Memory usage percentage.

v @ ApPOverview X o+ - X

¢ G A Notsecure 192.168.188.251/login#/index aQ 4 \\E Guest )}
e

233 Build202506051528 English

Overview > Overview

Overview

AIR-APO3000AX Rate status Client Statistics

Down Intemet 1 08ss
73468 0 0 0

Online Normal Weak signal
Device information Hardware information

-
Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

9 43
MAC: 80033601676 Version: 233 2 43 %

o
cPu Memory

Radio Detals s6

channel: 11 Width: 20 MHz Utilization: 44% Noise Floar: -107 dbm

Interface information

(uky)

Status: Connected

Port Speed: 1000 Mbps

Fig 1.4.1Hardware information of AIRRAPO1200
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1.5 RFinformation
In RF Information shows 2.4G and 5G channel used either manual or auto along with channel

bandwidth used 20/40/80 MHz with Channel utilization rate, Channel noise floor in dBm with

Signal strength.

v @ AP Oveniew X + = X
¢ @ ANotsere 192.168.188.251/login#/index a & (E‘ Guest )

AIR-APO3000AX Rate status Client Statistics
Down "temet 1 08ss 0 0 0
Running: 18 m 245 3466 Online Normal Weak signal
Device information Hardware information

-

Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

2% 43¢,

cpu Memory

MAC: 8c03:f260:1b:76 Version: 23.3

channel: 11 Width: 20 MHz Utilization: 449% Noise Fleor: -107 dbm

Status: Connected

Port Speed: 1000 Mbps

Fig 1.5.1RFinformation for 2.4G of AIRR-AP0O1200

RF information 246G B

channel: 40 (auto) bandwidth: 80 MHz Channel utilization: 2% Channel noise floor: -99 dbm Signal strength: 100%

Fig 1.5.2 RFinformation for 5G of AIR-APO1200
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1.6 Interface Information
Displays the current enabled WAN, LAN port(s). All Interface Status automatically refresh in 5 sec

intervals. Green means active and red means inactive.

Interface information

- 1 \
mm
wan lan

Fig 1.6.1 Interface Status of AIRRAPO1200

v @ APOveniew x o+ = X
13 c A\ Notsecure  192.168.188.251/login#/index Q & (@ GuEsIJ :

AIR-APO3000AX Client Statistics

Down emet L 0sys
T 13465, 0 0 0

Online Normal Weak signal

Hostname: AIR-APO3000AX 1P Address: 192.168.188.251

43%

MAC: 8c03:fa:60:16:76 i
cPU Memory

Width: 20 MHz Utilization: 44% Noise Floor: -107 dbm

(1)

Status: Connected

Port Speed: 1000 Mbps

Fig 1.6.2 Physical connection of AIRRAP01200

Important Note:
1. In FITmode, we can set basic setting and cannot set port, WiFi, Userand System Setting.
2. In FATmode, we can set all including port, WiFi,User and System Setting.
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2. Portssettings
In port setting we can set Access method like DHCP or Manual static IP address along with subnet

mask and default gateway. We can also set DNS manually with Preferred DNS and Alternative DNS.

For Changing port setting click on Ports setting

v @ APinterface X o+

& c A Not secure  192.168.188.251/login#/interface

v2.3.3 Build202506051528

Internet Acces§ | DHCP

DHcP
1
Static IP

Subnet mask
Gateway

DNS acquisition @ Using DHCP Specify

method

* Preferred DNS server

Alternate DNS server

Fig 2.1 Port Setting of AIR-APO1200
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v AP Interface x +

- X
<« (¢] A Notsecure  192.168.188.251/login#/interface & a o e
oo
oo

[ All Bookmarks

o

S English
_ Interface > Interface
Interface
WAN
o .
& Interface
Intemnet Access  DHCP
[ Stations
5% System P

Subnet mask
Gateway

DNS acquisition © Using DHCP Specify

method %

Preferred DNS server

Alternate DNS server

Conee!

Fig 2.2 Default Port Setting DHCPof AIR-APO1200

v AP Interface x +

= x
€« G A Notsewre 192.168.188251/login#/interface = Q x O
=

B8

D3 All Bookmarks

S English

— Interface > Interface

Interface

WAN

Internet Access DHCP

Subnet mask

Gateway

DNS acquisition @ Using DHCP Specify

method %

Preferred DNS server

Alternate DNS server

Canee!

Fig2.3 Port Setting DHCPof AIR-APO1200
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v & APInterface x +

= X
€« G A Notsecure 192168188 251/login#/interface »a x O 6
og [ All Bookmarks
S English
Interface Interface
Interface
WAN

Internet Access DHCP

Subnet mask

Gateway

DNS acquisition ~ Using DHCP

method

* Preferred DNS server 8888

Alternate DNS server 1144

Caneel

Fig 2.4 Port Setting DHCP of AIRAP0O1200

v & APInterface X 95 b - x
&« (¢} A\ Notsecure  192.168.188.251/login#/interface & % (] e
8a [ All Bookmarks

Q (') ey English

Interface Interface
=2
Interface
&) o
WAN

Internet Access ~ Static IP
“IP 192.168.1.10
Subnet mask 255.255.255.0 (24)
* Gateway =~ 192.168.1.1
* Preferred DNS server  8.8.8.8

Alternate DNS server ~ 1.1.1.1

Save Cancel

Fig2.5 Port Setting DNS of AIR-APO1200
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3. Wi-Fi Settings
In WiFisetting you can set the 2.4G/5G WiFiSSIDand RFsetting and Advanced settings.

1.1 SSIDSettings

We can set 2.4G/5G WiFi with Basic Setting along with SSID setting. You can enable or disable
WiFi by

WiFiOperating Status (Disable):On mean SSIDis available for wireless clients. WiFi Operating Status
(Enable): Offmean SSID not available.

Note: 1.Bydefault Basic WiFiSSIDT 2 . 4 G_ dand p2uG _t dJe istarned ONY
2. By default no Password/authentication is required to connect to SSID. For Changing SSID

parameters Click on WiFi Setting> SSID Setting

v @ APSSID X o+ & = X
i i e A
<« G A Notsecure 192.168.188.251/login#/ssid a 4 \@ Guest )
O]

Wireless - SSID

SsIiD

246G SSID

Enable Close Close Close

COMMANDO 2.4G_default

edit Disabled
Enable
Enable Close

Enable

5G SSID

COMMANDO 5G_default Enable Close Close Close edit  Disal

fa bled

Enable Close Close Close edit  Enable

Fig 3.1.1 Default WiFi of AIR-RAPO1200
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v @ apssD x o+ - X

< @ A Notsecure 192.168.188.251/login#/ssid a & (@ G”E“)' :

SSID

2.4G SSID

SSID VLAN Hide SSID

NDO 2.4G_default Enable Close Close Close edit Disabled

5G SSID

COMMANDO 5G_default Enable Close Close Close edit Disabled

fa bled
Enable
Enable

Enable

Fig3.1.2 Default 2.4G WiFienable of AIRRAPO1200

How to change SSID(Wi-FiName)?

For changing SSIDname and parameters, Click on WIFISetting>>SSID Setting>>Edit.

In SSIDSetting, various parameters like SSIDname, Security type either Open, WPA-PSK,WPA2-
PSK or WPA-PSK+WPA2PSK can be set. You can also set SSID VLANand can also rate limit of
Uplink speed limit and Downstream speed limit in KB/s . You can Hide SSID or configure Guest

mode which Prohibit mutual visits and access to wired.
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v @ APSSID X  + = x
&€ > G ANotsewre 192.168.1.118/login#/ssid Qa v 0 O
B [ All Bookmarks

COMMANDO 2.4G_default

Security = WPA-PSK+WPA2-PSK.

Password

SSID VLAN Enable

Rate Limit for SSID Enable
Hide SSID

Guest Wi-Fi Enable ( Prohibit mutual visits and access to wired )

Fig 3.1.3 SSIDSetting of AIRRAP0O1200

v @ APSSD X+ b3 = X

<« > C A Notsecure  192.168.188.251/login#/ssid QU &

*SSID | COMMANDO 24G_default

Security | Enable

SSID VLAN @ Enable

Rate Limit for SSID Enable

Hide SSID Enable

Guest Wi-Fi Enable ( Prohibit mutual visits and access to wired )

Fig 3.1.4 Setting security for AIR-APO1200
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9 2.3 3 Build202506051528 English

Wireless - SSID

SsID
er
2.4G SSID
s SSIDVLAN fide 5515 S WS
COMMANDO 2.4G_default Enable Close Close Close edit Disabled
Radio
Enable Close Close Close edit Enable
Enable Close Close Close edit  Enable
Enable Close Close Close edit  Enable
5G SSID
Ss SSIDVLAN fiide $SID CrmRO
COMMANDO 5G_default Enable Close Close Close edit Disabled
Enable Close Close Close edit  Enable
Enable Close. Close Close edit  Enable
Enable Close Close Close edit  Enable

English

Wireless SSID

=
SSID
iew
2.4G SSID CQMh:ﬁNDO 2.4G_default
G Interfa
s SSID SSID VLAN Hide SSID Enter the network security key
= Wireless ~

SSID COMMANDO 2.4G_default WPA2-PSK+WPA3-PSK Close Close
Bactio Enable Close Close
) ﬁﬁ COMMANDO 2G
Station
Enable Close Close a
7 HTAP1
Enable Close Close
ag HT_AP2
aﬁ HT_AP3
5G SSID
COMMANDO 5G_default
SSID Security SSID VLAN Hide SSID
G i
COMMANDO 5G_default Enable Close Close )
Network & Internet settin
Enable Close Close N
Enable Close Close

Fig3.1.6 2.4G_defaultaccess with security setting to Wireless clients of AIRRAPO1200
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v @ apssip x o+ & - X

> C A Notsecure  192.168.188.251/login#/ssid [N &,

233 Build202506051528 English

Wireless > SSID

ssip
246G 53D
COMMANDO 2.46_default Enable Close Close Close edit Disabled
Enable Close Close Close name
Enable Close Close Close edit Enable
Enable Close Close Close edit Enable
5G SsiD
COMMANDO 56 default Ensble Close Close Close edit Dissbled
Enable Close Close Close edit Enable
Enable Close Close Close edit Enable
Ensble Close Close Close edit Enable

Fig 3.1.7 Enabling 2.4G VAP of AIRRAPO1200

v @ apssD x o+ ks — D%

« = C A Notsecure  192.168.188.251/login#/ssid Q R3

Network1
Security  WPA-PSK+WPA2-PSK
Password
SSID VLAN Enable
Rate Limit for SSID Enable

Hide SSID Enable

Guest Wi-Fi Enable ( Prohibit mutual visits and access to wired )

Fig3.1.8 Setting 2.4G VAP 1 SSIDand parameters of AIRRAP0O1200
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Important Note: You can create SSIDWiFipassword as per your choice but wireless clients can
connect only after enabling SSID.

v @ APssD x  + B .
N .
< @ A Notsecure 192.168.188.251/login#/ssid & & (Eoe)

v23.3 Build202506051528

Wireless > SSID

ssip
246 sSID
. COMMANDO 2.46_default enable Close Close Close edit Dissbled
enable close Close Close edit Enable
Enable Close Close Close edit  Enable
5GSSID
COMMANDO 56_defaut enable Close close Close edit Dissbled
Enable Close Close Close edit  Enable
Enable Close Close Close edit Enable
Enable Close Close Close edit  Enable
R
Fig 3.1.9 Wireless VAP 1 created in AIRAPO1200
Network1 WPA-PSK+WPA2-PSK Close Close Close edit E

Fig 3.1.10 Enabling 2G WiFiVAP2 of AIR-APO1200

Note: You can have Multi SSID up to 8 (4 in 2.4G band and 4 in 5G band) configured on AIR -
AP1200-PRO. Alicreated SSID will use same channel in 2G and 5G band and channel width as set
in for band SSID. For each Virtual Access Point (VAP) can set different name, encryption and

password.
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& c A Notsecure  192.168.188.251/login#/ssid
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Wircless - SSID

SsiD

2.4G SSID

o COMMANDO 2.4G_default Enable Close Close Close edit Disabled
- Network! T T Close edit
Enable Close Close. Close edit  Enable
Enable Close Close Close edit  Enable
5G SSID

COMMANDO 5G_default Enable Close. Close
Enable close Close
Enable Close Close
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Fig 3.1.11Enabling 2G WiFiNetworkl of AIRRAP0O1200

v @ apssD x 4+

&« C A Notsecure 192.168.188.251/login#/ssid

Close edit Disabled

Close edit  Enable
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Close
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X
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Wireless > SSID

ssip
2 (s 246 551D
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adic TWPRTTER Close Close
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56 53D
COMMANDO 56_default enable Close Close
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Enable Close Close
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Fig3.1.12 2G WiFiNetwork1 available for wireless clients AIRRAP01200
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5G SSID
COMMANDO 5G_default Enable Close Close Close edit Disabled
Enable Close Close Close edit Enable
Enable Close Close Close edit Enable
Enable Close Close Close edit Enable
Fig 3.1.13 Default 5G WiFiSSIDof AIR-AP0O1200
v @ apssD x o+ X
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1202506051528 English
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Airplane mode hotspot

Fig 3.1.14 Default 5G WiFiSSIDavailable for WiFiClients of AIRRAP0O1200
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« > C A Notsecure  192.168.188.251/login#/ssid Q S,

COMMANDO 5G_default

Security | Enable

SSID VLAN Enable
Rate Limit for SSID Enable
Hide SSID Enable

Guest Wi-Fi Enable ( Prohibit mutual visits and access to wired )

canest

Fig 3.1.15 Edit 5G WiFiSSIDsetting of AIRRAPO1200

v & APsSID X  + o %
€ > C A Notsecure 192.168.188251/login#/ssid G g9 8
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= Wireless ~ Network1 WPA-PSK+WPA2-PSK Close Close
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COMMANDO 2G
5G SSID

COMMANDO Networks 5G Enable Close Close Guest 2G

Enable Close Close
Enable Close Close
Enable Close Close

Airplane mode hotspot

Fig3.1.16 Setting 5G New SSIDof AIR-AP0O1200
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v @ ApssiD x 4+ = X
& 5 C A Notsecure 192.168.188.251/login#/ssid e & e :
R [ All Bookmarks

Network5G

Security =~ WPA-PSK+WPA2-PSK

Password

SSID VLAN
Rate Limit for SSID Enable
Hide SSID
Guest Wi-Fi Enable ( Prohibit mutual visits and access to wired )

Cancel

Fig3.1.17Setting VAPNew SSIDin 5G band of AIRRAP0O1200

v @ ApssD x  + — %
<« > C A Notsecure  192.168.188.251/login#/ssid G W e 9 @
a8 [ All Bookmarks

English

Wireless SSID

SSID
COMMANDO 2.46_default WPA2-PSK+WPA3-PSK Close Close Close edit Disabled
s Network1 WPA-PSK + WPA2-PSK Close Close Close edit  Disabled
SsiD
Enable Close Close Close edit Enable
Enable Close Close Close edit  Enable
|
5G SSID
COMMANDO Networks 5G Enable Close Close Close edit Disabled
! WPA-PSKFWPAZ-PSK TTose Tlose Close edit|_Enable |
Enable Close Close Close edit Enable
Enable Close Close Close edit Enable
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&« c A Notsecure  192.168.188.251/login#/ssid Q R <E Gussl) :
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wireless - SSID

SsID

2.4G SSID

= COMMANDO 246 default

Properties
Networkl WPA-PSK-+WPAZ-PSK Close

Disconnect

Enable close

COMMANDO AP1200

ﬁb

Enable Close

ﬂb

CHANGE-CMD-5G

COMMANDO WiFi 6

Rﬁ

5G SSID

COMMANDO 56_default

CHANGE-CMD

ﬁb

ﬁb

COMMANDO 2.4G

ﬁﬁ

COMMANDO_2G

Network5G

ﬁb

oo (aD]
Mobile
Airplane mode hotspot

Fig 3.1.18 VAPNew SSIDavailable for wireless clients in 5G band of AIR-APO1200

RF settings:

It provides an automatic power and channel adjustment function with Dynamic Frequency
Selection (DFS) which makes channel allocation scheme specified for wireless LAN, in 2.4G and 5G
WiFi. It is designed to prevent electromagnetic interference to ensure particular RF detection
and management algorithms to attain a better RF coverage effect. When the signals of one AP is
interfering with by strong external signals, the AP may automatically switch to an appropriate
channel to avoid interference, which guarant eeing larger distance covered. If particular AP
deployed in the network accidentally stops operating by power failure or POE/PoE+ switch OFF,
the RF management function compensates the resulting blind area of signals so that the wireless
clients can still operate normally.

Setting Channel Bandwidth: By default, the 2.4 GHz frequency uses a 20MHz channel width and
the 5 GHz frequency uses 80MHz channel width. In crowded areas with a lot of frequency noise
and interference, a single 20MHz c hannel will be more stable. 80MHz channel width allows for

greater speed and faster transfer rates but it doesn't perform as well in crowded areas.
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802.11 2.4 Ghz 20 MHz DSSS, FHSS 2Mbps

802.11a 5 Ghz 20 MHz DSSS 54 Mbps

802.11b 2.4 Ghz 20 MHz OFDM 11 Mbps

802.11g 2.4 Ghz 20 MHz OFDM 54 Mbps

802.11n 2.4 and 5 Ghz 20 MHz, 40 MHz OFDM 600 Mbps

802.11ac 2.4 and 5 Ghz 20, 40, 80, 80+80, | OFDM 6.93 Gbps
160
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5 GHz Channelization

5.17 GHz 5.33 GHz

i 39 40 44 48 ’ 52 56 60 o4 i
2omnz | [ [ A A B A B
40 MHz _ _ . _ _
wonrz

" pew wih 302 11ac

Channel Width
# Spatial 20 MHz 40 MHz 80 MHz 160 MHz
Streams
1 86 Mbps 200 Mbps 433 Mbps 866 Mbps
2 173 Mbps 400 Mbps 866 Mbps 1.73 Gbps
3 288.9 Mbps 600 Mbps 1.3 Gbps 2.34 Gbps
4 346.7 Mbps 800 Mbps 1.73 Gbps 3.46 Gbps

Fig3.1.19RFspeed in 2.4G and 5G band of AIRRAP0O1200

For changing RF2.4G setting go to WIFIsettings >RF settings >2.4G

v @ APRadio + = X

< > C  AnNotseure 192.168.188.251/login#/radio Q &, (B Guest

(]

& 1232 Build202506051528

Radio mode

11b/g/n/ax

Width 20 MHz

Channel  Auto

Client Count Limit | 0

Kick-off Threshold ()

Disable -75dBm -95dBm

10% 20% 40% 60% 80% 100%(Max)

Fig 3.1.20 Changing Maximum Wireless client count in 2.4G band of AIR-AP0O1200
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v @ APRadio

&« C A Notsecure 192,168.188.251/login#/radio

x +

Radio
Country and region:  China(CN)
246 56
Wir
D
Radio mode | 11b/g/n/ax
Radio
B e Width | 20 MHz
Channel | Auto
o
Client Qount Limit 7
8
Kick-offfThreshold ¢ 9
Disz 10 Bm
Power 11
12
13

E cancel

Fig 3.1.21 Changing Channels in 2.4G band of AIRRAP0O1200

WIFI settings RF settings

RF settings
2.4G 5G
WIFI settings Bl "
settings
RF settings User Count Limit 100
Min Access Signal O - -94 +

I Transmit Power” 100%

100%

Channel Widtl
80%

60%

40%

20%

Fig 3.1.22 Changing Transmit Power in 2.4G band of AIR-AP0O1200
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v @ APRadio x  +

< c A\ Notsecure  192.168.188.251/login#/radio Q R (@ Guss()

Wireless > Radio

Radio

Country and region: | China(CN)

246 5G
Wir
sID
Radiomede  T1b/g/n/ax

Radio

Stations Width | 20 MHz
20 MHz

hannel

40 MHz

Client Count Limit 0

Kick-off Threshold ()
Disable 75dBm -95dBm

Power

Fig 3.1.23 Changing Channel width in 2.4G band of AIRRAP0O1200

v @ APRadio x o+ _ %
' . ( N
i3 C A Notsecure 192.168.188.251/login#/radio Q R2 ;\@ Gues(/\
[ Japemm——
_ Wircless - Radio
Radio
e
I Country and region: = China(CN)
_ 246 56
= Wircless
siID
Radio mode | 11b/g/n/ax
Radic
S statio Width 20 MHz

Channel  Auto

Client Count Limit 0

Kick-off Threshold ()

Disable -75dBm

Power

concel

Fig 3.1.24 Configuration in 2.4G band of AIRRAPO1200
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Channel Graph 2“4,GHz SGHZ 6an i
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ITM Cabin (~1m)

Reception 2.4(

AIR-AR1200 26 ((~5m)

gym};u Developer (~8m)

Q il :
Ch 1 2 3 4 5§ 6 7 8 9 10 11 12 13

Fig 3.1.25 WiFianalysis 2.4G band of AIRRAP0O1200
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COMMANDO 24G WPA-PSK+WPA2-PSK 2 Close Close edit Disabled

Network1 WPA-PSK+WPA2-PSK Close Close Close edit Disabled

Fig 3.1.26 SSIDused for 2.4G band along with desired RF parameter of AIRR-APO1200

v @ APRadio x o+ _ %
< c A Notsecure  192.168.188.251/login#/radio Q. R (@ Guest/

e V2.3 3 Build202506051528

Wireless - Radio

Radio

Country and region:  China(cN)

Radio mode  11a/nfac/ax

= Statio Width 160 MHz.
Channel | Auto

Client Count Limit 0 [

Kick-off Threshold ()

Disable -75dBm -95dBm

Power

E cencel

Fig 3.1.27 Default setting in 5G band of AIRRAPO1200

v @ APRadio x o+ - X
<« G A Notsecure 192.168.188.251/login#/radio a & (IE! Guest )

English

Wireless > Radio

Radio

Country and region: | China(cN)

Radio mode  11a/n/ac/ax

Width 160 MHz

tes
Channel | Auto { l
Auto
Client Chunt Limit
36
40
Kick-off fhreshold
a4
Dis3 -95dBm
48
Power
52
10 80%  100%(Max)
56

E caneel

Fig 3.1.28 Changing Channels in 5G band of AIRRAPO1200
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v @ APRadio X+ - X

< C A Notsecwre 192.168.188.251/login#/radio & & (E G"ESD‘ :

9 v23.3 Build202506051528

Wireless > Radio

Radio

Country and region: | China(CN)

Radio mode  11a/n/ac/ax

Width 160 MHz

Channel ~ Auto

Client Count Limit = 0

Kick-off Threshold ()

=P =STTETT

Fig 3.1.29 Changing Transmit Power in 5G band of AIR-APO1200

v @ APRadio x o+ = X
‘ : =R
< C  ANotsewre 192.168.188.251/login#/radio & & (Bowe)

9 v23.3 Build202506051528

— Wireless > Radio

Radio

Country and region: |~ China(cN)

Radio mode  11a/nfac/ax

Width | 160 MHz

20 MHz
hannel
40 MHz
80 MHz
Client Cougt Limit
160 MHz
Kick-off Threshold ()
Disable 75dBm

Power

cancel

Fig 3.1.30 Changing Channel width in 5G band of AIRRAP0O1200
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Fig 3.1.31 WiFianalysis of 5G band of AIR-RAP0O1200
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Fig 3.1.32 New SSIDNetwork5G in 5G band of AIRRAP01200

Fig 3.1.33 Configuration of Country and Region
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